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Introduction 
This document provides NQA configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of HP NQA. 


Example: Configuring an NQA UDP jitter 
operation 


Network requirements 
As shown in Figure 1, configure a UDP jitter operation to test the jitter, delay, and round-trip time between 
Device A and Device B. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure an NQA UDP jitter operation, follow these restrictions and guidelines: 


• Make sure the devices can reach each other before you start the NQA operation. 


• Configure Device B as the NQA server before you start the NQA UDP jitter operation. 


• You cannot modify the operation configuration for a running NQA operation. 
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Configuration procedures 


Configuring Device B 
# Enable the NQA server. 
<DeviceB> system-view 


[DeviceB] nqa server enable 


# Configure a listening service to listen on the IP address 10.2.2.2 and UDP port 9000. 
[DeviceB] nqa server udp-echo 10.2.2.2 9000 


Configuring Device A 
# Create a UDP jitter operation. 
<DeviceA> system-view 


[DeviceA] nqa entry admin test 


[DeviceA-nqa-admin-test] type udp-jitter 


# Configure 10.2.2.2 as the destination IP address and port 9000 as the destination port. 
[DeviceA-nqa-admin-test-udp-jitter] destination ip 10.2.2.2 


[DeviceA-nqa-admin-test-udp-jitter] destination port 9000 


# Configure the operation to repeat at an interval of 1000 milliseconds. 
[DeviceA-nqa-admin-test-udp-jitter] frequency 1000 


[DeviceA-nqa-admin-test-udp-jitter] quit 


Verifying the configuration 
# Start the UDP jitter operation. 
[DeviceA] nqa schedule admin test start-time now lifetime forever 


# Stop the UDP jitter operation after the operation runs for a time period, for example, 30 seconds. 
[DeviceA] undo nqa schedule admin test 


# Display the most recent result of the UDP jitter operation. 
[DeviceA] display nqa result admin test 


NQA entry (admin admin, tag test) test results: 


    Send operation times: 10             Receive response times: 10 


    Min/Max/Average round trip time: 1/1/1 


    Square-Sum of round trip time: 10 


    Last packet received time: 2014-07-30 09:46:36.9 


  Extended results: 


    Packet loss ratio: 0% 


    Failures due to timeout: 0 


    Failures due to internal error: 0 


    Failures due to other errors: 0 


    Packets out of sequence: 0 


    Packets arrived late: 0 


  UDP-jitter results: 
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   RTT number: 10 


    Min positive SD: 1                     Min positive DS: 0 


    Max positive SD: 1                     Max positive DS: 0 


    Positive SD number: 1                  Positive DS number: 0 


    Positive SD sum: 1                     Positive DS sum: 0 


    Positive SD average: 1                 Positive DS average: 0 


    Positive SD square-sum: 1              Positive DS square-sum: 0 


    Min negative SD: 0                     Min negative DS: 0 


    Max negative SD: 0                     Max negative DS: 0 


    Negative SD number: 0                  Negative DS number: 0 


    Negative SD sum: 0                     Negative DS sum: 0 


    Negative SD average: 0                 Negative DS average: 0 


    Negative SD square-sum: 0              Negative DS square-sum: 0 


  One way results: 


    Max SD delay: 0                        Max DS delay: 0 


    Min SD delay: 0                        Min DS delay: 0 


    Number of SD delay: 0                  Number of DS delay: 0 


    Sum of SD delay: 0                     Sum of DS delay: 0 


    Square-Sum of SD delay: 0              Square-Sum of DS delay: 0 


    SD lost packets: 0                     DS lost packets: 0 


    Lost packets for unknown reason: 0 


# Display the statistics of the UDP jitter operation. 
[DeviceA] display nqa statistics admin test 


NQA entry (admin admin, tag test) test statistics: 


  NO. : 1 


    Start time: 2014-07-30 09:46:22.7 


    Life time: 14 seconds 


    Send operation times: 150            Receive response times: 150 


    Min/Max/Average round trip time: 1/4/1 


    Square-Sum of round trip time: 165 


  Extended results: 


    Packet loss ratio: 0% 


    Failures due to timeout: 0 


    Failures due to internal error: 0 


    Failures due to other errors: 0 


    Packets out of sequence: 0 


    Packets arrived late: 0 


  UDP-jitter results: 


   RTT number: 150 


    Min positive SD: 1                     Min positive DS: 1 


    Max positive SD: 6                     Max positive DS: 1 


    Positive SD number: 11                 Positive DS number: 5 


    Positive SD sum: 16                    Positive DS sum: 5 


    Positive SD average: 1                 Positive DS average: 1 


    Positive SD square-sum: 46             Positive DS square-sum: 5 


    Min negative SD: 5                     Min negative DS: 1 


    Max negative SD: 5                     Max negative DS: 1 


    Negative SD number: 1                  Negative DS number: 1 
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    Negative SD sum: 5                     Negative DS sum: 1 


    Negative SD average: 5                 Negative DS average: 1 


    Negative SD square-sum: 25             Negative DS square-sum: 1 


  One way results: 


    Max SD delay: 0                        Max DS delay: 0 


    Min SD delay: 0                        Min DS delay: 0 


    Number of SD delay: 0                  Number of DS delay: 0 


    Sum of SD delay: 0                     Sum of DS delay: 0 


    Square-Sum of SD delay: 0              Square-Sum of DS delay: 0 


    SD lost packets: 0                     DS lost packets: 0 


    Lost packets for unknown reason: 0 


Configuration files 
• Device B: 


# 


 nqa server enable 


 nqa server udp-echo 10.2.2.2 9000 


# 


• Device A: 
# 


nqa entry admin test 


 type udp-jitter 


  destination ip 10.2.2.2 


  destination port 9000 


  frequency 1000 


# 


Example: Configuring an NQA SNMP 
operation 


Network requirements 
As shown in Figure 2, configure an SNMP operation to test the time the NQA client uses to get a 
response from the SNMP agent. 


Figure 2 Network diagram 
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Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure an NQA SNMP operation, follow these restrictions and guidelines: 


• Make sure the devices can reach each other before you start the NQA operation. 


• Configure Device B as the SNMP agent before you start the NQA SNMP operation. 


• You cannot modify the operation configuration for a running NQA operation. 


Configuration procedures 


Configuring Device B 
# Set the SNMP version to all. 
<DeviceB> system-view 


[DeviceB] snmp-agent sys-info version all 


# Set the read community to public. 
[DeviceB] snmp-agent community read public 


# Set the write community to private. 
[DeviceB] snmp-agent community write private 


Configuring Device A 
# Create an SNMP operation. 
<DeviceA> system-view 


[DeviceA] nqa entry admin test 


[DeviceA-nqa-admin-test] type snmp 


# Configure 10.2.2.2 as the destination IP address of the SNMP operation. 
[DeviceA-nqa-admin-test-snmp] destination ip 10.2.2.2 


# Enable the saving of history records. 
[DeviceA-nqa-admin-test-snmp] history-record enable 


[DeviceA-nqa-admin-test-snmp] quit 


Verifying the configuration 
# Start the SNMP operation. 
[DeviceA] nqa schedule admin test start-time now lifetime forever 


# Stop the SNMP operation after the operation runs for a time period, for example, 30 seconds. 
[DeviceA] undo nqa schedule admin test 


# Display the most recent result of the SNMP operation. 
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[DeviceA] display nqa result admin test 


NQA entry (admin admin, tag test) test results: 


    Send operation times: 1              Receive response times: 1 


    Min/Max/Average round trip time: 1/1/1 


    Square-Sum of round trip time: 1 


    Last succeeded probe time: 2014-07-30 10:07:28.2 


  Extended results: 


    Packet loss ratio: 0% 


    Failures due to timeout: 0 


    Failures due to internal error: 0 


    Failures due to other errors: 0 


# Display the history records of the SNMP operation. 
[DeviceA] display nqa history admin test 


NQA entry (admin admin, tag test) history record(s): 


Index      Response     Status           Time 


1          1            Succeeded        2014-07-30 10:07:28.2 


Configuration files 
• Device B: 


# 


 snmp-agent 


 snmp-agent local-engineid 800063A20300E0FC123456 


 snmp-agent community read public 


 snmp-agent community write private 


 snmp-agent sys-info version all 


# 


• Device A: 
# 


nqa entry admin test 


 type snmp 


  destination ip 10.2.2.2 


  history-record enable 


# 


Example: Configuring an NQA TCP operation 


Network requirements 
As shown in Figure 3, configure a TCP operation to test the time required for Device A and Device B to 
establish a TCP connection. 
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Figure 3 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure an NQA TCP operation, follow these restrictions and guidelines: 


• Make sure the devices can reach each other before you start the NQA operation. 


• Configure Device B as the NQA server before you start the NQA TCP operation. 


• You cannot modify the operation configuration for a running NQA operation. 


Configuration procedures 


Configuring Device B 
# Enable the NQA server. 
<DeviceB> system-view 


[DeviceB] nqa server enable 


# Configure a listening service to listen on the IP address 10.2.2.2 and TCP port 9000. 
[DeviceB] nqa server tcp-connect 10.2.2.2 9000 


Configuring Device A 
# Create a TCP operation. 
<DeviceA> system-view 


[DeviceA] nqa entry admin test 


[DeviceA-nqa-admin-test] type tcp 


# Configure 10.2.2.2 as the destination IP address and port 9000 as the destination port. 
[DeviceA-nqa-admin-test-tcp] destination ip 10.2.2.2 


[DeviceA-nqa-admin-test-tcp] destination port 9000 


# Enable the saving of history records. 
[DeviceA-nqa-admin-test-tcp] history-record enable 


[DeviceA-nqa-admin-test-tcp] quit 
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Verifying the configuration 
# Start the TCP operation. 
[DeviceA] nqa schedule admin test start-time now lifetime forever 


# Stop the TCP operation after the operation runs for a time period, for example, 30 seconds. 
[DeviceA] undo nqa schedule admin test 


# Display the most recent result of the TCP operation. 
[DeviceA] display nqa result admin test 


NQA entry (admin admin, tag test) test results: 


    Send operation times: 1              Receive response times: 1 


    Min/Max/Average round trip time: 1/1/1 


    Square-Sum of round trip time: 1 


    Last succeeded probe time: 2014-07-30 10:37:29.5 


  Extended results: 


    Packet loss ratio: 0% 


    Failures due to timeout: 0 


    Failures due to disconnect: 0 


    Failures due to no connection: 0 


    Failures due to internal error: 0 


    Failures due to other errors: 0 


# Display the history records of the TCP operation. 
[DeviceA] display nqa history admin test 


NQA entry (admin admin, tag test) history record(s): 


Index      Response     Status           Time 


2          1            Succeeded        2014-07-30 10:37:29.5 


Configuration files 
• Device B: 


# 


 nqa server enable 


 nqa server tcp-connect 10.2.2.2 9000 


# 


• Device A: 
# 


nqa entry admin test 


 type tcp 


  destination ip 10.2.2.2 


  destination port 9000 


  history-record enable 


# 
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Example: Configuring an NQA UDP echo 
operation 


Network requirements 
As shown in Figure 4, configure a UDP echo operation to test the round-trip time between Device A and 
Device B. The destination port number is 8000. 


Figure 4 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure an NQA UDP echo operation, follow these restrictions and guidelines: 


• Make sure the devices can reach each other before you start the NQA operation. 


• Configure Device B as the NQA server before you start the NQA UDP echo operation. 


• You cannot modify the operation configuration for a running NQA operation. 


Configuration procedures 


Configuring Device B 
# Enable the NQA server. 
<DeviceB> system-view 


[DeviceB] nqa server enable 


# Configure a listening service to listen on the IP address 10.2.2.2 and UDP port 8000. 
[DeviceB] nqa server udp-echo 10.2.2.2 8000 


Configuring Device A 
# Create a UDP echo operation. 
<DeviceA> system-view 


[DeviceA] nqa entry admin test 


[DeviceA-nqa-admin-test] type udp-echo 
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# Configure 10.2.2.2 as the destination IP address and port 8000 as the destination port. 
[DeviceA-nqa-admin-test-udp-echo] destination ip 10.2.2.2 


[DeviceA-nqa-admin-test-udp-echo] destination port 8000 


# Enable the saving of history records. 
[DeviceA-nqa-admin-test-udp-echo] history-record enable 


[DeviceA-nqa-admin-test-udp-echo] quit 


Verifying the configuration 
# Start the UDP echo operation. 
[DeviceA] nqa schedule admin test start-time now lifetime forever 


# Stop the UDP echo operation after the operation runs for a time period, for example, 30 seconds. 
[DeviceA] undo nqa schedule admin test 


# Display the most recent result of the UDP echo operation. 
[DeviceA] display nqa result admin test 


NQA entry (admin admin, tag test) test results: 


    Send operation times: 1              Receive response times: 1 


    Min/Max/Average round trip time: 1/1/1 


    Square-Sum of round trip time: 1 


    Last succeeded probe time: 2014-07-30 11:10:35.2 


  Extended results: 


    Packet loss ratio: 0% 


    Failures due to timeout: 0 


    Failures due to internal error: 0 


    Failures due to other errors: 0 


# Display the history records of the UDP echo operation. 
[DeviceA] display nqa history admin test 


NQA entry (admin admin, tag test) history record(s): 


Index      Response     Status           Time 


1          1            Succeeded        2014-07-30 11:10:35.2 


Configuration files 
• Device B: 


# 


 nqa server enable 


 nqa server udp-echo 10.2.2.2 8000 


# 


• Device A: 
# 


nqa entry admin test 


 type udp-echo 


  destination ip 10.2.2.2 


  destination port 8000 


  history-record enable 
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# 


Example: Configuring an NQA voice operation 


Network requirements 
As shown in Figure 5, configure a voice operation to test the jitter, delay, MOS, and ICPIF between 
Device A and Device B. 


Figure 5 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure an NQA voice operation, follow these restrictions and guidelines: 


• Make sure the devices can reach each other before you start the NQA operation. 


• Configure Device B as the NQA server before you start the NQA voice operation. 


• You cannot modify the operation configuration for a running NQA operation. 


Configuration procedures 


Configuring Device B 
# Enable the NQA server. 
<DeviceB> system-view 


[DeviceB] nqa server enable 


# Configure a listening service to listen on IP address 10.2.2.2 and UDP port 9000. 
[DeviceB] nqa server udp-echo 10.2.2.2 9000 


Configuring Device A 
# Create a voice operation. 
<DeviceA> system-view 


[DeviceA] nqa entry admin test 


[DeviceA-nqa-admin-test] type voice 
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# Configure 10.2.2.2 as the destination IP address and port 9000 as the destination port. 
[DeviceA-nqa-admin-test-voice] destination ip 10.2.2.2 


[DeviceA-nqa-admin-test-voice] destination port 9000 


[DeviceA-nqa-admin-test-voice] quit 


Verifying the configuration 
# Start the voice operation. 
[DeviceA] nqa schedule admin test start-time now lifetime forever 


# Stop the voice operation after the operation runs for a time period, for example, 30 seconds. 
[DeviceA] undo nqa schedule admin test 


# Display the most recent result of the voice operation. 
[DeviceA] display nqa result admin test 


NQA entry (admin admin, tag test) test results: 


    Send operation times: 157            Receive response times: 157 


    Min/Max/Average round trip time: 1/3/1 


    Square-Sum of round trip time: 165 


    Last packet received time: 2014-07-30 14:27:52.8 


  Extended results: 


    Packet loss ratio: 0% 


    Failures due to timeout: 0 


    Failures due to internal error: 0 


    Failures due to other errors: 0 


    Packets out of sequence: 0 


    Packets arrived late: 0 


  Voice results: 


   RTT number: 157 


    Min positive SD: 2                     Min positive DS: 1 


    Max positive SD: 4                     Max positive DS: 1 


    Positive SD number: 2                  Positive DS number: 5 


    Positive SD sum: 6                     Positive DS sum: 5 


    Positive SD average: 3                 Positive DS average: 1 


    Positive SD square-sum: 20             Positive DS square-sum: 5 


    Min negative SD: 2                     Min negative DS: 1 


    Max negative SD: 4                     Max negative DS: 1 


    Negative SD number: 2                  Negative DS number: 6 


    Negative SD sum: 6                     Negative DS sum: 6 


    Negative SD average: 3                 Negative DS average: 1 


    Negative SD square-sum: 20             Negative DS square-sum: 6 


  One way results: 


    Max SD delay: 0                        Max DS delay: 0 


    Min SD delay: 0                        Min DS delay: 0 


    Number of SD delay: 0                  Number of DS delay: 0 


    Sum of SD delay: 0                     Sum of DS delay: 0 


    Square-Sum of SD delay: 0              Square-Sum of DS delay: 0 


    SD lost packets: 0                     DS lost packets: 0 


    Lost packets for unknown reason: 0 







13 


  Voice scores: 


    MOS value: 0.00                        ICPIF value: 0 


# Display the statistics of the voice operation. 
[DeviceA] display nqa statistics admin test 


NQA entry (admin admin, tag test) test statistics: 


  NO. : 1 


    Start time: 2014-07-30 14:30:30.0 


    Life time: 204 seconds 


    Send operation times: 4000           Receive response times: 4000 


    Min/Max/Average round trip time: 1/32/1 


    Square-Sum of round trip time: 12853 


  Extended results: 


    Packet loss ratio: 0% 


    Failures due to timeout: 0 


    Failures due to internal error: 0 


    Failures due to other errors: 0 


    Packets out of sequence: 0 


    Packets arrived late: 0 


  Voice results: 


   RTT number: 4000 


    Min positive SD: 1                     Min positive DS: 1 


    Max positive SD: 32                    Max positive DS: 1 


    Positive SD number: 76                 Positive DS number: 72 


    Positive SD sum: 567                   Positive DS sum: 72 


    Positive SD average: 7                 Positive DS average: 1 


    Positive SD square-sum: 9011           Positive DS square-sum: 72 


    Min negative SD: 1                     Min negative DS: 1 


    Max negative SD: 20                    Max negative DS: 1 


    Negative SD number: 87                 Negative DS number: 67 


    Negative SD sum: 569                   Negative DS sum: 67 


    Negative SD average: 7                 Negative DS average: 1 


    Negative SD square-sum: 6715           Negative DS square-sum: 67 


  One way results: 


    Max SD delay: 0                        Max DS delay: 0 


    Min SD delay: 0                        Min DS delay: 0 


    Number of SD delay: 0                  Number of DS delay: 0 


    Sum of SD delay: 0                     Sum of DS delay: 0 


    Square-Sum of SD delay: 0              Square-Sum of DS delay: 0 


    SD lost packets: 0                     DS lost packets: 0 


    Lost packets for unknown reason: 0 


  Voice scores: 


    Max MOS value: 4.40                    Min MOS value: 4.40 


Max ICPIF value: 0                     Min ICPIF value: 0 


Configuration files 
• Device B: 
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# 


 nqa server enable 


 nqa server udp-echo 10.2.2.2 8000 


# 


• Device A: 
# 


nqa entry admin test 


 type voice 


  destination ip 10.2.2.2 


  destination port 9000 


# 


Example: Configuring an NQA DLSw operation 


Network requirements 
As shown in Figure 6, configure a DLSw operation to test the response time of the DLSw device. 


Figure 6 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure an NQA DLSw operation, follow these restrictions and guidelines: 


• Make sure the devices can reach each other before you start the NQA operation. 


• You cannot modify the operation configuration for a running NQA operation. 


Configuration procedures 
# Create a DLSw operation. 
<DeviceA> system-view 


[DeviceA] nqa entry admin test 


[DeviceA-nqa-admin-test] type dlsw 


# Configure 10.2.2.2 as the destination IP address. 
[DeviceA-nqa-admin-test-dlsw] destination ip 10.2.2.2 


# Enable the saving of history records. 
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[DeviceA-nqa-admin-test-dlsw] history-record enable 


[DeviceA-nqa-admin-test-dlsw] quit 


Verifying the configuration 
# Start the DLSw operation. 
[DeviceA] nqa schedule admin test start-time now lifetime forever 


# Stop the DLSw operation after the operation runs for a time period, for example, 30 seconds. 
[DeviceA] undo nqa schedule admin test 


# Display the most recent result of the DLSw operation. 
[DeviceA] display nqa result admin test 


NQA entry (admin admin, tag test) test results: 


    Send operation times: 1              Receive response times: 1 


    Min/Max/Average round trip time: 19/19/19 


    Square-Sum of round trip time: 361 


    Last succeeded probe time: 2014-07-22 10:40:27.7 


  Extended results: 


    Packet loss ratio: 0% 


    Failures due to timeout: 0 


    Failures due to disconnect: 0 


    Failures due to no connection: 0 


    Failures due to internal error: 0 


    Failures due to other errors: 0 


# Display the history records of the DLSw operation. 
[DeviceA] display nqa history admin test 


NQA entry (admin admin, tag test) history records: 


  Index      Response     Status           Time 


  1          19           Succeeded        2014-07-22 10:40:27.7 


Configuration files 
# 


nqa entry admin test 


 type dlsw 


  destination ip 10.2.2.2 


  history-record enable 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Network Management and Monitoring Command Reference 


• HP VSR1000 Virtual Services Router Network Management and Monitoring Configuration Guide 
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Introduction 
This document provides OSPFv3 route filtering configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of OSPFv3 route filtering. 


Example: Configuring OSPFv3 route filtering 


Network requirements 
As shown in Figure 1, the devices of an enterprise reside in OSPFv3 and RIPng domains. 


Configure route redistribution between OSPFv3 and RIPng to interconnect the devices. 


Configure route filtering on Device E, Device C, and Device D to meet the following requirements: 


• The route destined for R&D department 2 is not redistributed to OSPFv3. 


• Marketing department 1 cannot reach R&D department 1. 


• R&D department 1 and the After-sale service department cannot reach Marketing department 2. 


Figure 1 Network diagram 
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Table 1 Interface and IP address assignment 


Device Interface IP address Device Interface IP address 


Device A GE1/0 1::1/64 Device B GE1/0 1::2/64 


 GE2/0 2::1/64  GE2/0 3::1/64 


 GE3/0 4::1/64    


Device C GE1/0 2::2/64 Device D GE1/0 3::2/64 


 Loop0 13::1/64  Loop0 11::1/64 


    Loop1 12::1/64 


Device E GE1/0 4::2/64 Device F GE1/0 5::2/64 


 GE2/0 5::1/64  Loop0 14::1/64 


    Loop1 15::1/64 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure OSPFv3 route filtering, follow these restrictions and guidelines: 


• The filter-policy export command that filters redistributed routes takes effect only on an ASBR. 


• OSPFv3 filters routes calculated using received LSAs. It does not filter LSAs. 


• IP communication is bidirectional. If a router filters a route destined for Network A, the subnets 
attached to the router cannot reach Network A, and Network A cannot reach the subnets. 


• When you configure route filtering by referencing an ACL, configure the rule permit source any item 
following multiple rule deny source items to allow unmatched routes to pass. 


• Specify a Router ID when you configure OSPFv3. 


Configuration procedures 


Configuring IPv6 addresses 
# Configure an IPv6 address for GigabitEthernet 1/0. 
<DeviceA> system-view 


[DeviceA] interface GigabitEthernet 1/0 


[DeviceA-GigabitEthernet1/0] ipv6 address 1::1 64 


[DeviceA-GigabitEthernet1/0] quit 


# Configure IPv6 addresses for other interfaces, as shown in Figure 1. (Details not shown.) 
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Configuring OSPFv3 
# Enable OSPFv3 on Device A. 
<DeviceA> system-view 


[DeviceA] ospfv3 


[DeviceA-ospfv3-1] router-id 6.6.6.6 


[DeviceA-ospfv3-1] quit 


[DeviceA] interface GigabitEthernet 1/0 


[DeviceA-GigabitEthernet1/0] ospfv3 1 area 0 


[DeviceA-GigabitEthernet1/0] quit 


[DeviceA] interface GigabitEthernet 2/0 


[DeviceA-GigabitEthernet2/0] ospfv3 1 area 2 


[DeviceA-GigabitEthernet2/0] quit 


[DeviceA] interface GigabitEthernet 3/0 


[DeviceA-GigabitEthernet3/0] ospfv3 1 area 1 


[DeviceA-GigabitEthernet3/0] quit 


# Enable OSPFv3 on Device B. 
<DeviceB> system-view 


[DeviceB] ospfv3 


[DeviceB-ospfv3-1] router-id 5.5.5.5 


[DeviceB-ospfv3-1] quit 


[DeviceB] interface GigabitEthernet 1/0 


[DeviceB-GigabitEthernet1/0] ospfv3 1 area 0 


[DeviceB-GigabitEthernet1/0] quit 


[DeviceB] interface GigabitEthernet 2/0 


[DeviceB-GigabitEthernet2/0] ospfv3 1 area 3 


[DeviceB-GigabitEthernet2/0] quit 


# Enable OSPFv3 on Device C. 
<DeviceC> system-view 


[DeviceC] ospfv3 


[DeviceC-ospfv3-1] router-id 4.4.4.4 


[DeviceC-ospfv3-1] quit 


[DeviceC] interface GigabitEthernet 1/0 


[DeviceC-GigabitEthernet1/0] ospfv3 1 area 2 


[DeviceC-GigabitEthernet1/0] quit 


[DeviceC] interface LoopBack 0 


[DeviceC-LoopBack0] ospfv3 1 area 2 


[DeviceC-LoopBack0] quit 


# Enable OSPFv3 on Device D. 
<DeviceD> system-view 


[DeviceD] ospfv3 


[DeviceD-ospfv3-1] router-id 3.3.3.3 


[DeviceD-ospfv3-1] quit 


[DeviceD] interface GigabitEthernet 1/0 


[DeviceD-GigabitEthernet1/0] ospfv3 1 area 3 


[DeviceD-GigabitEthernet1/0] quit 


[DeviceD] interface LoopBack 0 
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[DeviceD-LoopBack0] ospfv3 1 area 3 


[DeviceD-LoopBack0] quit 


[DeviceD] interface LoopBack 1 


[DeviceD-LoopBack0] ospfv3 1 area 3 


[DeviceD-LoopBack0] quit 


# Enable OSPFv3 on Device E. 
<DeviceE> system-view 


[DeviceE] ospfv3 


[DeviceE-ospfv3-1] router-id 2.2.2.2 


[DeviceE-ospfv3-1] quit 


[DeviceE] interface GigabitEthernet 1/0 


[DeviceE-GigabitEthernet1/0] ospfv3 1 area 1 


[DeviceE-GigabitEthernet1/0] quit 


Configure RIPng 
# Enable RIPng on Device E. 
<DeviceE> system-view 


[DeviceE] ripng 


[DeviceE-ripng-1] quit 


[DeviceE] interface GigabitEthernet 2/0 


[DeviceE-GigabitEthernet2/0] ripng 1 enable 


[DeviceE-GigabitEthernet2/0] quit 


# Enable RIPng on Device F. 
<DeviceF> system-view 


[DeviceF] ripng 


[DeviceF-ripng-1] quit 


[DeviceF] interface GigabitEthernet 1/0 


[DeviceF-GigabitEthernet1/0] ripng 1 enable 


[DeviceF-GigabitEthernet1/0] quit 


[DeviceF] interface LoopBack 0 


[DeviceF-LoopBack0] ripng 1 enable 


[DeviceF-LoopBack0] quit 


[DeviceF] interface LoopBack 1 


[DeviceF-LoopBack0] ripng 1 enable 


[DeviceF-LoopBack0] quit 


Configuring route redistribution 
# Configure Device E to redistribute OSPFv3 and direct routes to RIPng. 
<DeviceE> system-view 


[DeviceE] ripng 


[DeviceE-ripng-1] import-route direct 


[DeviceE-ripng-1] import-route ospfv3 


[DeviceE-ripng-1] quit 


# Configure Device E to redistribute RIPng and direct routes to OSPFv3. 
[DeviceE] ospfv3 
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[DeviceE-ospfv3-1] import-route direct 


[DeviceE-ospfv3-1] import-route ripng 


[DeviceE-ospfv3-1] quit 


# Verify that Device E has routes to all networks. 
[DeviceE] display ipv6 routing-table 


 


Destinations : 15        Routes : 15 


 


Destination: ::1/128                                     Protocol  : Direct 


NextHop    : ::1                                         Preference: 0 


Interface  : InLoop0                                     Cost      : 0 


 


Destination: 1::/64                                      Protocol  : OSPFv3 


NextHop    : FE80::2E0:FCFF:FE58:124D                    Preference: 10 


Interface  : GE1/0                                       Cost      : 2 


 


Destination: 2::/64                                      Protocol  : OSPFv3 


NextHop    : FE80::2E0:FCFF:FE58:124D                    Preference: 10 


Interface  : GE1/0                                       Cost      : 2 


 


Destination: 3::/64                                      Protocol  : OSPFv3 


NextHop    : FE80::2E0:FCFF:FE58:124D                    Preference: 10 


Interface  : GE1/0                                       Cost      : 3 


 


Destination: 4::/64                                      Protocol  : Direct 


NextHop    : ::                                          Preference: 0 


Interface  : GE1/0                                       Cost      : 0 


 


Destination: 4::2/128                                    Protocol  : Direct 


NextHop    : ::1                                         Preference: 0 


Interface  : InLoop0                                     Cost      : 0 


 


Destination: 5::/64                                      Protocol  : Direct 


NextHop    : ::                                          Preference: 0 


Interface  : GE2/0                                       Cost      : 0 


 


Destination: 5::1/128                                    Protocol  : Direct 


NextHop    : ::1                                         Preference: 0 


Interface  : InLoop0                                     Cost      : 0 


 


Destination: 11::1/128                                   Protocol  : OSPFv3 


NextHop    : FE80::2E0:FCFF:FE58:124D                    Preference: 10 


Interface  : GE1/0                                       Cost      : 3 


 


Destination: 12::1/128                                   Protocol  : OSPFv3 


NextHop    : FE80::2E0:FCFF:FE58:124D                    Preference: 10 


Interface  : GE1/0                                       Cost      : 3 
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Destination: 13::1/128                                   Protocol  : OSPFv3 


NextHop    : FE80::2E0:FCFF:FE58:124D                    Preference: 10 


Interface  : GE1/0                                       Cost      : 2 


 


Destination: 14::/64                                     Protocol  : RIPng 


NextHop    : FE80::2E0:FCFF:FE11:19B5                    Preference: 100 


Interface  : GE2/0                                       Cost      : 1 


 


Destination: 15::/64                                     Protocol  : RIPng 


NextHop    : FE80::2E0:FCFF:FE11:19B5                    Preference: 100 


Interface  : GE2/0                                       Cost      : 1 


 


Destination: FE80::/10                                   Protocol  : Direct 


NextHop    : ::                                          Preference: 0 


Interface  : InLoop0                                     Cost      : 0 


 


Destination: FF00::/8                                    Protocol  : Direct 


NextHop    : ::                                          Preference: 0 


Interface  : NULL0 


# Verify that other devices have routes to all networks. (Details not shown.) 


Configuring OSPFv3 route filtering 
# On Device C, configure IPv6 basic ACL 2000 to deny 12::1/64. 
<DeviceC> system-view 


[DeviceC] acl ipv6 number 2000 


[DeviceC-acl6-basic-2000] rule 0 deny source 12::1 64 


[DeviceC-acl6-basic-2000] rule permit source any 


[DeviceC-acl6-basic-2000] quit 


# On Device C, use ACL 2000 to filter received routes. 
[DeviceC] ospfv3 


[DeviceC-ospfv3-1] filter-policy 2000 import 


[DeviceC-ospfv3-1] quit 


# On Device D, configure IPv6 basic ACL 2000 to deny 15::1/64. 
<DeviceD> system-view 


[DeviceD] acl ipv6 number 2000 


[DeviceD-acl6-basic-2000] rule 0 deny source 15::1 64 


[DeviceD-acl6-basic-2000] rule permit source any 


[DeviceD-acl6-basic-2000] quit 


# On Device D, use ACL 2000 to filter received routes. 
[DeviceD] ospfv3 


[DeviceD-ospfv3-1] filter-policy 2000 import 


[DeviceD-ospfv3-1] quit 


# On Device E, configure IPv6 basic ACL 2000 to deny 14::1/64. 
<DeviceE> system-view 


[DeviceE] acl ipv6 number 2000 
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[DeviceE-acl6-basic-2000] rule 0 deny source 14::1 64 


[DeviceE-acl6-basic-2000] rule permit source any 


[DeviceE-acl6-basic-2000] quit 


# On Device E, use ACL 2000 to filter routes redistributed from RIPng. 
[DeviceE] ospfv3 


[DeviceE-ospfv3-1] filter-policy 2000 export ripng 1 


[DeviceE-ospfv3-1] quit 


Verifying the configuration 
# Verify that Device C does not have a route to 12::/64. 
[DeviceC] display ipv6 routing-table 


 


Destinations : 13        Routes : 13 


 


Destination: ::1/128                                     Protocol  : Direct 


NextHop    : ::1                                         Preference: 0 


Interface  : InLoop0                                     Cost      : 0 


 


Destination: 1::/64                                      Protocol  : OSPFv3 


NextHop    : FE80::2E0:FCFF:FE58:1245                    Preference: 10 


Interface  : GE1/0                                       Cost      : 2 


 


Destination: 2::/64                                      Protocol  : Direct 


NextHop    : ::                                          Preference: 0 


Interface  : GE1/0                                       Cost      : 0 


 


Destination: 2::2/128                                    Protocol  : Direct 


NextHop    : ::1                                         Preference: 0 


Interface  : InLoop0                                     Cost      : 0 


 


Destination: 3::/64                                      Protocol  : OSPFv3 


NextHop    : FE80::2E0:FCFF:FE58:1245                    Preference: 10 


Interface  : GE1/0                                       Cost      : 3 


 


Destination: 4::/64                                      Protocol  : OSPFv3 


NextHop    : FE80::2E0:FCFF:FE58:1245                    Preference: 10 


Interface  : GE1/0                                       Cost      : 2 


 


Destination: 5::/64                                      Protocol  : OSPFv3 


NextHop    : FE80::2E0:FCFF:FE58:1245                    Preference: 150 


Interface  : GE1/0                                       Cost      : 1 


 


Destination: 11::1/128                                   Protocol  : OSPFv3 


NextHop    : FE80::2E0:FCFF:FE58:1245                    Preference: 10 


Interface  : GE1/0                                       Cost      : 3 


 


Destination: 13::/64                                     Protocol  : Direct 
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NextHop    : ::                                          Preference: 0 


Interface  : Loop0                                       Cost      : 0 


 


Destination: 13::1/128                                   Protocol  : Direct 


NextHop    : ::1                                         Preference: 0 


Interface  : InLoop0                                     Cost      : 0 


 


Destination: 15::/64                                     Protocol  : OSPFv3 


NextHop    : FE80::2E0:FCFF:FE58:1245                    Preference: 150 


Interface  : GE1/0                                       Cost      : 1 


 


Destination: FE80::/10                                   Protocol  : Direct 


NextHop    : ::                                          Preference: 0 


Interface  : InLoop0                                     Cost      : 0 


 


Destination: FF00::/8                                    Protocol  : Direct 


NextHop    : ::                                          Preference: 0 


Interface  : NULL0 


# Verify that Marketing department 1 cannot reach R&D department 1. 
[DeviceC] ping ipv6 -a 13::1 12::1 


Ping6(56 data bytes) 13::1 --> 12::1, press CTRL_C to break 


Request time out 


Request time out 


Request time out 


Request time out 


Request time out 


 


--- Ping6 statistics for 12::1 --- 


5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss 


# Verify that Device D does not have a route to 15::/64. 
[DeviceD] display ipv6 routing-table 


 


Destinations : 14        Routes : 14 


 


Destination: ::1/128                                     Protocol  : Direct 


NextHop    : ::1                                         Preference: 0 


Interface  : InLoop0                                     Cost      : 0 


 


Destination: 1::/64                                      Protocol  : OSPFv3 


NextHop    : FE80::2A0:FCFF:FE00:5815                    Preference: 10 


Interface  : GE1/0                                       Cost      : 2 


 


Destination: 2::/64                                      Protocol  : OSPFv3 


NextHop    : FE80::2A0:FCFF:FE00:5815                    Preference: 10 


Interface  : GE1/0                                       Cost      : 3 


 


Destination: 3::/64                                      Protocol  : Direct 


NextHop    : ::                                          Preference: 0 
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Interface  : GE1/0                                       Cost      : 0 


 


Destination: 3::3/128                                    Protocol  : Direct 


NextHop    : ::1                                         Preference: 0 


Interface  : InLoop0                                     Cost      : 0 


 


Destination: 4::/64                                      Protocol  : OSPFv3 


NextHop    : FE80::2A0:FCFF:FE00:5815                    Preference: 10 


Interface  : GE1/0                                       Cost      : 3 


 


Destination: 5::/64                                      Protocol  : OSPFv3 


NextHop    : FE80::2A0:FCFF:FE00:5815                    Preference: 150 


Interface  : GE1/0                                       Cost      : 1 


 


Destination: 11::/64                                     Protocol  : Direct 


NextHop    : ::                                          Preference: 0 


Interface  : Loop0                                       Cost      : 0 


 


Destination: 11::1/128                                   Protocol  : Direct 


NextHop    : ::1                                         Preference: 0 


Interface  : InLoop0                                     Cost      : 0 


 


Destination: 12::/64                                     Protocol  : Direct 


NextHop    : ::                                          Preference: 0 


Interface  : Loop1                                       Cost      : 0 


 


Destination: 12::1/128                                   Protocol  : Direct 


NextHop    : ::1                                         Preference: 0 


Interface  : InLoop0                                     Cost      : 0 


 


Destination: 13::1/128                                   Protocol  : OSPFv3 


NextHop    : FE80::2A0:FCFF:FE00:5815                    Preference: 10 


Interface  : GE1/0                                       Cost      : 3 


 


Destination: FE80::/10                                   Protocol  : Direct 


NextHop    : ::                                          Preference: 0 


Interface  : NULL0                                       Cost      : 0 


 


Destination: FF00::/8                                    Protocol  : Direct 


NextHop    : ::                                          Preference: 0 


Interface  : NULL0 


# Verify that the After-sale service department cannot reach Marketing department 2. 
[DeviceD] ping ipv6 -a 11::1 15::1 


Ping6(56 data bytes) 11::1 --> 15::1, press CTRL_C to break 


Request time out 


Request time out 


Request time out 


Request time out 
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Request time out 


 


--- Ping6 statistics for 15::1 --- 


5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss 


# Verify that R&D department 1 cannot reach Marketing department 2. 
[DeviceD] ping ipv6 -a 12::1 15::1 


Ping6(56 data bytes) 12::1 --> 15::1, press CTRL_C to break 


Request time out 


Request time out 


Request time out 


Request time out 


Request time out 


 


--- Ping6 statistics for 15::1 --- 


5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss 


The output on Device C and Device D shows that Device E has filtered the route destined for R&D 
development 2. 


Configuration files 
• Device A: 


# 


ospfv3 1 


 router-id 6.6.6.6 


 area 0.0.0.0 


 area 0.0.0.1 


 area 0.0.0.2 


# 


interface GigabitEthernet1/0 


 ospfv3 1 area 0.0.0.0 


 ipv6 address 1::1/64 


# 


interface GigabitEthernet2/0 


 ospfv3 1 area 0.0.0.2 


 ipv6 address 2::1/64 


# 


interface GigabitEthernet3/0 


 ospfv3 1 area 0.0.0.1 


 ipv6 address 4::1/64 


# 


• Device B: 
# 


ospfv3 1 


 router-id 5.5.5.5 


 area 0.0.0.0 


 area 0.0.0.2 


 area 0.0.0.3 
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# 


interface GigabitEthernet1/0 


 ospfv3 1 area 0.0.0.0 


 ipv6 address 1::2/64 


# 


interface GigabitEthernet2/0 


 ospfv3 1 area 0.0.0.3 


 ipv6 address 3::1/64 


# 


• Device C: 
# 


ospfv3 1 


 router-id 4.4.4.4 


 filter-policy 2000 import 


 area 0.0.0.2 


# 


interface LoopBack0 


 ospfv3 1 area 0.0.0.2 


 ipv6 address 13::1/64 


# 


interface GigabitEthernet1/0 


 ospfv3 1 area 0.0.0.2 


 ipv6 address 2::2/64 


# 


acl ipv6 number 2000 


 rule 0 deny source 12::/64 


 rule 5 permit 


# 


• Device D: 
# 


ospfv3 1 


 router-id 3.3.3.3 


 filter-policy 2000 import 


 area 0.0.0.3 


# 


interface LoopBack0 


 ospfv3 1 area 0.0.0.3 


 ipv6 address 11::1/64 


# 


interface LoopBack1 


 ospfv3 1 area 0.0.0.3 


 ipv6 address 12::1/64 


# 


interface GigabitEthernet1/0 


 ospfv3 1 area 0.0.0.3 


 ipv6 address 3::3/64 


# 


acl ipv6 number 2000 
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 rule 0 deny source 15::/64 


 rule 5 permit 


# 


• Device E: 
# 


ospfv3 1 


 router-id 2.2.2.2 


 import-route direct 


import-route ripng 1 


 filter-policy 2000 export ripng 1 


 area 0.0.0.1 


# 


ripng 1 


 import-route direct 


 import-route ospfv3 1 


# 


interface GigabitEthernet1/0 


 ospfv3 1 area 0.0.0.1 


 ipv6 address 4::2/64 


# 


interface GigabitEthernet2/0 


 ipv6 address 5::1/64 


 ripng 1 enable 


# 


acl ipv6 number 2000 


 rule 0 deny source 14::/64 


 rule 5 permit 


# 


• Device F: 
# 


ripng 1 


# 


interface LoopBack0 


 ipv6 address 14::1/64 


 ripng 1 enable 


# 


interface LoopBack1 


 ipv6 address 15::1/64 


 ripng 1 enable 


# 


interface GigabitEthernet1/0 


 ipv6 address 5::2/64 


 ripng 1 enable 


# 
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Related documentation 
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Introduction 
This document provides SSH configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of SSH. 


Example: Configuring the device as an Stelnet 
server using password authentication 


Network requirements 
As shown in Figure 1: 


• The device uses local password authentication. 


• The login username and password are client001 and aabbcc, respectively. 


Establish an Stelnet connection between the host and the device, so you can log in to the device to 
manage the campus network. 


Figure 1 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• To ensure correct SSH version negotiation and algorithm negotiation, and to ensure that the server 
can pass the client's authentication, generate DSA and RSA key pairs on the server. 
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• To perform local authentication, create a local user and configure a password for the local user on 
the Stelnet server. 


• To enable an SSH user to use all commands after login, set the user role of the local user to 
network-admin. By default, the user role of a local user is network-operator. 


• The authentication mode for Stelnet user lines must be AAA (scheme). 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Generate RSA key pairs. 
<Device> system-view 


[Device] public-key local create rsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


........................++++++ 


...................++++++ 


..++++++++ 


............++++++++ 


Create the key pair successfully. 


# Generate a DSA key pair. 
[Device] public-key local create dsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


.++++++++++++++++++++++++++++++++++++++++++++++++++* 


........+......+.....+......................................+ 


...+.................+..........+...+. 


Create the key pair successfully. 


# Enable the SSH server function. 
[Device] ssh server enable 


# Assign an IP address to GigabitEthernet 2/0. The Stelnet client uses the IP address as the destination 
address of the Stelnet connection. 
[Device] interface GigabitEthernet 2/0 


[Device-GigabitEthernet2/0] ip address 192.168.1.40 255.255.255.0 


[Device-GigabitEthernet2/0] quit 


# Set the authentication mode to AAA (scheme) for the user lines. 
[Device] line vty 0 63 
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[Device-line-vty0-63] authentication-mode scheme 


[Device-line-vty0-63] quit 


# Create a local user client001. 
[Device] local-user client001 class manage 


New local user added. 


# Set the password to aabbcc in plain text for the local user client001. 
[Device-luser-manage-client001] password simple aabbcc 


# Authorize the local user client001 to use the SSH service. 
[Device-luser-manage-client001] service-type ssh 


# Assign the user role network-admin to the local user client001. 
[Device-luser-manage-client001] authorization-attribute user-role network-admin 


[Device-luser-manage-client001] quit 


Verifying the configuration 
There are different types of Stelnet client software, including PuTTY and OpenSSH. This example uses an 
Stelnet client that runs Putty version 0.60. 


To verify that you can log in to the Stelnet server from the Stelnet client: 


1. Launch PuTTY.exe. 


2. From the navigation tree, click Session. 


The interface shown in Figure 2 appears. 


3. In the Specify the destination you want to connect to area, configure the following parameters: 


a. Enter 192.168.1.40 in the Host Name (or IP address) field. 


b. Enter 22 in the Port field. 


c. Select SSH for Connection type. 
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Figure 2 Specifying basic connection parameters 


 
 


4. Click Open. 


The dialog box shown in Figure 3 appears. 


Figure 3 PuTTY Security Alert dialog box 


 
 


5. Click Yes. 


6. Enter the username client001 and the password aabbcc to log in to the Stelnet server. 
login as: client001 
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client001@192.168.1.40's password: 


 


******************************************************************************   


* Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.          *   


* Without the owner's prior written consent,                                 *   


* no decompiling or reverse-engineering shall be allowed.                    *   


******************************************************************************   


 


<Device> 


Configuration files 
# 


 interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.1.40 255.255.255.0 


# 


line vty 0 63 


 authentication-mode scheme 


# 


ssh server enable 


# 


local-user client001 class manage 


 password hash $h$6$CqMnWdX6LIW/hz2Z$4+0Pumk+A98VlGVgqN3n/mEi7hJka9fEZpRZIpSNi9b 


cBEXhpvIqaYTvIVBf7ZUNGnovFsqW7nYxjoToRDvYBg== 


 service-type ssh 


 authorization-attribute user-role network-admin 


 authorization-attribute user-role network-operator 


# 


Example: Configuring the device as an Stelnet 
server using publickey authentication 


Network requirements 
As shown in Figure 4: 


• The device uses publickey authentication and RSA public key algorithm. 


• The login username is client001. 


Establish an Stelnet connection between the host and the device, so you can log in to the device to 
manage the campus network. 


Import the client's host public key to the server to ensure correct format and content of the public key. 
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Figure 4 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Because the client's host public key is required in the server configuration, you must generate RSA 
key pairs on the client before configuring the server. 


• For successful publickey authentication, perform the following tasks: 


a. Configure the client's RSA host public key on the server. 


b. Specify the paired RSA host private key for the SSH user on the client. 


• The authentication mode for Stelnet user lines must be AAA (scheme). 


• To assign the correct working directory and user role to the SSH user, you must create a local user 
on the Stelnet server. The local user must have the same username as the SSH user. To enable an 
SSH user to use all commands after login, set the user role of the local user to network-admin. By 
default, the user role of a local user is network-operator. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
To support Stelnet clients that use different types of key pairs, generate DSA and RSA key pairs on the 
Stelnet server. 


Configuration procedures 


Configuring the host as an Stelnet client 
There are different types of Stelnet client software, including PuTTY and OpenSSH. This example uses an 
Stelnet client that runs Putty version 0.60. 


1. Run PuTTYGen.exe, select SSH-2 RSA, and click Generate. 
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Figure 5 Generating a key pair on the client 


 
 


2. Continuously move the mouse and do not place the mouse over the green process bar shown 
in Figure 6. Otherwise, the process bar stops moving and the key pair generating process stops. 


Figure 6 Generating process 
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3. After the key pair is generated, click Save public key. 


A file saving window appears. 


4. Select the saving directory (disk D in this example), enter a file name (key.pub in this example), 
and click Save. 


Figure 7 Saving a key pair on the client 


 
 


5. On the page shown in Figure 7, click Save private key. 


A confirmation dialog box appears. 


6. Click Yes. 


A file saving window appears. 


7. Select the saving directory (disk D in this example), enter a file name (private.ppk in this example), 
and click Save. 


Configuring the device as the FTP server 
# Assign an IP address to GigabitEthernet 2/0. 
<Device> system-view 


[Device] interface GigabitEthernet 2/0 


[Device-GigabitEthernet2/0] ip address 192.168.1.40 255.255.255.0 


[Device-GigabitEthernet2/0] quit 


# Create a local user ftp. 
[Device] local-user ftp class manage 


New local user added. 
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# Set the password to ftp in plain text for the local user ftp. 
[Device-luser-manage-ftp] password simple ftp 


# Assign the user role network-admin to the local user ftp. 
[Device-luser-manage-ftp] authorization-attribute user-role network-admin 


# Assign the working directory flash:/ to the local user ftp. 
[Device-luser-manage-ftp] authorization-attribute work-directory flash:/ 


# Authorize the local user ftp to use the FTP service. 
[Device-luser-manage-ftp] service-type ftp 


[Device-luser-manage-ftp] quit 


# Enable the FTP server function. 
[Device] ftp server enable 


[Device] quit 


Uploading the public key file from the FTP client 
# Log in to the FTP server from the host and upload the public key file key.pub to the server. 
<DeviceA> ftp 192.168.1.40 


Press CTRL+C to abort. 


Connected to 192.168.1.40 (192.168.1.40). 


220 FTP service ready. 


User (192.168.1.56:(none)): ftp 


331 Password required for ftp. 


Password: 


230 User logged in. 


Remote system type is UNIX. 


Using binary mode to transfer files. 


ftp> put flash:/key.pub 


227 Entering Passive Mode (192,168,1,40,41,116) 


150 Accepted data connection 


226 File successfully transferred 


301 bytes sent in 0.000 seconds (1.05 Mbytes/s) 


ftp> quit 


221-Goodbye. You uploaded 1 and downloaded 0 kbytes. 


221 Logout. 


Configuring the device as the Stelnet server 
# Generate RSA key pairs. 
[Device] public-key local create rsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


........................++++++ 


...................++++++ 
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..++++++++ 


............++++++++ 


Create the key pair successfully. 


# Generate a DSA key pair. 
[Device] public-key local create dsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


.++++++++++++++++++++++++++++++++++++++++++++++++++* 


........+......+.....+......................................+ 


...+.................+..........+...+ 


Create the key pair successfully. 


# Enable the SSH server function. 
[Device] ssh server enable 


# Set the authentication mode to AAA (scheme) for the user lines. 
[Device] line vty 0 63 


[Device-line-vty0-63] authentication-mode scheme 


[Device-line-vty0-63] quit 


# Import the client's public key from the file key.pub, and name the public key devicekey. 
[Device] public-key peer devicekey import sshkey key.pub 


# Create an SSH user client001. Specify the authentication type as publickey for the user, and assign the 
public key devicekey to the user. 
[Device] ssh user client001 service-type stelnet authentication-type publickey assign 
publickey devicekey 


# Create a local user client001. 
[Device] local-user client001 class manage 


New local user added. 


# Authorize the local user client001 to use the SSH service. 
[Device-luser-manage-client001] service-type ssh 


# Assign the user role network-admin to the local user client001. 
[Device-luser-manage-client001] authorization-attribute user-role network-admin 


[Device-luser-manage-client001] quit 


Verifying the configuration 
To verify that you can log in to the Stelnet server from the Stelnet client: 


1. Launch PuTTY.exe. 


2. From the navigation tree, click Session. 


The interface shown in Figure 8 appears. 


3. In the Specify the destination you want to connect to area, configure the following parameters: 


a. Enter 192.168.1.40 in the Host Name (or IP address) field. 


b. Enter 22 in the Port field. 
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c. Select SSH for Connection type. 


Figure 8 Specifying basic connection parameters 


 
 


4. From the navigation tree, select Connection > SSH. 


The window shown in Figure 9 appears. 


5. In the Protocol options area, specify the preferred SSH version as 2. 
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Figure 9 Specifying the SSH version 


 
 


6. From the navigation tree, select Connection > SSH > Auth. 


The window shown in Figure 10 appears. 


7. Click Browse…. 


A file selection window appears. 


8. Select the private key file private.ppk, and click OK. 
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Figure 10 Specifying the private key file 


 
 


9. Click Open. 


The dialog box shown in Figure 11 appears. 


Figure 11 PuTTY Security Alert dialog box 


 
 


10. Click Yes. 


11. Enter the username client001 to log in to the Stelnet server. 
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login as: client001 


Authenticating with public key ”rsa-key-20140726” 


 


******************************************************************************   


* Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.          *   


* Without the owner's prior written consent,                                 *   


* no decompiling or reverse-engineering shall be allowed.                    *   


******************************************************************************   


 


<Device> 


Configuration files 
# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.1.40 255.255.255.0 


# 


line vty 0 63 


 authentication-mode scheme 


# 


ssh server enable 


ssh user client001 service-type stelnet authentication-type publickey assign publickey 
devicekey 


# 


local-user client001 class manage 


service-type ssh 


 authorization-attribute user-role network-operator 


 authorization-attribute user-role network-admin 


# 


public-key peer Devicekey 


public-key-code begin 


30819D300D06092A864886F70D010101050003818B0030818702818100A2DBC1FD76A837BEF5D32259844
2D6753B2E8F7ADD6D6209C80843B206B309078AFE2416CB4FAD496A6627243EAD766D57AEA70B901B4B45
66D9A651B133BAE34E9B9F04E542D64D0E9814D7E3CBCDBCAF28FF21EE4EADAE6DF52001944A40414DFF2
80FF043B14838288BE7F9438DC71ABBC2C28BF78F34ADF3D1C912579A19020125 


public-key-code end 


peer-public-key end 


# 


local-user ftp 


password cipher $c$3$sg9WgqO1w8vnAv2FKGTOYgFJm3nn2w== 


authorization-attribute work-directory flash:/ 


authorization-attribute user-role network-operator 


service-type ftp 


# 


ftp server enable  


# 
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Example: Configuring the device as an Stelnet 
client for password authentication 


Network requirements 
As shown in Figure 12: 


• Device B uses local password authentication. 


• The login username and password are client001 and aabbcc, respectively. 


Establish an Stelnet connection between Device A and Device B, so you can log in to Device B to use all 
commands and perform secure data exchange. 


To ensure communication security, configure Device A to use the host public key of Device B to 
authenticate Device B. 


Figure 12 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• To ensure correct SSH version negotiation and algorithm negotiation, and to ensure that the server 
can pass the client's authentication, generate DSA and RSA key pairs on the server. 


• The authentication mode for Stelnet user lines must be AAA (scheme). 


• To perform local authentication, create a local user and configure a password for the local user on 
the Stelnet server. 


• To enable an SSH user to use all commands after login, set the user role of the local user to 
network-admin. By default, the user role of a local user is network-operator. 


• Because the Stelnet client uses the host public key of the server to authenticate the server, you must 
configure the host public key of the server on the client.  


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 
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Configuration procedures 


Configuring the Stelnet server 
# Generate RSA key pairs. 
<DeviceB> system-view 


[DeviceB] public-key local create rsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


........................++++++ 


...................++++++ 


..++++++++ 


............++++++++ 


Create the key pair successfully. 


# Generate a DSA key pair. 
[DeviceB] public-key local create dsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


.++++++++++++++++++++++++++++++++++++++++++++++++++* 


........+......+.....+......................................+ 


...+.................+..........+...+ 


Create the key pair successfully. 


# Enable the SSH server function. 
[DeviceB] ssh server enable 


# Assign an IP address to GigabitEthernet 2/0. The Stelnet client uses this address as the destination 
address of the Stelnet connection. 
[DeviceB] interface GigabitEthernet 2/0 


[DeviceB-GigabitEthernet2/0] ip address 192.168.1.40 255.255.255.0 


[DeviceB-GigabitEthernet2/0] quit 


# Set the authentication mode to AAA (scheme) for the user lines. 
[DeviceB] line vty 0 63 


[DeviceB-line-vty0-63] authentication-mode scheme 


[DeviceB-line-vty0-63] quit 


# Create a local user client001. 
[DeviceB]local-user client001 class manage 


New local user added. 


# Set the password to aabbcc in plain text for the local user client001. 
[DeviceB-luser-manage-client001] password simple aabbcc 
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# Authorize the local user client001 to use the SSH service. 
[DeviceB-luser-manage-client001]service-type ssh 


# Assign the user role network-admin to the local user client001. 
[DeviceB-luser-manage-client001] authorization-attribute user-role network-admin 


[DeviceB-luser-manage-client001]quit 


# Display the DSA key pair of the server. 
[DeviceB] display public-key local dsa public 


 


===================================================== 


Key name: dsakey (default) 


Key type: DSA 


Time when key pair created: 11:02:10 2014/08/07 


Key code: 


 


   308201B73082012C06072A8648CE3804013082011F02818100D757262C4584C44C211F18BD 


   96E5F061C4F0A423F7FE6B6B85B34CEF72CE14A0D3A5222FE08CECE65BE6C265854889DC1E 


   DBD13EC8B274DA9F75BA26CCB987723602787E922BA84421F22C3C89CB9B06FD60FE01941D 


   DD77FE6B12893DA76EEBC1D128D97F0678D7722B5341C8506F358214B16A2FAC4B36895038 


   7811C7DA33021500C773218C737EC8EE993B4F2DED30F48EDACE915F0281810082269009E1 


   4EC474BAF2932E69D3B1F18517AD9594184CCDFCEAE96EC4D5EF93133E84B47093C52B20CD 


   35D02492B3959EC6499625BC4FA5082E22C5B374E16DD00132CE71B020217091AC717B6123 


   91C76C1FB2E88317C1BD8171D41ECB83E210C03CC9B32E810561C21621C73D6DAAC028F4B1 


   585DA7F42519718CC9B09EEF03818400028180077F06B3E343CAE9988F4BE3F76FACBAB565 


   AB73D4BA295C52BA92428B1F2DA1E6DD652413DD3AFE0C5A4FCF365100CBE34CECA55A2C30 


   A2A9FF7E899628557E39CE8FC615F53193A7E200B4B1CB21E3F1091D595716D229DDED6872 


   061F9B4B08301ADC81F7EC1501FFB863C0009536596CCB508596C3325892DC6D8C5C35B5 


Configuring the Stelnet client 
# Assign an IP address to GigabitEthernet 2/0. The client uses this IP address to connect to the server. 
<DeviceA> system-view 


[DeviceA] interface GigabitEthernet 2/0 


[DeviceA-GigabitEthernet2/0] ip address 192.168.1.56 255.255.255.0 


[DeviceA-GigabitEthernet2/0] quit 


# Specify the name of the server's host public key as key1 and enter public key view. 
[DeviceA] public-key peer key1 


Enter public key view. Return to system view with "peer-public-key end" command. 


# Configure the host public key of the Stelnet server by entering the public key displayed by the display 
public-key local dsa public command. By default, the client authenticates the server by using the DSA 
host public key of the server. 
[DeviceA-pkey-public-key-key1]308201B73082012C06072A8648CE3804013082011F02818100D7572
62C4584C44C211F18BD96E5F061C4F0A423F7FE6B6B85B34CEF72CE14A0D3A5222FE08CECE65BE6C26585
4889DC1EDBD13EC8B274DA9F75BA26CCB987723602787E922BA84421F22C3C89CB9B06FD60FE01941DDD7
7FE6B12893DA76EEBC1D128D97F0678D7722B5341C8506F358214B16A2FAC4B368950387811C7DA330215
00C773218C737EC8EE993B4F2DED30F48EDACE915F0281810082269009E14EC474BAF2932E69D3B1F1851
7AD9594184CCDFCEAE96EC4D5EF93133E84B47093C52B20CD35D02492B3959EC6499625BC4FA5082E22C5
B374E16DD00132CE71B020217091AC717B612391C76C1FB2E88317C1BD8171D41ECB83E210C03CC9B32E8
10561C21621C73D6DAAC028F4B1585DA7F42519718CC9B09EEF03818400028180077F06B3E343CAE9988F
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4BE3F76FACBAB565AB73D4BA295C52BA92428B1F2DA1E6DD652413DD3AFE0C5A4FCF365100CBE34CECA55
A2C30A2A9FF7E899628557E39CE8FC615F53193A7E200B4B1CB21E3F1091D595716D229DDED6872061F9B
4B08301ADC81F7EC1501FFB863C0009536596CCB508596C3325892DC6D8C5C35B5 


# Exit public key view. 
[DeviceA-pkey-public-key-key1] peer-public-key end 


[DeviceA] return 


Verifying the configuration 
# Verify that you can log in to the Stelnet server from the Stelnet client. The host public key of the server 
is key1. 
<DeviceA> ssh2 192.168.1.40 publickey key1 


login as: client001 


client001@192.168.1.40's password: 


 


******************************************************************************   


* Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.          *   


* Without the owner's prior written consent,                                 *   


* no decompiling or reverse-engineering shall be allowed.                    *   


******************************************************************************   


 
<DeviceB> 


After you enter the username (client001) and the password (aabbcc), you can log in to the Stelnet server 
successfully. 


Configuration files 
• Device A: 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.1.56 255.255.255.0 


# 


public-key peer key1 


public-key-code begin 


308201B73082012C06072A8648CE3804013082011F02818100D757262C4584C44C211F18BD 


   96E5F061C4F0A423F7FE6B6B85B34CEF72CE14A0D3A5222FE08CECE65BE6C265854889DC1E 


   DBD13EC8B274DA9F75BA26CCB987723602787E922BA84421F22C3C89CB9B06FD60FE01941D 


   DD77FE6B12893DA76EEBC1D128D97F0678D7722B5341C8506F358214B16A2FAC4B36895038 


   7811C7DA33021500C773218C737EC8EE993B4F2DED30F48EDACE915F0281810082269009E1 


   4EC474BAF2932E69D3B1F18517AD9594184CCDFCEAE96EC4D5EF93133E84B47093C52B20CD 


   35D02492B3959EC6499625BC4FA5082E22C5B374E16DD00132CE71B020217091AC717B6123 


   91C76C1FB2E88317C1BD8171D41ECB83E210C03CC9B32E810561C21621C73D6DAAC028F4B1 


   585DA7F42519718CC9B09EEF03818400028180077F06B3E343CAE9988F4BE3F76FACBAB565 


   AB73D4BA295C52BA92428B1F2DA1E6DD652413DD3AFE0C5A4FCF365100CBE34CECA55A2C30 


   A2A9FF7E899628557E39CE8FC615F53193A7E200B4B1CB21E3F1091D595716D229DDED6872 
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   061F9B4B08301ADC81F7EC1501FFB863C0009536596CCB508596C3325892DC6D8C5C35B5 


public-key-code end 


peer-public-key end 


# 


• Device B: 
# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.1.40 255.255.255.0 


# 


line vty 0 63 


 authentication-mode scheme 


# 


ssh server enable 


# 


local-user client001 


 password cipher $c$3$o71Exx1XIKs9gJoxqSodHGl1uT9rlZEd4w== 


 authorization-attribute user-role network-operator 


 authorization-attribute user-role network-admin 


 service-type ssh 


# 


Example: Configuring SFTP with 
password-publickey authentication 


Network requirements 
As shown in Figure 13: 


• Device B uses password-publickey authentication and RSA public key algorithm. 


• The login username and password are client001 and aabbcc, respectively. 


Establish an SFTP connection between Device A and Device B, so you can log in to Device B to perform 
file and directory operations. 


Import the client's host public key to the server to ensure correct format and content of the public key. 


Figure 13 Network diagram 
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Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Because the client's host public key is required in the server configuration, you must generate RSA 
key pairs on the client before configuring the SFTP server. 


• For successful publickey authentication, perform the following tasks: 


a. Configure the client's RSA host public key on the server. 


b. Specify the paired RSA host private key for the SSH user on the client. 


To specify the RSA host private key on the client, use the identity-key rsa keyword in the sftp 
command. 


• To perform local authentication, create a local user and configure a password for the local user on 
the SFTP server. 


• To enable an SSH user to use all commands after login, set the user role of the local user to 
network-admin. By default, the user role of a local user is network-operator. 


• To assign the correct working directory and user role to the SSH user, configure the local user to 
have the same username as the SSH user. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
To support SFTP clients that use different types of key pairs, generate DSA and RSA key pairs on the SFTP 
server. 


Configuration procedures 


Configuring Device A as the SFTP client 
#Assign an IP address to GigabitEthernet 2/0. The client uses this address to connect to the server. 
<DeviceA> system-view 


[DeviceA] interface GigabitEthernet 2/0 


[DeviceA-GigabitEthernet2/0] ip address 192.168.0.2 255.255.255.0 


[DeviceA-GigabitEthernet2/0] quit 


# Generate RSA key pairs. 
[DeviceA] public-key local create rsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


........................++++++ 
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...................++++++ 


..++++++++ 


............++++++++ 


Create the key pair successfully. 


# Export the host public key to the file key.pub. 
[DeviceA] public-key local export rsa ssh2 key.pub 


[DeviceA] quit 


Configuring Device B as the FTP server 
# Assign an IP address to GigabitEthernet 2/0. 
<DeviceB> system-view 


[DeviceB] interface GigabitEthernet 2/0 


[DeviceB-GigabitEthernet2/0] ip address 192.168.0.1 255.255.255.0 


[DeviceB-GigabitEthernet2/0] quit 


# Create a local user ftp. 
[DeviceB] local-user ftp class manage 


New local user added. 


# Set the password to ftp in plain text for the local user ftp. 
[DeviceB-luser-manage-ftp] password simple ftp 


# Assign the user role network-admin to the local user ftp. 
[DeviceB-luser-manage-ftp] authorization-attribute user-role network-admin 


# Assign the working directory flash:/ to the local user ftp. 
[DeviceB-luser-manage-ftp] authorization-attribute work-directory flash:/ 


# Authorize the local user ftp to use the FTP service. 
[DeviceB-luser-manage-ftp] service-type ftp 


[DeviceB-luser-manage-ftp] quit 


# Enable the FTP server function. 
[DeviceB] ftp server enable 


[DeviceB] quit 


Uploading the public key file from the FTP client 
# Log in to the FTP server from Device A and upload the public key file key.pub to the server. 
<DeviceA> ftp 192.168.0.1 


Press CTRL+C to abort. 


Connected to 192.168.0.1 (192.168.0.1). 


220 FTP service ready. 


User (192.168.0.2:(none)): ftp 


331 Password required for ftp. 


Password: 


230 User logged in. 


Remote system type is UNIX. 


Using binary mode to transfer files. 


ftp> put flash:/key.pub 
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227 Entering Passive Mode (192,168,0,1,41,116) 


150 Accepted data connection 


226 File successfully transferred 


301 bytes sent in 0.000 seconds (1.05 Mbytes/s) 


ftp> quit 


221-Goodbye. You uploaded 1 and downloaded 0 kbytes. 


221 Logout. 


Configuring Device B as the SFTP server 
# Generate RSA key pairs. 
<DeviceB> system-view 


[DeviceB] public-key local create rsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


........................++++++ 


...................++++++ 


..++++++++ 


............++++++++ 


Create the key pair successfully. 


# Generate a DSA key pair. 
[DeviceB] public-key local create dsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


.++++++++++++++++++++++++++++++++++++++++++++++++++* 


........+......+.....+......................................+ 


...+.................+..........+...+ 


Create the key pair successfully. 


# Enable the SFTP server function. 
[DeviceB] sftp server enable 


# Import the client's public key from the file key.pub, and name the public key devicekey. 
[DeviceB] public-key peer devicekey import sshkey key.pub 


# Create an SSH user client001. Specify the authentication type as password-publickey for the user, and 
assign the public key devicekey to the user. 
[DeviceB] ssh user client001 service-type sftp authentication-type password-publickey 
assign publickey devicekey 


# Create a local user client001. 
[DeviceB] local-user client001 class manage 


New local user added. 


# Set the password to aabbcc in plain text for the local user client001. 
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[DeviceB-luser-manage-client001] password simple aabbcc 


# Authorize the local user client001 to use the SSH service. 
[DeviceB-luser-manage-client001] service-type ssh 


# Assign the user role network-admin and working directory flash:/ to the local user client001. 
[DeviceB-luser-manage-client001] authorization-attribute user-role network-admin 
work-directory flash:/ 


[DeviceB-luser-manage-client001] quit 


Verifying the configuration 
1. Verify that you can log in to the SFTP server from the SFTP client. 


<DeviceA> sftp 192.168.0.1 identity-key rsa 


Username: client001 


Press CTRL+C to abort. 


Connecting to 192.168.0.1 port 22. 


The server is not authenticated. Continue? [Y/N]:y 


Do you want to save the server public key? [Y/N]:n 


client001@192.168.0.1's password: 


After you enter the password, you are placed in SFTP client view. 
sftp> 


2. Verify that you can perform file and directory operations after logging in to the SFTP server: 


# Display files under the current directory of the server, delete the file z, and verify the result. 
sftp> dir -l 


-rwxrwxrwx    1 1        1              1759 Aug 23 06:52 config.cfg 


-rw-rw----    1 1        1               301 Aug  7 16:52 key.pub 


-rwxrwxrwx    1 1        1                0 Sep 01 06:22 new 


-rwxrwxrwx    1 1        1              225 Sep 01 06:55 pub 


-rwxrwxrwx    1 1        1              225 Aug 24 08:01 pubkey2 


-rwxrwxrwx    1 1        1                0 Sep 01 08:00 z 


sftp> delete z 


Removing /z 


sftp> dir -l 


-rwxrwxrwx    1 1        1              1759 Aug 23 06:52 config.cfg 


-rw-rw----    1 1        1               301 Aug  7 16:52 key.pub 


-rwxrwxrwx    1 1        1                0 Sep 01 06:22 new 


-rwxrwxrwx    1 1        1              225 Sep 01 06:55 pub 


-rwxrwxrwx    1 1        1              225 Aug 24 08:01 pubkey2 


# Add a directory new1 and verify the result. 
sftp> mkdir new1 


sftp> dir -l 


-rwxrwxrwx    1 1        1              1759 Aug 23 06:52 config.cfg 


-rw-rw----    1 1        1               301 Aug  7 16:52 key.pub 


-rwxrwxrwx    1 1        1                0 Sep 01 06:22 new 


drwxrwxrwx    1 1        1                0 Sep 02 06:30 new1 


-rwxrwxrwx    1 1        1              225 Sep 01 06:55 pub 


-rwxrwxrwx    1 1        1              225 Aug 24 08:01 pubkey2 
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# Rename directory new1 to new2 and verify the result. 
sftp> rename new1 new2 


sftp> dir -l 


-rwxrwxrwx    1 1        1              1759 Aug 23 06:52 config.cfg 


-rw-rw----    1 1        1               301 Aug  7 16:52 key.pub 


-rwxrwxrwx    1 1        1                0 Sep 01 06:22 new 


drwxrwxrwx    1 1        1                0 Sep 02 06:33 new2 


-rwxrwxrwx    1 1        1              225 Sep 01 06:55 pub 


-rwxrwxrwx    1 1        1              225 Aug 24 08:01 pubkey2 


# Download the file pubkey2 from the server and change the name to public. 
sftp> get pubkey2 public 


Fetching /pubkey2 to public 


/public                                       100%  301     0.3KB/s   00:00 


# Upload the local file public to the server, and verify the result. 
sftp> put public 


Uploading public to /public 


public                                        100%  301     0.3KB/s   00:00 


sftp> dir -l 


-rwxrwxrwx    1 1        1              1759 Aug 23 06:52 config.cfg 


-rw-rw----    1 1        1               301 Aug  7 16:52 key.pub 


-rwxrwxrwx    1 1        1                0 Sep 01 06:22 new 


drwxrwxrwx    1 1        1                0 Sep 02 06:33 new2 


-rwxrwxrwx    1 1        1              225 Sep 01 06:55 pub 


-rwxrwxrwx    1 1        1              225 Aug 24 08:01 pubkey2 


-rwxrwxrwx    1 1        1              301 Jul 30 16:21 public 


sftp> 


# Exit SFTP client view. 
sftp> quit 


<DeviceA> 


Configuration files 
• Device A: 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.0.2 255.255.255.0 


# 


• Device B: 
# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.0.1 255.255.255.0 


# 


sftp server enable 


ssh user client001 service-type sftp authentication-type password-publickey assign 
publickey devicekey 
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# 


local-user client001 class manage 


 service-type ssh 


 password cipher $c$3$o71Exx1XIKs9gJoxqSodHGl1uT9rlZEd4w== 


 authorization-attribute user-role network-operator 


 authorization-attribute user-role network-admin 


# 


ftp server enable 


# 


local-user ftp class manage 


 password simple ftp 


 service-type ftp 


 authorization-attribute user-role network-admin 


 authorization-attribute user-role network-operator 


# 


public-key peer devicekey 


 public-key-code begin 


30819F300D06092A864886F70D010101050003818D00308189 


1BD316C0DBB9009503E78F31947B651F9950E9A6E9E256E1E 


 public-key-code end 


 peer-public-key end 


# 


Example: Configuring SCP file transfer with 
remote password authentication 


Network requirements 
As shown in Figure 14, configure the devices and the RADIUS server to meet the following requirements: 


• Establish an SCP connection between Device A and Device B, so you can log in to Device B to 
perform file transfer. 


• Use the RADIUS server for SSH user authentication and authorization. The user name and password 
are hello@bbb and aabbcc, respectively. 


• Include the domain name in the username sent to the RADIUS server. 


• Assign the default user role network-admin to the SSH user, so the user can use all commands after 
login. 
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Figure 14 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• To ensure correct SSH version negotiation and algorithm negotiation, and to ensure that the server 
can pass the client's authentication, generate DSA and RSA key pairs on the SSH server. 


• To perform remote password authentication, configure the username and password on the RADIUS 
server. To enable an SSH user to use all commands after login, set the user role to network-admin 
for the user on the RADIUS server. 


• To use the RADIUS server for authentication and authorization, perform the following tasks on 
Device B: 


a. Configure a RADIUS scheme to specify the authentication and authorization server. 


b. Create an ISP domain, and specify the ISP domain to use the RADIUS scheme for 
authentication, authorization, and accounting. 


• To ensure communication security between the RADIUS client (Device B) and the RADIUS server, 
configure the same shared key on Device B and the RADIUS server. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring the RADIUS server 
In this example, the RADIUS server runs on IMC PLAT 7.0 (E0102) and IMC UAM 7.0 (E0201). 


Adding Device B to the IMC Platform as an access device 


1. Log in to IMC. 


2. Click the User tab. 
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3. From the navigation tree, select User Access Policy> Access Device Management > Access Device. 


4. Click Add. 


5. Configure an access device, as shown in Figure 15: 


a. Set the ports for authentication and accounting to 1812 and 1813, respectively. 


b. Select the service type Device Management Service. 


c. Select the access device type HP(Comware). 


d. Set the shared key to expert for secure RADIUS communication. 


e. Select Device B from the device list or manually add Device B. (The IP address of Device B is 
10.1.1.2). 


f. Use the default settings for other parameters. 


6. Click OK. 


Figure 15 Adding Device B as an access device 


 
 


Adding an account for device management 


1. Click the User tab. 


2. From the navigation tree, select Access User > Device User. 


3. Click Add. 


4. Configure a device management account, as shown in Figure 16: 


a. Enter the account name hello@bbb and the password aabbcc. 


b. Select the service type SSH. 


c. Enter the user role network-admin in the Role Name field. 


d. Specify 10.1.1.0 to 10.1.1.255 as the IP address range of the devices to be managed. 


5. Click OK. 
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Figure 16 Adding a device management account 


 
 


Configuring Device B 
# Generate RSA key pairs. 
<DeviceB> system-view 


[DeviceB] public-key local create rsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


........................++++++ 


...................++++++ 


..++++++++ 


............++++++++ 


Create the key pair successfully. 


# Generate a DSA key pair. 
[DeviceB] public-key local create dsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


.++++++++++++++++++++++++++++++++++++++++++++++++++* 


........+......+.....+......................................+ 


...+.................+..........+...+. 
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Create the key pair successfully. 


# Assign an IP address to GigabitEthernet 2/0. The SCP client uses this address to connect to the SCP 
server. 
[DeviceB] interface GigabitEthernet 2/0 


[DeviceB-GigabitEthernet2/0] ip address 192.168.0.1 255.255.255.0 


[DeviceB-GigabitEthernet2/0] quit 


# Assign an IP address to GigabitEthernet 1/0. 
[DeviceB] interface GigabitEthernet 1/0 


[DeviceB-GigabitEthernet1/0] ip address 10.1.1.2 255.255.255.0 


[DeviceB-GigabitEthernet1/0] quit 


# Enable the SSH server function. 
[DeviceB] ssh server enable 


# Create a RADIUS scheme rad. 
[DeviceB] radius scheme rad 


# Specify the primary authentication server 10.110.1.1 and UDP port 1812 for the RADIUS scheme rad. 
[DeviceB-radius-rad] primary authentication 10.1.1.1 1812 


# Specify the primary authentication server 10.110.1.1 and UDP port 1813 for the RADIUS scheme rad. 
[DeviceB-radius-rad] primary accounting 10.1.1.1 1813 


# Specify the shared key as expert for secure authentication and accounting communication. 
[DeviceB-radius-rad] key authentication simple expert 


[DeviceB-radius-rad] key accounting simple expert 


# Include domain names in the usernames sent to the RADIUS server. 
[DeviceB-radius-rad] user-name-format with-domain 


[DeviceB-radius-rad] quit 


# Create an ISP domain bbb. 
[DeviceB] domain bbb 


# Configure ISP domain bbb to use RADIUS scheme rad for authentication, authorization, and 
accounting of all login users. 
[DeviceB-isp-bbb] authentication login radius-scheme rad 


[DeviceB-isp-bbb] authorization login radius-scheme rad 


[DeviceB-isp-bbb] accounting login radius-scheme rad 


[DeviceB-isp-bbb] quit 


Configuring Device A 
# Assign an IP address to GigabitEthernet 2/0. 
<DeviceA> system-view 


[DeviceA] interface GigabitEthernet 2/0 


[DeviceA-GigabitEthernet2/0] ip address 192.168.0.2 255.255.255.0 


[DeviceA-GigabitEthernet2/0] quit 


[DeviceA] quit 
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Verifying the configuration 
# Verify that you can log in to the SCP server, download the file remote.bin from the server, and save it 
locally with the name local.bin. 
<DeviceA> scp 192.168.0.1 get remote.bin local.bin 


Username: hello@bbb 


Press CTRL+C to abort. 


Connecting to 192.168.0.1 port 22. 


The Server is not authenticated. Continue? [Y/N]:y 


Do you want to save the server public key? [Y/N]:n 


hello@bbb@192.168.0.1's password: 


remote.bin                    100% 8275KB 318.3KB/s   00:26. 


Configuration files 
• Device A: 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.0.2 255.255.255.0 


# 


• Device B: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.2 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.0.1 255.255.255.0 


# 


ssh server enable 


# 


radius scheme rad 


 primary authentication 10.1.1.1 


 primary accounting 10.1.1.1 


 key authentication cipher $c$3$63G7LzIQElGq4aFGTiYQafU+loQxS/cbLg== 


 key accounting cipher $c$3$tUIVlyGISJ5X/yiTFWrmh8nyjBIF+1LFzQ== 


# 


domain bbb 


 authentication login radius-scheme rad 


 authorization login radius-scheme rad 


 accounting login radius-scheme rad 


# 
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Introduction 
This document provides port-based VLAN configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of HP VLANs.  


Example: Configuring port-based VLANs 


Network requirements 
As shown in Figure 1: 


• Host A and Host C belong to Department A. VLAN 100 is assigned to Department A. 


• Host B and Host D belong to Department B. VLAN 200 is assigned to Department B. 


Configure port-based VLANs so that hosts only in the same department can communicate with each 
other. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
1. Configure Device A: 


# Configure the ports GigabitEthernet 1/0 through GigabitEthernet 3/0 to operate in bridge 
mode.  
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<DeviceA> system-view 


[DeviceA] interface range gigabitethernet 1/0 to gigabitethernet 3/0 


[DeviceA-if-range] port link-mode bridge 


[DeviceA-if-range] quit 


# Create VLAN 100, and assign GigabitEthernet 1/0 to VLAN 100. 
[DeviceA] vlan 100 


[DeviceA-vlan100] port gigabitethernet 1/0 


[DeviceA-vlan100] quit 


# Create VLAN 200, and assign GigabitEthernet 2/0 to VLAN 200. 
[DeviceA] vlan 200 


[DeviceA-vlan200] port gigabitethernet 2/0 


[DeviceA-vlan200] quit 


# Configure GigabitEthernet 3/0 as a trunk port, and assign it to VLANs 100 and 200.  
[DeviceA] interface gigabitethernet 3/0 


[DeviceA-GigabitEthernet3/0] port link-type trunk 


[DeviceA-GigabitEthernet3/0] port trunk permit vlan 100 200 


2. Configure Device B in the same way Device A is configured. (Details not shown.) 


3. Configure hosts: 


a. Configure Host A and Host C to be on the same IP subnet. For example, 192.168.100.0/24. 


b. Configure Host B and Host D to be on the same IP subnet. For example, 192.168.200.0/24. 


Verifying the configuration 
# Verify that Host A and Host C can ping each other, but they both fail to ping Host B or Host D. (Details 
not shown.) 


# Verify that Host B and Host D can ping each other, but they both fail to ping Host A or Host C. (Details 
not shown.) 


# Display information about VLAN 100 on Device A. 
[DeviceA-GigabitEthernet3/0] display vlan 100 


 VLAN ID: 100 


 VLAN type: Static 


 Route interface: Not configured 


 Description: VLAN 0100 


 Name: VLAN 0100 


 Tagged ports: 


    GigabitEthernet3/0 


 Untagged ports: 


    GigabitEthernet1/0 


The output shows that GigabitEthernet 3/0 and GigabitEthernet 1/0 permit packets from VLAN 100 to 
pass through.  


# Display information about VLAN 200 on Device A. 
[DeviceA-GigabitEthernet3/0] display vlan 200 


 VLAN ID: 200 


 VLAN type: Static 


 Route interface: Not configured 
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 Description: VLAN 0200 


 Name: VLAN 0200 


 Tagged ports: 


    GigabitEthernet3/0 


 Untagged ports: 


    GigabitEthernet2/0 


The output shows that GigabitEthernet 3/0 and GigabitEthernet 2/0 permit packets from VLAN 200 to 
pass through. 


Configuration files 
Configuration files on both Device B and Device A are the same. The following configuration files use 
Device A as an example. 
# 


vlan 100 


# 


vlan 200 


# 


interface GigabitEthernet1/0 


 port link-mode bridge 


 port access vlan 100 


# 


interface GigabitEthernet2/0 


 port link-mode bridge 


 port access vlan 200 


# 


interface GigabitEthernet3/0 


 port link-mode bridge 


 port link-type trunk 


 port trunk permit vlan 1 100 200 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 2—WAN Access Command Reference 


• HP VSR1000 Virtual Services Router Layer 2—WAN Access Configuration Guide 
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Introduction 
This document provides examples for configuring VRF-aware L2TP. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of L2TP. 


Example: Configuring VRF-aware L2TP 


Network requirements 
As shown in Figure 1, configure VRF-aware L2TP on Router C, so users on Router A can access site 1 and 
users on Router B can access site 2. 


Figure 1 Network diagram 


 
 


Software version used 
The configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring Router C 
# Enable L2TP globally. 
<RouterC> system-view 
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[RouterC] l2tp enable 


# Create local users, and configure their passwords and service types. 
[RouterC] local-user 1 class network 


[RouterC-luser-network-1] password simple 1234 


[RouterC-luser-network-1] service-type ppp 


[RouterC-luser-network-1] quit 


[RouterC] local-user 2 class network 


[RouterC-luser-network-2] password simple 1234 


[RouterC-luser-network-2] service-type ppp 


[RouterC-luser-network-2] quit 


# Configure VPN instances. 
[RouterC] ip vpn-instance vpn1 


[RouterC-vpn-instance-vpn1] route-distinguisher 100:1 


[RouterC-vpn-instance-vpn1] vpn-target 100:1 import-extcommunity 
[RouterC-vpn-instance-vpn1] vpn-target 100:1 export-extcommunity 


[RouterC-vpn-instance-vpn1] quit 


[RouterC] ip vpn-instance vpn2 


[RouterC-vpn-instance-vpn2] route-distinguisher 200:1 


[RouterC-vpn-instance-vpn2] vpn-target 200:1 import-extcommunity 


[RouterC-vpn-instance-vpn2] vpn-target 200:1 export-extcommunity 


[RouterC-vpn-instance-vpn2] quit 


# Configure IP address pools. 
[RouterC] ip pool 1 100.0.0.2 100.0.0.100 


[RouterC] ip pool 2 101.0.0.2 101.0.0.100 


# Create interface Virtual-Template 1. 
[RouterC] interface virtual-template 1 


# Specify PPP authentication mode as PAP for interface Virtual-Template 1. 
[RouterC-Virtual-Template1] ppp authentication-mode pap 


# Specify pool 1 for interface Virtual-Template 1 to assign IP addresses to users. 
[RouterC-Virtual-Template1] remote address pool 1 


# Bind interface Virtual-Template 1 to vpn1. 
[RouterC-Virtual-Template1] ip binding vpn-instance vpn1 


[RouterC-Virtual-Template1] ip address 100.0.0.1 8 


[RouterC-Virtual-Template1] quit 


# Create interface Virtual-Template 2. 
[RouterC] interface virtual-template 2 


# Specify PPP authentication mode as PAP for interface Virtual-Template 2. 
[RouterC-Virtual-Template2] remote address pool 2 


# Specify pool 2 for interface Virtual-Template 2 to assign IP addresses to users. 
[RouterC-Virtual-Template2] remote address pool 2 


# Bind interface Virtual-Template 2 to vpn2. 
[RouterC-Virtual-Template2] ip binding vpn-instance vpn2 


[RouterC-Virtual-Template2] ip address 101.0.0.1 8 


[RouterC-Virtual-Template2] quit 
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# Create L2TP group 1 in LNS mode. 
[RouterC] l2tp-group 1 mode lns 


# Configure the local tunnel name as lns-A, and specify Virtual-Template 1 to receive tunneling requests 
from the LAC named lac-A. 
[RouterC-l2tp1] tunnel name lns-A 


[RouterC-l2tp1] allow l2tp virtual-template 1 remote lac-A 


# Disable tunnel authentication. 
[RouterC-l2tp1] undo tunnel authentication 


[RouterC-l2tp1] quit 


# Create L2TP group 2 in LNS mode. 
[RouterC] l2tp-group 2 mode lns 


# Configure the local tunnel name as lns-B, and specify Virtual-Template 2 to receive tunneling requests 
from the LAC named lac-B. 
[RouterC-l2tp2] tunnel name lns-B 


[RouterC-l2tp2] allow l2tp virtual-template 2 remote lac-B 


# Disable tunnel authentication. 
[RouterC-l2tp2] undo tunnel authentication 


[RouterC-l2tp2] quit 


# Configure IP addresses for interfaces and associate them with VPN instances. 
[RouterC] interface gigabitethernet 1/0 


[RouterC-GigabitEthernet1/0] ip address 1.1.1.3 24 


[RouterC-GigabitEthernet1/0] quit 


[RouterC] interface gigabitethernet 2/0 


[RouterC-GigabitEthernet2/0] ip binding vpn-instance vpn1 


[RouterC-GigabitEthernet2/0] ip address 5.0.0.1 8 


[RouterC-GigabitEthernet2/0] quit 


[RouterC] interface gigabitethernet 3/0 


[RouterC-GigabitEthernet3/0] ip binding vpn-instance vpn2 


[RouterC-GigabitEthernet3/0] ip address 6.0.0.1 8 


[RouterC-GigabitEthernet3/0] quit 


Configuring Router A 
# Enable L2TP globally. 
<RouterA> system-view 


[RouterA] l2tp enable 


# Create L2TP group 1 in LAC mode. 
[RouterA] l2tp-group 1 mode lac 


# Configure the local tunnel name as lac-A, and specify the LNS IP address as 1.1.1.3. 
[RouterA-l2tp1] tunnel name lac-A 


[RouterA-l2tp1] lns-ip 1.1.1.3 


# Disable tunnel authentication. 
[RouterA-l2tp1] undo tunnel authentication 


[RouterA-l2tp1] quit 
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# Create virtual PPP interface Virtual-PPP 1. Configure its username and password as 1 and 1234 and PPP 
authentication mode as PAP. 
[RouterA] interface virtual-PPP 1 


[RouterA-Virtual-PPP1] ip address ppp-negotiate 


[RouterA-Virtual-PPP1] ppp pap local-user 1 password simple 1234 


[RouterA-Virtual-PPP1] quit 


# Specify an IP address for GigabitEthernet 1/0. 
[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] ip address 1.1.1.1 24 


[RouterA-GigabitEthernet1/0] quit 


# Configure a static route so that packets destined for the corporate network will be forwarded through 
the L2TP tunnel. 
[RouterA] ip route-static 5.0.0.0 8 Virtual-PPP 1 


# Trigger the LAC to establish an L2TP tunnel with the LNS. 
[RouterA] interface virtual-PPP 1 


[RouterA-Virtual-PPP1] l2tp-auto-client l2tp-group 1 


[RouterA-Virtual-PPP1] quit 


Configuring Router B 
# Enable L2TP globally. 
<RouterB> system-view 


[RouterB] l2tp enable 


# Create L2TP group 1 in LAC mode. 
[RouterB] l2tp-group 1 mode lac 


# Configure the local tunnel name as lac-B, and specify the LNS IP address as 1.1.1.3. 
[RouterB-l2tp1] tunnel name lac-B 


[RouterB-l2tp1] lns-ip 1.1.1.3 


# Disable tunnel authentication. 
[RouterB-l2tp1] undo tunnel authentication 


[RouterB-l2tp1] quit 


# Create virtual PPP interface Virtual-PPP 1. Configure its username and password as 2 and 1234 and PPP 
authentication mode as PAP. 
[RouterB] interface virtual-PPP 1 


[RouterB-Virtual-PPP1] ip address ppp-negotiate 


[RouterB-Virtual-PPP1] ppp pap local-user 2 password simple 1234 


[RouterB-Virtual-PPP1] quit 


# Specify an IP address for GigabitEthernet 1/0. 
[RouterB] interface gigabitethernet 1/0 


[RouterB-GigabitEthernet1/0] ip address 1.1.1.2 24 


[RouterB-GigabitEthernet1/0] quit 


# Configure a static route so that packets destined for the corporate network will be forwarded through 
the L2TP tunnel. 
[RouterB] ip route-static 6.0.0.0 8 virtual-PPP 1 


# Trigger the LAC to establish an L2TP tunnel with the LNS. 
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[RouterB] interface virtual-PPP 1 


[RouterB-Virtual-PPP1] l2tp-auto-client l2tp-group 1 


[RouterB-Virtual-PPP1] quit 


Verifying the configuration 
# Display brief interface information on Router A. 
[RouterA] display interface brief 


Brief information on interface(s) under route mode: 


Link: ADM - administratively down; Stby - standby 


Protocol: (s) - spoofing 


Interface            Link Protocol Main IP         Description 


Aux0                 UP   --       -- 


GE1/0                UP   UP       1.1.1.1 


GE2/0                ADM  DOWN     11.1.1.1 


InLoop0              UP   UP(s)    -- 


NULL0                UP   UP(s)    -- 


REG0                 DOWN --       -- 


VPPP1                UP   UP       100.0.0.2 


# Display brief interface information on Router B. 
[RouterB] display interface brief 


Brief information on interface(s) under route mode: 


Link: ADM - administratively down; Stby - standby 


Protocol: (s) - spoofing 


Interface            Link Protocol Main IP         Description 


Aux0                 UP   --       -- 


GE1/0                UP   UP       1.1.1.2 


GE2/0                UP   UP       12.1.1.1 


GE3/0                ADM  DOWN     -- 


InLoop0              UP   UP(s)    -- 


NULL0                UP   UP(s)    -- 


REG0                 DOWN --       -- 


VPPP1                UP   UP       101.0.0.2 


# Ping the IP address 5.0.0.1 of Router C from Router A. The ping operation succeeds. 
[RouterA] ping -a 100.0.0.2 5.0.0.1 


Ping 5.0.0.1 (5.0.0.1): 56 data bytes, press CTRL_C to break 


56 bytes from 5.0.0.1: icmp_seq=0 ttl=128 time=0.452 ms 


56 bytes from 5.0.0.1: icmp_seq=1 ttl=128 time=0.625 ms 


56 bytes from 5.0.0.1: icmp_seq=2 ttl=128 time=0.673 ms 


56 bytes from 5.0.0.1: icmp_seq=3 ttl=128 time=0.687 ms 


56 bytes from 5.0.0.1: icmp_seq=4 ttl=128 time=0.679 ms 


 


--- Ping statistics for 5.0.0.1 --- 


5 packets transmitted, 5 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.452/0.623/0.687/0.088 ms 


# Ping the IP address 6.0.0.1 of Router C from Router B. The ping operation succeeds. 
[RouterB] ping 6.0.0.1 
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Ping 6.0.0.1 (6.0.0.1): 56 data bytes, press CTRL_C to break 


56 bytes from 6.0.0.1: icmp_seq=0 ttl=128 time=0.452 ms 


56 bytes from 6.0.0.1: icmp_seq=1 ttl=128 time=0.625 ms 


56 bytes from 6.0.0.1: icmp_seq=2 ttl=128 time=0.673 ms 


56 bytes from 6.0.0.1: icmp_seq=3 ttl=128 time=0.687 ms 


56 bytes from 6.0.0.1: icmp_seq=4 ttl=128 time=0.679 ms 


 


--- Ping statistics for 6.0.0.1 --- 


5 packets transmitted, 5 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.452/0.623/0.687/0.088 ms 


Configuration files 
• Router C: 


# 


ip vpn-instance vpn1 


 route-distinguisher 100:1 


 vpn-target 100:1 import-extcommunity 


 vpn-target 100:1 export-extcommunity 


# 


ip vpn-instance vpn2 


 route-distinguisher 200:1 


 vpn-target 200:1 import-extcommunity 


 vpn-target 200:1 export-extcommunity 


# 


 ip pool 1 100.0.0.2 100.0.0.100 


 ip pool 2 101.0.0.2 101.0.0.100 


# 


interface Virtual-Template1 


 ppp authentication-mode pap 


 remote address pool 1 


 ip binding vpn-instance vpn1 


 ip address 100.0.0.1 255.0.0.0 


# 


interface Virtual-Template2 


 ppp authentication-mode pap 


 remote address pool 2 


 ip binding vpn-instance vpn2 


 ip address 101.0.0.1 255.0.0.0 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 combo enable copper 


 ip address 1.1.1.3 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip binding vpn-instance vpn1 
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 ip address 5.0.0.1 255.0.0.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip binding vpn-instance vpn2 


 ip address 6.0.0.1 255.0.0.0 


# 


local-user 1 class network 


 password cipher $c$3$Wf7ut8Li9ryKmOvk53vSKPHvBQHOu8w= 


 service-type ppp 


 authorization-attribute user-role network-operator 


# 


local-user 2 class network 


 password cipher $c$3$rpUZj85qaeXDflgm1P5af58Kj/maHXM= 


 service-type ppp 


 authorization-attribute user-role network-operator 


# 


l2tp-group 1 mode lns 


 allow l2tp virtual-template 1 remote lac-A 


 undo tunnel authentication 


 tunnel name lns-A 


# 


l2tp-group 2 mode lns 


 allow l2tp virtual-template 2 remote lac-B 


 tunnel name lns-B 


# 


l2tp enable 


# 


• Router A: 
# 


interface Virtual-PPP1 


 ppp pap local-user 1 password cipher $c$3$CYBBKjOoTx2nLdklyFk5zUtfXOKC5f8= 


 ip address ppp-negotiate 


 l2tp-auto-client l2tp-group 1 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 1.1.1.1 255.255.255.0 


# 


 ip route-static 5.0.0.0 8 Virtual-PPP1 


# 


l2tp-group 1 mode lac 


 lns-ip 1.1.1.3 


 undo tunnel authentication 


 tunnel name lac-A 


# 


l2tp enable 


# 







8 


• Router B: 
# 


interface Virtual-PPP1 


 ppp pap local-user 2 password cipher $c$3$w9MwmqfWlBN/bbkspWTwTE9V3Zxe6Sk= 


 ip address ppp-negotiate 


 l2tp-auto-client l2tp-group 1 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 1.1.1.2 255.255.255.0 


# 


ip route-static 6.0.0.0 8 Virtual-PPP1 


# 


l2tp-group 1 mode lac 


 lns-ip 1.1.1.3 


 undo tunnel authentication 


 tunnel name lac-B 


# 


l2tp enable 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 2—WAN Access Command Reference 


• HP VSR1000 Virtual Services Router Layer 2—WAN Access Configuration Guide 
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Introduction 
This document provides outbound bidirectional NAT configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of NAT. 


Example: Configuring outbound bidirectional 
NAT 


Network requirements 
As shown in Figure 1, Router acts as the gateway of a company's private network. The private network 
overlaps with the subnet where the Web server resides. The company has two public IP addresses 
202.38.1.2 and 202.38.1.3.  


Configure NAT to allow internal hosts to access the external Web server by using the server's domain 
name. 


Figure 1 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


IP network
GE1/0


192.168.1.1/24
GE2/0
10.0.1.1/24


WEB server 
192.168.1.10/24


DNS server


Host 
192.168.1.10/24
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• Configure inbound dynamic NAT with ALG to make sure the internal host reaches the Web server 
instead of another internal host. The private network overlaps with the subnet where the Web server 
resides. NAT with ALG can translate the Web server's IP address in the DNS reply payload to a 
dynamically assigned public address. 


• Configure outbound dynamic NAT to translate the source IP address of packets from an internal host 
to a dynamically assigned public address. 


• Add a static route to the public IP address of the external Web server. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Assign IP addresses to the interfaces on the router. 
<Router> system-view 


[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 192.168.1.1 24 


[Router-GigabitEthernet1/0] quit 


[Router] interface gigabitethernet 2/0 


[Router-GigabitEthernet2/0] ip address 10.0.1.1 24 


[Router-GigabitEthernet2/0] quit 


# Enable NAT with ALG for DNS. 
[Router] nat alg dns 


# Configure ACL 2000 to allow packets from subnet 192.168.1.0/24 to be NATed. 
[Router] acl number 2000 


[Router-acl-basic-2000] rule permit source 192.168.1.0 0.0.0.255 


[Router-acl-basic-2000] quit 


# Create address group 1. 
[Router] nat address-group 1 


# Add public IP address 202.38.1.2 to the group. 
[Router-nat-address-group-1] address 202.38.1.2 202.38.1.2 


[Router-nat-address-group-1] quit 


# Create address group 2. 
[Router] nat address-group 2 


# Add public IP address 202.38.1.3 to the group. 
[Router-nat-address-group-2] address 202.38.1.3 202.38.1.3 


[Router-nat-address-group-2] quit 


# Enable inbound NO-PAT on GigabitEthernet 2/0 to translate the Web server's IP address in the DNS 
reply payload into the IP address in address group 1. Allow reversible NAT. 
[Router] interface gigabitethernet 2/0 


[Router-GigabitEthernet2/0] nat inbound 2000 address-group 1 no-pat reversible 


# Enable outbound PAT on GigabitEthernet 2/0 to translate the source IP addresses of outgoing packets 
into the public IP address in address group 2. 
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[Router-GigabitEthernet2/0] nat outbound 2000 address-group 2 


[Router-GigabitEthernet2/0] quit 


# Configure a static route to 202.38.1.2 with GigabitEthernet 2/0 as the output interface and 10.0.1.1 as 
the next hop. 
[Router] ip route-static 202.38.1.2 32 gigabitethernet 2/0 10.0.1.1 


Verifying the configuration 
# Verify that internal hosts can access the Web server by using the server's domain name. (Details not 
shown.) 


# Display all NAT configuration, and verify that NAT is correctly configured and NAT with ALG is 
enabled. 
[Router] display nat all 


NAT address group information: 


  There are 2 NAT address groups. 


  Address group 1: 


    Address information: 


      Start address         End address 


      202.38.1.2            202.38.1.2 


 


  Address group 2: 


    Address information: 


      Start address         End address 


      202.38.1.3            202.38.1.3 


 


NAT inbound information: 


  There are 1 NAT inbound rules. 


  Interface: GigabitEthernet2/0 


    ACL: 2000         Address group: 1      Add route: N 


    NO-PAT: Y         Reversible: Y 


 


NAT outbound information: 


  There are 1 NAT outbound rules. 


  Interface: GigabitEthernet2/0 


    ACL: 2000         Address group: 2      Port-preserved: N 


    NO-PAT: N         Reversible: N 


 


NAT logging: 


  Log enable          : Disabled 


  Flow-begin          : Disabled 


  Flow-end            : Disabled 


  Flow-active         : Disabled 


  Port-block-assign   : Disabled 


  Port-block-withdraw : Disabled 


  Alarm               : Disabled 


 


NAT mapping behavior: 
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  Mapping mode: Address and Port-Dependent 


  ACL         : --- 


 


NAT ALG: 


  DNS        : Enabled 


  FTP        : Enabled 


  H323       : Enabled 


  ICMP-ERROR : Enabled 


  ILS        : Enabled 


  MGCP       : Enabled 


  NBT        : Enabled 


  PPTP       : Enabled 


  RSH        : Enabled 


  RTSP       : Enabled 


  SCCP       : Enabled 


  SIP        : Enabled 


  SQLNET     : Enabled 


  TFTP       : Enabled 


  XDMCP      : Enabled 


# Display NAT session and verify that Host can access the Web server through NAT. 
[Router] display nat session verbose 


Initiator: 


  Source      IP/port: 192.168.1.10/1694 


  Destination IP/port: 202.38.1.2/8080 


  VPN instance/VLAN ID/VLL ID: -/-/- 


  Protocol: TCP(6) 


Responder: 


  Source      IP/port: 192.168.1.10/8080 


  Destination IP/port: 202.38.1.3/1025 


  VPN instance/VLAN ID/VLL ID: -/-/- 


  Protocol: TCP(6) 


State: TCP_ESTABLISHED 


Application: HTTP 


Start time: 2013-08-15 14:53:29  TTL: 3597s 


Interface(in) : GigabitEthernet1/0 


Interface(out): GigabitEthernet2/0 


Initiator->Responder:            7 packets        308 bytes 


Responder->Initiator:            5 packets        312 bytes 


 


Total sessions found: 1 


Configuration files 
#  


interface GigabitEthernet1/0  


 port link-mode route  


 ip address 192.168.1.1 255.255.255.0  
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#    


interface GigabitEthernet2/0  


 port link-mode route  


 ip address 10.0.1.1 255.255.255.0  


 nat inbound 2000 address-group 1 no-pat reversible 


 nat outbound 2000 address-group 2 


#  


 ip route-static 202.38.1.2 32 GigabitEthernet2/0 10.0.1.1  


#  


acl number 2000  


 rule 0 permit source 192.168.1.0 0.0.0.255  


# 


nat address-group 1  


 address 202.38.1.2 202.38.1.2  


#  


nat address-group 2  


 address 202.38.1.3 202.38.1.3  


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Services Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Services Configuration Guide 
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Introduction 
This document provides IPv6 IS-IS configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of IPv6 IS-IS. 


Example: Configuring IPv6 IS-IS 


Network requirements 
As shown in Figure 1, the company's headquarters and the branch run IPv6 IS-IS. The partner runs 
OSPFv3. 


Configure the routers to meet the following requirements: 


• The Marketing department can reach the Finance department, the branch, and the partner. 


• The Finance department and the branch cannot reach each other, and the branch does not have a 
route to the Finance department. 
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Figure 1 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Configure Router A and Router B in Area 10 as Level-1 routers to allow communication between the 
Marketing department and the Finance department. 


• Configure route redistribution between IPv6 IS-IS and OSPFv3 on Router D to allow communication 
between the Marketing department and the partner. 


• Configure Router C to use a prefix list to advertise only network 3001:1::/64 to Level-2, so that the 
branch does not have a route to the Finance department. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring Router A 
# Configure an IPv6 address for GigabitEthernet 1/0. 
<RouterA> system-view 


[RouterA] interface gigabitethernet 1/0 
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[RouterA-GigabitEthernet1/0] ipv6 address 2001:1::1 64 


[RouterA-GigabitEthernet1/0] quit 


# Configure IPv6 addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure IPv6 IS-IS. 
[RouterA] isis 1 


[RouterA-isis-1] is-level level-1 


[RouterA-isis-1] network-entity 10.3001.0001.0001.00 


[RouterA-isis-1] address-family ipv6 unicast 


[RouterA-isis-1-ipv6] quit 


[RouterA-isis-1] quit 


[RouterA] interface gigabitethernet 1/0 


[RouterA–GigabitEthernet1/0] isis ipv6 enable 1 


[RouterA–GigabitEthernet1/0] quit 


[RouterA] interface gigabitethernet 2/0 


[RouterA–GigabitEthernet2/0] isis ipv6 enable 1 


[RouterA–GigabitEthernet2/0] quit 


Configuring Router B 
# Configure an IPv6 address for GigabitEthernet 1/0. 
<RouterB> system-view 


[RouterB] interface gigabitethernet 1/0 


[RouterB-GigabitEthernet1/0] ipv6 address 2001:2::1 64 


[RouterB-GigabitEthernet1/0] quit 


# Configure IPv6 addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure IPv6 IS-IS. 
[RouterB] isis 1 


[RouterB-isis-1] is-level level-1 


[RouterB-isis-1] network-entity 10.3001.0002.0001.00 


[RouterB-isis-1] address-family ipv6 unicast 


[RouterB-isis-1-ipv6] quit 


[RouterB-isis-1] quit 


[RouterB] interface gigabitethernet 1/0 


[RouterB–GigabitEthernet1/0] isis ipv6 enable 1 


[RouterB–GigabitEthernet1/0] quit 


[RouterB] interface gigabitethernet 2/0 


[RouterB–GigabitEthernet2/0] isis ipv6 enable 1 


[RouterB–GigabitEthernet2/0] quit 


Configuring Router C 
# Configure an IPv6 address for GigabitEthernet 1/0. 
<RouterC> system-view 


[RouterC] interface gigabitethernet 1/0 


[RouterC-GigabitEthernet1/0] ipv6 address 2001:1::2 64 


[RouterC-GigabitEthernet1/0] quit 
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# Configure IPv6 addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure IPv6 IS-IS. 
[RouterC] isis 1 


[RouterC-isis-1] network-entity 10.2001.0010.0001.00 


[RouterC-isis-1] address-family ipv6 unicast 


[RouterC-isis-1-ipv6] quit 


[RouterC-isis-1] quit 


[RouterC] interface gigabitethernet 1/0 


[RouterC–GigabitEthernet1/0] isis ipv6 enable 1 


[RouterC–GigabitEthernet1/0] quit 


[RouterC] interface gigabitethernet 2/0 


[RouterC–GigabitEthernet2/0] isis ipv6 enable 1 


[RouterC–GigabitEthernet2/0] quit 


[RouterC] interface gigabitethernet 3/0 


[RouterC–GigabitEthernet3/0] isis ipv6 enable 1 


[RouterC–GigabitEthernet3/0] quit 


# Configure route leaking from Level-1 to Level-2, and use prefix list 1 to advertise only network 
3001:1::/64 to Level-2. 
[RouterC] ipv6 prefix-list 1 permit 3001:1:: 64 


[RouterC] isis 1 


[RouterC-isis-1] address-family ipv6 


[RouterC-isis-1-ipv6] import-route isisv6 level-1 into level-2 filter-policy prefix-list 
1 


[RouterC-isis-1-ipv6] quit 


[RouterC-isis-1] quit 


Configuring Router D 
# Configure an IPv6 address for GigabitEthernet 1/0. 
<RouterD> system-view 


[RouterD] interface gigabitethernet 1/0 


[RouterD-GigabitEthernet1/0] ipv6 address 2001:10::2 64 


[RouterD-GigabitEthernet1/0] quit 


# Configure IPv6 addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure IPv6 IS-IS. 
[RouterD] isis 1 


[RouterD-isis-1] is-level level-2 


[RouterD-isis-1] network-entity 20.2001.0020.0001.00 


[RouterD-isis-1] address-family ipv6 unicast 


[RouterD-isis-1-ipv6] quit 


[RouterD-isis-1] quit 


[RouterD] interface gigabitethernet 1/0 


[RouterD–GigabitEthernet1/0] isis ipv6 enable 1 


[RouterD–GigabitEthernet1/0] quit 


[RouterD] interface gigabitethernet 2/0 


[RouterD–GigabitEthernet2/0] isis ipv6 enable 1 


[RouterD–GigabitEthernet2/0] quit 
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# Configure OSPFv3. 
[RouterD] ospfv3 


[RouterD-ospfv3-1] router-id 4.4.4.4 


[RouterD-ospfv3-1] quit 


[RouterD] interface gigabitethernet 2/0 


[RouterD–GigabitEthernet2/0] ospfv3 1 area 0 


[RouterD–GigabitEthernet2/0] quit 


# Redistribute OSPFv3 and direct routes into IPv6 IS-IS. 
[RouterD] isis 1 


[RouterD-isis-1] address-family ipv6 


[RouterD-isis-1-ipv6] import-route ospfv3 


[RouterD-isis-1-ipv6] import-route direct 


[RouterD-isis-1-ipv6] quit 


[RouterD-isis-1] quit 


# Redistribute IPv6 IS-IS and direct routes into OSPFv3. 
[RouterD] ospfv3 1 


[RouterD-ospfv3-1] import-route isisv6 1 


[RouterD-ospfv3-1] import-route direct 


Configuring Router E 
# Configure an IPv6 address for GigabitEthernet 1/0. 
<RouterE> system-view 


[RouterE] interface gigabitethernet 1/0 


[RouterE-GigabitEthernet1/0] ipv6 address 2001:20::2 64 


[RouterE-GigabitEthernet1/0] quit 


# Configure IPv6 addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure OSPFv3. 
[RouterE] ospfv3 


[RouterE-ospfv3-1] router-id 5.5.5.5 


[RouterE-ospfv3-1] quit 


[RouterE] interface gigabitethernet 1/0 


[RouterE–GigabitEthernet1/0] ospfv3 1 area 0 


[RouterE–GigabitEthernet1/0] quit 


[RouterE] interface gigabitethernet 2/0 


[RouterE–GigabitEthernet2/0] ospfv3 1 area 0 


[RouterE–GigabitEthernet2/0] quit 


Verifying the configuration 
# Verify that the branch can reach the Marketing department, but cannot reach the Finance department. 
[RouterD] display isis route ipv6 


 


                         Route information for IS-IS(1) 


                         ------------------------------ 
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                         Level-2 IPv6 Forwarding Table 


                         ----------------------------- 


 


 Destination : 2001:10::                               PrefixLen: 64 


 Flag        : D/L/-                                   Cost     : 10 


 Next Hop    : Direct                                  Interface: GE1/0 


 


 Destination : 2001:1::                                PrefixLen: 64 


 Flag        : R/-/-                                   Cost     : 20 


 Next Hop    : FE80::7625:8AFF:FE02:4D13               Interface: GE1/0 


 


 Destination : 2001:2::                                PrefixLen: 64 


 Flag        : R/-/-                                   Cost     : 20 


 Next Hop    : FE80::7625:8AFF:FE02:4D13               Interface: GE1/0 


 


 Destination : 3001:1::                                PrefixLen: 64 


 Flag        : R/-/-                                   Cost     : 30 


 Next Hop    : FE80::7625:8AFF:FE02:4D13               Interface: GE1/0 


 


      Flags: D-Direct, R-Added to Rib, L-Advertised in LSPs, U-Up/Down Bit Set 


# Verify that the company can communicate with the partner. 


• Display the IPv6 IS-IS routing table on Router C. 
[RouterC] display isis route ipv6 level-2 


 


                         Route information for IS-IS(1) 


                         ------------------------------ 


 


                         Level-2 IPv6 Forwarding Table 


                         ----------------------------- 


 


 Destination : 2001:10::                               PrefixLen: 64 


 Flag        : D/L/-                                   Cost     : 10 


 Next Hop    : Direct                                  Interface: GE3/0 


 


 Destination : 2001:1::                                PrefixLen: 64 


 Flag        : D/L/-                                   Cost     : 10 


 Next Hop    : Direct                                  Interface: GE1/0 


 


 


 Destination : 2001:2::                                PrefixLen: 64 


 Flag        : D/L/-                                   Cost     : 10 


 Next Hop    : Direct                                  Interface: GE2/0 


 


 Destination : 2001:20::                               PrefixLen: 64 


 Flag        : R/L/-                                   Cost     : 20 


 Next Hop    : FE80::BAAF:67FF:FE30:3304               Interface: GE3/0 


 


 Destination : 3001:200::                              PrefixLen: 64 
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 Flag        : R/-/-                                   Cost     : 20 


 Next Hop    : FE80::BAAF:67FF:FE30:3304               Interface: GE3/0 


 


      Flags: D-Direct, R-Added to Rib, L-Advertised in LSPs, U-Up/Down Bit Set 


• Ping 3001:200::1 from Router C. 
[RouterC] ping ipv6 3001:200::1 


Ping6(56 data bytes) 2001:10::1 --> 3001:200::1, press CTRL_C to break 


56 bytes from 3001:200::1, icmp_seq=0 hlim=63 time=7.230 ms 


56 bytes from 3001:200::1, icmp_seq=1 hlim=63 time=3.449 ms 


56 bytes from 3001:200::1, icmp_seq=2 hlim=63 time=2.779 ms 


56 bytes from 3001:200::1, icmp_seq=3 hlim=63 time=2.652 ms 


56 bytes from 3001:200::1, icmp_seq=4 hlim=63 time=2.558 ms 


 


--- Ping6 statistics for 3001:200::1 --- 


5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 2.558/3.734/7.230/1.776 ms 


Configuration files 
• Router A: 


# 


isis 1 


 is-level level-1 


 network-entity 10.3001.0001.0001.00 


 #  


 address-family ipv6 unicast 


# 


interface GigabitEthernet1/0 


 isis ipv6 enable 1 


 ipv6 address 2001:1::1/64 


# 


interface GigabitEthernet2/0 


 isis ipv6 enable 1 


 ipv6 address 3001:1::1/64 


# 


• Router B: 
# 


isis 1 


 is-level level-1 


 network-entity 10.3001.0002.0001.00 


 #  


 address-family ipv6 unicast 


# 


interface GigabitEthernet1/0 


 isis ipv6 enable 1 


 ipv6 address 2001:2::1/64 


# 
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interface GigabitEthernet2/0 


 isis ipv6 enable 1 


 ipv6 address 3001:2::1/64 


# 


• Router C: 
# 


isis 1 


 network-entity 10.2001.0010.0001.00 


 # 


 address-family ipv6 unicast 


  import-route isisv6 level-1 into level-2 filter-policy prefix-list 1 


# 


interface GigabitEthernet1/0 


 isis ipv6 enable 1 


 ipv6 address 2001:1::2/64 


# 


interface GigabitEthernet2/0 


 isis ipv6 enable 1 


 ipv6 address 2001:2::2/64 


# 


interface GigabitEthernet3/0 


 isis ipv6 enable 1 


 ipv6 address 2001:10::1/64 


# 


 ipv6 prefix-list 1 index 10 permit 3001:1:: 64 


# 


• Router D: 
# 


isis 1 


 is-level level-2 


 network-entity 20.2001.0020.0001.00 


# 


 address-family ipv6 unicast 


  import-route direct 


  import-route ospfv3 1 


# 


ospfv3 1 


 router-id 4.4.4.4 


 area 0.0.0.0 


 import-route direct 


 import-route isisv6 1 


# 


interface GigabitEthernet1/0 


 isis ipv6 enable 1 


 ipv6 address 2001:10::2/64 


# 


interface GigabitEthernet2/0 


 ospfv3 1 area 0.0.0.0 
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 ipv6 address 2001:20::1/64 


# 


• Router E: 
# 


ospfv3 1 


 router-id 5.5.5.5 


 area 0.0.0.0 


# 


interface GigabitEthernet1/0 


 ospfv3 1 area 0 


 ipv6 address 2001:20::2/64 


# 


interface GigabitEthernet2/0 


 ospfv3 1 area 0 


 ipv6 address 3001:200::1/64 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Routing Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Configuration Guide 
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Introduction 
This document provides examples for configuring VSR networking through KVM. You can use the Bridge 
or Macvtap method to map the VSR interfaces on a VSR to the physical ports on a host in one of the 
following ways: 


• Map each VSR interface to a physical port on the host. 


• Map multiple VSR interfaces to one physical port on the host. The VSR interfaces are isolated by 
VLANs. 


• Map a VSR interface with subinterfaces to a physical port on the host. The VSR subinterfaces can 
receive and send tagged packets. 


The Bridge or Macvtap driver of KVM operates as a virtual switch. The upstream interfaces of the virtual 
switch are mapped to the physical ports on the host. The downstream interfaces of the virtual switch are 
connected to the VSR or VMs. The virtual switch forwards the traffic for the VMs and the VSR. 


Figure 1 VSR networking 


 
 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of KVM. 
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Example: Mapping each VSR interface to a 
physical port on the host 


Network requirements 
As shown in Figure 2, GigabitEthernet 1/0 and GigabitEthernet 2/0 on the VSR are mapped to eth 0 
and eth 1 on the host, respectively. eth0 connects the VSR to the WAN and eth 1 connects the VSR to the 
LAN. 


Figure 2 Network diagram 


 
 


Requirements analysis 
The vNICs of the VSR can operate in either Bridge or Macvtap mode. 


• Bridge mode: 


To map the VSR interfaces to the physical ports on the host, perform the following tasks: 


a. Create two bridge ports br0 and br1 on the host, and connect br0 and br1 to eth0 and eth1, 
respectively. 


b. Add two vNICs and bind the vNICs to bridge ports br0 and br1. 


• Macvtap mode: 


To map the VSR interfaces to the physical ports on the host, add two vNICs and bind the vNICs to 
eth0 and eth1. 


Software version used 
This configuration example was created and verified on VSR Release 0202. KVM is installed on a Linux 
server that runs CentOS 6.3. 


br1/eth1:macvtap


VM 


Linux KVM


172.31.8.1 202.1.1.10


NIC 0


eth1


br0/eth0:macvtap


eth0


NIC 1


LAN server WAN server


GE1/0GE2/0


LAN WAN
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Configuration procedures 


Configuring the vNICs 
The vNICs can operate in either Bridge or Macvtap mode. 


Bridge mode 


1. Configure the Linux server: 


a. Log in to the Linux server. This example uses SSH login. 


Figure 3 Logging in to the Linux server 


 
 


b. Create bridge port br0, and configure an IP address, subnet mask, and gateway for br0. 
[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-br0 


DEVICE=br0 


TYPE=Bridge 


ONBOOT=yes 


BOOTPROTO=static 


DELAY=0 


IPADDR=172.31.22.30 


NETMASK=255.255.0.0 


GATEWAY=172.31.0.254 


c. Connect eth0 to br0. 
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[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-eth0 


DEVICE=eth0 


ONBOOT=yes 


BOOTPROTO=none 


BRIDGE=br0 


d. Clear all command lines except for the four command lines in the previous step. 


e. Create bridge port br1. 
[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-br1 


DEVICE=br1 


TYPE=Bridge 


ONBOOT=yes 


BOOTPROTO=none 


DELAY=0 


f. Connect eth1 to br1. 
[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-eth1 


DEVICE=eth1 


ONBOOT=yes 


BOOTPROTO=none 


BRIDGE=br1 


g. Clear all command lines except for the four command lines in the previous step. 


h. Restart the network service. 
[root@kvmserver30 ~]# /etc/init.d/network restart 


2. Bind the vNICs to the bridge ports: 


a. Run the virtual machine manager software, select VSR-CORE, and then click Open. 


Figure 4 Virtual Machine Manager 


 
 


b. On the VSR-CORE Virtual Machine page, click the  icon to modify VM configurations. 


# Select NIC: da:e7:d6 from the navigation tree, and select Host device eth0 (Bridge 'br0') from 
the Source device list on the right of the page. 


# Select NIC: 45:f4:74 from the navigation tree, and select Host device eth1 (Bridge 'br1') from 
the Source device list on the right of the page. 


# Click Apply. 
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Figure 5 Modifying VM configurations 


 
 


Macvtap mode 


1. Configure the Linux server to use the default network settings. 


2. Bind the vNICs to the physical ports: 


a. Run the virtual machine manager software, select VSR-CORE, and then click Open. 


Figure 6 Virtual Machine Manager 


 
 


b. On the VSR-CORE Virtual Machine page, click the  icon to modify VM configurations. 


# Select NIC: da:e7:d6 from the navigation tree, select Host device eth0: macvtap from the 
Source device list, and select Bridge from the Source mode list. 


# Select NIC: 45:f4:74 from the navigation tree, select Host device eth1: macvtap from the 
Source device list, and select Bridge from the Source mode list. 


# Click Apply. 
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Figure 7 Modifying VM configurations 


 
 


Configuring the VSR 
1. After the VSR starts up, display the mappings between the vNICs and VSR slots. 


<VSR> display interface gigabitethernet 


GigabitEthernet1/0 


Current state: UP 


Line protocol state: UP 


Description: GigabitEthernet1/0 Interface 


Bandwidth: 1000000kbps 


Maximum Transmit Unit: 1500 


Internet Address is 172.31.22.37/16 Primary 


IP Packet Frame Type:PKTFMT_ETHNT_2, Hardware Address: 5254-00da-e7d6 


… 


GigabitEthernet2/0 


Current state: UP 


Line protocol state: UP 


Description: GigabitEthernet2/0 Interface 


Bandwidth: 1000000kbps 


Maximum Transmit Unit: 1500 


Internet Address is 20.1.1.1/24 Primary 


IP Packet Frame Type:PKTFMT_ETHNT_2, Hardware Address: 5254-0045-f474 


… 


The output shows that GigabitEthernet 1/0 corresponds to the vNIC with MAC address 
5254-00da-e7d6, and GigabitEthernet 2/0 corresponds to the vNIC with MAC address 
5254-0045-f474. 


2. Configure IP addresses for VSR interfaces: 


# Specify the IP address of GigabitEthernet 1/0 as 202.1.1.100/24. 
<VSR> system-view 


[VSR] interface gigabitethernet 1/0 


[VSR-GigabitEthernet1/0] ip address 202.1.1.100 255.255.255.0 
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[VSR-GigabitEthernet1/0] quit 


# Specify the IP address of GigabitEthernet 2/0 as 172.31.27.47/16. 
[VSR] interface gigabitethernet 2/0 


[VSR-GigabitEthernet2/0] ip address 172.31.27.47 255.255.0.0 


[VSR-GigabitEthernet2/0] quit 


Verifying the configuration 
# On the VSR, ping 202.1.1.10. The ping operation succeeds. 
[VSR] ping -c 1 202.1.1.10 


Ping 202.1.1.10 (202.1.1.10): 56 data bytes, press CTRL_C to break 


56 bytes from 202.1.1.10: icmp_seq=0 ttl=255 time=0.765 ms 


 


--- Ping statistics for 202.1.1.10 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.765/0.765/0.765/0.000 ms 


# On the VSR, ping 172.31.8.1. The ping operation succeeds. 
[VSR] ping -c 1 172.31.8.1 


Ping 172.31.8.1 (172.31.8.1): 56 data bytes, press CTRL_C to break 


56 bytes from 172.31.8.1: icmp_seq=0 ttl=255 time=0.915 ms 


 


--- Ping statistics for 172.31.8.1 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.915/0.915/0.915/0.000 ms 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 202.1.1.100 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 172.31.27.47 255.255.0.0 


# 
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Example: Mapping multiple VSR interfaces to 
one physical port on the host 


Network requirements 
As shown in Figure 8, eth0.10 and eth0.11 are subinterfaces of eth0. GigabitEthernet 1/0 and 
GigabitEthernet 2/0 on the VSR are mapped to eth0.10 and eth0.11, respectively. Assign eth0.10 and 
eth0.11 to VLAN 10 and VLAN 11, respectively. eth0.10 connects the VSR to the WAN and eth0.11 
connects the VSR to the LAN. 


Figure 8 Network diagram 


 
 


Requirements analysis 
The vNICs of the VSR can operate in either Bridge or Macvtap mode. 


• Bridge mode: 


To map the VSR interfaces to the physical ports on the host, perform the following tasks: 


a. Create two bridge ports br0.10 and br0.11 on the host, and connect br0.10 and br0.11 to 
eth0.10 and eth0.11, respectively. 


b. Add two vNICs and bind the vNICs to bridge ports br0.10 and br0.11. 


To allow packets from VLANs 10 and 11 to pass, configure the interface that connects the physical 
switch to the host as a trunk port. 
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• Macvtap mode: 


To map the VSR interfaces to the physical ports on the host, add two vNICs and bind the vNICs to 
eth0.10 and eth0.11. 


To allow packets from VLANs 10 and 11 to pass, configure the interface that connects the physical 
switch to the host as a trunk port. 


Software version used 
This configuration example was created and verified on VSR Release 0202. KVM is installed on a Linux 
server that runs CentOS 6.3. 


Configuration procedures 


Configuring the vNICs 
The vNICs can operate in either Bridge or Macvtap mode. 


Bridge mode 


1. Configure the Linux server: 


a. Log in to the Linux server and verify that the 8021q module is loaded. 
[root@kvmserver30 ~]# lsmod | grep 8021q 


8021q                  25058  0 


garp                    7344  1 8021q 


If the 8021q module is not loaded, load it as follows: 
[root@kvmserver30 ~]# modprobe 8021q 


b. Create bridge port br0.10. 
[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-br0.10 


DEVICE=br0.10 


TYPE=Bridge 


ONBOOT=yes 


BOOTPROTO=none 


DELAY=0 


c. Connect eth0.10 to br0.10, and assign eth0.10 to VLAN 10. 
[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-eth0.10 


DEVICE=eth0.10 


ONBOOT=yes 


BOOTPROTO=none 


USERCTL=no 


VLAN=yes 


BRIDGE="br0.10" 


d. Create bridge port br0.11. 
[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-br0.11 


DEVICE=br0.11 


TYPE=Bridge 


ONBOOT=yes 
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BOOTPROTO=none 


DELAY=0 


e. Connect eth0.11 to br0.11, and assign eth0.11 to VLAN 11. 
[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-eth0.11 


DEVICE=eth0.11 


ONBOOT=yes 


BOOTPROTO=none 


USERCTL=no 


VLAN=yes 


BRIDGE="br0.11" 


f. Restart the network service. 
[root@kvmserver30 ~]# /etc/init.d/network restart 


2. Bind the vNICs to the bridge ports: 


a. Run the virtual machine manager software, select VSR-CORE, and then click Open. 


Figure 9 Virtual Machine Manager 


 
 


b. On the VSR-CORE Virtual Machine page, click the  icon to modify VM configurations. 


# Select NIC: 4c:ab:3c from the navigation tree, and select Host device eth0.10 (Bridge 
'br0.10') from the Source device list on the right of the page. 


# Select NIC: 05:b5:0f from the navigation tree, and select Host device eth0.11 (Bridge 
'br0.11') from the Source device list on the right of the page. 


# Click Apply. 
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Figure 10 Modifying VM configurations 


 
 


Macvtap mode 


1. Configure the Linux server: 


a. Log in to the Linux server through SSH and verify that the 8021q module is loaded. 
[root@kvmserver30 ~]# lsmod | grep 8021q 


8021q                  25058  0 


garp                    7344  1 8021q 


If the 8021q module is not loaded, load it as follows: 
[root@kvmserver30 ~]# modprobe 8021q 


b. Assign eth0.10 to VLAN 10. 
[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-eth0.10 


DEVICE=eth0.10 


ONBOOT=yes 


BOOTPROTO=none 


USERCTL=no 


VLAN=yes 


c. Assign eth0.11 to VLAN 11. 
[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-eth0.11 


DEVICE=eth0.11 


ONBOOT=yes 


BOOTPROTO=none 


USERCTL=no 


VLAN=yes 


d. Restart the network service. 
[root@kvmserver30 ~]#  /etc/init.d/network restart 


2. Bind the vNICs to the physical ports: 
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a. Run the virtual machine manager software, select VSR-CORE, and then click Open. 


Figure 11 Virtual Machine Manager 


 
 


b. On the VSR-CORE Virtual Machine page, click the  icon to modify VM configurations. 


# Select NIC: 4c:ab:3c from the navigation tree, select Host device eth0.10: macvtap from the 
Source device list, and select Bridge from the Source mode list. 


# Select NIC: 05:b5:0f from the navigation tree, select Host device eth0.11: macvtap from the 
Source device list, and select Bridge from the Source mode list. 


# Click Apply. 


Figure 12 Modifying VM configurations 


 
 


Configuring the VSR 
1. After the VSR starts up, display the mappings between the vNICs and VSR slots. 


<VSR> display interface gigabitethernet 


GigabitEthernet1/0 


Current state: UP 


Line protocol state: UP 


Description: GigabitEthernet1/0 Interface 


Bandwidth: 1000000kbps 
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Maximum Transmit Unit: 1500 


Internet Address is 172.31.22.37/16 Primary 


IP Packet Frame Type:PKTFMT_ETHNT_2, Hardware Address: 5254-004c-ab3c 


… 


GigabitEthernet2/0 


Current state: UP 


Line protocol state: UP 


Description: GigabitEthernet2/0 Interface 


Bandwidth: 1000000kbps 


Maximum Transmit Unit: 1500 


Internet Address is 20.1.1.1/24 Primary 


IP Packet Frame Type:PKTFMT_ETHNT_2, Hardware Address: 5254-0005-b50f 


… 


The output shows that GigabitEthernet 1/0 corresponds to the vNIC with MAC address 
5254-004c-ab3c, and GigabitEthernet 2/0 corresponds to the vNIC with MAC address 
5254-0005-b50f. 


2. Configure IP addresses for VSR interfaces: 


# Specify the IP address of GigabitEthernet 1/0 as 202.1.1.100/24. 
<VSR> system-view 


[VSR] interface gigabitethernet 1/0 


[VSR-GigabitEthernet1/0] ip address 202.1.1.100 255.255.255.0 


[VSR-GigabitEthernet1/0] quit 


# Specify the IP address of GigabitEthernet 2/0 as 172.31.27.47/16. 
[VSR] interface gigabitethernet 2/0 


[VSR-GigabitEthernet2/0] ip address 172.31.27.47 255.255.0.0 


[VSR-GigabitEthernet2/0] quit 


Verifying the configuration 
# On the VSR, ping 202.1.1.10. The ping operation succeeds. 
[VSR] ping -c 1 202.1.1.10 


Ping 202.1.1.10 (202.1.1.10): 56 data bytes, press CTRL_C to break 


56 bytes from 202.1.1.10: icmp_seq=0 ttl=255 time=0.922 ms 


 


--- Ping statistics for 202.1.1.10 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.922/0.922/0.922/0.000 ms 


# On the VSR, ping 172.31.8.1. The ping operation succeeds. 
[VSR] ping -c 1  172.31.8.1 


Ping 172.31.8.1 (172.31.8.1): 56 data bytes, press CTRL_C to break 


56 bytes from 172.31.8.1: icmp_seq=0 ttl=255 time=0.339 ms 


 


--- Ping statistics for 172.31.8.1 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.339/0.339/0.339/0.000 ms 
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Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 202.1.1.100 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 172.31.27.47 255.255.0.0 


# 


Example: Mapping a VSR interface with 
subinterfaces to a physical port on the host 


Network requirements 
As shown in Figure 13, the VSR connects to the WAN and LANs through GigabitEthernet 1/0 and 
subinterfaces of GigabitEthernet 2/0. 


Figure 13 Network diagram 
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Requirements analysis 
When a VSR interface has subinterfaces, the vNIC can only operate in Bridge mode. 


To map the VSR interfaces to the physical ports on the host, perform the following tasks: 


1. Create two bridge ports br0 and br1 on the host, and connect br0 and br1 to eth0 and eth1, 
respectively. 


2. Add two vNICs and bind the vNICs to bridge ports br0 and br1. 


To allow the VSR to receive tagged packets, configure VLAN termination on the VSR. 


To allow packets from VLANs 11 and 12 to pass, configure the interface that connects the physical switch 
to eth1 on the host as a trunk port. 


Software version used 
This configuration example was created and verified on VSR Release 0202. KVM is installed on a Linux 
server that runs CentOS 6.3. 


Configuration procedures 


Configuring the vNICs 
1. Configure the Linux server: 


a. Create bridge port br0 and configure an IP address, subnet mask, and gateway for br0. 
[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-br0 


DEVICE=br0 


TYPE=Bridge 


ONBOOT=yes 


BOOTPROTO=static 


DELAY=0 


IPADDR=172.31.22.30 


NETMASK=255.255.0.0 


GATEWAY=172.31.0.254 


b. Connect eth0 to br0. 
[root@kvmserver30 ~]#  vi /etc/sysconfig/network-scripts/ifcfg-eth0 


DEVICE=eth0 


ONBOOT=yes 


BOOTPROTO=none 


BRIDGE=br0 


c. Clear all command lines except for the four command lines in the previous step. 


d. Create bridge port br1. 
[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-br1 


DEVICE=br1 


TYPE=Bridge 


ONBOOT=yes 
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BOOTPROTO=none 


DELAY=0 


e. Connect eth1 to br1. 
[root@kvmserver30 ~]# vi /etc/sysconfig/network-scripts/ifcfg-eth1 


DEVICE=eth1 


ONBOOT=yes 


BOOTPROTO=none 


BRIDGE=br1 


f. Clear all command lines except for the four command lines in the previous step. 


g. Restart the network service. 
[root@kvmserver30 ~]# /etc/init.d/network restart 


2. Bind the vNICs to the bridge ports: 


a. Run the virtual machine manager software, select VSR-CORE, and then click Open. 


Figure 14 Virtual Machine Manager 


 
 


b. On the VSR-CORE Virtual Machine page, click the  icon to modify the VM configurations. 


# Select NIC: 4c:ab:3c from the navigation tree, and select Host device eth0 (Bridge 'br0') from 
the Source device list on the right of the page. 


# Select NIC: 05:b5:0f from the navigation tree, and select Host device eth1 (Bridge 'br1') from 
the Source device list on the right of the page. 


# Click Apply. 
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Figure 15 Modifying VM configurations 


 
 


Configuring the VSR 
# After the VSR starts up, display the mappings between the vNICs and VSR slots. 
<VSR> display interface gigabitethernet 


GigabitEthernet1/0 


Current state: UP 


Line protocol state: UP 


Description: GigabitEthernet1/0 Interface 


Bandwidth: 1000000kbps 


Maximum Transmit Unit: 1500 


Internet Address is 172.31.22.37/16 Primary 


IP Packet Frame Type:PKTFMT_ETHNT_2, Hardware Address: 5254-004c-ab3c 


… 


GigabitEthernet2/0 


Current state: UP 


Line protocol state: UP 


Description: GigabitEthernet2/0 Interface 


Bandwidth: 1000000kbps 


Maximum Transmit Unit: 1500 


Internet Address is 20.1.1.1/24 Primary 


IP Packet Frame Type:PKTFMT_ETHNT_2, Hardware Address: 5254-0005-b50f 


… 


The output shows that GigabitEthernet 1/0 corresponds to the vNIC with MAC address 5254-004c-ab3c, 
and GigabitEthernet 2/0 corresponds to the vNIC with MAC address 5254-0005-b50f. 


# Specify the IP address of GigabitEthernet 1/0 as 202.1.1.100/24. 
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<VSR> system-view 


[VSR] interface gigabitethernet1/0 


[VSR-GigabitEthernet1/0] ip address 202.1.1.100 255.255.255.0 


[VSR-GigabitEthernet1/0] quit 


# Create subinterface GigabitEthernet 2/0.11 and specify its IP address as 172.31.8.100/24. Configure 
GigabitEthernet 2/0.11 to terminate VLAN-tagged packets with outermost VLAN ID 11. 
[VSR] interface gigabitethernet 2/0.11 


[VSR-GigabitEthernet2/0.11] ip address 172.31.8.100 255.255.255.0 


[VSR-GigabitEthernet2/0.11] vlan-type dot1q vid 11 


[VSR-GigabitEthernet2/0.11] quit 


# Create subinterface GigabitEthernet 2/0.12 and specify its IP address as 172.31.9.100/24. Configure 
GigabitEthernet 2/0.12 to terminate VLAN-tagged packets with outermost VLAN ID 12. 
[VSR] interface gigabitethernet 2/0.12 


[VSR-GigabitEthernet2/0.12] ip address 172.31.9.100 255.255.255.0 


[VSR-GigabitEthernet2/0.12] vlan-type dot1q vid 12 


[VSR-GigabitEthernet2/0.12] quit 


Verifying the configuration 


# On the VSR, ping 202.1.1.10. The ping operation succeeds. 
[VSR] ping -c 1 202.1.1.10 


Ping 202.1.1.10 (202.1.1.10): 56 data bytes, press CTRL_C to break 


56 bytes from 202.1.1.10: icmp_seq=0 ttl=255 time=0.922 ms 


 


--- Ping statistics for 202.1.1.10 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.922/0.922/0.922/0.000 ms 


# On the VSR, ping 172.31.8.1. The ping operation succeeds. 
[VSR] ping -c 1 172.31.8.1 


Ping 172.31.8.1 (172.31.8.1): 56 data bytes, press CTRL_C to break 


56 bytes from 172.31.8.1: icmp_seq=0 ttl=255 time=0.339 ms 


 


--- Ping statistics for 172.31.8.1 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.339/0.339/0.339/0.000 ms 


# On the VSR, ping 172.31.9.1. The ping operation succeeds. 
[VSR] ping -c 1 172.31.9.1 


Ping 172.31.9.1 (172.31.9.1): 56 data bytes, press CTRL_C to break 


56 bytes from 172.31.9.1: icmp_seq=0 ttl=255 time=0.769 ms 


 


--- Ping statistics for 172.31.9.1 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.769/0.769/0.769/0.000 ms 
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Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 202.1.1.100 255.255.255.0 


# 


interface GigabitEthernet2/0.11 


 ip address 172.31.8.100 255.255.255.0 


 vlan-type dot1q vid 11 


# 


interface GigabitEthernet2/0.12 


 ip address 172.31.9.100 255.255.255.0 


 vlan-type dot1q vid 12 


# 


Related documentation 
HP VSR1000 Virtual Services Router Installation and Getting Started Guide 
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Introduction 
This document provides examples for using FTP to download the upgrade image file to the distributed 
router and upgrading the router software. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of FTP. 


Example: Using FTP to download the upgrade 
image file and upgrading the router software 


Network requirements 
As shown in Figure 1, a host is connected to the router. The upgrade image file 
VSR1000-CMW710-E0301-X64.ipe is saved on the host. 


Use FTP to download the upgrade image file from the host, and use the file to upgrade the router 
software. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


GE1/0
192.168.100.66/24


Router


FTP serverFTP client


192.168.100.14/24
Host
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Configuration procedures 


Preparing the host 
1. Assign IP address 192.168.100.14/24 to the host. Make sure the host and router can reach each 


other. (Details not shown.) 


2. Launch the FTP service software (for example, 3CDaemon) on the host. 


Figure 2 Launching FTP service software 3CDaemon 


 
 


3. Configure an FTP account: 


a. Click the  icon. 


b. Enter the username 123456. 


c. Click the Set/Change user's password button to set the password to 123456. 


d. Click the  icon to set the working directory. 


e. Save and apply the settings. 
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Figure 3 Configuring an FTP account 


 
 


Upgrading the router software 
# Assign an IP address to the router's interface GigabitEthernet 1/0. 
<Router> system-view 


[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 192.168.100.66 255.255.255.0 


[Router-GigabitEthernet1/0] quit 


[Router] quit 


# Ping the TFTP server's IP address. If the ping operation fails, troubleshoot the connection. 
<Router> ping 192.168.100.14 


  PING 192.168.100.14: 56  data bytes, press CTRL_C to break 


    Reply from 192.168.100.14: bytes=56 Sequence=0 ttl=128 time=2 ms 


    Reply from 192.168.100.14: bytes=56 Sequence=1 ttl=128 time=1 ms 


    Reply from 192.168.100.14: bytes=56 Sequence=2 ttl=128 time=1 ms 


    Reply from 192.168.100.14: bytes=56 Sequence=3 ttl=128 time=1 ms 


    Reply from 192.168.100.14: bytes=56 Sequence=4 ttl=128 time=1 ms 


 


  --- 192.168.100.14 ping statistics --- 


    5 packet(s) transmitted 


    5 packet(s) received 


    0.00% packet loss 


    round-trip min/avg/max = 1/1/2 ms 


# Initiate an FTP connection to the host. Enter the correct username and password. 
<Router> ftp 192.168.100.14 


Connected to 192.168.100.14 (192.168.100.14). 


220 3Com 3CDaemon FTP Server Version 2.0 
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User (192.168.100.14:(none)): 123456 


331 User name ok, need password 


Password: 


230 User logged in 


Remote system type is UNIX. 


Using binary mode to transfer files. 


# Display the amount of free CF card storage space. If the free space is not sufficient for saving the .ipe 
file, use the delete /unreserved file-url command to delete unused files. (Details not shown.) 


# Download VSR1000-CMW710-E0301-X64.ipe from the FTP server to the router. 
ftp> get VSR1000-CMW710-E0301-X64.ipe 


227 Entering passive mode (192,168,100,14,14,164) 


125 Using existing data connection 


226 Closing data connection; File transfer successful. 


51978240 bytes received in 20.043 seconds (2.47 Mbytes/s) 


ftp> quit 


# Specify VSR1000-CMW710-E0301-X64.ipe as the main startup image file. 
<Router> boot-loader file flash:/VSR1000-CMW710-E0301-X64.ipe main 


Verifying the IPE file and the images...Done. 


HP VSR1000 images in IPE: 


  VSR1000-CMW710-BOOT-E0301-X64.bin 


  VSR1000-CMW710-SYSTEM-E0301-X64.bin 


This command will set the main startup software images. Continue? [Y/N]:y 


Add images to the device. 


File flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin already exists on the device. 


Overwrite the existing files? [Y/N]:y 


Decompressing file VSR1000-CMW710-BOOT-E0301-X64.bin to 
flash:/VSR1000-CMW710-BOOT-E0301-X64.bin...Done. 


Decompressing file VSR1000-CMW710-SYSTEM-E0301-X64.bin to 
flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin.....Done. 


The images that have passed all examinations will be used as the main startup software 
images at the next reboot on the device. 


# Specify VSR-old.ipe as the backup startup image file. 
<Router> boot-loader file flash:/VSR-old.ipe backup 


Verifying the IPE file and the images...Done. 


HP VSR1000 images in IPE: 


  VSR1000-CMW710-BOOT-E0102-X64.bin 


  VSR1000-CMW710-SYSTEM-E0102-X64.bin 


This command will set the backup startup software images. Continue? [Y/N]:y 


Add images to the device. 


File flash:/VSR1000-CMW710-BOOT-E0102-X64.bin already exists on the device. 


File flash:/VSR1000-CMW710-SYSTEM-E0102-X64.bin already exists on the device. 


Overwrite the existing files? [Y/N]:y 


Decompressing file VSR1000-CMW710-BOOT-E0102-X64.bin to 
flash:/VSR1000-CMW710-BOOT-E0102-X64.bin...Done. 


Decompressing file VSR1000-CMW710-SYSTEM-E0102-X64.bin to 
flash:/VSR1000-CMW710-SYSTEM-E0102-X64.bin....Done. 


The images that have passed all examinations will be used as the backup startup software 
images at the next reboot on the device. 
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# Save the running configuration. 
<Router> save 


The current configuration will be written to the device. Are you sure? [Y/N]:y 


Please input the file name(*.cfg)[cfa0:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


Validating file. Please wait... 


Configuration is saved to device successfully. 


# Reboot the router. 
<Router> reboot 


Verifying the configuration 
# Display system version information on the router. 
<Router> display version 


HP Comware Software, Version 7.1.055, ESS 0301 


Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P. 


HP VSR1000 uptime is 1 week, 0 days, 1 hour, 6 minutes 


Last reboot reason : User reboot 


Boot image: flash:/VSR1000-CMW710-BOOT-E0301-X64.bin 


Boot image version: 7.1.055, ESS 0301 


  Compiled May 28 2014 16:53:20 


System image: flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin 


System image version: 7.1.055, ESS 0301 


  Compiled May 28 2014 16:53:20 


 


CPU ID: 0x01000101, vCPUs: Total 1, Available 1 


0.98G bytes RAM Memory 


Basic    BootWare Version:  1.04 


Extended BootWare Version:  1.04 


[SLOT  1]VNIC-E1000         (Driver)1.0 


[SLOT  2]VNIC-E1000         (Driver)1.0 


[SLOT  3]VNIC-E1000         (Driver)1.0 


# Display the current system images and startup system images. 
<Router> display boot-loader 


Software images on the device: 


Current software images: 


  flash:/VSR1000-CMW710-BOOT-E0301-X64.bin 


  flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin 


Main startup software images: 


  flash:/VSR1000-CMW710-BOOT-E0301-X64.bin 


  flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin 


Backup startup software images: 


  flash:/VSR1000-CMW710-BOOT-E0102-X64.bin 


  flash:/VSR1000-CMW710-SYSTEM-E0102-X64.bin 
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Configuration files 
# 


interface gigabitethernet1/0 


 port link-mode route 


 ip address 192.168.100.66 255.255.255.0 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Fundamentals Command Reference 


• HP VSR1000 Virtual Services Router Fundamentals Configuration Guide 
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Introduction 
This document provides ARP attack protection configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of ARP attack protection. 


Example: Configuring ARP scanning and fixed 
ARP 


Network requirements 
As shown in Figure 1, Host A accesses the Internet through the router, and Host B is not connected to the 
network.  


Configure ARP scanning and fixed ARP to meet the following requirements: 


• An ARP entry is created and converted to static for Host A. 


• After you disable the router from learning dynamic ARP entries and attach Host B to the network, 
Host B cannot access the router. 


Figure 1 Network diagram 


 
 


GE1/0
10.1.1.1/24


Router


Switch


Host  A
10.1.1.2/24


Host  B
10.1.1.3/24
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Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Assign an IP address to GigabitEthernet 1/0. 
<Router> system-view 


[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 10.1.1.1 24 


# Enable the device to scan neighbors on the subnet where GigabitEthernet 1/0 resides. (This 
configuration cannot be saved to the configuration files.) 
[Router-GigabitEthernet1/0] arp scan 


This operation may take a long time to collect these ARP entries, and you can press CTRL_C 
to break. Please specify a right range. Continue?  [Y/N]: y 


Scanning ARP. Please wait... 


Scanning is complete. 


[Router-GigabitEthernet1/0] quit 


# Display ARP entries on the router. The output shows that the router has a dynamic ARP entry for Host 
A. 
[Router] display arp 


  Type: S-Static   D-Dynamic   O-Openflow   R-Rule   M-Multiport  I-Invalid 


IP address      MAC address    VLAN     Interface                Aging Type 


10.1.1.2        0015-e943-7e6a N/A      GE1/0                    20    D 


# Enable fixed ARP. (This configuration cannot be saved to the configuration files.) 
[Router] arp fixup 


Fixup ARP. Please wait... 


Fixup is complete. 


# Display ARP entries on the router. The output shows that the dynamic ARP entry for Host A is converted 
to a static ARP entry. 
[Router] display arp 


  Type: S-Static   D-Dynamic   O-Openflow   R-Rule   M-Multiport  I-Invalid 


IP address      MAC address    VLAN     Interface                Aging Type 


10.1.1.2        0015-e943-7e6a N/A      GE1/0                    N/A   S 


# Disable GigabitEthernet 1/0 from learning dynamic ARP entries. 
[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] arp max-learning-num 0 


[Router-GigabitEthernet1/0] quit 


# Connect Host B to the router through the switch. (Details not shown.) 


Verifying the configuration 
# Verify that the router does not have any ARP entry for Host B. 
[Router] display arp 
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  Type: S-Static   D-Dynamic   O-Openflow   R-Rule   M-Multiport  I-Invalid 


IP address      MAC address    VLAN     Interface                Aging Type 


10.1.1.2        0015-e943-7e6a N/A      GE1/0                    N/A   S 


# Verify that the router cannot be pinged from Host B. 
C:\> ping 10.1.1.1 


Pinging 10.1.1.1 with 32 bytes of data: 


Request timed out. 


Request timed out. 


Request timed out. 


Request timed out. 


Ping statistics for 10.1.1.1: 


    Packets: Sent = 4, Received = 0, Lost = 4 (100% loss), 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


 arp max-learning-num 0 


# 


Example: Configuring ARP active 
acknowledgement 


Network requirements 
As shown in Figure 2, enable ARP active acknowledgement on the gateway (the router) to prevent user 
spoofing. 
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Figure 2 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Assign an IP address to GigabitEthernet 1/0. 
<Router> system-view 


[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 10.1.1.1 24 


[Router-GigabitEthernet1/0] quit 


# Enable ARP active acknowledgement. 
[Router] arp active-ack enable 


Verifying the configuration 
1. Verify that the router has generated an ARP entry for Host A. 


[Router] display arp 


  Type: S-Static   D-Dynamic   O-Openflow   R-Rule   M-Multiport  I-Invalid 


IP address      MAC address    VLAN     Interface                Aging Type 


10.1.1.2        000f-e123-4568 N/A      GE1/0                    20    D 


2. Verify that the router does not update the existing ARP entry when Host B performs user spoofing. 


# Enable the display of debug information on the current terminal. 
<Router> terminal debugging 


The current terminal is enabled to display debugging logs. 


# Enable ARP packet debugging. 
<Router> debugging arp packet 


GE1/0
10.1.1.1/24


Router


Switch


Host  A
10.1.1.2/24


Host  B
10.1.1.3/24
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# Send forged ARP requests from Host B by using the host A's IP 10.1.1.2 as the sender IP and a 
spoofed MAC 0086-0005-0004 as the sender MAC address. When the router receives the 
request, the following information is displayed: 
*Jul  3 18:07:38:660 2014 Router ARP/7/ARP_RCV:  Received an ARP message, operation: 
1, sender MAC: 0086-0005-0004, sender IP: 10.1.1.2, target MAC: 0cda-41c7-057f, target 
IP: 10.1.1.1 


Because the router updated the ARP entry for Host A one minute ago, the router unicasts an ARP 
request to Host A to check the correctness of the existing ARP entry. The request uses the existing 
ARP entry information as the target IP and MAC addresses. The following information is displayed: 
*Jul  3 18:07:38:660 2014 Router ARP/7/ARP_SEND:  Sent an ARP message, operation: 1, 
sender 


MAC: 0cda-41c7-057f, sender IP: 10.1.1.1, target MAC: 000f-e123-4568, target IP: 
10.1.1.2 


*Jul  3 18:07:38:660 2014 Router ARP/7/ARP_SEND:  Sent an ARP message, operation: 2, 
sender 


MAC:0cda-41c7-057f, sender IP: 10.1.1.1, target MAC: 0086-0005-0004, target IP: 
10.1.1.2 


When the router receives an ARP reply from Host A for the ARP request within 5 seconds, the 
following information is displayed: 
*Jul  3 18:07:38:660 2014 Router ARP/7/ARP_RCV:  Received an ARP message, operation: 
2, sender MAC: 000f-e123-4568, sender IP: 10.1.1.2, target MAC: 0cda-41c7-057f, target 
IP: 10.1.1.1 


The sender IP and MAC address in the ARP reply are consistent with the ARP entry for Host A. The 
router verifies that the existing ARP entry is correct and the previously received ARP request from 
Host B is illegal. 


# Verify that the router does not update the ARP entry for Host A. 
<Router> display arp 


  Type: S-Static   D-Dynamic   O-Openflow   R-Rule   M-Multiport  I-Invalid 


IP address      MAC address    VLAN     Interface                Aging Type 


10.1.1.2        000f-e123-4568 N/A      GE1/0                    20    D 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


# 


arp active-ack enable 


# 
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Example: Configuring source MAC-based ARP 
attack detection 


Network requirements 
As shown in Figure 3, enable source MAC-based ARP attack detection on the gateway (the router) to 
meet the following requirements: 


• The router generates log messages and discards subsequent ARP packets from the PC if the number 
of ARP packets from the PC's MAC address within 5 seconds exceeds 30. 


• The server's MAC address is excluded from source MAC-based ARP attack detection. 


Figure 3 Network diagram 


 
 


Requirements analysis 
To enable the router to discard ARP packets from an attacker, specify the handling method as filter for 
source MAC-based ARP attack detection. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Enable source MAC-based ARP attack detection and specify the handling method as filter. 
<Router> system-view 


[Router] arp source-mac filter 
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# Configure the threshold for source MAC-based ARP attack detection as 30. 
[Router] arp source-mac threshold 30 


# Set the aging timer to 60 seconds for ARP attack entries. 
[Router] arp source-mac aging-time 60 


# Exclude MAC address 0086-0005-0004 from source MAC-based ARP attack detection. 
[Router] arp source-mac exclude-mac 0086-0005-0004 


# Assign an IP address to GigabitEthernet 1/0. 
[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 10.1.1.1 24 


[Router-GigabitEthernet1/0] quit 


Verifying the configuration 
# Enable the display of debug information on the current terminal. 
<Router> terminal debugging 


The current terminal is enabled to display debugging logs. 


# Enable ARP packet debugging. 
<Router> debugging arp packet 


# Verify that source MAC-based ARP attack detection does not generate any ARP attack entry when the 
PC sends 30 ARP packets to the router within 5 seconds. The router does not generate log messages. 
<Router> display arp source-mac 


Source-MAC          VLAN ID  Interface                Aging-time 


# Verify that source MAC-based ARP attack detection generates an ARP attack entry for the PC when the 
PC sends 50 ARP packets to the router within 5 seconds. 
<Router> display arp source-mac 


Source-MAC          VLAN ID  Interface                Aging-time 


0088-0008-0009      N/A      GE1/0                    48 


The router displays the following log messages: 
*Jun 20 13:54:42:482 2014 Router ARP/7/ARP_RCV:  Received an ARP message, opera 


tion: 1, sender MAC: 0088-0008-0009, sender IP: 10.1.1.20, target MAC: 0cda-41c7 


-057f, target IP: 10.1.1.1 


*Jun 20 13:54:42:482 2014 Router ARP/7/ARP_SEND:  Sent an ARP message, operatio 


n: 2, sender MAC: 0cda-41c7-057f, sender IP: 10.1.1.1, target MAC: 0088-0008-000 


9, target IP: 10.1.1.20 


*Jun 20 13:54:42:582 2014 Router ARP/7/ARP_RCV:  Received an ARP message, opera 


tion: 1, sender MAC: 0088-0008-0009, sender IP: 10.1.1.20, target MAC: 0cd 


a-41c7-057f, target IP: 10.1.1.1 


*Jun 20 13:54:42:582 2014 Router ARP/7/ARP_SEND:  Sent an ARP message, operatio 


n: 2, sender MAC: 0cda-41c7-057f, sender IP: 10.1.1.1, target MAC: 0088-0008-000 


9, target IP: 10.1.1.20 


*Jun 20 13:54:42:682 2014 Router ARP/7/ARP_RCV:  Received an ARP message, opera 


tion: 1, sender MAC: 0088-0008-0009, sender IP: 10.1.1.20, target MAC: 0cda-41c7 


-057f, target IP: 10.1.1.1 


*Jun 20 13:54:42:682 2014 Router ARP/7/ARP_SEND:  Sent an ARP message, operatio 


n: 2, sender MAC: 0cda-41c7-057f, sender IP: 10.1.1.1, target MAC: 0088-0008-000 
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9, target IP: 10.1.1.20 


# Verify that the server's MAC address has been excluded from source MAC-based ARP attack detection. 
The router does not generate log messages or any ARP entry for the server when the server sends 50 ARP 
packets to the router within 5 seconds.  
<Router> display arp source-mac 


Source-MAC          VLAN ID  Interface                Aging-time 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


# 


 arp source-mac filter 


 arp source-mac aging-time 60 


 arp source-mac exclude-mac 0086-0005-0004 


# 


Example: Configuring ARP source suppression 


Network requirements 
As shown in Figure 4, enable ARP source suppression on the router to prevent attacks caused by 
unresolvable IP packets from the same source IP addresses.  
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Figure 4 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Assign IP addresses to GigabitEthernet 2/0 and GigabitEthernet 1/0. 
<Router> system-view 


[Router] interface gigabitethernet 2/0 


[Router-GigabitEthernet2/0] ip address 20.1.1.1 24 


[Router-GigabitEthernet2/0] quit 


[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 10.1.1.1 24 


[Router-GigabitEthernet1/0] quit 


# Enable ARP source suppression. 
[Router] arp source-suppression enable 


# Allow the router to receive a maximum of two unresolvable packets from a host within 5 seconds. 
[Router] arp source-suppression limit 2 
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Verifying the configuration 
# Verify that the router stops resolving packets from Host D when Host D sends more than 2 unresolvable 
IP packets destined to 20.1.1.2 within 5 seconds. The device continues ARP resolution when the interval 
elapses. 
<Router> terminal debugging 


The current terminal is enabled to display debugging logs. 


<Router> debugging arp packet 


*Jul 23 17:29:03:061 2014 Router ARP/7/ARP_SEND: Sent an ARP message, operation: 1, 


sender MAC: d07e-28e6-6814, sender IP: 20.1.1.1, target MAC: 0000-0000-0000, tar 


get IP: 20.1.1.2  


*Jul 23 17:29:05:262 2014 Router ARP/7/ARP_SEND: Sent an ARP message, operation: 1, 


sender MAC: d07e-28e6-6814, sender IP: 20.1.1.1, target MAC: 0000-0000-0000, tar 


get IP: 20.1.1.2  


*Jul 23 17:29:07:462 2014 Router ARP/7/ARP_SEND: Sent an ARP message, operation: 1, 


sender MAC: d07e-28e6-6814, sender IP: 20.1.1.1, target MAC: 0000-0000-0000, tar 


get IP: 20.1.1.2  


*Jul 23 17:29:09:662 2014 Router ARP/7/ARP_SEND: Sent an ARP message, operation: 1, 


sender MAC: d07e-28e6-6814, sender IP: 20.1.1.1, target MAC: 0000-0000-0000, tar 


get IP: 20.1.1.2  


*Jul 23 17:29:11:862 2014 Router ARP/7/ARP_SEND: Sent an ARP message, operation: 1, 


sender MAC: d07e-28e6-6814, sender IP: 20.1.1.1, target MAC: 0000-0000-0000, tar 


get IP: 20.1.1.2  


*Jul 23 17:29:14:062 2014 Router ARP/7/ARP_SEND: Sent an ARP message, operation: 1, 


sender MAC: d07e-28e6-6814, sender IP: 20.1.1.1, target MAC: 0000-0000-0000, tar 


get IP: 20.1.1.2  


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 20.1.1.1 255.255.255.0 


# 


 arp source-suppression enable 


 arp source-suppression limit 20 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Security Command Reference 


• HP VSR1000 Virtual Services Router Security Configuration Guide 
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Introduction 
This document provides examples for configuring an ISATAP tunnel and a 6to4 tunnel. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all 
the devices were started with the factory default configuration. When you are working on a live 
network, make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of ISATAP tunneling and 6to4 tunneling. 


Example: Configuring an ISATAP tunnel and a 
6to4 tunnel 


Network requirements 
As shown in Figure 1, configure a 6to4 tunnel between Device A and Device B to allow 
communications between the headquarters and the branches over the IPv4 network. 


Configure an ISATAP tunnel between Device A and the ISATAP host to allow the host in the IPv4 
network to access the headquarters. 


Figure 1 Network diagram 
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Table 1 Interface and IP address assignment 


Device Interface IP address Device Interface IP address 


Device A GE1/0 2.1.1.1/24 Device B GE1/0 3.1.1.1/24 


 GE2/0 2002:0201:0101:1::1/64  GE2/0 
2002:0301:0101:1::1
/64 


 GE3/0 2002:0201:0101:2::1/64  GE3/0 
2002:0301:0101:2::1
/64 


 Tunnel 1 3001::1/64  Tunnel 1 3001::2/64 


 Tunnel 2 2001::5EFE:0201:0101/64    
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure an ISATAP tunnel and a 6to4 tunnel, follow these restrictions and guidelines: 


• You do not need to configure a destination address for a 6to4 tunnel, because the destination 
IPv4 address is embedded in the 6to4 IPv6 address whose format is 2002:IPv4-destination-
address::/64. 


• You do not need to configure a destination address for an ISATAP tunnel, because the 
destination IPv4 address is embedded in the ISATAP address whose format is Prefix:0:5EFE:IPv4-
destination-address. 


• Disable RA suppression on Device A and Device B to allow hosts to acquire address prefixes 
automatically. This configuration ensures that hosts in the same network use the same address 
prefix. 


After RA suppression is disabled, the ISATAP host and hosts in the headquarters acquire 
address prefixes from RA messages advertised by Device A. Hosts in the branches acquire 
address prefixes from RA messages advertised by Device B. 


Configuration procedures 
Make sure Device A and Device B can reach each other through IPv4. 


Configuring Device A 
# Configure an IP address for GigabitEthernet 1/0. 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 2.1.1.1 24 


[DeviceA-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces as shown in Table 1. (Details not shown.) 
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# Create a 6to4 tunnel interface Tunnel 1. 
[DeviceA] interface tunnel 1 mode ipv6-ipv4 6to4 


# Specify an IPv6 address for the tunnel interface. 
[DeviceA-Tunnel1] ipv6 address 3001::1/64 


# Specify the source interface as GigabitEthernet 1/0 for the tunnel interface. 
[DeviceA-Tunnel1] source gigabitethernet 1/0 


[DeviceA-Tunnel1] quit 


# Configure a static route destined for 2002:0301:0101::/48 through the tunnel interface. 
[DeviceA] ipv6 route-static 2002:0301:0101:: 48 tunnel 1 


# Create an ISATAP tunnel interface Tunnel 2. 
[DeviceA] interface tunnel 2 mode ipv6-ipv4 isatap 


# Specify an IPv6 address for the tunnel interface. 
[DeviceA-Tunnel2] ipv6 address 2001::5EFE:0201:0101 64 


# Specify the source interface as GigabitEthernet 1/0 for the tunnel interface. 
[DeviceA-Tunnel2] source gigabitethernet 1/0 


[DeviceA-Tunnel2] quit 


# Configure a static route destined for 2001::/16 through the tunnel interface. 
[DeviceA] ipv6 route-static 2001:: 16 tunnel 2 


# Disable RA suppression. 
[DeviceA] interface Tunnel 2 


[DeviceA-Tunnel2] undo ipv6 nd ra halt 


[DeviceA-Tunnel2] quit 


[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] undo ipv6 nd ra halt 


[DeviceA-GigabitEthernet2/0] quit 


[DeviceA] interface gigabitethernet 3/0 


[DeviceA-GigabitEthernet3/0] undo ipv6 nd ra halt 


[DeviceA-GigabitEthernet3/0] quit 


Configuring Device B 
# Configure an IP address for GigabitEthernet 1/0. 
<DeviceB> system-view 


[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ip address 3.1.1.1 24 


[DeviceB-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces as shown in Table 1. (Details not shown.) 


# Create a 6to4 tunnel interface Tunnel 1. 
[DeviceB] interface tunnel 1 mode ipv6-ipv4 6to4 


# Specify an IPv6 address for the tunnel interface. 
[DeviceB-Tunnel1] ipv6 address 3001::2/64 


# Specify the source interface as GigabitEthernet 1/0 for the tunnel interface. 
[DeviceB-Tunnel1] source gigabitethernet 1/0 


[DeviceB-Tunnel1] quit 
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# Configure a static route destined for 2002:0201:0101::/48 through the tunnel interface. 
[DeviceB] ipv6 route-static 2002:0201:0101:: 48 tunnel 1 


# Disable RA suppression. 
[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] undo ipv6 nd ra halt 


[DeviceB-GigabitEthernet2/0] quit 


[DeviceB] interface gigabitethernet 3/0 


[DeviceB-GigabitEthernet3/0] undo ipv6 nd ra halt 


[DeviceB-GigabitEthernet3/0] quit 


Configuring the ISATAP host 
Configurations on the ISATAP host vary by operating system. The following example is performed on 
Windows XP. 


# Install IPv6. 
C:\>ipv6 install 


# Configure an ISATAP tunnel. 
C:\>netsh interface ipv6 isatap set router 2.1.1.1 


# Display information about the ISATAP tunnel interface. 
C:\>ipv6 if 2 


Interface 2: Automatic Tunneling Pseudo-Interface 


  Guid {48FCE3FC-EC30-E50E-F1A7-71172AEEE3AE} 


  does not use Neighbor Discovery 


  uses Router Discovery 


  routing preference 1 


  EUI-64 embedded IPv4 address: 1.1.1.2 


  router link-layer address: 2.1.1.1 


    preferred global 2001::5efe:1.1.1.2, life 29d23h59m46s/6d23h59m46s (public) 


    preferred link-local fe80::5efe:1.1.1.2, life infinite 


  link MTU 1500 (true link MTU 65515) 


  current hop limit 255 


  reachable time 42500ms (base 30000ms) 


  retransmission interval 1000ms 


  DAD transmits 0 


  default site prefix length 48 


The host has acquired the prefix 2001::/64 and has automatically generated the global unicast 
address 2001::5efe:1.1.1.2. The message "uses Router Discovery" indicates that the router discovery 
function is enabled on the host. 


# Display information about IPv6 routes on the host. 
C:\>ipv6 rt 


2001::/64 -> 2 pref 1if+8=9 life 29d23h59m43s (autoconf) 


::/0 -> 2/fe80::5efe:1.1.1.1 pref 1if+256=257 life 29m43s (autoconf) 
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Verifying the configuration 
# Verify that Host A and Host B can ping each other. 
D:\>ping6 -s 2002:0201:0101:1::2 2002:0301:0101:1::2 


 


Pinging 2002:0301:0101:1::2 


from 2002:0201:0101:1::2 with 32 bytes of data: 


 


Reply from 2002:0301:0101:1::2: bytes=32 time=13ms 


Reply from 2002:0301:0101:1::2: bytes=32 time=1ms 


Reply from 2002:0301:0101:1::2: bytes=32 time=1ms 


Reply from 2002:0301:0101:1::2: bytes=32 time<1ms 


 


Ping statistics for 2002:0301:0101:1::2: 


    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 


Approximate round trip times in milli-seconds: 


    Minimum = 0ms, Maximum = 13ms, Average = 3ms 


# Verify that the ISATAP host can ping Host A. 
C:\Documents and Settings\Administrator>pingv6 2002:0201:0101:1::2 


 


Pinging 2002:0201:0101:1::2 with 32 bytes of data: 


 


Reply from 2002:0201:0101:1::2: time=33ms 


Reply from 2002:0201:0101:1::2: time=32ms 


Reply from 2002:0201:0101:1::2: time=32ms 


Reply from 2002:0201:0101:1::2: time=33ms 


 


Ping statistics for 2002:0201:0101:1::2: 


 Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 


Approximate round trip times in milli-seconds: 


 Minimum = 32ms, Maximum = 33ms, Average = 32ms 


Configuration files 
• Device A: 


# 


interface GigabitEthernet1/0 


 ip address 2.1.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ipv6 address 2002:201:101:1::1/64 


 undo ipv6 nd ra halt 


# 


interface GigabitEthernet3/0 


 ipv6 address 2002:201:101:2::1/64 


 undo ipv6 nd ra halt 
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# 


interface Tunnel1 mode ipv6-ipv4 6to4 


 source GigabitEthernet1/0 


 ipv6 address 3001::1/64 


# 


interface Tunnel2 mode ipv6-ipv4 isatap 


 source GigabitEthernet1/0 


 ipv6 address 2001::5EFE:201:101/64 


 undo ipv6 nd ra halt 


# 


 ipv6 route-static 2001:: 16 Tunnel2 


 ipv6 route-static 2002:301:101:: 48 Tunnel1 


#                                 


• Device B: 
# 


interface GigabitEthernet1/0 


 ip address 3.1.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ipv6 address 2002:301:101:1::1/64 


 undo ipv6 nd ra halt 


# 


interface GigabitEthernet3/0 


 ipv6 address 2002:301:101:2::1/64 


 undo ipv6 nd ra halt 


# 


interface Tunnel1 mode ipv6-ipv4 6to4 


 source GigabitEthernet1/0 


 ipv6 address 3001::2/64 


# 


 ipv6 route-static 2002:201:101:: 48 Tunnel1 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Services Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Services Configuration Guide 
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Introduction 
This document provides examples for configuring NAT hairpin. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of NAT. 


Example: Configuring NAT hairpin 


Network requirements 
As shown in Figure 1, Host A and the FTP server are in the same LAN, and Router acts as the gateway 
of the LAN. Configure NAT on Router to meet the following requirements: 


• External users access the FTP server by using the server's public IP address. 


• Internal users access the FTP server by using the server's public IP address to avoid attacks from 
within the LAN. 


Figure 1 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Configure NAT Server on the interface connected to the external network to allow all external hosts 
to access the FTP server by using the server's public IP address. 


• To allow internal hosts to access the FTP server by using the server's public IP address, perform the 
following tasks: 
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 Configure an ACL to identify packets need to be NATed. 


 Enable NAT hairpin on the interface connected to the internal network. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Assign IP addresses to the interfaces on the router. 
<Router> system-view 


[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 192.168.1.1 24 


[Router-GigabitEthernet1/0] quit 


[Router] interface gigabitethernet 2/0 


[Router-GigabitEthernet2/0] ip address 10.0.0.1 24 


[Router-GigabitEthernet2/0] quit 


# Configure ACL 2000 to allow packets from subnet 192.168.1.0/24 to be NATed. 
[Router] acl number 2000 


[Router-acl-basic-2000] rule permit source 192.168.1.0 0.0.0.255 


[Router-acl-basic-2000] quit 


# Configure NAT Server on interface GigabitEthernet 2/0 to map the IP address of the FTP server to a 
public address. 
[Router] interface gigabitethernet 2/0 


[Router-GigabitEthernet2/0] nat server protocol tcp global 10.0.0.1 inside 192.168.1.5 
ftp 


# Enable outbound NAT with Easy IP on interface GigabitEthernet 2/0. The source IP addresses of 
packets from internal hosts will be translated into the IP address of GigabitEthernet 2/0. 
[Router-GigabitEthernet2/0] nat outbound 2000 


[Router-GigabitEthernet2/0] quit 


# Enable NAT hairpin on interface GigabitEthernet 1/0. 
[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] nat hairpin enable 


[Router-GigabitEthernet1/0] quit 


Verifying the configuration 
# Verify that both internal and external hosts can access the internal FTP server through the server's 
public address. (Details not shown.) 


# Display all NAT configuration and verify that NAT hairpin is successfully enabled on GigabitEthernet 
1/0. 
[Router] display nat all 


NAT outbound information: 


  There are 1 NAT outbound rules. 


  Interface: GigabitEthernet2/0 
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    ACL: 2000         Address group: ---    Port-preserved: N 


    NO-PAT: N         Reversible: N 


NAT internal server information: 


  There are 1 internal servers. 


  Interface: GigabitEthernet2/0 


    Protocol: 6(TCP) 


    Global IP/port: 10.0.0.1/21 


    Local  IP/port: 192.168.1.5/21 


 


NAT logging: 


  Log enable          : Disabled 


  Flow-begin          : Disabled 


  Flow-end            : Disabled 


  Flow-active         : Disabled 


  Port-block-assign   : Disabled 


  Port-block-withdraw : Disabled 


  Alarm               : Disabled 


 


NAT hairpinning: 


  There are 1 interfaces enabled with NAT hairpinning. 


  Interface: GigabitEthernet1/0 


 


NAT mapping behavior: 


  Mapping mode: Address and Port-Dependent 


  ACL         : --- 


 


NAT ALG: 


  DNS        : Enabled 


  FTP        : Enabled 


  H323       : Enabled 


  ICMP-ERROR : Enabled 


  ILS        : Enabled 


  MGCP       : Enabled 


  NBT        : Enabled 


  PPTP       : Enabled 


  RSH        : Enabled 


  RTSP       : Enabled 


  SCCP       : Enabled 


  SIP        : Enabled 


  SQLNET     : Enabled 


  TFTP       : Enabled 


  XDMCP      : Enabled 


# Display NAT session information and verify that Host A can access the FTP server through NAT hairpin. 
[Router] display nat session verbose 


Initiator: 


  Source      IP/port: 192.168.1.2/1694 


  Destination IP/port: 10.0.0.1/21 


  VPN instance/VLAN ID/VLL ID: -/-/- 
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  Protocol: TCP(6) 


Responder: 


  Source      IP/port: 192.168.1.5/21 


  Destination IP/port: 10.0.0.1/1025 


  VPN instance/VLAN ID/VLL ID: -/-/- 


  Protocol: TCP(6) 


State: TCP_ESTABLISHED 


Application: HTTP 


Start time: 2013-08-15 14:53:29  TTL: 3597s 


Interface(in) : GigabitEthernet1/0 


Interface(out): GigabitEthernet2/0 


Initiator->Responder:            7 packets        308 bytes 


Responder->Initiator:            5 packets        312 bytes 


 


Total sessions found: 1 


Configuration files 
#  


interface GigabitEthernet1/0  


 port link-mode route  


 ip address 192.168.1.1 255.255.255.0  


 nat hairpin enable  


#    


interface GigabitEthernet2/0  


 port link-mode route  


 ip address 10.0.0.1 255.255.255.0  


 nat outbound 2000  


 nat server protocol tcp global 10.0.0.1 21 inside 192.168.1.5 21  


#  


acl number 2000   


 rule 0 permit source 192.168.1.0 0.0.0.255  


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Services Command Reference 
• HP VSR1000 Virtual Services Router Layer 3—IP Services Configuration Guide 
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Introduction 
This document provides IPsec configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of IPsec, L2TP, and GRE. 


Example: Configuring L2TP over IPsec 


Network requirements 
As shown in Figure 1, the host is a PPP user installed with the iNode client. The CA server runs Windows 
Server 2003.  


• Configure an L2TP tunnel for the host to access the corporate network.  


• Configure IPsec to encrypt data on the L2TP tunnel.  


• Use RSA certificate authentication for identity authentication during IPsec tunnel establishment. 


Figure 1 Network diagram 


 
 


Requirements analysis 
To use RSA certificate authentication during IPsec tunnel establishment, you must perform the following 
tasks in the IKE profile on the device: 


• Specify the DN in the local certificate as the local ID. 


• Configure the device to always obtain the identity information from the local certificate for signature 
authentication. 
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Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring the device 
1. Configure IP addresses for interfaces: 


# Configure an IP address for GigabitEthernet 1/0. 
<Device> system-view 


[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] ip address 192.168.100.50 24 


[Device-GigabitEthernet1/0] quit 


# Configure an IP address for GigabitEthernet 2/0. 
[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] ip address 102.168.1.11 24 


[Device-GigabitEthernet2/0] quit 


# Configure an IP address for GigabitEthernet 3/0. 
[Device] interface gigabitethernet 3/0 


[Device-GigabitEthernet3/0] ip address 192.168.1.1 24 


[Device-GigabitEthernet3/0] quit 


2. Configure L2TP: 


# Create a network access user named l2tpuser, set the password to hello, and enable the PPP 
service. 
[Device] local-user l2tpuser class network 


[Device-luser-network-l2tpuser] password simple hello 


[Device-luser-network-l2tpuser] service-type ppp 


[Device-luser-network-l2tpuser] quit 


# Create ISP domain system, and configure the ISP domain to use local authentication for PPP 
users. 
[Device] domain system 


[Device-isp-system] authentication ppp local 


[Device-isp-system] quit 


# Enable L2TP. 
[Device] l2tp enable 


# Create interface Virtual-Template 0 and configure an IP address for the interface. 
[Device] interface virtual-template 0 


[Device-Virtual-Template0] ip address 172.16.0.1 255.255.255.0 


# Configure the interface to use PAP for authentication. 
[Device-Virtual-Template0] ppp authentication-mode pap 


# Configure the interface to assign IP address 172.16.0.2 to the PPP user. 
[Device-Virtual-Template0] remote address 172.16.0.2 


[Device-Virtual-Template0] quit  
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# Create L2TP group 1 in LNS mode. 
[Device] l2tp-group 1 mode lns 


# Specify the local tunnel name as lns. 
[Device-l2tp1] tunnel name lns 


# Disable L2TP tunnel authentication. 
[Device-l2tp1] undo tunnel authentication 


# Specify Virtual-Template 0 for receiving L2TP tunneling requests. 
[Device-l2tp1] allow l2tp virtual-template 0 


[Device-l2tp1] quit 


3. Configure PKI: 


# Create a PKI entity and set a common name for the PKI entity. 
[Device] pki entity security 


[Device-pki-entity-security] common-name device 


[Device-pki-entity-security] quit 


# Create a PKI domain. 
[Device] pki domain headgate 


# Specify the trusted CA. 
[Device-pki-domain-headgate] ca identifier LYQ 


# Specify the URL to which the device should send certificate requests. 
[Device-pki-domain-headgate] certificate request url 
http://192.168.1.51/certsrv/mscep/mscep.dll 


# Specify the RA to accept certificate requests. 
[Device-pki-domain-headgate] certificate request from ra 


# Specify PKI entity security for requesting certificates. 
[Device-pki-domain-headgate] certificate request entity security 


# Disable CRL checking. 
[Device-pki-domain-headgate] undo crl check enable 


# Specify an RSA key pair for requesting certificates. 
[Device-pki-domain-headgate] public-key rsa general name abc length 1024 


[Device-pki-domain-headgate] quit 


# Generate an RSA local key pair. 
[Device] public-key local create rsa name abc 


The range of public key modulus is (512 ~ 2048). 


If the key modulus is greater than 512,it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


..........................++++++ 


.++++++ 


Create the key pair successfully. 


# Obtain the CA certificate and save it locally. 
[Device] pki retrieve-certificate domain headgate ca 


The trusted CA's finger print is: 


    MD5  fingerprint:8649 7A4B EAD5 42CF 5031 4C99 BFS3 2A99 


    SHA1 fingerprint:61A9 6034 181E 6502 12FA 5A5F BA12 0EA0 5187 031C 
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Is the finger print correct?(Y/N):y 


Retrieved the certificates successfully. 


# Submit a certificate request manually. 
[Device] pki request-certificate domain headgate 


Start to request general certificate ... 


Certificate requested successfully. 


4. Configure the IPsec tunnel: 


# Create an IKE proposal, and specify the authentication method, encryption algorithm, and DH 
group. 
[Device] ike proposal 1 


[Device-ike-proposal-1] authentication-method rsa-signature 


[Device-ike-proposal-1] encryption-algorithm 3des-cbc 


[Device-ike-proposal-1] dh group2 


[Device-ike-proposal-1] quit 


# Create an IPsec transform set and specify the ESP encryption and authentication algorithms. 
[Device] ipsec transform-set tran1 


[Device-ipsec-transform-set-tran1] esp authentication-algorithm sha1 


[Device-ipsec-transform-set-tran1] esp encryption-algorithm 3des 


[Device-ipsec-transform-set-tran1] quit 


# Create an IKE profile. 
[Device] ike profile profile1 


# Specify the DN in the local certificate as the local ID. 
[Device-ike-profile-profile1] local-identity dn 


# Specify the PKI domain. 
[Device-ike-profile-profile1] certificate domain headgate 


# Reference the IKE proposal. 
[Device-ike-profile-profile1] proposal 1 


# Specify the DN in the peer's digital certificate as the peer ID for IKE profile matching. 
[Device-ike-profile-profile1] match remote certificate device 


[Device-ike-profile-profile1] quit 


# Configure the local device to always obtain the identity information from the local certificate for 
signature authentication. 
[Device]ike signature-identity from-certificate 


# Create an IPsec policy template with the name template1 and sequence number 1. 
[Device] ipsec policy-template template1 1 


# Reference the IPsec transform set and the IKE profile. 
[Device-ipsec-policy-template-template1-1] transform-set tran1 


[Device-ipsec-policy-template-template1-1] ike-profile profile1 


[Device-ipsec-policy-template-template1-1] quit 


# Create an IKE-based IPsec policy entry with the name policy1 and sequence number 1 by 
referencing the IPsec policy template. 
[Device] ipsec policy policy1 1 isakmp template template1 


# Apply the IPsec policy to GigabitEthernet 2/0. 
[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] ipsec apply policy policy1 
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[Device-GigabitEthernet2/0] quit 


Configuring the host 
Requesting a client certificate from the CA server 


1. Log in to the certificate server at http://192.168.1.51/certsrv. Click the Request a certificate link. 


Figure 2 Entering the certificate request page 


 
 


2. Click the advanced certificate request link. 


Figure 3 Submitting an advanced certificate request 


 
 


3. Click the link Create and submit a request to this CA. 


Figure 4 Creating and submitting a request to the CA server 


 
 


4. Provide information as required: 


a. Select Client Authentication Certificate in the Type of Certificate needed area. 


b. Select the Mark Keys as exportable box. 


c. Click Submit. 







6 


5. Click Yes on the popup dialog box. 


The Certificate Issued page appears. 


6. Click Install this certificate. 


Figure 5 Installing the certificate 


 
 


Configuring the iNode client 


This example uses the iNode client running iNode PC 5.2(E0409). 


1. Run the iNode client and then double-click My VPN Connection. 


2. Click Properties. 


3. Enter the IP address of the LNS server, enable IPsec, and select Certificate as the authentication 
method.  


4. Click Advanced. 


5. On the L2TP Settings tab, configure L2TP parameters. 


Figure 6 L2TP settings 


 
 


6. Click the IPSec Settings tab to configure the following IPsec parameters: 


 Select Tunnel as the encapsulation mode. 


 Select ESP as the security protocol. 


 Select SHA as the ESP authentication algorithm. 







7 


 Select 3DES as the ESP encryption algorithm. 


7. Click the IKE Settings tab to configure the following IKE parameters: 


 Select Main as the negotiation mode. 


 Select SHA as the authentication algorithm. 


 Select 3DES-CBC as the encryption algorithm. 


 Select Group2 as the Diffie-Hellman group. 


8. Click the Route Settings tab, and then click Add to add the route reaching the corporate network. 


9. Click OK. 


Verifying the configuration 
# Verify that the host can successfully connect to the device and obtain an internal IP address: 


1. On the My VPN Connection dialog box, enter username l2tpuser and password hello, and then 
click Connect. 


2. On the popup dialog box, select the certificate that you installed on the host and then click OK. 


The authentication information shows that the connection is successfully established. 


# Verify that an IKE SA is established on the device. 
<Device> display ike sa 


    Connection-ID   Remote                Flag         DOI 


------------------------------------------------------------------ 


    10              102.168.1.1           RD           IPSEC 


Flags: 


RD--READY RL--REPLACED FD-FADING 


# Verify that IPsec SAs are established on the device. 
<Device> display ipsec sa 


------------------------------- 


Interface: GigabitEthernet2/0 


------------------------------- 


 


  ----------------------------- 


  IPsec policy: policy1 


  Sequence number: 1 


  Mode: template 


  ----------------------------- 


    Tunnel id: 0 


    Encapsulation mode: tunnel 


    Perfect forward secrecy: 


    Path MTU: 1443 


    Tunnel: 


        local  address: 102.168.1.11 


        remote address: 102.168.1.1 


    Flow: 


    sour addr: 102.168.1.11/255.255.255.255  port: 1701  protocol: udp 


    dest addr: 102.168.1.1/255.255.255.255  port: 0  protocol: udp 
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    [Inbound ESP SAs] 


      SPI: 2187699078 (0x8265a386) 


      Transform set:  ESP-ENCRYPT-3DES-CBC ESP-AUTH-SHA1 


      SA duration (kilobytes/sec): 1843200/3600 


      SA remaining duration (kilobytes/sec): 1843197/3294 


      Max received sequence-number: 51 


      Anti-replay check enable: Y 


      Anti-replay window size: 64 


      UDP encapsulation used for NAT traversal: N 


      Status: Active 


 


    [Outbound ESP SAs] 


      SPI: 3433374591 (0xcca5237f) 


      Transform set:  ESP-ENCRYPT-3DES-CBC ESP-AUTH-SHA1 


      SA duration (kilobytes/sec): 1843200/3600 


      SA remaining duration (kilobytes/sec): 1843197/3294 


      Max sent sequence-number: 52 


      UDP encapsulation used for NAT traversal: N 


      Status: Active 


Configuration files 
# 


interface Virtual-Template0 


 ppp authentication-mode pap 


 remote address 172.16.0.2 


 ip address 172.16.0.1 255.255.255.0 


# 


interface GigabitEthernet1/0 


 ip address 192.168.100.50 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ip address 102.168.1.11 255.255.255.0 


 ipsec apply policy policy1 


# 


interface GigabitEthernet3/0 


 ip address 192.168.1.1 255.255.255.0 


# 


domain system 


 authentication ppp local 


# 


local-user l2tpuser class network 


 password cipher $c$3$nl46fURLtkCkcbdnB6irTXma+E6u0c+h 


 service-type ppp 


 authorization-attribute user-role network-operator 


# 


pki domain headgate 


 ca identifier LYQ 
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 certificate request url http://192.168.1.51/certsrv/mscep/mscep.dll 


 certificate request from ra 


 certificate request entity security 


 public-key rsa general name abc 


 undo crl check enable 


# 


pki entity security 


 common-name host 


# 


ipsec transform-set tran1 


 esp encryption-algorithm 3des-cbc 


 esp authentication-algorithm sha1 


# 


ipsec policy-template template1 1 


 transform-set tran1 


 ike-profile profile1 


# 


ipsec policy policy1 1 isakmp template template1 


# 


l2tp-group 1 mode lns 


 allow l2tp virtual-template 0 


 undo tunnel authentication 


 tunnel name lns 


# 


 l2tp enable 


# 


 ike signature-identity from-certificate 


# 


ike profile profile1 


 certificate domain headgate 


 local-identity dn 


 match remote certificate device 


 proposal 1 


# 


ike proposal 1 


 authentication-method rsa-signature 


 encryption-algorithm 3des-cbc 


 dh group2 


# 


Example: Configuring IPsec over GRE 


Network requirements 
As shown in Figure 7, Device A is the gateway for the corporate network and Device B is the gateway for 
the remote office network.  
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• Configure an IPsec VPN between Device A and Device B to encrypt data between the corporate 
network and the remote office network.  


• Configure a GRE tunnel between Device A and Device B to transmit the IPsec-encrypted data. 


Figure 7 Network diagram 


 
 


Requirements analysis 
To ensure that data is encapsulated first by IPsec and then by GRE, you must configure Device A and 
Device B as follows: 


• Configure an ACL to identify packets to be protected by IPsec by their source and destination IP 
addresses before GRE encapsulation. 


• Specify the remote IP address of the IPsec tunnel as the IP address of the peer GRE tunnel interface. 


• Apply the IPsec policy to the GRE tunnel interface. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring Device A 
1. Configure IP addresses for interfaces: 


# Configure an IP address for GigabitEthernet 1/0. 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 192.168.1.1 255.255.255.0  


[DeviceA-GigabitEthernet1/0] tcp mss 1350 


[DeviceA-GigabitEthernet1/0] quit 


# Configure an IP address for GigabitEthernet 2/0. 
[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ip address 202.115.22.48 255.255.255.0 


[DeviceA-GigabitEthernet2/0] quit 


2. Configure the GRE tunnel: 


# Create a tunnel interface Tunnel 0, and specify the tunnel mode as GRE/IPv4. 
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[DeviceA] interface tunnel 0 mode gre 


# Configure IP address 10.1.1.1/24 for the tunnel interface Tunnel 0. 
[DeviceA-Tunnel0] ip address 10.1.1.1 255.255.255.0 


# Configure the source address of the tunnel interface as the IP address of GigabitEthernet 2/0. 
[DeviceA-Tunnel0] source 202.115.22.48 


# Configure the destination address of the tunnel interface as the IP address of GigabitEthernet 
2/0 on Device B. 
[DeviceA-Tunnel0] destination 202.115.24.50 


[DeviceA-Tunnel0] quit 


# Configure a static route reaching the remote office network through the tunnel interface. 
[DeviceA] ip route-static 192.168.2.1 255.255.255.0 tunnel 0 


3. Configure the IPsec VPN: 


# Create an IKE keychain and set the pre-shared key to be used for IKE negotiation with peer 
10.1.1.2. 
[DeviceA] ike keychain keychain1 


[DeviceA-ike-keychain-keychain1] pre-shared-key address 10.1.1.2 255.255.255.0 key 
simple 123 


[DeviceA-ike-keychain-keychain1] quit 


# Configure ACL 3000 to identify packets to be protected by IPsec. 
[DeviceA] acl number 3000 


[DeviceA-acl-adv-3000] rule 0 permit ip source 192.168.1.0 0.0.0.255 destination 
192.168.2.0 0.0.0.255 


[DeviceA-acl-adv-3000] quit 


# Create an IPsec transform set and specify the ESP encryption and authentication algorithms. 
[DeviceA] ipsec transform-set tran1 


[DeviceA-ipsec-transform-set-tran1] esp encryption-algorithm des 


[DeviceA-ipsec-transform-set-tran1] esp authentication-algorithm sha1 


[DeviceA-ipsec-transform-set-tran1] quit 


# Create an IKE-based IPsec policy entry with the name policy1 and sequence number 1. 
[DeviceA] ipsec policy policy1 1 isakmp 


# Reference the ACL and IPsec transform set, and specify the remote IP address of the IPsec tunnel. 
[DeviceA-ipsec-policy-isakmp-policy1-1] security acl 3000 


[DeviceA-ipsec-policy-isakmp-policy1-1] remote-address 10.1.1.2 


[DeviceA-ipsec-policy-isakmp-policy1-1] transform-set tran1 


[DeviceA-ipsec-policy-isakmp-policy1-1] quit 


# Apply the IPsec policy to the GRE tunnel interface. 
[DeviceA] interface tunnel 0 


[DeviceA-Tunnel0] ipsec apply policy policy1 


[DeviceA-Tunnel0] quit 


Configuring Device B 
1. Configure IP addresses for interfaces: 


# Configure an IP address for GigabitEthernet 1/0. 
<DeviceB> system-view 


[DeviceB] interface gigabitethernet 1/0 
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[DeviceB-GigabitEthernet1/0] ip address 192.168.2.1 255.255.255.0 


[DeviceB-GigabitEthernet1/0] tcp mss 1350 


[DeviceB-GigabitEthernet1/0] quit 


# Configure an IP address for GigabitEthernet 2/0. 
[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] ip address 202.115.24.50 255.255.255.0 


[DeviceB-GigabitEthernet2/0] quit 


2. Configure the GRE tunnel: 


# Create a tunnel interface Tunnel 0, and specify the tunnel mode as GRE/IPv4. 
[DeviceB] interface tunnel 0 mode gre 


# Configure IP address 10.1.1.2/24 for the tunnel interface Tunnel 0. 
[DeviceB-Tunnel0] ip address 10.1.1.2 255.255.255.0 


# Configure the source address of the tunnel interface as the IP address of GigabitEthernet 2/0. 
[DeviceB-Tunnel0] source 202.115.24.50 


# Configure the destination address of the tunnel interface as the IP address of GigabitEthernet 
2/0 on Device A. 
[DeviceB-Tunnel0] destination 202.115.22.48 


[DeviceB-Tunnel0] quit 


# Configure a static route reaching the corporate network through the tunnel interface. 
[DeviceB] ip route-static 192.168.1.1 255.255.255.0 tunnel 0 


3. Configure the IPsec VPN: 


# Create an IKE keychain and set the pre-shared key to be used for IKE negotiation with peer 
10.1.1.1. 
[DeviceB] ike keychain keychain1 


[DeviceB-ike-keychain-keychain1] pre-shared-key address 10.1.1.1 255.255.255.0 key 
simple 123 


[DeviceB-ike-keychain-keychain1] quit 


# Configure ACL 3000 to identify packets to be protected by IPsec. 
[DeviceB] acl number 3000 


[DeviceB-acl-adv-3000] rule 0 permit ip source 192.168.2.0 0.0.0.255 destination 
192.168.1.0 0.0.0.255 


[DeviceB-acl-adv-3000] quit 


# Create an IPsec transform set and specify the ESP encryption and authentication algorithms. 
[DeviceB] ipsec transform-set tran1 


[DeviceB-ipsec-transform-set-tran1] esp encryption-algorithm des 


[DeviceB-ipsec-transform-set-tran1] esp authentication-algorithm sha1 


[DeviceB-ipsec-transform-set-tran1] quit 


# Create an IKE-based IPsec policy entry with the name policy1 and sequence number 1. 
[DeviceB] ipsec policy policy1 1 isakmp 


# Reference the ACL and IPsec transform set, and specify the remote IP address of the IPsec tunnel. 
[DeviceB-ipsec-policy-isakmp-policy1-1] security acl 3000 


[DeviceB-ipsec-policy-isakmp-policy1-1] remote-address 10.1.1.1 


[DeviceB-ipsec-policy-isakmp-policy1-1] transform-set tran1 


[DeviceB-ipsec-policy-isakmp-policy1-1] quit 


# Apply the IPsec policy to the GRE tunnel interface. 
[DeviceB] interface tunnel 0 
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[DeviceB-Tunnel0] ipsec apply policy policy1 


[DeviceB-Tunnel0] quit 


Verifying the configuration 
1. Verify that the corporate network can access the remote office network through the IPsec over GRE 


tunnel: 


# Ping a host on the remote office network from a host on the corporate network to trigger the IKE 
negotiation. This example uses host 192.168.1.2 on the corporate network and host 
192.168.2.2 on the remote office network. After the IPsec tunnel is successfully established, the 
ping operation succeeds. 
C:\Users\corporatenetwork> ping 192.168.2.2 


 


Pinging 192.168.2.2 with 32 bytes of data: 


Request timed out. 


Reply from 192.168.2.2: bytes=32 time=2ms TTL=254 


Reply from 192.168.2.2: bytes=32 time=2ms TTL=254 


Reply from 192.168.2.2: bytes=32 time=1ms TTL=254 


 


Ping statistics for 192.168.2.2: 


    Packets: Sent = 4, Received = 3, Lost = 1 (25% loss), 


Approximate round trip times in milli-seconds: 


Minimum = 1ms, Maximum = 2ms, Average = 1ms 


# Verify that an IKE SA is established on Device A. 
<DeviceA> display ike sa 


    Connection-ID   Remote                Flag         DOI 


------------------------------------------------------------------ 


    1               10.1.1.2              RD           IPSEC 


Flags: 


RD--READY RL--REPLACED FD-FADING 


# Verify that IPsec SAs are established on Device A. 
<DeviceA> display ipsec sa 


------------------------------- 


Interface: Tunnel0 


------------------------------- 


 


  ----------------------------- 


  IPsec policy: policy1 


  Sequence number: 1 


  Mode: isakmp 


  ----------------------------- 


    Tunnel id: 0 


    Encapsulation mode: tunnel 


    Perfect forward secrecy: 


    Path MTU: 1419 


    Tunnel: 


        local  address: 10.1.1.1 
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        remote address: 10.1.1.2 


    Flow: 


    sour addr: 192.168.1.1/255.255.255.255  port: 0  protocol: ip 


    dest addr: 192.168.2.1/255.255.255.255  port: 0  protocol: ip 


 


    [Inbound ESP SAs] 


      SPI: 3128557135 (0xba79fe4f) 


      Transform set:  ESP-ENCRYPT-DES-CBC ESP-AUTH-SHA1 


      SA duration (kilobytes/sec): 1843200/3600 


      SA remaining duration (kilobytes/sec): 1843199/3550 


      Max received sequence-number: 3 


      Anti-replay check enable: Y 


      Anti-replay window size: 64 


      UDP encapsulation used for NAT traversal: N 


      Status: Active 


 


    [Outbound ESP SAs] 


      SPI: 2643166978 (0x9d8b8702) 


      Transform set:  ESP-ENCRYPT-DES-CBC ESP-AUTH-SHA1 


      SA duration (kilobytes/sec): 1843200/3600 


      SA remaining duration (kilobytes/sec): 1843199/3550 


      Max sent sequence-number: 3 


      UDP encapsulation used for NAT traversal: N 


      Status: Active 


# Verify that the GRE tunnel is established on Device A. 
<DeviceA> display interface tunnel 0 


Tunnel0 


Current state: UP 


Line protocol state: UP 


Description: Tunnel0 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 1476 


Internet Address is 10.1.1.1/24 Primary 


Tunnel source 202.115.22.48, destination 202.115.24.50 


Tunnel keepalive disabled 


Tunnel TTL 255 


Tunnel protocol/transport GRE/IP 


    GRE key disabled 


    Checksumming of GRE packets disabled 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 


Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters: Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 40 packets, 3300 bytes, 0 drops 


Output: 41 packets, 3464 bytes, 0 drops 
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2. Verify that the remote office network can access the corporate network in the same way. (Details 
not shown.) 


Configuration files 
• Device A: 


# 


interface GigabitEthernet1/0 


 ip address 192.168.1.1 255.255.255.0 


 tcp mss 1350 


# 


interface GigabitEthernet2/0 


 ip address 202.115.22.48 255.255.255.0 


# 


interface Tunnel0 mode gre 


 ip address 10.1.1.1 255.255.255.0 


 source 202.115.22.48 


 destination 202.115.24.50 


 ipsec apply policy policy1 


# 


 ip route-static 192.168.2.0 24 Tunnel0 


# 


acl number 3000 


 rule 0 permit ip source 192.168.1.0 0.0.0.255 destination 192.168.2.0 0.0.0.255 


# 


ipsec transform-set tran1 


 esp encryption-algorithm des-cbc 


 esp authentication-algorithm sha1 


# 


ipsec policy policy1 1 isakmp 


 transform-set tran1 


 security acl 3000 


 remote-address 10.1.1.2 


# 


ike keychain keychain1 


 pre-shared-key address 10.1.1.2 255.255.255.0 key cipher 
$c$3$n6jdlYtuR+K6mijQ8qp4hMMjV/iteA== 


# 


• Device B: 
# 


interface GigabitEthernet1/0 


 ip address 192.168.2.1 255.255.255.0 


 tcp mss 1350 


# 


interface GigabitEthernet2/0 


 ip address 202.115.22.50 255.255.255.0 


# 


interface Tunnel0 mode gre 
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 ip address 10.1.1.2 255.255.255.0 


 source 202.115.24.50 


 destination 202.115.22.48 


 ipsec apply policy policy1 


# 


 ip route-static 192.168.1.1 24 Tunnel0 


# 


acl number 3000 


 rule 0 permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255 


# 


ipsec transform-set tran1 


 esp encryption-algorithm des-cbc 


 esp authentication-algorithm sha1 


# 


ipsec policy policy1 1 isakmp 


 transform-set tran1 


 security acl 3000 


 remote-address 10.1.1.1 


# 


ike keychain keychain1 


 pre-shared-key address 10.1.1.1 255.255.255.0 key cipher 
$c$3$n6jdlYtuR+K6mijQ8qp4hMMjV/iteA== 


# 


Example: Configuring GRE over IPsec 


Network requirements 
As shown in Figure 8, Device A is the gateway for the corporate network and Device B is the gateway 
for the remote office network. Configure a GRE tunnel between Device A and Device B to transmit data 
between the corporate network and the remote office network. Configure IPsec to encrypt data 
transmitted through the GRE tunnel. 


Figure 8 Network diagram 
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Requirements analysis 
To encrypt the GRE-encapsulated packets with IPsec, you must perform the following tasks on Device A 
and B: 


• Configure an ACL to identify packets to be protected by IPsec by their source and destination IP 
addresses after GRE encapsulation. 


• Apply the IPsec policy to the source interface of the GRE tunnel. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring Device A 
1. Configure IP addresses for interfaces: 


# Configure an IP address for GigabitEthernet 1/0. 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 192.168.1.1 255.255.255.0 


[DeviceA-GigabitEthernet1/0] quit 


# Configure an IP address for GigabitEthernet 2/0. 
[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ip address 202.115.22.48 255.255.255.0 


[DeviceA-GigabitEthernet2/0] quit 


2. Configure the GRE tunnel: 


# Create a tunnel interface Tunnel 0, and specify the tunnel mode as GRE/IPv4. 
[DeviceA] interface tunnel 0 mode gre 


# Configure IP address 10.1.1.1/24 for the tunnel interface Tunnel 0. 
[DeviceA-Tunnel0] ip address 10.1.1.1 255.255.255.0 


# Configure the source address of the tunnel interface as the IP address of GigabitEthernet 2/0. 
[DeviceA-Tunnel0] source 202.115.22.48 


# Configure the destination address of the tunnel interface as the IP address of GigabitEthernet 
2/0 on Device B. 
[DeviceA-Tunnel0] destination 202.115.24.50 


[DeviceA-Tunnel0] quit 


# Configure a static route reaching the remote office network through the tunnel interface. 
[DeviceA] ip route-static 192.168.2.1 255.255.255.0 tunnel 0 


3. Configure the IPsec VPN: 


# Create an IKE keychain and set the pre-shared key to be used for IKE negotiation with peer 
202.115.24.50. 
[DeviceA] ike keychain keychain1 
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[DeviceA-ike-keychain-keychain1] pre-shared-key address 202.115.24.50 255.255.255.0 
key simple 123 


[DeviceA-ike-keychain-keychain1] quit 


# Configure ACL 3000 to identify packets to be protected by IPsec. 
[DeviceA] acl number 3000 


[DeviceA-acl-adv-3000] rule 0 permit gre source 202.115.22.48 0 destination 
202.115.24.50 0 


[DeviceA-acl-adv-3000] quit 


# Create an IPsec transform set and specify the ESP encryption and authentication algorithms. 
[DeviceA] ipsec transform-set tran1 


[DeviceA-ipsec-transform-set-tran1] esp encryption-algorithm des 


[DeviceA-ipsec-transform-set-tran1] esp authentication-algorithm sha1 


[DeviceA-ipsec-transform-set-tran1] quit 


# Create an IKE-based IPsec policy entry with the name policy1 and sequence number 1. 
[DeviceA] ipsec policy policy1 1 isakmp 


# Reference the ACL and IPsec transform set, and specify the remote IP address of the IPsec tunnel. 
[DeviceA-ipsec-policy-isakmp-policy1-1] security acl 3000 


[DeviceA-ipsec-policy-isakmp-policy1-1] remote-address 202.115.24.50 


[DeviceA-ipsec-policy-isakmp-policy1-1] transform-set tran1 


[DeviceA-ipsec-policy-isakmp-policy1-1] quit 


# Apply the IPsec policy to GigabitEthernet 2/0. 
[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ipsec apply policy policy1 


[DeviceA-GigabitEthernet2/0] quit 


Configuring Device B 
1. Configure IP addresses for interfaces: 


# Configure an IP address for GigabitEthernet 1/0. 
<DeviceB> system-view 


[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ip address 192.168.2.1 255.255.255.0 


[DeviceB-GigabitEthernet1/0] quit 


# Configure an IP address for GigabitEthernet 2/0. 
[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] ip address 202.115.24.50 255.255.255.0 


[DeviceB-GigabitEthernet2/0] quit 


2. Configure the GRE tunnel: 


# Create a tunnel interface Tunnel 0, and specify the tunnel mode as GRE/IPv4. 
[DeviceB] interface tunnel 0 mode gre 


# Configure IP address 10.1.1.2/24 for the tunnel interface Tunnel 0. 
[DeviceB-Tunnel0] ip address 10.1.1.2 255.255.255.0 


# Configure the source address of the tunnel interface as the IP address of GigabitEthernet 2/0. 
[DeviceB-Tunnel0] source 202.115.24.50 


# Configure the destination address of the tunnel interface as the IP address of GigabitEthernet 
2/0 on Device A. 
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[DeviceB-Tunnel0] destination 202.115.22.48 


[DeviceB-Tunnel0] quit 


# Configure a static route reaching the corporate network through the tunnel interface. 
[DeviceB] ip route-static 192.168.1.1 255.255.255.0 tunnel 0 


3. Configure the IPsec VPN: 


# Create an IKE keychain and set the pre-shared key to be used for IKE negotiation with peer 
202.115.22.48. 
[DeviceB] ike keychain keychain1 


[DeviceB-ike-keychain-keychain1] pre-shared-key address 202.115.22.48 255.255.255.0 
key simple 123 


[DeviceB-ike-keychain-keychain1] quit 


# Configure ACL 3000 to identify packets to be protected by IPsec. 
[DeviceB] acl number 3000 


[DeviceB-acl-adv-3000] rule 0 permit gre source 202.115.24.50 0 destination 
202.115.22.48 0 


[DeviceB-acl-adv-3000] quit 


# Create an IPsec transform set and specify the ESP encryption and authentication algorithms. 
[DeviceB] ipsec transform-set tran1 


[DeviceB-ipsec-transform-set-tran1] esp encryption-algorithm des 


[DeviceB-ipsec-transform-set-tran1] esp authentication-algorithm sha1 


[DeviceB-ipsec-transform-set-tran1] quit 


# Create an IKE-based IPsec policy entry with the name policy1 and sequence number 1. 
[DeviceB] ipsec policy policy1 1 isakmp 


# Reference the ACL and IPsec transform set, and specify the remote IP address of the IPsec tunnel. 
[DeviceB-ipsec-policy-isakmp-policy1-1] security acl 3000 


[DeviceB-ipsec-policy-isakmp-policy1-1] remote-address 202.115.22.48 


[DeviceB-ipsec-policy-isakmp-policy1-1] transform-set tran1 


[DeviceB-ipsec-policy-isakmp-policy1-1] quit 


# Apply the IPsec policy to GigabitEthernet 2/0. 
[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] ipsec apply policy policy1 


[DeviceB-GigabitEthernet2/0] quit 


Verifying the configuration 
1. Verify that the corporate network can access the remote office network through the GRE over IPsec 


tunnel: 


# Ping a host on the remote office network from a host on the corporate network to trigger the IKE 
negotiation. This example uses host 192.168.1.2 on the corporate network and host 
192.168.2.2 on the remote office network. After the IPsec tunnel is successfully established, the 
ping operation succeeds. 
C:\Users\corporatenetwork> ping 192.168.2.2 


 


Pinging 192.168.2.2 with 32 bytes of data: 


Request timed out. 


Reply from 192.168.2.2: bytes=32 time=2ms TTL=254 







20 


Reply from 192.168.2.2: bytes=32 time=2ms TTL=254 


Reply from 192.168.2.2: bytes=32 time=1ms TTL=254 


 


Ping statistics for 192.168.2.2: 


    Packets: Sent = 4, Received = 3, Lost = 1 (25% loss), 


Approximate round trip times in milli-seconds: 


Minimum = 1ms, Maximum = 2ms, Average = 1ms 


# Verify that an IKE SA is established on Device A. 
<DeviceA> display ike sa 


    Connection-ID   Remote                Flag         DOI 


------------------------------------------------------------------ 


    2               202.115.22.49         RD           IPSEC 


Flags: 


RD--READY RL--REPLACED FD-FADING 


# Verify that IPsec SAs are established on Device A. 
<DeviceA> display ipsec sa 


------------------------------- 


Interface: GigabitEthernet2/0 


------------------------------- 


 


  ----------------------------- 


  IPsec policy: policy1 


  Sequence number: 1 


  Mode: isakmp 


  ----------------------------- 


    Tunnel id: 0 


    Encapsulation mode: tunnel 


    Perfect forward secrecy: 


    Path MTU: 1443 


    Tunnel: 


        local  address: 202.115.22.48 


        remote address: 202.115.24.50 


    Flow: 


    sour addr: 202.115.22.48/255.255.255.255  port: 0  protocol: gre 


    dest addr: 202.115.24.50/255.255.255.255  port: 0  protocol: gre 


 


    [Inbound ESP SAs] 


      SPI: 2130348402 (0x7efa8972) 


      Transform set:  ESP-ENCRYPT-DES-CBC ESP-AUTH-SHA1 


      SA duration (kilobytes/sec): 1843200/3600 


      SA remaining duration (kilobytes/sec): 1843199/3573 


      Max received sequence-number: 3 


      Anti-replay check enable: Y 


      Anti-replay window size: 64 


      UDP encapsulation used for NAT traversal: N 


      Status: Active 


 


    [Outbound ESP SAs] 







21 


      SPI: 2811839266 (0xa7994322) 


      Transform set:  ESP-ENCRYPT-DES-CBC ESP-AUTH-SHA1 


      SA duration (kilobytes/sec): 1843200/3600 


      SA remaining duration (kilobytes/sec): 1843199/3573 


      Max sent sequence-number: 3 


      UDP encapsulation used for NAT traversal: N 


      Status: Active 


# Verify that the GRE tunnel is established on Device A. 
<DeviceA> display interface tunnel 0 


Tunnel0 


Current state: UP 


Line protocol state: UP 


Description: Tunnel0 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 1476 


Internet Address is 10.1.1.1/24 Primary 


Tunnel source 202.115.22.48, destination 202.115.24.50 


Tunnel keepalive disabled 


Tunnel TTL 255 


Tunnel protocol/transport GRE/IP 


    GRE key disabled 


    Checksumming of GRE packets disabled 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 


Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters: Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 43 packets, 3480 bytes, 0 drops 


Output: 45 packets, 3740 bytes, 2 drops 


2. Verify that the remote office network can access the corporate network in the same way. (Details 
not shown.) 


Configuration files 
• Device A: 


# 


interface GigabitEthernet1/0 


 ip address 192.168.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ip address 202.115.22.48 255.255.255.0 


 ipsec apply policy policy1 


# 


interface Tunnel0 mode gre 


 ip address 10.1.1.1 255.255.255.0 


 source 202.115.22.48 
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 destination 202.115.24.50 


# 


 ip route-static 192.168.2.0 24 Tunnel0 


# 


acl number 3000 


 rule 0 permit gre source 202.115.22.48 0 destination 202.115.24.50 0 


# 


ipsec transform-set tran1 


 esp encryption-algorithm des-cbc 


 esp authentication-algorithm sha1 


# 


ipsec policy policy1 1 isakmp 


 transform-set tran1 


 security acl 3000 


 remote-address 202.115.24.50 


# 


ike keychain keychain1 


 pre-shared-key address 202.115.24.50 255.255.255.0 key cipher 
$c$3$n6jdlYtuR+K6mijQ8qp4hMMjV/iteA== 


# 


• Device B: 
# 


interface GigabitEthernet1/0 


 ip address 192.168.2.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ip address 202.115.24.50 255.255.255.0 


 ipsec apply policy policy1 


# 


interface Tunnel0 mode gre 


 ip address 10.1.1.2 255.255.255.0 


 source 202.115.24.50 


 destination 202.115.22.48 


# 


 ip route-static 192.168.1.1 24 Tunnel0 


# 


acl number 3000 


 rule 0 permit ip source 202.115.24.50 0 destination 202.115.22.48 0 


# 


ipsec transform-set tran1 


 esp encryption-algorithm des-cbc 


 esp authentication-algorithm sha1 


# 


ipsec policy policy1 1 isakmp 


 transform-set tran1 


 security acl 3000 


 remote-address 202.115.22.48 


# 
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ike keychain keychain1 


 pre-shared-key address 202.115.22.48 255.255.255.0 key cipher 
$c$3$n6jdlYtuR+K6mijQ8qp4hMMjV/iteA== 


# 


Example: Configuring IPsec connection backup 


Network requirements 
As shown in Figure 9, Device B is connected to the Internet through two links. Perform the following tasks 
to configure IPsec to protect the traffic between subnets 10.1.1.0/24 and 10.1.2.0/24: 


• Configure IPsec on the two links of Device B for backup. 


• Bind a source interface to the IPsec policy on Device B to ensure a smooth traffic switch between the 
two links. 


• Configure the devices to use IKE negotiation to establish SAs. 


Figure 9 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring Device A 
1. Configure IP addresses for interfaces: 


# Configure an IP address for GigabitEthernet 1/0. 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 2.2.1.2 255.255.255.0 


[DeviceA-GigabitEthernet1/0] quit 







24 


# Configure an IP address for GigabitEthernet 2/0. 
[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ip address 10.1.1.1 255.255.255.0 


[DeviceA-GigabitEthernet2/0] quit 


# Configure static routes reaching subnet 10.1.2.0/24. 
[DeviceA] ip route-static 10.1.2.0 255.255.255.0 2.2.2.3 


[DeviceA] ip route-static 10.1.2.0 255.255.255.0 4.4.4.5 


# Configure static routes reaching interface loopback 0 of Device B. 
[DeviceA] ip route-static 3.3.3.3 255.255.255.255 2.2.2.3 


[DeviceA] ip route-static 3.3.3.3 255.255.255.255 4.4.4.5 


2. Configure IPsec VPN: 


# Create an IKE keychain and set the pre-shared key to be used for IKE negotiation with peer 
3.3.3.3. 
[DeviceA] ike keychain keychain1 


[DeviceA-ike-keychain-keychain1] pre-shared-key address 3.3.3.3 255.255.255.255 key 
simple 123 


[DeviceA-ike-keychain-keychain1] quit 


# Configure ACL 3000 to identify packets to be protected by IPsec. 
[DeviceA] acl number 3000 


[DeviceA-acl-adv-3000] rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 
10.1.2.0 0.0.0.255 


[DeviceA-acl-adv-3000] quit 


# Create an IPsec transform set and specify the ESP encryption and authentication algorithms. 
[DeviceA] ipsec transform-set tran1 


[DeviceA-ipsec-transform-set-tran1] esp encryption-algorithm des 


[DeviceA-ipsec-transform-set-tran1] esp authentication-algorithm sha1 


[DeviceA-ipsec-transform-set-tran1] quit 


# Create an IKE-based IPsec policy entry with the name policy1 and sequence number 1. 
[DeviceA] ipsec policy policy1 1 isakmp 


# Reference the ACL and IPsec transform set, and specify the remote IP address of the IPsec tunnel. 
[DeviceA-ipsec-policy-isakmp-policy1-1] security acl 3000 


[DeviceA-ipsec-policy-isakmp-policy1-1] remote-address 3.3.3.3 


[DeviceA-ipsec-policy-isakmp-policy1-1] transform-set tran1 


[DeviceA-ipsec-policy-isakmp-policy1-1] quit 


# Apply the IPsec policy to GigabitEthernet 1/0. 
[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ipsec apply policy policy1 


[DeviceA-GigabitEthernet1/0] quit 


Configuring Device B 
1. Configure IP addresses for interfaces: 


# Configure an IP address for GigabitEthernet 1/0. 
<DeviceB> system-view 


[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ip address 2.2.2.3 255.255.255.0 







25 


[DeviceB-GigabitEthernet1/0] quit 


# Configure an IP address for GigabitEthernet 2/0. 
[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] ip address 4.4.4.5 255.255.255.0 


[DeviceB-GigabitEthernet2/0] quit 


# Configure an IP address for GigabitEthernet 3/0. 
[DeviceB] interface gigabitethernet 3/0 


[DeviceB-GigabitEthernet3/0] ip address 10.1.2.1 255.255.255.0 


[DeviceB-GigabitEthernet3/0] quit 


# Create interface loopback 0 and Configure an IP address for it. 
[DeviceB] interface loopback 0 


[DeviceB-LoopBack0] ip address 3.3.3.3 255.255.255.0 


[DeviceB-LoopBack0] quit 


# Configure static routes reaching subnet 10.1.1.0/24. 
[DeviceA] ip route-static 10.1.1.0 255.255.255.0 gigabitethernet 1/0 2.2.1.2 


[DeviceA] ip route-static 10.1.1.0 255.255.255.0 gigabitethernet 2/0 2.2.1.2 


2. Configure IPsec VPN: 


# Create an IKE keychain and set the pre-shared key to be used for IKE negotiation with peer 
2.2.1.2. 
[DeviceB] ike keychain keychain1 


[DeviceB-ike-keychain-keychain1] pre-shared-key address 2.2.1.2 255.255.255.0 key 
simple 123 


[DeviceB-ike-keychain-keychain1] quit 


# Configure ACL 3000 to identify packets to be protected by IPsec. 
[DeviceB] acl number 3000 


[DeviceB-acl-adv-3000] rule 0 permit ip source 10.1.2.0 0.0.0.255 destination 
10.1.1.0 0.0.0.255 


[DeviceB-acl-adv-3000] quit 


# Create an IPsec transform set and specify the ESP encryption and authentication algorithms. 
[DeviceB] ipsec transform-set tran1 


[DeviceB-ipsec-transform-set-tran1] esp encryption-algorithm des 


[DeviceB-ipsec-transform-set-tran1] esp authentication-algorithm sha1 


[DeviceB-ipsec-transform-set-tran1] quit 


# Create an IKE-based IPsec policy entry with the name policy1 and sequence number 1. 
[DeviceB] ipsec policy policy1 1 isakmp 


# Reference the ACL and IPsec transform set, and specify the remote IP address of the IPsec tunnel. 
[DeviceB-ipsec-policy-isakmp-policy1-1] security acl 3000 


[DeviceB-ipsec-policy-isakmp-policy1-1] remote-address 2.2.1.2 


[DeviceB-ipsec-policy-isakmp-policy1-1] transform-set tran1 


[Device-ipsec-policy-isakmp-policy1-1] quit 


# Apply the IPsec policy to GigabitEthernet 1/0. 
[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ipsec apply policy policy1 


[DeviceB-GigabitEthernet1/0] quit 


# Apply the IPsec policy to GigabitEthernet 2/0. 
[DeviceB] interface gigabitethernet 2/0 
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[DeviceB-GigabitEthernet2/0] ipsec apply policy policy1 


[DeviceB-GigabitEthernet2/0] quit 


# Bind source interface loopback 0 to the IPsec policy. 
[DeviceB] ipsec policy policy1 local-address loopback 0 


Verifying the configuration 
1. Verify that Host A can access Host B through the IPsec tunnel: 


# Ping Host B from Host A to trigger the IKE negotiation. After the IPsec tunnel is established, the 
ping operation succeeds. 
C:\Users\hosta> ping 10.1.2.2 


 


Pinging 10.1.2.2 with 32 bytes of data: 


Request timed out. 


Reply from 10.1.2.2: bytes=32 time=3ms TTL=126 


Reply from 10.1.2.2: bytes=32 time=1ms TTL=126 


Reply from 10.1.2.2: bytes=32 time=5ms TTL=126 


 


Ping statistics for 10.1.2.2: 


    Packets: Sent = 4, Received = 3, Lost = 1 (25% loss), 


Approximate round trip times in milli-seconds: 


Minimum = 1ms, Maximum = 5ms, Average = 3ms 


# Verify that an IKE SA is established on Device A. 
[DeviceA] display ike sa 


    Connection-ID   Remote                Flag         DOI 


------------------------------------------------------------------ 


    9               3.3.3.3               RD           IPSEC 


Flags: 


RD--READY RL--REPLACED FD-FADING 


# Verify that IPsec SAs are established on Device A. 
[DeviceA] display ipsec sa 


------------------------------- 


Interface: GigabitEthernet1/0 


------------------------------- 


 


  ----------------------------- 


  IPsec policy: policy1 


  Sequence number: 1 


  Mode: isakmp 


  ----------------------------- 


    Tunnel id: 0 


    Encapsulation mode: tunnel 


    Perfect forward secrecy: 


    Path MTU: 1443 


    Tunnel: 


        local  address: 2.2.1.2 


        remote address: 3.3.3.3 
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    Flow: 


    sour addr: 10.1.1.0/255.255.255.0  port: 0  protocol: ip 


    dest addr: 10.1.2.0/255.255.255.0  port: 0  protocol: ip 


 


    [Inbound ESP SAs] 


      SPI: 1851852454 (0x6e6106a6) 


      Transform set:  ESP-ENCRYPT-DES-CBC ESP-AUTH-SHA1 


      SA duration (kilobytes/sec): 1843200/3600 


      SA remaining duration (kilobytes/sec): 1843199/3035 


      Max received sequence-number: 3 


      Anti-replay check enable: Y 


      Anti-replay window size: 64 


      UDP encapsulation used for NAT traversal: N 


      Status: Active 


 


    [Outbound ESP SAs] 


      SPI: 718692851 (0x2ad661f3) 


      Transform set:  ESP-ENCRYPT-DES-CBC ESP-AUTH-SHA1 


      SA duration (kilobytes/sec): 1843200/3600 


      SA remaining duration (kilobytes/sec): 1843199/3035 


      Max sent sequence-number: 3 


      UDP encapsulation used for NAT traversal: N 


      Status: Active 


2. Verify that Host B can access Host A through the IPsec tunnel in the same way. (Details not shown.) 


Configuration files 
• Device A: 


# 


interface GigabitEthernet1/0 


 ip address 2.2.1.2 255.255.255.0 


 ipsec apply policy policy1 


# 


interface GigabitEthernet2/0 


 ip address 10.1.1.1 255.255.255.0 


# 


 ip route-static 3.3.3.3 32 2.2.2.3 


 ip route-static 3.3.3.3 32 4.4.4.5 


 ip route-static 10.1.2.0 24 2.2.2.3 


 ip route-static 10.1.2.0 24 4.4.4.5 


# 


acl number 3000 


 rule 0 permit ip source 10.1.1.0 0.0.0.255 destination 10.1.2.0 0.0.0.255 


# 


ipsec transform-set tran1 


 esp encryption-algorithm des-cbc 


 esp authentication-algorithm sha1 


# 
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ipsec policy policy1 1 isakmp 


 transform-set tran1 


 security acl 3000 


 remote-address 3.3.3.3 


# 


ike keychain keychain1 


 pre-shared-key address 3.3.3.3 255.255.255.255 key cipher 
$c$3$n6jdlYtuR+K6mijQ8qp4hMMjV/iteA== 


# 


• Device B: 
# 


interface LoopBack0 


 ip address 3.3.3.3 255.255.255.0 


# 


interface GigabitEthernet1/0 


 ip address 2.2.2.3 255.255.255.0 


 ipsec apply policy policy1 


# 


interface GigabitEthernet2/0 


 ip address 4.4.4.5 255.255.255.0 


 ipsec apply policy policy1 


# 


interface GigabitEthernet3/0 


 ip address 10.1.2.1 255.255.255.0 


# 


 ip route-static 10.1.1.0 24 GigabitEthernet1/0 2.2.1.2 


 ip route-static 10.1.1.0 24 GigabitEthernet2/0 2.2.1.2 


# 


acl number 3000 


 rule 0 permit ip source 10.1.2.0 0.0.0.255 destination 10.1.1.0 0.0.0.255 


# 


ipsec transform-set tran1 


 esp encryption-algorithm des-cbc 


 esp authentication-algorithm sha1 


# 


ipsec policy policy1 1 isakmp 


 transform-set tran1 


 security acl 3000 


 remote-address 2.2.1.2 


# 


 ipsec policy policy1 local-address LoopBack0 


# 


ike keychain keychain1 


 pre-shared-key address 2.2.1.2 255.255.255.0 key cipher 
$c$3$n6jdlYtuR+K6mijQ8qp4hMMjV/iteA== 


# 
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Introduction 
This document provides BGP configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of BGP. 


Example: Configuring basic BGP 


Network requirements 
As shown in Figure 1, run EBGP between Router A and Router B, and run IBGP between Router B and 
Router C to allow Router C to access network 8.1.1.0/24. 


Figure 1 Network diagram 


 
 


Requirements analysis 
To enable Router B to communicate with Router C through loopback interfaces, enable OSPF in AS 
65009. 


By default, BGP does not advertise local networks. To enable Router C to access network 8.1.1.0/24 
directly connected to Router A, perform the following tasks: 


• Add network 8.1.1.0/24 to the BGP routing table of Router A. 


• Add networks 3.1.1.0/24 and 9.1.1.0/24 to the BGP routing table of Router B. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 
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Configuration restrictions and guidelines 
When you configure basic BGP, follow these restrictions and guidelines: 


• Use loopback interfaces to establish IBGP connections to prevent route flapping caused by port 
state changes. 


• Loopback interfaces are virtual interfaces. Use the peer connect-interface command to specify the 
loopback interface as the source interface for establishing BGP connections. 


• The EBGP peers, Router A and Router B, are located in different ASs. Typically, their loopback 
interfaces are not reachable to each other, so the routers use directly connected interfaces to 
establish EBGP sessions. 


Configuration procedures 
1. Configure IP addresses for interfaces: 


# Configure IP addresses for interfaces on Router A. 
<RouterA> system-view 


[RouterA] interface loopback 0 


[RouterA-LoopBack0] ip address 1.1.1.1 255.255.255.255 


[RouterA-LoopBack0] quit 


[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] port link-mode route 


[RouterA-GigabitEthernet1/0] ip address 3.1.1.2 255.255.255.0 


[RouterA-GigabitEthernet1/0] quit 


[RouterA] interface gigabitethernet 2/0 


[RouterA-GigabitEthernet2/0] port link-mode route 


[RouterA-GigabitEthernet2/0] ip address 8.1.1.1 255.255.255.0 


[RouterA-GigabitEthernet2/0] quit 


# Configure IP addresses for interfaces on Router B. 
<RouterB> system-view 


[RouterB] interface loopback 0 


[RouterB-LoopBack0] ip address 2.2.2.2 255.255.255.255 


[RouterB-LoopBack0] quit 


[RouterB] interface gigabitethernet 1/0 


[RouterB-GigabitEthernet1/0] port link-mode route 


[RouterB-GigabitEthernet1/0] ip address 3.1.1.1 255.255.255.0 


[RouterB-GigabitEthernet1/0] quit 


[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] port link-mode route 


[RouterB-GigabitEthernet2/0] ip address 9.1.1.1 255.255.255.0 


[RouterB-GigabitEthernet2/0] quit 


# Configure IP addresses for interfaces on Router C. 
<RouterC> system-view 


[RouterC] interface loopback 0 


[RouterC-LoopBack0] ip address 3.3.3.3 255.255.255.255 


[RouterC-LoopBack0] quit 


[RouterC] interface gigabitethernet 2/0 







3 


[RouterC-GigabitEthernet2/0] port link-mode route 


[RouterC-GigabitEthernet2/0] ip address 9.1.1.2 255.255.255.0 


[RouterC-GigabitEthernet2/0] quit 


2. Configure IBGP: 


# On Router B, configure the router ID as 2.2.2.2. 
[RouterB] bgp 65009 


[RouterB-bgp] router-id 2.2.2.2 


# On Router B, create IBGP peer 3.3.3.3 and specify interface Loopback 0 as the source interface 
for TCP connections to the peer. 
[RouterB-bgp] peer 3.3.3.3 as-number 65009 


[RouterB-bgp] peer 3.3.3.3 connect-interface loopback 0 


# On Router B, enable BGP to exchange IPv4 unicast routing information with the peer. 
[RouterB-bgp] address-family ipv4 unicast 


[RouterB-bgp-ipv4] peer 3.3.3.3 enable 


[RouterB-bgp-ipv4] quit 


[RouterB-bgp] quit 


# On Router B, configure OSPF. 
[RouterB] ospf 1 


[RouterB-ospf-1] area 0 


[RouterB-ospf-1-area-0.0.0.0] network 2.2.2.2 0.0.0.0 


[RouterB-ospf-1-area-0.0.0.0] network 9.1.1.0 0.0.0.255 


[RouterB-ospf-1-area-0.0.0.0] quit 


[RouterB-ospf-1] quit 


# On Router C, configure the router ID as 3.3.3.3. 
[RouterC] bgp 65009 


[RouterC-bgp] router-id 3.3.3.3 


# On Router C, create IBGP peer 2.2.2.2 and specify interface Loopback 0 as the source interface 
for TCP connections to the peer. 
[RouterC-bgp] peer 2.2.2.2 as-number 65009 


[RouterC-bgp] peer 2.2.2.2 connect-interface loopback 0 


# On Router C, enable BGP to exchange IPv4 unicast routing information with the peer. 
[RouterC-bgp] address-family ipv4 unicast 


[RouterC-bgp-ipv4] peer 2.2.2.2 enable 


[RouterC-bgp-ipv4] quit 


[RouterC-bgp] quit 


# On Router C, configure OSPF. 
[RouterC] ospf 1 


[RouterC-ospf-1] area 0 


[RouterC-ospf-1-area-0.0.0.0] network 3.3.3.3 0.0.0.0 


[RouterC-ospf-1-area-0.0.0.0] network 9.1.1.0 0.0.0.255 


[RouterC-ospf-1-area-0.0.0.0] quit 


[RouterC-ospf-1] quit 


# Display brief information about all BGP IPv4 unicast peers. The following shows the output on 
Router C. The output shows that Router C has established an IBGP peer relationship with Router B. 
[RouterC] display bgp peer ipv4 
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 BGP local router ID : 3.3.3.3 


 Local AS number : 65009 


 Total number of peers : 1                 Peers in established state : 1 


 


  Peer                    AS  MsgRcvd  MsgSent OutQ PrefRcv Up/Down  State 


 


  2.2.2.2              65009        2        2    0       0 00:00:13 Established 


3. Configure EBGP: 


# On Router A, configure the router ID as 1.1.1.1. 
[RouterA] bgp 65008 


[RouterA-bgp] router-id 1.1.1.1 


# On Router A, create EBGP peer 3.1.1.1 and specify its AS number as 65009. 
[RouterA-bgp] peer 3.1.1.1 as-number 65009 


# On Router A, enable BGP to exchange IPv4 unicast routing information with the peer. 
[RouterA-bgp] address-family ipv4 unicast 


[RouterA-bgp-ipv4] peer 3.1.1.1 enable 


# On Router A, add local network 8.1.1.0/24 to the BGP routing table. 
[RouterA-bgp-ipv4] network 8.1.1.0 24 


[RouterA-bgp-ipv4] quit 


[RouterA-bgp] quit 


# On Router B, create EBGP peer 3.1.1.2 and specify its AS number as 65008. 
[RouterB] bgp 65009 


[RouterB-bgp] peer 3.1.1.2 as-number 65008 


# On Router B, enable BGP to exchange IPv4 unicast routing information with the peer. 
[RouterB-bgp] address-family ipv4 unicast 


[RouterB-bgp-ipv4] peer 3.1.1.2 enable 


[RouterB-bgp-ipv4] quit 


[RouterB-bgp] quit 


# Display BGP peer information on Router B. 
[RouterB] display bgp peer ipv4 


 


 BGP local router ID : 2.2.2.2 


 Local AS number : 65009 


 Total number of peers : 2                 Peers in established state : 2 


 


  Peer                    AS  MsgRcvd  MsgSent OutQ PrefRcv Up/Down  State 


 


  3.3.3.3              65009        4        4    0       0 00:02:49 Established 


  3.1.1.2              65008        2        2    0       0 00:00:05 Established 


The output shows that Router B has established an IBGP peer relationship with Router C and an 
EBGP peer relationship with Router A. 


# Display the BGP routing table on Router A. 
[RouterA] display bgp routing-table ipv4 


 


 Total number of routes: 1 
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 BGP local router ID is 1.1.1.1 


 Status codes: * - valid, > - best, d - dampened, h - history, 


               s - suppressed, S - stale, i - internal, e - external 


               Origin: i - IGP, e - EGP, ? - incomplete 


 


     Network            NextHop         MED        LocPrf     PrefVal Path/Ogn 


 


* >  8.1.1.0/24         8.1.1.1         0                     32768   i 


# Display the BGP routing table on Router B. 
[RouterB] display bgp routing-table ipv4 


 


 Total number of routes: 1 


 


 BGP local router ID is 2.2.2.2 


 Status codes: * - valid, > - best, d - dampened, h - history, 


               s - suppressed, S - stale, i - internal, e - external 


               Origin: i - IGP, e - EGP, ? - incomplete 


 


     Network            NextHop         MED        LocPrf     PrefVal Path/Ogn 


 


* >e 8.1.1.0/24         3.1.1.2         0                     0       65008i 


# Display the BGP routing table on Router C. 
[RouterC] display bgp routing-table ipv4 


 


 Total number of routes: 1 


 


 BGP local router ID is 3.3.3.3 


 Status codes: * - valid, > - best, d - dampened, h - history, 


               s - suppressed, S - stale, i - internal, e - external 


               Origin: i - IGP, e - EGP, ? - incomplete 


 


     Network            NextHop         MED        LocPrf     PrefVal Path/Ogn 


 


   i 8.1.1.0/24         3.1.1.2         0          100        0       65008i 


The outputs show that Router A has learned no route to AS 65009, and Router C has learned 
network 8.1.1.0, but the next hop 3.1.1.2 is unreachable. As a result, the route is invalid. 


4. Configure BGP route redistribution: 


# Create the BGP IPv4 unicast address family and enter its view. 
[RouterB] bgp 65009 


[RouterB-bgp] address-family ipv4 unicast 


# Configure BGP to redistribute direct routes on Router B. 
[RouterB-bgp-ipv4] network 3.1.1.0 24 


[RouterB-bgp-ipv4] network 9.1.1.0 24 


[RouterB-bgp-ipv4] quit 


[RouterB-bgp] quit 


# Display the BGP routing table on Router A. 
[RouterA] display bgp routing-table ipv4 
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 Total number of routes: 3 


 


 BGP local router ID is 1.1.1.1 


 Status codes: * - valid, > - best, d - dampened, h - history, 


               s - suppressed, S - stale, i - internal, e - external 


               Origin: i - IGP, e - EGP, ? - incomplete 


 


     Network            NextHop         MED        LocPrf     PrefVal Path/Ogn 


 


* >e 3.1.1.0/24         3.1.1.1         0                     0       65009? 


* >  8.1.1.0/24         8.1.1.1         0                     32768   i 


* >e 9.1.1.0/24         3.1.1.1         0                     0       65009i 


The output shows that route 9.1.1.0/24 has been added into the routing table of Router A. 


# Display the BGP routing table on Router C. 
[RouterC] display bgp routing-table ipv4 


 


 Total number of routes: 3 


 


 BGP local router ID is 3.3.3.3 


 Status codes: * - valid, > - best, d - dampened, h - history, 


               s - suppressed, S - stale, i - internal, e - external 


               Origin: i - IGP, e - EGP, ? - incomplete 


 


     Network            NextHop         MED        LocPrf     PrefVal Path/Ogn 


 


* >i 3.1.1.0/24         2.2.2.2         0          100        0       ? 


* >i 8.1.1.0/24         3.1.1.2         0          100        0       65008i 


* >i 9.1.1.0/24         2.2.2.2         0          100        0       i   


The output shows that route 8.1.1.0 has become valid and the next hop is Router A. 


Verifying the configuration 
# Verify that Router C can ping 8.1.1.1. 
[RouterC] ping 8.1.1.1 


Ping 8.1.1.1 (8.1.1.1): 56 data bytes, press CTRL_C to break 


56 bytes from 8.1.1.1: icmp_seq=0 ttl=254 time=10.000 ms 


56 bytes from 8.1.1.1: icmp_seq=1 ttl=254 time=4.000 ms 


56 bytes from 8.1.1.1: icmp_seq=2 ttl=254 time=4.000 ms 


56 bytes from 8.1.1.1: icmp_seq=3 ttl=254 time=3.000 ms 


56 bytes from 8.1.1.1: icmp_seq=4 ttl=254 time=3.000 ms 


 


--- Ping statistics for 8.1.1.1 --- 


5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 3.000/4.800/10.000/2.638 ms 
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Configuration files 
• Router A: 


# 


interface Loopback0 


 ip address 1.1.1.1 255.255.255.255 


# 


interface GigabitEthernet1/0 


 ip address 3.1.1.2 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ip address 8.1.1.1 255.255.255.0 


# 


bgp 65008 


 router-id 1.1.1.1 


 peer 3.1.1.1 as-number 65009 


 # 


 address-family ipv4 unicast 


  network 8.1.1.0 255.255.255.0 


  peer 3.1.1.1 enable 


# 


• Router B: 
# 


interface Loopback0 


 ip address 2.2.2.2 255.255.255.255 


# 


interface GigabitEthernet1/0 


 ip address 3.1.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ip address 9.1.1.1 255.255.255.0 


# 


bgp 65009 


 router-id 2.2.2.2 


 peer 3.1.1.2 as-number 65008 


 peer 3.3.3.3 as-number 65009 


 peer 3.3.3.3 connect-interface Loopback0 


 # 


 address-family ipv4 unicast 


  network 3.1.1.0 24 


  network 9.1.1.0 24 


  peer 3.1.1.2 enable 


  peer 3.3.3.3 enable 


# 


ospf 1 


 area 0.0.0.0 


  network 2.2.2.2 0.0.0.0 
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  network 9.1.1.0 0.0.0.255 


# 


• Router C: 
# 


interface Loopback0 


 ip address 3.3.3.3 255.255.255.255 


# 


interface GigabitEthernet2/0 


 ip address 9.1.1.2 255.255.255.0 


# 


bgp 65009 


 router-id 3.3.3.3 


 peer 2.2.2.2 as-number 65009 


 peer 2.2.2.2 connect-interface Loopback0 


 # 


 address-family ipv4 unicast 


  peer 2.2.2.2 enable 


# 


ospf 1 


 area 0.0.0.0 


  network 3.3.3.3 0.0.0.0 


  network 9.1.1.0 0.0.0.255 


# 


Example: Configuring BGP and IGP route 
redistribution 


Network requirements 
As shown in Figure 2, run EBGP between Router A and Router B, and run OSPF between Router B and 
Router C to allow communication between networks 9.1.2.0/24 and 8.1.1.0/24. 


Figure 2 Network diagram 
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Requirements analysis 
To enable Router B to communicate with Router C through loopback interfaces, enable OSPF in AS 
65009. 


To enable Router A to obtain the route to 9.1.2.0/24, configure BGP to redistribute routes from OSPF on 
Router B. To enable Router C to obtain the route to 8.1.1.0/24, configure OSPF to redistribute routes from 
BGP on Router B. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure BGP and IGP route redistribution, follow these restrictions and guidelines: 


• Use loopback interfaces to establish IBGP connections to prevent route flapping caused by port 
state changes. 


• Loopback interfaces are virtual interfaces. Use the peer connect-interface command to specify the 
loopback interface as the source interface for establishing BGP connections. 


• The EBGP peers, Router A and Router B, are located in different ASs. Typically, their loopback 
interfaces are not reachable to each other, so the routers use directly connected interfaces to 
establish EBGP sessions. 


Configuration procedures 
1. Configure IP addresses for interfaces: 


# Configure IP addresses for interfaces on Router A. 
<RouterA> system-view 


[RouterA] interface loopback 0 


[RouterA-LoopBack0] ip address 1.1.1.1 255.255.255.255 


[RouterA-LoopBack0] quit 


[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] port link-mode route 


[RouterA-GigabitEthernet1/0] ip address 3.1.1.2 255.255.255.0 


[RouterA-GigabitEthernet1/0] quit 


[RouterA] interface gigabitethernet 2/0 


[RouterA-GigabitEthernet2/0] port link-mode route 


[RouterA-GigabitEthernet2/0] ip address 8.1.2.1 255.255.255.0 


[RouterA-GigabitEthernet2/0] quit 


[RouterA] interface gigabitethernet 3/0 


[RouterA-GigabitEthernet3/0] port link-mode route 


[RouterA-GigabitEthernet3/0] ip address 8.1.1.1 255.255.255.0 


[RouterA-GigabitEthernet3/0] quit 


# Configure IP addresses for interfaces on Router B. 
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<RouterB> system-view 


[RouterB] interface loopback 0 


[RouterB-LoopBack0] ip address 2.2.2.2 255.255.255.255 


[RouterB-LoopBack0] quit 


[RouterB] interface gigabitethernet 1/0 


[RouterB-GigabitEthernet1/0] port link-mode route 


[RouterB-GigabitEthernet1/0] ip address 3.1.1.1 255.255.255.0 


[RouterB-GigabitEthernet1/0] quit 


[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] port link-mode route 


[RouterB-GigabitEthernet2/0] ip address 9.1.1.1 255.255.255.0 


[RouterB-GigabitEthernet2/0] quit 


# Configure IP addresses for interfaces on Router C. 
<RouterC> system-view 


[RouterC] interface loopback 0 


[RouterC-LoopBack0] ip address 3.3.3.3 255.255.255.255 


[RouterC-LoopBack0] quit 


[RouterC] interface gigabitethernet 1/0 


[RouterC-GigabitEthernet1/0] port link-mode route 


[RouterC-GigabitEthernet1/0] ip address 9.1.3.1 255.255.255.0 


[RouterC-GigabitEthernet1/0] quit 


[RouterC] interface gigabitethernet 2/0 


[RouterC-GigabitEthernet2/0] port link-mode route 


[RouterC-GigabitEthernet2/0] ip address 9.1.1.2 255.255.255.0 


[RouterC-GigabitEthernet2/0] quit 


[RouterC] interface gigabitethernet 3/0 


[RouterC-GigabitEthernet3/0] port link-mode route 


[RouterC-GigabitEthernet3/0] ip address 9.1.2.1 255.255.255.0 


[RouterC-GigabitEthernet3/0] quit 


2. Configure OSPF: 


# Configure Router B. 
[RouterB] ospf 1 


[RouterB-ospf-1] area 0 


[RouterB-ospf-1-area-0.0.0.0] network 2.2.2.2 0.0.0.0 


[RouterB-ospf-1-area-0.0.0.0] network 9.1.1.0 0.0.0.255 


[RouterB-ospf-1-area-0.0.0.0] quit 


[RouterB-ospf-1] quit 


# Configure Router C. 
[RouterC] ospf 1 


[RouterC-ospf-1] area 0 


[RouterC-ospf-1-area-0.0.0.0] network 9.1.1.0 0.0.0.255 


[RouterC-ospf-1-area-0.0.0.0] network 9.1.2.0 0.0.0.255 


[RouterC-ospf-1-area-0.0.0.0] quit 


[RouterC-ospf-1] quit 


3. Configure the EBGP connection: 


# On Router A, configure the router ID as 1.1.1.1. 
[RouterA] bgp 65008 
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[RouterA-bgp] router-id 1.1.1.1 


# On Router A, create EBGP peer 3.1.1.1 and specify its AS number as 65009. 
[RouterA-bgp] peer 3.1.1.1 as-number 65009 


# On Router A, enable BGP to exchange IPv4 unicast routing information with the peer. 
[RouterA-bgp] address-family ipv4 unicast 


[RouterA-bgp-ipv4] peer 3.1.1.1 enable 


# On Router A, add network 8.1.1.0/24 to the BGP routing table. 
[RouterA-bgp-ipv4] network 8.1.1.0 24 


[RouterA-bgp-ipv4] quit 


[RouterA-bgp] quit 


# On Router B, configure the router ID as 2.2.2.2. 
[RouterB] bgp 65009 


[RouterB-bgp] router-id 2.2.2.2 


# On Router B, create EBGP peer 3.1.1.2 and specify its AS number as 65008. 
[RouterB-bgp] peer 3.1.1.2 as-number 65008 


# On Router B, enable BGP to exchange IPv4 unicast routing information with the peer. 
[RouterB-bgp] address-family ipv4 unicast 


[RouterB-bgp-ipv4] peer 3.1.1.2 enable 


[RouterB-bgp-ipv4] quit 


[RouterB-bgp] quit 


4. Configure BGP and IGP route redistribution: 


# In BGP IPv4 unicast address family view, configure BGP to redistribute OSPF routes. 
[RouterB] bgp 65009 


[RouterB-bgp] address-family ipv4 unicast 


[RouterB-bgp-ipv4] import-route ospf 1 


[RouterB-bgp-ipv4] quit 


[RouterB-bgp] quit 


# In OSPF view, configure OSPF to redistribute BGP routes. 
[RouterB] ospf 1 


[RouterB-ospf-1] import-route bgp 


[RouterB-ospf-1] quit 


# Display the BGP routing table on Router A. 
[RouterA] display bgp routing-table ipv4 


 


 Total number of routes: 3 


 


 BGP local router ID is 1.1.1.1 


 Status codes: * - valid, > - best, d - dampened, h - history, 


               s - suppressed, S - stale, i - internal, e - external 


               Origin: i - IGP, e - EGP, ? - incomplete 


 


     Network            NextHop         MED        LocPrf     PrefVal Path/Ogn 


 


* >  8.1.1.0/24         8.1.1.1         0                     32768   i 


* >e 9.1.2.0/24         3.1.1.1         1                     0       65009? 


The output shows that Router A has obtained the route to 9.1.2.0/24. 
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# Display the OSPF routing table on Router C. 
[RouterC] display ospf routing 


 


          OSPF Process 1 with Router ID 3.3.3.3 


                   Routing Tables 


 


 Routing for Network 


 Destination        Cost     Type    NextHop         AdvRouter       Area 


 9.1.1.0/24         1        Transit 9.1.1.2         3.3.3.3         0.0.0.0 


9.1.2.0/24         1        Stub    9.1.2.1         192.168.0.63    0.0.0.0 


 2.2.2.2/32         1        Stub    9.1.1.1         2.2.2.2         0.0.0.0 


 


 Routing for ASEs 


 Destination        Cost     Type    Tag         NextHop         AdvRouter 


 8.1.1.0/24         1        Type2   1           9.1.1.1         2.2.2.2 


 


 Total Nets: 3 


 Intra Area: 2  Inter Area: 0  ASE: 1  NSSA: 0 


The output shows that Router C has obtained the route to 8.1.1.0/24. 


Verifying the configuration 
# Verify that 8.1.1.1 on Router A can ping 9.1.2.1 on Router C. 
[RouterA] ping -a 8.1.1.1 9.1.2.1 


Ping 9.1.2.1 (9.1.2.1) from 8.1.1.1: 56 data bytes, press CTRL_C to break 


56 bytes from 9.1.2.1: icmp_seq=0 ttl=254 time=10.000 ms 


56 bytes from 9.1.2.1: icmp_seq=1 ttl=254 time=12.000 ms 


56 bytes from 9.1.2.1: icmp_seq=2 ttl=254 time=2.000 ms 


56 bytes from 9.1.2.1: icmp_seq=3 ttl=254 time=7.000 ms 


56 bytes from 9.1.2.1: icmp_seq=4 ttl=254 time=9.000 ms 


 


--- Ping statistics for 9.1.2.1 --- 


5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 2.000/8.000/12.000/3.406 ms 


# Verify that 9.1.2.1 on Router C can ping 8.1.1.1 on Router A. 
[RouterC] ping -a 9.1.2.1 8.1.1.1 


Ping 8.1.1.1 (8.1.1.1) from 9.1.2.1: 56 data bytes, press CTRL_C to break 


56 bytes from 8.1.1.1: icmp_seq=0 ttl=254 time=9.000 ms 


56 bytes from 8.1.1.1: icmp_seq=1 ttl=254 time=4.000 ms 


56 bytes from 8.1.1.1: icmp_seq=2 ttl=254 time=3.000 ms 


56 bytes from 8.1.1.1: icmp_seq=3 ttl=254 time=3.000 ms 


56 bytes from 8.1.1.1: icmp_seq=4 ttl=254 time=3.000 ms 


 


--- Ping statistics for 8.1.1.1 --- 


5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 3.000/4.400/9.000/2.332 ms 


# Verify that 8.1.2.1 on Router A cannot ping 9.1.2.1 and 9.1.3.1 on Router C. 
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[RouterA] ping –a 8.1.2.1 9.1.2.1 


Ping 9.1.2.1 (9.1.2.1) from 8.1.2.1: 56 data bytes, press CTRL_C to break 


Request time out 


Request time out 


Request time out 


Request time out 


Request time out 


 


--- Ping statistics for 9.1.2.1 --- 


5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss 


 


[RouterA] ping –a 8.1.2.1 9.1.3.1 


Ping 9.1.3.1 (9.1.3.1) from 8.1.2.1: 56 data bytes, press CTRL_C to break 


Request time out 


Request time out 


Request time out 


Request time out 


Request time out 


 


--- Ping statistics for 9.1.3.1 --- 


5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss 


# Verify that 9.1.3.1 on Router C cannot ping 8.1.1.1 and 8.1.2.1 on Router A. 
[RouterC] ping –a 9.1.3.1 8.1.1.1 


Ping 8.1.1.1 (8.1.1.1) from 9.1.3.1: 56 data bytes, press CTRL_C to break 


Request time out 


Request time out 


Request time out 


Request time out 


Request time out 


 


--- Ping statistics for 8.1.1.1 --- 


5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss 


 


[RouterC] ping –a 9.1.3.1 8.1.2.1 


Ping 8.1.2.1 (8.1.2.1) from 9.1.3.1: 56 data bytes, press CTRL_C to break 


Request time out 


Request time out 


Request time out 


Request time out 


Request time out 


 


--- Ping statistics for 8.1.2.1 --- 


5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss 


Configuration files 
• Router A: 
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# 


interface Loopback0 


 ip address 1.1.1.1 255.255.255.255 


# 


interface GigabitEthernet1/0 


 ip address 3.1.1.2 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ip address 8.1.2.1 255.255.255.0 


# 


interface GigabitEthernet3/0 


 ip address 8.1.1.1 255.255.255.0 


# 


bgp 65008 


 router-id 1.1.1.1 


 peer 3.1.1.1 as-number 65009 


 # 


 address-family ipv4 unicast 


  network 8.1.1.0 255.255.255.0 


  peer 3.1.1.1 enable 


# 


• Router B: 
# 


interface Loopback0 


 ip address 2.2.2.2 255.255.255.255 


# 


interface GigabitEthernet1/0 


 ip address 3.1.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ip address 9.1.1.1 255.255.255.0 


# 


bgp 65009 


 router-id 2.2.2.2 


 peer 3.1.1.2 as-number 65008 


 # 


 address-family ipv4 unicast 


  import-route ospf 1 


  peer 3.1.1.2 enable 


# 


ospf 1 


 import-route bgp 


 area 0.0.0.0 


  network 2.2.2.2 0.0.0.0 


  network 9.1.1.0 0.0.0.255 


# 


• Router C: 
# 
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interface Loopback0 


 ip address 3.3.3.3 255.255.255.255 


# 


interface GigabitEthernet1/0 


 ip address 9.1.3.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ip address 9.1.1.2 255.255.255.0 


# 


interface GigabitEthernet3/0 


 ip address 9.1.2.1 255.255.255.0 


# 


ospf 1 


 area 0.0.0.0 


  network 9.1.1.0 0.0.0.255 


  network 9.1.2.0 0.0.0.255 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Routing Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Configuration Guide 
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Introduction 
This document provides VRRP configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all 
the devices were started with the factory default configuration. When you are working on a live 
network, make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of VRRP, STP, and IPsec. 


Example: Configuring a single VRRP group 


Network requirements 
As shown in Figure 1, configure a VRRP group on Device A and Device B as the gateway for Host A 
to meet the following requirements: 


• Device A operates as the master to forward packets from Host A to the external network. 


• If Device A or its uplink interface fails, Host A can access the external network through Device B. 


Figure 1 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 
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• For Device A to become the master when it recovers from a failure, configure the preemptive 
mode for the VRRP group. 


• For Device A to decrease its priority and become a backup when its uplink interface fails, 
configure VRRP tracking on Device A. 


• To avoid frequent role change in the VRRP group, configure a preemption delay. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure a single VRRP group, follow these restrictions and guidelines: 


• For the VMware platform, you must enable the promiscuous mode for the virtual switches or port 
groups. For the KVM platform, you must configure the bridge mode for virtual network cards.  


• The virtual IP address of a VRRP group cannot be any of the following addresses: 


 All-zero address (0.0.0.0). 


 Broadcast address (255.255.255.255). 


 Loopback address. 


 IP address of other than Class A, Class B, and Class C. 


 Invalid IP address (for example, 0.0.0.1). 


• IPv4 VRRP can use VRRPv2 or VRRPv3 (default version). For a VRRP group to operate correctly, 
make sure the VRRP versions on all devices in the VRRP group are the same. 


• Removal of the VRRP group on the IP address owner causes IP address collision. To avoid a 
collision, change the IP address of the interface on the IP address owner before you remove the 
VRRP group from the interface. 


• Configure the same virtual IP addresses for each device in the VRRP group. 


• Make sure the decreased priority of the master is lower than the priority of all the other devices 
in the VRRP group. Another device in the group can then be elected as the master. 


Configuration procedures 
1. Configure Device A: 


# Configure the interface IP addresses. 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 192.168.0.2 24 


# Create VRRP group 1, and set its virtual IP address to 192.168.0.1. 
[DeviceA-GigabitEthernet1/0] vrrp vrid 1 virtual-ip 192.168.0.1 


# Assign Device A higher priority than Device B in VRRP group 1, so Device A can become the 
master. 
[DeviceA-GigabitEthernet1/0] vrrp vrid 1 priority 110 
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# Configure Device A to operate in preemptive mode, and set the preemption delay to 5 
seconds. 
[DeviceA-GigabitEthernet1/0] vrrp vrid 1 preempt-mode delay 5 


[DeviceA-GigabitEthernet1/0] quit 


# Create track entry 1 to monitor the upstream link status of GigabitEthernet 2/0. When the 
upstream link fails, the track entry transits to Negative. 
[DeviceA] track 1 interface gigabitethernet 2/0 


# Associate VRRP group 1 with track entry 1 to decrease the weight of Device A by 50 when 
the track entry transits to Negative. 
[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] vrrp vrid 1 track 1 reduced 50 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure Device B: 


# Configure the interface IP addresses. 
<DeviceB> system-view 


[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ip address 192.168.0.3 24 


# Create VRRP group 1, and set its virtual IP address to 192.168.0.1. 
[DeviceB-GigabitEthernet1/0] vrrp vrid 1 virtual-ip 192.168.0.1 


# Assign a priority of 100 to Device B in VRRP group 1. 
[DeviceB-GigabitEthernet1/0] vrrp vrid 1 priority 100 


# Configure Device B to operate in preemptive mode, and set the preemption delay to 5 
seconds. 
[DeviceB-GigabitEthernet1/0] vrrp vrid 1 preempt-mode delay 5 


[DeviceB-GigabitEthernet1/0] quit 


Verifying the configuration 
# Ping Host B from Host A. (Details not shown.) 


# Display detailed information about VRRP group 1 on Device A. 
[DeviceA] display vrrp verbose 


IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 1 


   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 110                  Running Pri  : 110 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 192.168.0.1 


     Virtual MAC    : 0000-5e00-0101 


     Master IP      : 192.168.0.2 


   VRRP Track Information: 


     Track Object   : 1                   State : Positive   Pri Reduced : 50 


# Display detailed information about VRRP group 1 on Device B. 
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[DeviceB] display vrrp verbose 


IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 1 


   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Backup 


     Config Pri     : 100                  Running Pri  : 100 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Become Master  : 412ms left 


     Auth Type      : None 


     Virtual IP     : 192.168.0.1 


     Master IP      : 192.168.0.2 


The output shows that Device A is operating as the master in VRRP group 1 to forward packets from 
Host A to Host B. 


# Disconnect the link between Host A and Device A, and verify that Host A can still ping Host B. 
(Details not shown.) 


# Display detailed information about VRRP group 1 on Device B. 
[DeviceB] display vrrp verbose 


IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 1 


   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 100                  Running Pri  : 100 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 192.168.0.1 


     Virtual MAC    : 0000-5e00-0101 


     Master IP      : 192.168.0.3 


The output shows that when Device A fails, Device B takes over to forward packets from Host A to 
Host B. 


# Recover the link between Host A and Device A, and display detailed information about VRRP group 
1 on Device A. 
[DeviceA] display vrrp verbose 


IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 1 


   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 110                  Running Pri  : 110 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 192.168.0.1 


     Virtual MAC    : 0000-5e00-0101 
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     Master IP      : 192.168.0.2 


   VRRP Track Information: 


     Track Object   : 1                   State : Positive   Pri Reduced : 50 


The output shows that after Device A resumes normal operation, it becomes the master to forward 
packets from Host A to Host B. 


Configuration files 
• Device A: 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.0.2 255.255.255.0 


 vrrp vrid 1 virtual-ip 192.168.0.1 


 vrrp vrid 1 priority 110 


 vrrp vrid 1 preempt-mode delay 5 


 vrrp vrid 1 track 1 reduced 50 


# 


 track 1 interface GigabitEthernet2/0 


# 


• Device B: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.0.3 255.255.255.0 


 vrrp vrid 1 virtual-ip 192.168.0.1 


 vrrp vrid 1 priority 100 


 vrrp vrid 1 preempt-mode delay 5 


# 


Example: Configuring multiple VRRP groups 


Network requirements 
As shown in Figure 2, configure two VRRP groups on Device A and Device B as gateways for internal 
hosts to meet the following requirements: 


• Device A operates as the master of VRRP group 1 to forward packets from area A, and Device B 
operates as the master of VRRP group 2 to forward packets from area B. When one of the 
devices fails, the other device provides gateway service for both areas. 


• If the uplink interface of one device fails, hosts can access the external network through the other 
device. 
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Figure 2 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• To avoid frequent role change in the VRRP group, configure a preemption delay. 


• To avoid loops between Device A, Device B, and the Layer 2 switches, use the spanning tree 
feature to block a port in the two VRRP groups. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure multiple VRRP groups, follow these restrictions and guidelines: 


• For the VMware platform, you must enable the promiscuous mode for the virtual switches or port 
groups. For the KVM platform, you must configure the bridge mode for virtual network cards.  


• The virtual IP address of a VRRP group cannot be any of the following addresses: 
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 All-zero address (0.0.0.0). 


 Broadcast address (255.255.255.255). 


 Loopback address. 


 IP address of other than Class A, Class B, and Class C. 


 Invalid IP address (for example, 0.0.0.1). 


• IPv4 VRRP can use VRRPv2 or VRRPv3 (default version). For a VRRP group to operate correctly, 
make sure the VRRP versions on all devices in the VRRP group are the same. 


• Removal of the VRRP group on the IP address owner causes IP address collision. To avoid a 
collision, change the IP address of the interface on the IP address owner before you remove the 
VRRP group from the interface. 


• Make sure the decreased priority of the master is lower than the priority of all the other devices 
in the VRRP group. Another device in the group can then be elected as the master. 


• Make sure the following configurations are the same on the members of a VRRP group: 


 Number of virtual IP addresses. 


 Virtual IP addresses. 


 Advertisement interval. 


Configuration procedures 
1. Configure Device A: 


# Configure interface IP addresses. (This example uses one interface. Configure other interfaces 
as shown in Figure 2.) 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 10.0.0.2 24 


[DeviceA-GigabitEthernet1/0] quit 


# Create VRRP group 1, and set its virtual IP address to 10.0.0.1. Assign Device A higher 
priority than Device B in VRRP group 1, so Device A can become the master. 
[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] vrrp vrid 1 virtual-ip 10.0.0.1 


[DeviceA-GigabitEthernet1/0] vrrp vrid 1 priority 120 


[DeviceA-GigabitEthernet1/0] quit 


# Create VRRP group 2, and set its virtual IP address to 11.0.0.1. 
[DeviceA] interface gigabitethernet 3/0 


[DeviceA-GigabitEthernet3/0] vrrp vrid 2 virtual-ip 11.0.0.1 


[DeviceA-GigabitEthernet3/0] quit 


# Configure Device A to operate in preemptive mode, and set the preemption delay to 5 
seconds. 
[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] vrrp vrid 1 preempt-mode delay 5 


[DeviceA-GigabitEthernet1/0] quit 


# Create track entry 1 to monitor the upstream link status of GigabitEthernet 2/0. When the 
upstream link fails, the track entry transits to Negative. 
[DeviceA] track 1 interface gigabitethernet 2/0 
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# Associate VRRP group 1 with track entry 1 to decrease the weight of Device A by 50 when 
the track entry transits to Negative. 
[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] vrrp vrid 1 track 1 reduced 50 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure Device B: 


# Configure interface IP addresses. (Take one interface as example. Configure other interfaces 
as shown in Figure 2.) 
<DeviceB> system-view 


[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ip address 10.0.0.3 24 


[DeviceB-GigabitEthernet1/0] quit 


# Create VRRP group 1, and set its virtual IP address to 10.0.0.1. 
[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] vrrp vrid 1 virtual-ip 10.0.0.1 


[DeviceB-GigabitEthernet1/0] quit 


# Create VRRP group 2, and set its virtual IP address to 11.0.0.1. Assign Device B higher 
priority than Device A in VRRP group 2, so Device B can become the master. 
[DeviceB] interface gigabitethernet 3/0 


[DeviceB-GigabitEthernet3/0] vrrp vrid 2 virtual-ip 11.0.0.1 


[DeviceB-GigabitEthernet3/0] vrrp vrid 2 priority 120 


# Configure Device B to operate in preemptive mode, and set the preemption delay to 5 
seconds. 
[DeviceB-GigabitEthernet3/0] vrrp vrid 2 preempt-mode delay 5 


[DeviceB-GigabitEthernet3/0] quit 


# Create track entry 2 to monitor the upstream link status of GigabitEthernet 2/0. When the 
upstream link fails, the track entry transits to Negative. 
[DeviceB] track 2 interface gigabitethernet 2/0 


# Associate VRRP group 2 with track entry 2 to decrease the weight of Device A by 50 when 
the track entry transits to Negative. 
[DeviceB] interface gigabitethernet 3/0 


[DeviceB-GigabitEthernet3/0] vrrp vrid 2 track 2 reduced 50 


[DeviceB-GigabitEthernet3/0] quit 


Verifying the configuration 
1. Ping the external network to verify the network connectivity: 


# Ping 100.0.0.1 from Host A in area A. 
<host A> ping 100.0.0.1 


PING 100.0.0.1 (100.0.0.1): 56 data bytes 


56 bytes from 100.0.0.1: seq=0 ttl=128 time=22.43 ms 


56 bytes from 100.0.0.1: seq=1 ttl=128 time=7.17 ms 


56 bytes from 100.0.0.1: seq=2 ttl=128 time=8.91 ms 


56 bytes from 100.0.0.1: seq=3 ttl=128 time=7.45 ms 


56 bytes from 100.0.0.1: seq=4 ttl=128 time=9.11 ms 
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--- 100.0.0.1 ping statistics --- 


5 packets transmitted, 5 packets received, 0% packet loss 


round-trip min/avg/max = 7.17/11.01/22.43 ms 


The output shows that Host A can ping the external network successfully. 


# Ping 100.1.0.1 from Host C in area B. 
<host C> ping 100.1.0.1 


PING 100.1.0.1 (100.1.0.1): 56 data bytes 


56 bytes from 100.1.0.1: seq=0 ttl=128 time=22.43 ms 


56 bytes from 100.1.0.1: seq=1 ttl=128 time=7.17 ms 


56 bytes from 100.1.0.1: seq=2 ttl=128 time=8.91 ms 


56 bytes from 100.1.0.1: seq=3 ttl=128 time=7.45 ms 


56 bytes from 100.1.0.1: seq=4 ttl=128 time=9.11 ms 


 


--- 100.1.0.1 ping statistics --- 


5 packets transmitted, 5 packets received, 0% packet loss 


round-trip min/avg/max = 7.17/11.01/22.43 ms 


The output shows that Host C can ping the external network successfully. 


2. Verify the VRRP group configuration: 


# Display detailed information about the VRRP groups on Device A. 
[DeviceA] display vrrp verbose 


IPv4 Virtual Router Information: 


 Running Mode       : Standard 


 Total number of virtual routers : 2 


   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 120                  Running Pri  : 120 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 10.0.0.1 


     Virtual MAC    : 0000-5e00-0101 


     Master IP      : 10.0.0.2 


 


   Interface GigabitEthernet3/0 


     VRID           : 2                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Backup 


     Config Pri     : 100                  Running Pri  : 100 


     Preempt Mode   : Yes                  Delay Time   : 0 


     Auth Type      : None 


     Become Master  : 3550ms left 


     Virtual IP     : 11.0.0.1 


     Master IP      : 11.0.0.3 


The output shows that Device A is operating as the master in VRRP group 1 and backup in VRRP 
group 2. 


# Display detailed information about the VRRP groups on Device B. 
[DeviceB] display vrrp verbose 


IPv4 Virtual Router Information: 
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 Running Mode      : Standard 


 Total number of virtual routers : 2 


   Interface GigabitEthernet1/0 


     VRID           : 1                   Adver Timer  : 100 


     Admin Status   : Up                  State        : Backup 


     Config Pri     : 100                 Running Pri  : 100 


     Preempt Mode   : Yes                 Delay Time   : 0 


     Become Master  : 3560ms left 


     Auth Type      : None 


     Virtual IP     : 10.0.0.1 


     Master IP      : 10.0.0.2 


 


   Interface GigabitEthernet3/0 


     VRID           : 2                   Adver Timer  : 100 


     Admin Status   : Up                  State        : Master 


     Config Pri     : 120                 Running Pri  : 120 


     Preempt Mode   : Yes                 Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 11.0.0.1 


     Virtual MAC    : 0000-5e00-0102 


     Master IP      : 11.0.0.3 


   VRRP Track Information: 


     Track Object   : 2                   State : Positive   Pri Reduced : 50 


The output shows that Device B is operating as the backup in VRRP group 1 and master in VRRP 
group 2. 


# When Device A fails, display detailed information about the VRRP groups on Device B. 
[DeviceB] display vrrp verbose 


IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 2 


   Interface GigabitEthernet1/0 


     VRID           : 1                   Adver Timer  : 100 


     Admin Status   : Up                  State        : Master 


     Config Pri     : 100                 Running Pri  : 100 


     Preempt Mode   : Yes                 Delay Time   : 0 


     Auth Type      : None 


     Virtual IP     : 10.0.0.1 


     Virtual MAC    : 0000-5e00-0101 


     Master IP      : 10.0.0.3 


 


   Interface GigabitEthernet3/0 


     VRID           : 2                   Adver Timer  : 100 


     Admin Status   : Up                  State        : Master 


     Config Pri     : 120                 Running Pri  : 120 


     Preempt Mode   : Yes                 Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 11.0.0.1 


     Virtual MAC    : 0000-5e00-0102 
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     Master IP      : 11.0.0.3 


   VRRP Track Information: 


     Track Object   : 2                   State : Positive   Pri Reduced : 50 


The output shows that Device B becomes the master in VRRP group 1. Hosts in area A and area 
B can still ping the external network successfully. 


# When Device A recovers, display detailed information about the VRRP groups on Device A. 
[DeviceA] display vrrp verbose 


IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 2 


   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 120                  Running Pri  : 120 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 10.0.0.1 


     Virtual MAC    : 0000-5e00-0101 


     Master IP      : 10.0.0.2 


 


   Interface GigabitEthernet3/0 


     VRID           : 2                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Backup 


     Config Pri     : 100                  Running Pri  : 100 


     Preempt Mode   : Yes                  Delay Time   : 0 


     Become Master  : 3550ms left 


     Auth Type      : None 


     Virtual IP     : 11.0.0.1 


     Master IP      : 11.0.0.3 


The output shows that after Device A resumes normal operation, it becomes the master in VRRP 
group 1. Hosts in VLAN 101 access the external network through Device A. 


Configuration files 
• Device A: 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.0.0.2 255.255.255.0 


 vrrp vrid 1 virtual-ip 10.0.0.1 


 vrrp vrid 1 priority 120 


 vrrp vrid 1 preempt-mode delay 5 


 vrrp vrid 1 track 1 reduced 50 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 100.0.0.2 255.255.255.0 
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# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 11.0.0.2 255.255.255.0 


 vrrp vrid 2 virtual-ip 11.0.0.1 


# 


 track 1 interface GigabitEthernet2/0 


# 


• Device B: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.0.0.3 255.255.255.0 


 vrrp vrid 1 virtual-ip 10.0.0.1 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 100.1.0.2 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 11.0.0.3 255.255.255.0 


 vrrp vrid 2 priority 120 


 vrrp vrid 2 preempt-mode delay 5 


 vrrp vrid 2 track 2 reduced 50 


# 


 track 2 interface GigabitEthernet2/0 


# 


Example: Configuring VRRP load balancing 


Network requirements 
As shown in Figure 3, configure a load-balanced VRRP group on Device A, Device B, and Device C 
as the gateway for the hosts to meet the following requirements: 


• Packets from the hosts are load balanced among the devices. 


• If one device fails, hosts can access the external network through the other devices. 
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Figure 3 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• To avoid frequent role change in the VRRP group, configure a preemption delay. 


• For traffic to be switched to the other two devices when the uplink interface of one device fails, 
configure VF tracking on Device A, Device B, and Device C. When the uplink interface of one 
device fails, the weights of the VFs (including the AVF) on the device decrease by a specified 
value. 


• For the failed device to become the master when it recovers, configure the preemptive mode for 
the VRRP group. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure VRRP load balancing, follow these restrictions and guidelines: 


• For the VMware platform, you must enable the promiscuous mode for the virtual switches or port 
groups. For the KVM platform, you must configure the bridge mode for virtual network cards.  


• The virtual IP address of a VRRP group cannot be any of the following addresses: 


 All-zero address (0.0.0.0). 


Network


Device A Device B Device C


Master 
AVF 1


Backup 
AVF 2


Backup
AVF 3


Host A Host B Host C


IP:10.1.1.5/24
Gateway IP:10.1.1.1/24


IP:10.1.1.6/24
Gateway IP:10.1.1.1/24


IP:10.1.1.7/24
Gateway IP:10.1.1.1/24


GE1/0
IP:10.1.1.2/24


Virtural IP address:10.1.1.1/24


GE1/0
IP:10.1.1.3/24


Virtural IP address:10.1.1.1/24


GE1/0
IP:10.1.1.4/24


Virtural IP address:10.1.1.1/24


GE2/0
GE2/0


GE2/0
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 Broadcast address (255.255.255.255). 


 Loopback address. 


 IP address of other than Class A, Class B, and Class C. 


 Invalid IP address (for example, 0.0.0.1). 


• IPv4 VRRP can use VRRPv2 or VRRPv3 (default version). For a VRRP group to operate correctly, 
make sure the VRRP versions on all devices in the VRRP group are the same. 


• Removal of the VRRP group on the IP address owner causes IP address collision. To avoid a 
collision, change the IP address of the interface on the IP address owner before you remove the 
VRRP group from the interface. 


• In load balancing mode, the virtual IP address of a VRRP group cannot be the IP address of any 
interface in the VRRP group. Otherwise, VRRP load balancing cannot operate correctly. 


• If the upstream link of the VF owner fails, an LVF must take over as the AVF. The switchover 
occurs when the weight of the VF owner drops below the lower limit of failure. This requires the 
reduced weight for the VF owner to be higher than 245. 


• Configure the same virtual IP addresses for each device in the VRRP group. 


• Make sure the decreased priority of the master is lower than the priority of all the other devices 
in the VRRP group. Another device in the group can then be elected as the master. 


Configuration procedures 


Configuring Device A 
1. Configure interface IP addresses: 


<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 10.1.1.2 24 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure VRRP: 


# Configure VRRP to operate in load balancing mode. 
[DeviceA] vrrp mode load-balance 


# Create VRRP group 1, and set its virtual IP address to 10.1.1.1. 
[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] vrrp vrid 1 virtual-ip 10.1.1.1 


# Assign Device A the highest priority in VRRP group 1, so Device A can become the master. 
[DeviceA-GigabitEthernet1/0] vrrp vrid 1 priority 120 


# Configure Device A to operate in preemptive mode, and set the preemption delay to 5 
seconds. 
[DeviceA-GigabitEthernet1/0] vrrp vrid 1 preempt-mode delay 5 


[DeviceA-GigabitEthernet1/0] quit 


3. Configure Track: 


# Create track entry 1 to monitor the upstream link status of GigabitEthernet 2/0. When the 
upstream link fails, the track entry transits to Negative. 
[DeviceA] track 1 interface gigabitethernet 2/0 
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# Configure the VFs in VRRP group 1 to monitor track entry 1, and decrease their weights by 
250 when the track entry transits to Negative. 
[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] vrrp vrid 1 weight track 1 reduced 250 


[DeviceA-GigabitEthernet1/0] quit 


Configuring Device B 
1. Configure interface IP addresses: 


<DeviceB> system-view 


[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ip address 10.1.1.3 24 


[DeviceB-GigabitEthernet1/0] quit 


2. Configure VRRP: 


# Configure VRRP to operate in load balancing mode. 
[DeviceB] vrrp mode load-balance 


# Create VRRP group 1, and set its virtual IP address to 10.1.1.1. 
[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] vrrp vrid 1 virtual-ip 10.1.1.1 


# Assign Device B higher priority than Device C in VRRP group 1, so Device B can become the 
master when Device A fails. 
[DeviceB-GigabitEthernet1/0] vrrp vrid 1 priority 110 


# Configure Device B to operate in preemptive mode, and set the preemption delay to 5 
seconds. 
[DeviceB-GigabitEthernet1/0] vrrp vrid 1 preempt-mode delay 5 


[DeviceB-GigabitEthernet1/0] quit 


3. Configure Track: 


# Create track entry 1 to monitor the upstream link status of GigabitEthernet 2/0. When the 
upstream link fails, the track entry transits to Negative. 
[DeviceB] track 1 interface gigabitethernet 2/0 


# Configure the VFs in VRRP group 1 to monitor track entry 1, and decrease their weights by 
250 when the track entry transits to Negative. 
[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] vrrp vrid 1 weight track 1 reduced 250 


[DeviceB-GigabitEthernet1/0] quit 


Configuring Device C 
1. Configure interface IP addresses: 


<DeviceC> system-view 


[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] ip address 10.1.1.4 24 


[DeviceC-GigabitEthernet1/0] quit 


2. Configure VRRP: 


# Configure VRRP to operate in load balancing mode. 
[DeviceC] vrrp mode load-balance 
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# Create VRRP group 1, and set its virtual IP address to 10.1.1.1. 
[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] vrrp vrid 1 virtual-ip 10.1.1.1 


# Configure Device C to operate in preemptive mode, and set the preemption delay to 5 
seconds. 
[DeviceC-GigabitEthernet1/0] vrrp vrid 1 preempt-mode delay 5 


[DeviceC-GigabitEthernet1/0] quit 


3. Configure Track: 


# Create track entry 1 to monitor the upstream link status of GigabitEthernet 2/0. If the 
upstream link fails, the track entry transits to Negative. 
[DeviceC] track 1 interface gigabitethernet 2/0 


# Configure the VFs in VRRP group 1 to monitor track entry 1, and decrease their weights by 
250 when the track entry transits to Negative. 
[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] vrrp vrid 1 weight track 1 reduced 250 


[DeviceC-GigabitEthernet1/0] quit 


Verifying the configuration 
# Verify that Host A can ping the external network. (Details not shown.) 


# Display detailed information about VRRP group 1 on Device A. 
[DeviceA] display vrrp verbose 


IPv4 Virtual Device Information: 


 Running Mode      : Load Balance 


 Total number of virtual routers : 1 


   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 120                  Running Pri  : 120 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 10.1.1.1 


     Member IP List : 10.1.1.2 (Local, Master) 


                      10.1.1.3 (Backup) 


                      10.1.1.4 (Backup) 


   Forwarder Information: 3 Forwarders 1 Active 


     Config Weight  : 255 


     Running Weight : 255 


    Forwarder 01 


     State          : Active 


     Virtual MAC    : 000f-e2ff-0011 (Owner) 


     Owner ID       : 0000-5e01-1101 


     Priority       : 255 


     Active         : local 


    Forwarder 02 


     State          : Listening 


     Virtual MAC    : 000f-e2ff-0012 (Learnt) 
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     Owner ID       : 0000-5e01-1103 


     Priority       : 127 


     Active         : 10.1.1.3 


    Forwarder 03 


     State          : Listening 


     Virtual MAC    : 000f-e2ff-0013 (Learnt) 


     Owner ID       : 0000-5e01-1105 


     Priority       : 127 


     Active         : 10.1.1.4 


   Forwarder Weight Track Information: 


     Track Object   : 1          State : Positive   Weight Reduced : 250 


# Display detailed information about VRRP group 1 on Device B. 
[DeviceB] display vrrp verbose 


IPv4 Virtual Device Information: 


 Running Mode      : Load Balance 


 Total number of virtual routers : 1 


   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Backup 


     Config Pri     : 110                  Running Pri  : 110 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 10.1.1.1 


     Member IP List : 10.1.1.3 (Local, Backup) 


                      10.1.1.2 (Master) 


                      10.1.1.4 (Backup) 


   Forwarder Information: 3 Forwarders 1 Active 


     Config Weight  : 255 


     Running Weight : 255 


    Forwarder 01 


     State          : Listening 


     Virtual MAC    : 000f-e2ff-0011 (Learnt) 


     Owner ID       : 0000-5e01-1101 


     Priority       : 127 


     Active         : 10.1.1.2 


    Forwarder 02 


     State          : Active 


     Virtual MAC    : 000f-e2ff-0012 (Owner) 


     Owner ID       : 0000-5e01-1103 


     Priority       : 255 


     Active         : local 


    Forwarder 03 


     State          : Listening 


     Virtual MAC    : 000f-e2ff-0013 (Learnt) 


     Owner ID       : 0000-5e01-1105 


     Priority       : 127 


     Active         : 10.1.1.4 


   Forwarder Weight Track Information: 
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     Track Object   : 1          State : Positive   Weight Reduced : 250 


# Display detailed information about VRRP group 1 on Device C. 
[DeviceC] display vrrp verbose 


IPv4 Virtual Device Information: 


 Running Mode      : Load Balance 


 Total number of virtual routers : 1 


   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Backup 


     Config Pri     : 100                  Running Pri  : 100 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 10.1.1.1 


     Member IP List : 10.1.1.4 (Local, Backup) 


                      10.1.1.2 (Master) 


                      10.1.1.3 (Backup) 


   Forwarder Information: 3 Forwarders 1 Active 


     Config Weight  : 255 


     Running Weight : 255 


    Forwarder 01 


     State          : Listening 


     Virtual MAC    : 000f-e2ff-0011 (Learnt) 


     Owner ID       : 0000-5e01-1101 


     Priority       : 127 


     Active         : 10.1.1.2 


    Forwarder 02 


     State          : Listening 


     Virtual MAC    : 000f-e2ff-0012 (Learnt) 


     Owner ID       : 0000-5e01-1103 


     Priority       : 127 


     Active         : 10.1.1.3 


    Forwarder 03 


     State          : Active 


     Virtual MAC    : 000f-e2ff-0013 (Owner) 


     Owner ID       : 0000-5e01-1105 


     Priority       : 255 


     Active         : local 


   Forwarder Weight Track Information: 


     Track Object   : 1          State : Positive   Weight Reduced : 250 


The output shows that Device A is the master in VRRP group 1, and each of the three devices has one 
AVF and two LVFs. 


# Disconnect the link of GigabitEthernet 2/0 on Device A, and display detailed information about 
VRRP group 1 on Device A. 
[DeviceA] display vrrp verbose 


IPv4 Virtual Device Information: 


 Running Mode      : Load Balance 


 Total number of virtual routers : 1 
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   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 120                  Running Pri  : 120 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 10.1.1.1 


     Member IP List : 10.1.1.2 (Local, Master) 


                      10.1.1.3 (Backup) 


                      10.1.1.4 (Backup) 


   Forwarder Information: 3 Forwarders 0 Active 


     Config Weight  : 255 


     Running Weight : 5 


    Forwarder 01 


     State          : Initialize 


     Virtual MAC    : 000f-e2ff-0011 (Owner) 


     Owner ID       : 0000-5e01-1101 


     Priority       : 0 


     Active         : 10.1.1.4 


    Forwarder 02 


     State          : Initialize 


     Virtual MAC    : 000f-e2ff-0012 (Learnt) 


     Owner ID       : 0000-5e01-1103 


     Priority       : 0 


     Active         : 10.1.1.3 


    Forwarder 03 


     State          : Initialize 


     Virtual MAC    : 000f-e2ff-0013 (Learnt) 


     Owner ID       : 0000-5e01-1105 


     Priority       : 0 


     Active         : 10.1.1.4 


   Forwarder Weight Track Information: 


     Track Object   : 1          State : Negative   Weight Reduced : 250 


# Display detailed information about VRRP group 1 on Device C. 
[DeviceC] display vrrp verbose 


IPv4 Virtual Device Information: 


 Running Mode      : Load Balance 


 Total number of virtual routers : 1 


   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Backup 


     Config Pri     : 100                  Running Pri  : 100 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Become Master  : 3550ms left 


     Virtual IP     : 10.1.1.1 


     Member IP List : 10.1.1.4 (Local, Backup) 


                      10.1.1.2 (Master) 
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                      10.1.1.3 (Backup) 


   Forwarder Information: 3 Forwarders 2 Active 


     Config Weight  : 255 


     Running Weight : 255 


    Forwarder 01 


     State          : Active 


     Virtual MAC    : 000f-e2ff-0011 (Take Over) 


     Owner ID       : 0000-5e01-1101 


     Priority       : 85 


     Active         : local 


     Redirect Time  : 93 secs 


     Time-out Time  : 1293 secs 


    Forwarder 02 


     State          : Listening 


     Virtual MAC    : 000f-e2ff-0012 (Learnt) 


     Owner ID       : 0000-5e01-1103 


     Priority       : 85 


     Active         : 10.1.1.3 


    Forwarder 03 


     State          : Active 


     Virtual MAC    : 000f-e2ff-0013 (Owner) 


     Owner ID       : 0000-5e01-1105 


     Priority       : 255 


     Active         : local 


   Forwarder Weight Track Information: 


     Track Object   : 1          State : Positive   Weight Reduced : 250 


The output shows that when the uplink interface of Device A fails, the weights of the VFs on Device A 
drop below the lower limit of failure. All VFs on Device A transit to Initialized state and cannot 
forward traffic. The VF for MAC address 000f-e2ff-0011 on Device C becomes the AVF to forward 
traffic. 


# When the timeout timer (about 1800 seconds) expires, display detailed information about VRRP 
group 1 on Device C. 
[DeviceC] display vrrp verbose 


IPv4 Virtual Device Information: 


 Running Mode      : Load Balance 


 Total number of virtual routers : 1 


   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Backup 


     Config Pri     : 100                  Running Pri  : 100 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Become Master  : 3550ms left 


     Virtual IP     : 10.1.1.1 


     Member IP List : 10.1.1.4 (Local, Backup) 


                      10.1.1.2 (Master) 


                      10.1.1.3 (Backup) 


   Forwarder Information: 2 Forwarders 1 Active 







 


21 


     Config Weight  : 255 


     Running Weight : 255 


    Forwarder 02 


     State          : Listening 


     Virtual MAC    : 000f-e2ff-0012 (Learnt) 


     Owner ID       : 0000-5e01-1103 


     Priority       : 127 


     Active         : 10.1.1.3 


    Forwarder 03 


     State          : Active 


     Virtual MAC    : 000f-e2ff-0013 (Owner) 


     Owner ID       : 0000-5e01-1105 


     Priority       : 255 


     Active         : local 


   Forwarder Weight Track Information: 


     Track Object   : 1          State : Positive   Weight Reduced : 250 


The output shows that when the timeout timer expires, the VF for virtual MAC address 000f-e2ff-0011 
is removed. The VF no longer forwards the packets destined for the MAC address. 


# When Device A fails, display detailed information about VRRP group 1 on Device B. 
[DeviceB] display vrrp verbose 


 IPv4 Standby Information: 


     Run Mode       : Load Balance 


     Run Method     : Virtual MAC 


 Total number of virtual routers : 1 


   Interface GigabitEthernet1/0 


     VRID           : 1                    Adver Timer  : 1 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 110                  Running Pri  : 110 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 10.1.1.1 


     Member IP List : 10.1.1.3 (Local, Master) 


                      10.1.1.4 (Backup) 


   Forwarder Information: 2 Forwarders 1 Active 


     Config Weight  : 255 


     Running Weight : 255 


    Forwarder 02 


     State          : Active 


     Virtual MAC    : 000f-e2ff-0012 (Owner) 


     Owner ID       : 0000-5e01-1103 


     Priority       : 255 


     Active         : local 


    Forwarder 03 


     State          : Listening 


     Virtual MAC    : 000f-e2ff-0013 (Learnt) 


     Owner ID       : 0000-5e01-1105 


     Priority       : 127 


     Active         : 10.1.1.4 
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   Forwarder Weight Track Information: 


     Track Object   : 1          State : Positive   Weight Reduced : 250 


The output shows that when Device A fails, Device B becomes the master because it has higher 
priority than Device C. 


Configuration files 
• Device A: 


# 


 vrrp mode load-balance 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.2 255.255.255.0 


 vrrp vrid 1 virtual-ip 10.1.1.1 


 vrrp vrid 1 priority 120 


 vrrp vrid 1 preempt-mode delay 5 


 vrrp vrid 1 weight track 1 reduced 250 


# 


 track 1 interface GigabitEthernet2/0 


• Device B: 
# 


 vrrp mode load-balance 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.3 255.255.255.0 


 vrrp vrid 1 virtual-ip 10.1.1.1 


 vrrp vrid 1 priority 110 


 vrrp vrid 1 preempt-mode delay 5 


 vrrp vrid 1 weight track 1 reduced 250 


# 


 track 1 interface GigabitEthernet2/0 


• Device C: 
# 


 vrrp mode load-balance 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.4 255.255.255.0 


 vrrp vrid 1 virtual-ip 10.1.1.1 


 vrrp vrid 1 preempt-mode delay 5 


 vrrp vrid 1 weight track 1 reduced 250 


# 


 track 1 interface GigabitEthernet2/0 
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Example: Configuring VRRP with IPsec 


Network requirements 
As shown in Figure 4, Device A is the gateway for the branch of a company. Device B and Device C 
are the gateways for the headquarters. Configure two VRRP groups on Device B and Device C for 
service backup and to meet the following requirements: 


• Device B operates as the master of the VRRP groups. 


• If Device B fails, Device C takes over. 


• Establish an IPsec tunnel between Device A and the headquarters gateways to ensure data 
integrity and confidentiality between branch network 192.168.1.0/24 and headquarters network 
20.0.0.0/24. 


Figure 4 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• To prevent the IPsec tunnel from being terminated when a VRRP master/backup switchover 
occurs, configure DPD on Device A to detect the peer status and perform IKE negotiation with 
the other device in the VRRP group. 


• For Device B to decrease its priority and become a backup when its uplink interface fails, 
configure VRRP tracking on Device B. 


• To avoid frequent role change in the VRRP group, configure a preemption delay. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 
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Configuration restrictions and guidelines 
When you configure VRRP with IPsec, follow these restrictions and guidelines: 


• For the VMware platform, you must enable the promiscuous mode for the virtual switches or port 
groups. For the KVM platform, you must configure the bridge mode for virtual network cards.  


• The virtual IP address of a VRRP group cannot be any of the following addresses: 


 All-zero address (0.0.0.0). 


 Broadcast address (255.255.255.255). 


 Loopback address. 


 IP address of other than Class A, Class B, and Class C. 


 Invalid IP address (for example, 0.0.0.1). 


• IPv4 VRRP can use VRRPv2 or VRRPv3 (default version). For a VRRP group to operate correctly, 
make sure the VRRP versions on all devices in the VRRP group are the same. 


• Removal of the VRRP group on the IP address owner causes IP address collision. To avoid a 
collision, change the IP address of the interface on the IP address owner before you remove the 
VRRP group from the interface. 


• The source address and destination address in the ACLs configured on both ends of the IPsec 
tunnel must match. 


• The pre-shared keys configured on both ends for IKE negotiation must be the same. 


• Configure the same virtual IP addresses for each device in the VRRP group. 


• Make sure the decreased priority of the master is lower than the priority of all the other devices 
in the VRRP group. Another device in the group can then be elected as the master. 


Configuration procedures 


Configuring Device A 
# Configure interface IP addresses. 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 192.168.1.1 255.255.255.0 


[DeviceA-GigabitEthernet1/0] quit 


[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ip address 10.0.0.100 255.255.255.0 


[DeviceA-GigabitEthernet2/0] quit 


# Configure a static route to subnet 20.0.0.0/24. 
[DeviceA] ip route-static 20.0.0.0 255.255.255.0 10.0.0.1 


# Configure ACL 3000 to identify traffic from subnet 192.168.1.0/24 to subnet 20.0.0.0/24. 
[DeviceA] acl number 3000 


[DeviceA-acl-adv-3000] rule 0 permit ip source 192.168.1.0 0.0.0.255 destination 
20.0.0.0 0.0.0.255 


[DeviceA-acl-adv-3000] quit 
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# Configure DPD to be triggered every 10 seconds and every 5 seconds between retries if the peer 
does not respond. 
[DeviceA] ike dpd interval 10 retry 5 on-demand 


# Create an IKE keychain named test, and specify plaintext 123456 as the pre-shared key to be used 
with the remote peer at 10.0.0.1. 
[DeviceA] ike keychain test 


[DeviceA-ike-keychain-test] pre-shared-key address 10.0.0.1 key simple 123456 


[DeviceA-ike-keychain-test] quit 


# Create an IKE profile named test, and specify IKE keychain test. 
[DeviceA] ike profile test 


[DeviceA-ike-profile-test] keychain test 


# Configure the local ID with the identity type as IP address and the value as 10.0.0.100, and 
configure a peer ID with the identity type as IP address and the value as 10.0.0.1/24. 
[DeviceA-ike-profile-test] local-identity address 10.0.0.100 


[DeviceA-ike-profile-test] match remote identity address 10.0.0.1 24 


[DeviceA-ike-profile-test] quit 


# Create an IPsec transform set named test. 
[DeviceA] ipsec transform-set test 


# Specify the ESP encryption and authentication algorithms. 
[DeviceA-ipsec-transform-set-test] esp encryption-algorithm des-cbc 


[DeviceA-ipsec-transform-set-test] esp authentication-algorithm md5 


[DeviceA-ipsec-transform-set-test] quit 


# Create an IKE-based IPsec policy entry with the name test and the sequence number 1. 
[DeviceA] ipsec policy test 1 isakmp 


# Specify the local IP address of the IPsec tunnel as 10.0.0.100. 
[DeviceA-ipsec-policy-isakmp-test-1] local-address 10.0.0.100 


# Specify the remote IP address of the IPsec tunnel as 10.0.0.1. 
[DeviceA-ipsec-policy-isakmp-test-1] remote-address 10.0.0.1 


# Apply ACL 3000. 
[DeviceA-ipsec-policy-isakmp-test-1] security acl 3000 


# Apply the IPsec transform set test. 
[DeviceA-ipsec-policy-isakmp-test-1] transform-set test 


# Apply the IKE profile test. 
[DeviceA-ipsec-policy-isakmp-test-1] ike-profile test 


[DeviceA-ipsec-policy-isakmp-test-1] quit 


# Apply the IPsec policy test. 
[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ipsec apply policy test 


[DeviceA-GigabitEthernet2/0] quit 


Configuring Device B 
# Configure interface IP addresses. 
<DeviceB> system-view 
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[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ip address 10.0.0.2 255.255.255.0 


[DeviceB-GigabitEthernet1/0] quit 


[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] ip address 20.0.0.2 255.255.255.0 


[DeviceB-GigabitEthernet2/0] quit 


# Configure a static route to subnet 192.168.1.0/24. 
[DeviceB] ip route-static 192.168.1.0 255.255.255.0 10.0.0.100 


# Configure ACL 3000 to identify traffic from subnet 20.0.0.0/24 to subnet 192.168.0.0/24. 
[DeviceB] acl number 3000 


[DeviceB-acl-adv-3000] rule 0 permit ip source 20.0.0.0 0.0.0.255 destination 
192.168.0.0 0.0.0.255 


[DeviceB-acl-adv-3000] quit 


# Create an IKE keychain named test, and specify plaintext 123456 as the pre-shared key to be used 
with the remote peer at 10.0.0.100. 
[DeviceB] ike keychain test 


[DeviceB-ike-keychain-test] pre-shared-key address 10.0.0.100 key simple 123456 


[DeviceB-ike-keychain-test] quit 


# Create an IKE profile named test, and specify IKE keychain test. 
[DeviceB] ike profile test 


[DeviceB-ike-profile-test] keychain test 


# Configure the local ID with the identity type as IP address and the value as 10.0.0.1, and configure 
a peer ID with the identity type as IP address and the value as 10.0.0.100/24. 
[DeviceB-ike-profile-test] local-identity address 10.0.0.1 


[DeviceB-ike-profile-test] match remote identity address 10.0.0.100 24 


[DeviceB-ike-profile-test] quit 


# Create an IPsec transform set named test. 
[DeviceB] ipsec transform-set test 


# Specify the ESP encryption and authentication algorithms. 
[DeviceB-ipsec-transform-set-test] esp encryption-algorithm des-cbc 


[DeviceB-ipsec-transform-set-test] esp authentication-algorithm md5 


[DeviceB-ipsec-transform-set-test] quit 


# Create an IKE-based IPsec policy entry with the name test and the sequence number 1. 
[DeviceB] ipsec policy test 1 isakmp 


# Specify the local IP address of the IPsec tunnel as 10.0.0.1. 
[DeviceB-ipsec-policy-isakmp-test-1] local-address 10.0.0.1 


# Specify the remote IP address of the IPsec tunnel as 10.0.0.100. 
[DeviceB-ipsec-policy-isakmp-test-1] remote-address 10.0.0.100 


# Apply ACL 3000. 
[DeviceB-ipsec-policy-isakmp-test-1] security acl 3000 


# Apply the IPsec transform set test. 
[DeviceB-ipsec-policy-isakmp-test-1] transform-set test 


# Apply the IKE profile test. 
[DeviceB-ipsec-policy-isakmp-test-1] ike-profile test 
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[DeviceB-ipsec-policy-isakmp-test-1] quit 


# Apply the IPsec policy test. 
[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ipsec apply policy test 


[DeviceB-GigabitEthernet1/0] quit 


# Create track entry 1 to monitor the upstream link status of GigabitEthernet 2/0. If the upstream link 
fails, the track entry transits to Negative. 
[DeviceB] track 1 interface gigabitethernet 2/0 


# Create VRRP group 100, and set its virtual IP address to 10.0.0.1. 
[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] vrrp vrid 100 virtual-ip 10.0.0.1 


# Assign Device B higher priority than Device C in VRRP group 100, so Device B can become the 
master. 
[DeviceB-GigabitEthernet1/0] vrrp vrid 100 priority 150 


# Associate VRRP group 100 with track entry 1 to decrease the weight of Device A by 60 when the 
track entry transits to Negative. 
[DeviceB-GigabitEthernet1/0] vrrp vrid 100 track 1 reduce 60 


[DeviceB-GigabitEthernet1/0] quit 


# Create track entry 2 to monitor the upstream link status of GigabitEthernet 1/0. If the upstream link 
fails, the track entry transits to Negative. 
[DeviceB] track 2 interface gigabitethernet 1/0 


# Create VRRP group 200, and set its virtual IP address to 20.0.0.1. 
[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] vrrp vrid 200 virtual-ip 20.0.0.1 


# Assign Device B higher priority than Device C in VRRP group 200, so Device B can become the 
master. 
[DeviceB-GigabitEthernet2/0] vrrp vrid 200 priority 150 


# Associate VRRP group 200 with track entry 2 to decrease the weight of Device A by 60 when the 
track entry transits to Negative. 
[DeviceB-GigabitEthernet2/0] vrrp vrid 200 track 2 reduce 60 


[DeviceB-GigabitEthernet2/0] quit 


Configuring Device C 
# Configure interface IP addresses. 
<DeviceC> system-view 


[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] ip address 10.0.0.3 255.255.255.0 


[DeviceC-GigabitEthernet1/0] quit 


[DeviceC] interface gigabitethernet 2/0 


[DeviceC-GigabitEthernet2/0] ip address 20.0.0.3 255.255.255.0 


[DeviceC-GigabitEthernet2/0] quit 


# Configure a static route to subnet 192.168.1.0/24. 
[DeviceC] ip route-static 192.168.1.0 255.255.255.0 10.0.0.100 
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# Configure ACL 3000 to identify traffic from subnet 20.0.0.0/24 to subnet 192.168.0.0/24. 
[DeviceC] acl number 3000 


[DeviceC-acl-adv-3000] rule 0 permit ip source 20.0.0.0 0.0.0.255 destination 
192.168.0.0 0.0.0.255 


[DeviceC-acl-adv-3000] quit 


# Create an IKE keychain named test, and specify plaintext 123456 as the pre-shared key to be used 
with the remote peer at 10.0.0.100. 
[DeviceC] ike keychain test 


[DeviceC-ike-keychain-test] pre-shared-key address 10.0.0.100 key simple 123456 


[DeviceC-ike-keychain-test] quit 


# Create an IKE profile named test, and specify IKE keychain test. 
[DeviceC] ike profile test 


[DeviceC-ike-profile-test] keychain test 


# Configure the local ID with the identity type as IP address and the value as 10.0.0.1, and configure 
a peer ID with the identity type as IP address and the value as 10.0.0.100/24. 
[DeviceC-ike-profile-test] local-identity address 10.0.0.1 


[DeviceC-ike-profile-test] match remote identity address 10.0.0.100 24 


[DeviceC-ike-profile-test] quit 


# Create an IPsec transform set named test. 
[DeviceC] ipsec transform-set test 


# Specify the ESP encryption and authentication algorithms. 
[DeviceC-ipsec-transform-set-test] esp encryption-algorithm des-cbc 


[DeviceC-ipsec-transform-set-test] esp authentication-algorithm md5 


[DeviceC-ipsec-transform-set-test] quit 


# Create an IKE-based IPsec policy entry with the name test and the sequence number 1. 
[DeviceC] ipsec policy test 1 isakmp 


# Specify the local IP address of the IPsec tunnel as 10.0.0.1. 
[DeviceC-ipsec-policy-isakmp-test-1] local-address 10.0.0.1 


# Specify the remote IP address of the IPsec tunnel as 10.0.0.100. 
[DeviceC-ipsec-policy-isakmp-test-1] remote-address 10.0.0.100 


# Apply ACL 3000. 
[DeviceC-ipsec-policy-isakmp-test-1] security acl 3000 


# Apply the IPsec transform set test. 
[DeviceC-ipsec-policy-isakmp-test-1] transform-set test 


# Apply the IKE profile test. 
[DeviceC-ipsec-policy-isakmp-test-1] ike-profile test 


[DeviceC-ipsec-policy-isakmp-test-1] quit 


# Apply the IPsec policy test. 
[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] ipsec apply policy test 


[DeviceC-GigabitEthernet1/0] quit 


# Create VRRP group 100, and set its virtual IP address to 10.0.0.1. 
[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] vrrp vrid 100 virtual-ip 10.0.0.1 
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[DeviceC-GigabitEthernet1/0] quit 


# Create VRRP group 200, and set its virtual IP address to 20.0.0.1. 
[DeviceC] interface gigabitethernet 2/0 


[DeviceC-GigabitEthernet2/0] vrrp vrid 200 virtual-ip 20.0.0.1 


[DeviceC-GigabitEthernet2/0] quit 


Verifying the configuration 
1. Verify the VRRP group configuration: 


# Display detailed information about the VRRP groups on Device B. 
[DeviceB] display vrrp verbose 


 IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 2 


   Interface GigabitEthernet1/0 


     VRID           : 100                 Adver Timer  : 100 


     Admin Status   : Up                  State        : Master 


     Config Pri     : 150                 Running Pri  : 150 


     Preempt Mode   : Yes                 Delay Time   : 0 


     Auth Type      : None 


     Virtual IP     : 10.0.0.1 


     Virtual MAC    : 0000-5e00-0164 


     Master IP      : 10.0.0.2 


   VRRP Track Information: 


     Track Object   : 1                   State : Positive   Pri Reduced : 60 


 


   Interface GigabitEthernet2/0 


     VRID           : 200                 Adver Timer  : 100 


     Admin Status   : Up                  State        : Master 


     Config Pri     : 150                 Running Pri  : 150 


     Preempt Mode   : Yes                 Delay Time   : 0 


     Auth Type      : None 


     Virtual IP     : 20.0.0.1 


     Virtual MAC    : 0000-5e00-0102 


     Master IP      : 20.0.0.2 


   VRRP Track Information: 


     Track Object   : 2                   State : Positive   Pri Reduced : 60 


# Display detailed information about the VRRP groups on Device C. 
[DeviceC] display vrrp verbose 


 IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 2 


   Interface GigabitEthernet1/0 


     VRID           : 100                 Adver Timer  : 100 


     Admin Status   : Up                  State        : Backup 


     Config Pri     : 100                 Running Pri  : 100 


     Preempt Mode   : Yes                 Delay Time   : 0 
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     Become Master  : 3480ms left 


     Auth Type      : None 


     Virtual IP     : 10.0.0.1 


     Master IP      : 10.0.0.2 


 


   Interface GigabitEthernet2/0 


     VRID           : 200                 Adver Timer  : 100 


     Admin Status   : Up                  State        : Backup 


     Config Pri     : 100                 Running Pri  : 100 


     Preempt Mode   : Yes                 Delay Time   : 0 


     Become Master  : 2820ms left 


     Auth Type      : None 


     Virtual IP     : 20.0.0.1 


     Master IP      : 20.0.0.2 


The output shows that Device B is operating as the master in VRRP group 100 and VRRP group 
200. Device C is operating as the backup in VRRP group 100 and VRRP group 200. 


2. Ping the headquarters IP address 20.0.0.1 on Device A. After SA negotiation is complete, the 
IP address can be pinged successfully. 
<DeviceA> ping -a 192.168.1.1 20.0.0.1 


Ping 20.0.0.1 (20.0.0.1) from 192.168.1.1: 56 data bytes, press CTRL_C to break 


56 bytes from 20.0.0.1: icmp_seq=0 ttl=255 time=2.411 ms 


56 bytes from 20.0.0.1: icmp_seq=1 ttl=255 time=2.536 ms 


56 bytes from 20.0.0.1: icmp_seq=2 ttl=255 time=1.957 ms 


56 bytes from 20.0.0.1: icmp_seq=3 ttl=255 time=0.525 ms 


56 bytes from 20.0.0.1: icmp_seq=4 ttl=255 time=1.966 ms 


 


--- Ping statistics for 20.0.0.1 --- 


5 packets transmitted, 5 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.525/1.879/2.536/0.716 ms                      


3. Use the display ike sa command to display information about IKE SAs on Device A and Device 
B: 


# Display information about IKE SAs on Device A. 
[DeviceA] display ike sa 


    Connection-ID   Remote                Flag         DOI 


------------------------------------------------------------------ 


    1               10.0.0.1              RD           IPSEC 


Flags: 


RD--READY RL--REPLACED FD-FADING 


The output shows that the remote end IP address of the IPsec tunnel is the virtual IP address of 
VRRP group 100. 


# Display information about IKE SAs on Device B. 
[DeviceB] display ike sa 


    Connection-ID   Remote                Flag         DOI 


------------------------------------------------------------------ 


    1               10.0.0.100            RD           IPSEC 


Flags: 


RD--READY RL--REPLACED FD-FADING 
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The output shows that the remote end IP address of the IPsec tunnel is the IP address of 
GigabitEthernet 2/0 on Device A. 


4. Use the display ipsec sa brief command to display brief information about IPsec SAs on Device 
A and Device B: 


# Display information about IPsec SAs on Device A. 
[DeviceA] display ipsec sa brief 


----------------------------------------------------------------------- 


Interface/Global    Dst Address       SPI         Protocol    Status 


----------------------------------------------------------------------- 


GE2/0               10.0.0.1          4051765865  ESP         active 


GE2/0               10.0.0.100        1860835944  ESP         active 


# Display information about IPsec SAs on Device B. 
[DeviceB] display ipsec sa brief 


----------------------------------------------------------------------- 


Interface/Global    Dst Address       SPI         Protocol    Status 


----------------------------------------------------------------------- 


GE1/0               10.0.0.100        1860835944  ESP         active 


GE1/0               10.0.0.1          4051765865  ESP         active 


The output shows that the IPsec tunnels have been established. 


5. Shut down interface GigabitEthernet 1/0 of Device B and verify the network connectivity. 


# Display VRRP group information on Device B. 
[DeviceB] display vrrp 


IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 2 


 Interface          VRID   State       Run     Adver   Auth     Virtual 


                                       Pri     Timer   Type        IP 


 --------------------------------------------------------------------- 


 GE1/0              100    Initialize  150     1       None     10.0.0.1 


 GE2/0              200    Backup      90      1       None     20.0.0.1 


The output shows that Device B has become the backup of the VRRP groups. 


# Display VRRP group information on Device C. 
[DeviceC] display vrrp 


IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 2 


 Interface          VRID   State       Run     Adver   Auth     Virtual 


                                       Pri     Timer   Type        IP 


 --------------------------------------------------------------------- 


 GE1/0              100    Master      100     1       None     10.0.0.1 


 GE2/0              200    Master      100     1       None     20.0.0.1 


The output shows that Device C has become the master of the VRRP groups. 


# Ping the headquarters IP address 20.0.0.1 on Device A. 
<DeviceA> ping -a 192.168.1.1 20.0.0.1 


  PING 20.0.0.1: 56  data bytes, press CTRL_C to break 


    Reply from 20.0.0.1: bytes=56 Sequence=0 ttl=127 time=2 ms 
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    Reply from 20.0.0.1: bytes=56 Sequence=1 ttl=127 time=1 ms 


    Reply from 20.0.0.1: bytes=56 Sequence=2 ttl=127 time=1 ms 


    Reply from 20.0.0.1: bytes=56 Sequence=3 ttl=127 time=1 ms 


    Reply from 20.0.0.1: bytes=56 Sequence=4 ttl=127 time=2 ms 


 


  --- 20.0.0.1 ping statistics --- 


    5 packet(s) transmitted 


    5 packet(s) received 


    0.00% packet loss 


    round-trip min/avg/max = 1/1/2 ms 


The output shows that the IP address can be pinged successfully. 


Device A detects that the IKE peer is dead through DPD detection and deletes the local SA. It 
then establishes a new SA with Device C through IKE negotiation. After that, the headquarters 
IP address can be pinged successfully. 


# Display information about IKE SAs on Device A. 
[DeviceA] display ike sa 


    Connection-ID   Remote                Flag         DOI 


------------------------------------------------------------------ 


    3               10.0.0.1              RD           IPSEC 


Flags: 


RD--READY RL--REPLACED FD-FADING     


The output shows that a new SA has been negotiated. 


# Display information about IKE SAs on Device C. 
[DeviceC] display ike sa 


    Connection-ID   Remote                Flag         DOI 


------------------------------------------------------------------ 


    2               10.0.0.100            RD           IPSEC 


Flags: 


RD--READY RL--REPLACED FD-FADING 


[DeviceC] display ipsec sa brief 


 total phase-2 IPv4 SAs: 2 


Interface/Global    Dst Address       SPI         Protocol    Status 


----------------------------------------------------------------------- 


GE1/0               10.0.0.100        1235764751  ESP         active 


GE1/0               10.0.0.1          799485439   ESP         active 


6. Bring up interface GigabitEthernet 1/0 of Device B and perform the previous steps to verify the 
network connectivity. (Details not shown.) 


After you bring up interface GigabitEthernet 1/0 of Device B, the following conditions occur: 


 Device B becomes the master in the VRRP groups again to process traffic from the branch to 
the headquarters. 


 Device A deletes the local SA through DPD detection, and starts a new IKE negotiation with 
Device B. 


 After the negotiation is complete, traffic from the branch to the headquarters is protected by 
the new IPsec tunnel. 
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Configuration files 
• Device A: 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.0.0.100 255.255.255.0 


 ipsec apply policy test 


# 


 ip route-static 20.0.0.0 24 10.0.0.1 


# 


acl number 3000 


 rule 0 permit ip source 192.168.1.0 0.0.0.255 destination 20.0.0.0 0.0.0.255 


# 


ipsec transform-set test 


 esp encryption-algorithm des-cbc 


 esp authentication-algorithm md5 


# 


ipsec policy test 1 isakmp 


 transform-set test 


 security acl 3000 


 local-address 10.0.0.100 


 remote-address 10.0.0.1 


 ike-profile test 


# 


 ike dpd interval 10 on-demand 


# 


ike profile test 


 keychain test 


 local-identity address 10.0.0.100 


 match remote identity address 10.0.0.1 255.255.255.0 


# 


ike keychain test 


 pre-shared-key address 10.0.0.1 255.255.255.255 key cipher $c$3$GYKBjGooUqyqF9a 


3eE+mx/UT2gCzrbNKSg== 


#   


• Device B: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.0.0.2 255.255.255.0 


 vrrp vrid 100 virtual-ip 10.0.0.1 


 vrrp vrid 100 priority 150 
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 vrrp vrid 100 track 1 reduced 60 


 ipsec apply policy test 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 20.0.0.2 255.255.255.0 


 vrrp vrid 200 virtual-ip 20.0.0.1 


 vrrp vrid 200 priority 150 


 vrrp vrid 200 track 2 reduced 60 


# 


 ip route-static 192.168.1.0 24 10.0.0.100 


# 


acl number 3000 


 rule 0 permit ip source 20.0.0.0 0.0.0.255 destination 192.168.1.0 0.0.0.255 


# 


ipsec transform-set test 


 esp encryption-algorithm des-cbc 


 esp authentication-algorithm md5 


# 


ipsec policy test 1 isakmp 


 transform-set test 


 security acl 3000 


 local-address 10.0.0.1 


 remote-address 10.0.0.100 


 ike-profile test 


# 


ike profile test 


 keychain test 


 local-identity address 10.0.0.1 


 match remote identity address 10.0.0.100 255.255.255.0 


# 


ike keychain test 


 pre-shared-key address 10.0.0.100 255.255.255.255 key cipher $c$3$3a47faBnU2p4/ 


a8If4vXRZX8ICa8ERsygA== 


# 


 track 1 interface GigabitEthernet2/0 


 track 2 interface GigabitEthernet1/0 


# 
• Device C: 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.0.0.3 255.255.255.0 


 vrrp vrid 100 virtual-ip 10.0.0.1 


 ipsec apply policy test 


# 


interface GigabitEthernet2/0 


 port link-mode route 
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 ip address 20.0.0.3 255.255.255.0 


 vrrp vrid 200 virtual-ip 20.0.0.1 


# 


 ip route-static 192.168.1.0 24 10.0.0.100 


# 


acl number 3000 


 rule 0 permit ip source 20.0.0.0 0.0.0.255 destination 192.168.1.0 0.0.0.255 


# 


ipsec transform-set test 


 esp encryption-algorithm des-cbc 


 esp authentication-algorithm md5 


# 


ipsec policy test 1 isakmp 


 transform-set test 


 security acl 3000 


 local-address 10.0.0.1 


 remote-address 10.0.0.100 


 ike-profile test 


# 


ike profile test 


 keychain test 


 local-identity address 10.0.0.1 


 match remote identity address 10.0.0.100 255.255.255.0 


# 


ike keychain test 


 pre-shared-key address 10.0.0.100 255.255.255.255 key cipher $c$3$/SfziONLpymXC 


EZSPYe+EqW2ZAhbnyS1FQ== 


# 


Related documentation 
• HP VSR1000 Virtual Services Router High Availability Command Reference 


• HP VSR1000 Virtual Services Router High Availability Configuration Guide 


• HP VSR1000 Virtual Services Router Security Command Reference 


• HP VSR1000 Virtual Services Router Security Configuration Guide 
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Introduction 
This document provides NAT configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of NAT. 


Example: Configuring NAT 


Network requirements 
As shown in Figure 1, a company uses public IP addresses 61.16.0.1 to 61.16.0.3 and private IP addresses 
10.110.0.0 to 10.110.2.255. The FTP servers at 10.110.3.1, 10.110.3.2, and 10.110.3.3 provide services 
for external users. Configure NAT on the device to meet the following requirements: 


• Internal users use public IP addresses 61.16.0.2 and 61.16.0.3 to access the Internet. 


• Internal and external users access the FTP servers by using the servers' public IP address 61.16.0.1. 


• The FTP servers perform load sharing and cannot actively access the external network. 


Figure 1 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• To allow internal users to access the Internet, perform the following tasks: 
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 Configure an ACL to identify packets to be NATed. 


 Configure outbound dynamic NAT on the interface connected to the external network to 
translate the users' private IP addresses into public IP addresses. 


• For the FTP servers to perform load sharing, create an internal server group for them and configure 
a load-sharing internal server by referencing the group. 


• To allow internal users to access the FTP servers by using the servers' public IP address, enable NAT 
hairpin on the interface connected to the internal network. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
1. Assign IP addresses to interfaces: 


# Assign an IP address to GigabitEthernet 1/0. 
<Device> system-view 


[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] ip address 10.110.0.1 255.255.252.0 


[Device-GigabitEthernet1/0] quit 


# Assign an IP address to GigabitEthernet 2/0. 
[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] ip address 61.16.0.1 255.255.255.0 


[Device-GigabitEthernet2/0] quit 


2. Configure outbound dynamic NAT: 


# Create address group 0 and add public IP address 61.16.0.2 and 61.16.0.3 to the group. 
[Device] nat address-group 0 


[Device-nat-address-group-0] address 61.16.0.2 61.16.0.3 


[Device-nat-address-group-0] quit 


# Configure ACL 2000 to permit packets from private IP addresses 10.110.0.0 to 10.110.2.255 
to pass through. 
[Device] acl number 2000 


[Device-acl-basic-2000] rule permit source 10.110.0.0 0.0.1.255 


[Device-acl-basic-2000] rule permit source 10.110.2.0 0.0.0.255 


[Device-acl-basic-2000] quit 


# Configure outbound dynamic PAT on GigabitEthernet 2/0 by referencing ACL 2000 and 
address group 0. 
[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] nat outbound 2000 address-group 0 


[Device-GigabitEthernet2/0] quit 


3. Configure NAT Server: 


# Create internal server group 0 and add the three FTP servers to the group. 
[Device] nat server-group 0 


[Device-nat-server-group-0] inside ip 10.110.3.1 port 21 


[Device-nat-server-group-0] inside ip 10.110.3.2 port 21 
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[Device-nat-server-group-0] inside ip 10.110.3.3 port 21 


[Device-nat-server-group-0] quit 


# Configure a load-sharing internal server on Gigabitethernet 2/0 by referencing internal server 
group 0. 
[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] nat server protocol tcp global 61.16.0.1 ftp inside 
server-group 0 


[Device-GigabitEthernet2/0] quit 


# Enable NAT hairpin on GigabitEthernet 1/0. 
[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] nat hairpin enable 


[Device-GigabitEthernet1/0] quit 


Verifying the configuration 
# Access the WWW server on the external network from PC 1 and verify that a NAT session is 
established. 
[Device] display nat session verbose 


Initiator: 


  Source      IP/port: 10.110.1.10/1024 


  Destination IP/port: 200.1.1.10/80 


  DS-Lite tunnel peer: - 


  VPN instance/VLAN ID/VLL ID: -/-/- 


  Protocol: UDP(17) 


Responder: 


  Source      IP/port: 200.1.1.10/80 


  Destination IP/port: 61.16.0.2/1025 


  DS-Lite tunnel peer: - 


  VPN instance/VLAN ID/VLL ID: -/-/- 


  Protocol: UDP(17) 


State: UDP_READY 


Application: HTTP 


Start time: 2014-07-08 13:30:47  TTL: 60s 


Interface(in) : GigabitEthernet1/0 


Interface(out): GigabitEthernet2/0 


Initiator->Responder:     21946552 packets 2414120720 bytes 


Responder->Initiator:       650389 packets   71542790 bytes 


 


Total sessions found: 1 


# Access the load-sharing internal server from two external hosts at the same time. Verify that two NAT 
sessions are established and two FTP servers provide the FTP service. 
[Device] display nat session verbose 


Initiator: 


  Source      IP/port: 61.16.0.11/1024 


  Destination IP/port: 61.16.0.1/21 


  DS-Lite tunnel peer: - 


  VPN instance/VLAN ID/VLL ID: -/-/- 
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  Protocol: TCP(6) 


Responder: 


  Source      IP/port: 10.110.3.1/21 


  Destination IP/port: 61.16.0.11/1024 


  DS-Lite tunnel peer: - 


  VPN instance/VLAN ID/VLL ID: -/-/- 


  Protocol: TCP(6) 


State: TCP_ESTABLISHED 


Application: FTP 


Start time: 2014-07-08 14:11:41  TTL: 3600s 


Interface(in) : GigabitEthernet2/0 


Interface(out): GigabitEthernet1/0 


Initiator->Responder:       598098 packets   65790780 bytes 


Responder->Initiator:            0 packets          0 bytes 


 


Initiator: 


  Source      IP/port: 61.16.0.10/1024 


  Destination IP/port: 61.16.0.1/21 


  DS-Lite tunnel peer: - 


  VPN instance/VLAN ID/VLL ID: -/-/- 


  Protocol: TCP(6) 


Responder: 


  Source      IP/port: 10.110.3.2/21 


  Destination IP/port: 61.16.0.10/1024 


  DS-Lite tunnel peer: - 


  VPN instance/VLAN ID/VLL ID: -/-/- 


  Protocol: TCP(6) 


State: TCP_ESTABLISHED 


Application: FTP 


Start time: 2014-07-08 14:12:00  TTL: 3600s 


Interface(in) : GigabitEthernet2/0 


Interface(out): GigabitEthernet1/0 


Initiator->Responder:        74783 packets    8226130 bytes 


Responder->Initiator:            0 packets          0 bytes 


 


Total sessions found: 2 


# Access the load-sharing internal server at 61.16.0.1 from PC 1 and verify that a NAT session is 
established. 
[Device] display nat session verbose 


Initiator: 


  Source      IP/port: 10.110.1.10/1024 


  Destination IP/port: 61.16.0.1/21 


  DS-Lite tunnel peer: - 


  VPN instance/VLAN ID/VLL ID: -/-/- 


  Protocol: TCP(6) 


Responder: 


  Source      IP/port: 10.110.3.1/21 


  Destination IP/port: 61.16.0.2/1025 
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  DS-Lite tunnel peer: - 


  VPN instance/VLAN ID/VLL ID: -/-/- 


  Protocol: TCP(6) 


State: TCP_ESTABLISHED 


Application: FTP 


Start time: 2014-07-08 14:24:15  TTL: 3600s 


Interface(in) : GigabitEthernet1/0 


Interface(out): GigabitEthernet1/0 


Initiator->Responder:       209716 packets   23068760 bytes 


Responder->Initiator:            0 packets          0 bytes 


 


Total sessions found: 1 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.110.0.1 255.255.252.0 


 nat hairpin enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 61.16.0.1 255.255.255.0 


 nat outbound 2000 address-group 0 


 nat server protocol tcp global 61.16.0.1 21 inside server-group 0 


# 


acl number 2000 


 rule 0 permit source 10.110.0.0 0.0.1.255 


 rule 5 permit source 10.110.2.0 0.0.0.255 


# 


acl number 2001 


 rule 0 permit source 10.110.0.0 0.0.1.255 


 rule 5 permit source 10.110.2.0 0.0.0.255 


# 


nat address-group 0 


 address 61.16.0.2 61.16.0.3 


# 


nat server-group 0 


 inside ip 10.110.3.1 port 21 


 inside ip 10.110.3.2 port 21 


 inside ip 10.110.3.3 port 21 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Services Command Reference 
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• HP VSR1000 Virtual Services Router Layer 3—IP Services Configuration Guide 
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Introduction 
This document provides AAA configuration examples for Telnet and SSH users. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of AAA. 


Example: Configuring HWTACACS 
authentication and authorization for Telnet 
users 


Network requirements 
As shown in Figure 1, configure the device to meet the following requirements: 


• The HWTACACS server is used to provide authentication and authorization services for Telnet 
users. 


• The authenticated users are permitted to execute the display commands of all system features and 
resources. 


Add a user account with username user@bbb and password aabbcc on the HWTACACS server. 


Figure 1 Network diagram 
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Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Configure the Telnet username and password on the HWTACACS server to identify valid users. 


• For Telnet users to perform AAA, set the authentication mode to scheme on VTY user lines. 


• Configure the same shared key on the device and the HWTACACS server to secure HWTACACS 
communication. When the shared key is configured, the device and the HWTACACS server 
transfer passwords safely and the device can verify the integrity of each HWTACACS response. 


• Configure HWTACACS authentication and authorization by performing the following tasks on the 
device: 


 Create an HWTACACS scheme. 


 Specify the authentication and authorization servers. 


 Apply the HWTACACS scheme to the ISP domain to which the Telnet users belong on the 
device. 


• Assign the user role network-operator to the users, so the users can use all display commands. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring the HWTACACS server 
In this example, the server runs ACS 4.0. 


Adding a user 


1. In the navigation tree, click User Setup. 


2. Enter user@bbb in the User field and click Add/Edit, as shown in Figure 2. 
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Figure 2 Adding a user 


 
 


Configuring the user 


1. On the User Setup page, configure the following parameters, as shown in Figure 3: 


 Enter aabbcc in the Password and Confirm Password fields. 


 Assign the user to user group Group 1. 


Figure 3 Configuring the user password 


 
 


2. Click Submit. 
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Configuring the network settings 


1. In the navigation tree, click Network Configuration. 


2. On the Add AAA Client page, configure the following parameters, as shown in Figure 4: 


 Enter an AAA client hostname in the AAA Client Hostname field. This example uses Device. 


 Enter 10.1.1.2 in the AAA Client IP Address field. 


The IP address is the source IP address for outgoing HWTACACS packets on the device. 


 Enter imc in the Key field. 


The key configured here is the same as the key configured on the device for secure 
HWTACACS communication. 


 Select TACACS+ (Cisco IOS) from the Authenticate Using list. 


Figure 4 Configuring the network settings 


 
 


3. Click Submit + Apply. 


Configuring the user group 


1. In the navigation tree, click Group Setup. 


2. Select 1: Group 1 (29 users) from the Group list and click Edit Settings, as shown in Figure 5. 
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Figure 5 Selecting a user group 


 
 


3. On the TACACS+ Settings page, configure the following parameters, as shown in Figure 6: 


 Select Shell(exec), which enables command execution for all users in the group. 


 Select Custom attributes, and enter roles=\"network-operator\" in the Custom attributes field. 


The network-operator user role has access to the display commands of all system features and 
resources. 


 Configure other settings as needed. 


Figure 6 Configuring the user group 


 
 


4. Click Submit. 


Configuring the device 
# Assign an IP address to GigabitEthernet 2/0. 
<Device> system-view 
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[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] ip address 192.168.57.12 255.255.255.0 


[Device-GigabitEthernet2/0] quit 


# Assign an IP address to GigabitEthernet 1/0. The device will use this IP address as the source IP 
address for outgoing HWTACACS packets. 
[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] ip address 10.1.1.2 255.255.255.0 


[Device-GigabitEthernet1/0] quit 


# Enable the Telnet server feature. 
[Device] telnet server enable 


# Enable scheme authentication on VTY user lines 0 through 63. 
[Device] line vty 0 63 


[Device-line-vty0-63] authentication-mode scheme 


[Device-line-vty0-63] quit 


# Create HWTACACS scheme hwtac. 
[Device] hwtacacs scheme hwtac 


# Specify the primary HWTACACS server with the IP address 10.1.1.1 and port number 49. 
[Device-hwtacacs-hwtac] primary authentication 10.1.1.1 49 


[Device-hwtacacs-hwtac] primary authorization 10.1.1.1 49 


[Device-hwtacacs-hwtac] primary accounting 10.1.1.1 49 


# Specify the shared key as imc for secure HWTACACS communication between the device and 
HWTACACS server. 
[Device-hwtacacs-hwtac] key authentication simple imc 


[Device-hwtacacs-hwtac] key authorization simple imc 


[Device-hwtacacs-hwtac] key accounting simple imc 


[Device-hwtacacs-hwtac] quit 


# Create ISP domain bbb, and specify the domain to use HWTACACS scheme hwtac as the AAA 
methods of login users. 
[Device] domain bbb 


[Device-isp-bbb] authentication login hwtacacs-scheme hwtac 


[Device-isp-bbb] authorization login hwtacacs-scheme hwtac 


[Device-isp-bbb] accounting login hwtacacs-scheme hwtac 


[Device-isp-bbb] quit 


Verifying the configuration 
# Telnet to the device, and enter the username user@bbb and password aabbcc. The user logs in to the 
device. (Details not shown.) 


# Verify that the user can use the display commands of all system features and resources. (Details not 
shown.) 


Configuration files 
#  
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 telnet server enable  


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.2 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.57.12 255.255.255.0 


# 


line vty 0 63  


 authentication-mode scheme 


 user-role network-operator 


# 


hwtacacs scheme hwtac 


 primary authentication 10.1.1.1 


 primary authorization 10.1.1.1 


 primary accounting 10.1.1.1 


 key authentication cipher $c$3$6ps2/dT38b2K2MDCMCDGYxrvyJNR+/jiKw== 


 key authorization cipher $c$3$xEldxJraE8Yof3rHHlVIgyCIb/uLlrZbgg==  


 key accounting cipher $c$3$kySCJbNA8DSs+l3HCqxunl8SE4me3vue5g==  


# 


domain bbb 


 authentication login hwtacacs-scheme hwtac 


 authorization login hwtacacs-scheme hwtac 


 accounting login hwtacacs-scheme hwtac 


# 


Example: Configuring RADIUS authentication 
and authorization for SSH users 


Network requirements 
As shown in Figure 7, configure the device to meet the following requirements: 


• The RADIUS server is used to provide authentication and authorization services for SSH users. 


• Domain names are included in the usernames sent to the RADIUS server. 


• The authenticated users are permitted to use the display commands of all system features and 
resources. 


IMC is the RADIUS server. Add a user account with username hello@bbb and password aabbcc on the 
server. 
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Figure 7 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Configure the SSH username and password on the RADIUS server to identify valid users. 


• For SSH users to perform AAA, set the authentication mode to scheme on VTY user lines. 


• Configure the same shared key on the device and the RADIUS server to secure RADIUS 
communication. When the shared key is configured, the device and the RADIUS server transfer 
passwords safely and the device can verify the integrity of each RADIUS response. 


• Configure RADIUS authentication and authorization by performing the following tasks on the 
device: 


 Create a RADIUS scheme. 


 Specify the authentication and authorization servers. 


 Apply the RADIUS scheme to the ISP domain to which the SSH users belong on the device. 


• Assign the user role network-operator to the users, so the users can use all display commands. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring the RADIUS server 
In this example, the server runs IMC PLAT 7.0 (E0102) and IMC UAM 7.0 (E0201). 


Adding the device to IMC as an access device 


1. Click the User tab. 


2. From the navigation tree, select User Access Policy > Access Device Management > Access Device. 


The access device list appears. 


3. Click Add. 
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4. On the Add Access Device page, configure the following parameters, as shown in Figure 8: 


 Enter 1812 and 1813 in the Authentication Port and Accounting Port fields, respectively. 


 Enter expert in the Shared Key and Confirm Shared Key fields. 


 Select Device Management Service from the Service Type list. 


 Select HP(Comware) from the Access Device Type list. 


 Use the default values for other parameters in the Access Configuration area. 


 In the Device List area, click Select or Add Manually to add the device (10.1.1.2) to IMC as an 
access device. 


Figure 8 Adding an access device 


 
 


5. Click OK. 


Adding a device management user 


1. Click the User tab. 


2. From the navigation tree, select Access User > Device User. 


The device management user list appears. 


3. Click Add. 


4. On the Add Device User page, configure the following parameters, as shown in Figure 9: 


 Enter hello@bbb in the Account Name field. 


 Enter aabbcc in the User Password and Confirm Password fields. 


 Select SSH from the Service Type list. 


 Enter network-operator in the Role Name field. 


The network-operator user role has access to the display commands of all system features and 
resources. 


 In the IP Address List of Managed Devices area, click Add to specify an IP segment (from 10.1.1.1 
to 10.1.1.255) for management. The IP segment must contain the IP address of the access device. 
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Figure 9 Adding a device management user 


 
 


5. Click OK. 


Configuring the device 
# Assign an IP address to GigabitEthernet 2/0. 
<Device> system-view 


[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] ip address 192.168.1.70 255.255.255.0 


[Device-GigabitEthernet2/0] quit 


# Assign an IP address to GigabitEthernet 1/0. 
[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] ip address 10.1.1.2 255.255.255.0 


[Device-GigabitEthernet1/0] quit 


# Generate RSA and DSA key pairs. 
[Device] public-key local create rsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


........................++++++ 


...................++++++ 


..++++++++ 


............++++++++ 


Create the key pair successfully. 
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[Device] public-key local create dsa 


The range of public key size is (512 ~ 2048). 


If the key modulus is greater than 512, it will take a few minutes. 


Press CTRL+C to abort. 


Input the modulus length [default = 1024]: 


Generating Keys... 


.++++++++++++++++++++++++++++++++++++++++++++++++++* 


........+......+.....+......................................+ 


...+.................+..........+...+. 


Create the key pair successfully. 


# Enable the SSH server feature. 
[Device] ssh server enable 


# Enable scheme authentication on VTY user lines 0 through 63. 
[Device] line vty 0 63 


[Device-line-vty0-63] authentication-mode scheme 


[Device-line-vty0-63] quit 


# Create RADIUS scheme rad. 
[Device] radius scheme rad 


# Specify the primary authentication RADIUS server with the IP address 10.1.1.1 and port number 1812. 
[Device-radius-rad] primary authentication 10.1.1.1 1812 


# Specify the primary accounting RADIUS server with the IP address 10.1.1.1 and port number 1813. 
[Device-radius-rad] primary accounting 10.1.1.1 1813 


# Set the authentication and accounting shared keys to expert in plain text for secure communication 
between the device and the RADIUS server. 
[Device-radius-rad] key authentication simple expert 


[Device-radius-rad] key accounting simple expert 


# Include domain names in the usernames sent to the RADIUS server. 
[Device-radius-rad] user-name-format with-domain 


[Device-radius-rad] quit 


# Create ISP domain bbb, and configure the ISP domain to use RADIUS scheme rad as the AAA methods 
of login users. 
[Device] domain bbb 


[Device-isp-bbb] authentication login radius-scheme rad 


[Device-isp-bbb] authorization login radius-scheme rad 


[Device-isp-bbb] accounting login radius-scheme rad 


[Device-isp-bbb] quit 


Verifying the configuration 
# Initiate an SSH connection to the device, and enter the username hello@bbb and password aabbcc. 
The user logs in to the device. (Details not shown.) 


# Verify that the user can use the display commands of all system features and resources. (Details not 
shown.) 
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Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.2 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.1.70 255.255.255.0 


# 


line vty 0 63 


 authentication-mode scheme 


 user-role network-operator  


#  


 ssh server enable  


#  


radius scheme rad  


 primary authentication 10.1.1.1  


 primary accounting 10.1.1.1  


 key authentication cipher $c$3$63G7LzIQElGq4aFGTiYQafU+loQxS/cbLg==  


 key accounting cipher $c$3$tUIVlyGISJ5X/yiTFWrmh8nyjBIF+1LFzQ==  


#  


domain bbb  


 authentication login radius-scheme rad  


 authorization login radius-scheme rad  


 accounting login radius-scheme rad  


#  


Related documentation 
• HP VSR1000 Virtual Services Router Security Command Reference 


• HP VSR1000 Virtual Services Router Security Configuration Guide 
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Introduction 
This document provides examples for configuring EVI. 


Ethernet Virtual Interconnect (EVI) is a MAC-in-IP technology that provides Layer 2 connectivity between 
distant Layer 2 network sites across an IP routed network. It is used for connecting geographically 
dispersed sites of a virtualized large-scale data center that requires Layer 2 adjacency. 


EVI enables long-distance virtual machine workload mobility and data mobility, disaster recovery, and 
business continuity. For example, virtual machines can move between data center sites without changing 
their IP addresses, so their movements are transparent to users and do not disrupt traffic. 


Prerequisites 
The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of EVI. 


Configuration restrictions and guidelines 
When you configure EVI, follow these restrictions and guidelines: 
 


Category Restrictions and guidelines 


Interface 


• If the VSR router is running on VMware, perform the following tasks on the 
virtual switch port group connected to GigabitEthernet 2/0 of the VSR router: 


 Enable the promiscuous mode. 
 Assign the port group to VLAN 4095 to permit all VLANs. 


• If the VSR router is running on KVM, you must configure GigabitEthernet 2/0 as 
a Layer 2 interface with Bridge mode. 


Licensing requirements 
To use all EVI features on a VSR router that is running Release ESS 0301 or later, 
you must install a Comware V7 Data Center Interconnection feature license. 


NIC 
EVI cannot be used if you configure the VSR router to use a VF NIC on the 
virtualization platform. To use EVI, you must assign a virtual NIC of other types to 
the VSR router. 


EVI network ID 
• The EVI tunnels of all edge devices in an EVI network must use the same network 


ID. 
• The EVI tunnels on an edge device must use different network IDs. 


Extended VLAN 
• Extended VLANs assigned to different EVI networks cannot be duplicated. 
• To avoid data breach, ensure that all edge devices in an EVI network maintain 


the same extended VLANs. 


Outgoing interface to the 
transport network 


• For data security, do not use VLAN-interface 1 as an outgoing interface. 
Remove transport-facing physical interfaces from VLAN 1. 


• Do not use the VLAN interface of an extended VLAN as an outgoing interface 
to the transport network. 
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Category Restrictions and guidelines 


Traffic blackhole 
prevention 


To avoid traffic blackholes, ensure that the MAC aging timer (the mac-address 
timer command) is longer than the EVI ARP entry aging timer (fixed at 20minutes) 
on all edge devices. HP recommends that you set the MAC aging timer to 30 
minutes. 


 


Example: Configuring a single-homed EVI 
network 


Network requirements 
As shown in Figure 1, set up an EVI network to extend VLAN 21 to VLAN 100 across site 1, site 2, and 
site 3 over an IP transport network. 


• Use network ID 1 to identify the EVI network. 


• Use Router A as an ENDS and all other edge devices as ENDCs for neighbor discovery. 


• Map site 1's VLAN 80 to site 2's VLAN 21 to convey the same service across the two sites. 


• Configure a routing policy on Router A to advertise MAC addresses in VLANs 21 to 90 to the 
remote sites. 
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Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
This example assumes that routes have been configured for the sites to reach each other. 


Configuring Router A 
# Configure the site ID. 
<RouterA> system-view 


[RouterA] evi site-id 1 


# Create VLANs 21 to 100. 
[RouterA] vlan 21 to 100 


# Set GigabitEthernet 2/0 to Layer 2 mode. Configure the port as a trunk port to permit VLANs 21 to 
100. 
[RouterA] interface gigabitethernet 2/0 
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[RouterA-GigabitEthernet2/0] port link-mode bridge 


[RouterA-GigabitEthernet2/0] port link-type trunk 


[RouterA-GigabitEthernet2/0] port trunk permit vlan 21 to 100 


[RouterA-GigabitEthernet2/0] quit 


# Assign an IP address to GigabitEthernet 3/0. 
[RouterA] interface gigabitethernet 3/0 


[RouterA-GigabitEthernet3/0] ip address 1.1.1.1 24 


[RouterA-GigabitEthernet3/0] quit 


# Create an IPv4 EVI tunnel interface. 
[RouterA] interface tunnel 0 mode evi 


# Specify the IP address of GigabitEthernet 3/0 as the source IP of the EVI tunnel. 
[RouterA-Tunnel0] source 1.1.1.1 


# Set the tunnel keepalive interval to 20 seconds and the maximum number of transmissions to 2. 
[RouterA-Tunnel0] keepalive 20 2 


# Assign a network ID of 1 to the EVI tunnel interface. 
[RouterA-Tunnel0] evi network-id 1 


# Specify extended VLANs on the EVI tunnel interface. 
[RouterA-Tunnel0] evi extend-vlan 21 to 100 


# Configure Router A as an ENDS on the EVI tunnel interface. 
[RouterA-Tunnel0] evi neighbor-discovery server enable 


# Map VLAN 80 to site 2's VLAN 21 on Tunnel 0. 
[RouterA-Tunnel0] evi vlan-mapping 80 translated 21 site 2 


[RouterA-Tunnel0] quit 


# Configure the routing policy EVI-Filter to match MAC addresses in VLANs 21 to 90. 
[RouterA] route-policy EVI-Filter permit node 10 


[RouterA-route-policy-EVI-Filter-10] if-match vlan 21 to 90 


[RouterA-route-policy-EVI-Filter-10] quit 


# Assign the policy to EVI IS-IS process 0. 
[RouterA] evi-isis 0 


[RouterA-evi-isis-0] filter-policy EVI-Filter 


[RouterA-evi-isis-0] quit 


Configuring Router B 
# Configure the site ID. 
<RouterB> system-view 


[RouterB] evi site-id 2 


# Create VLANs 21 to 100. 
[RouterB] vlan 21 to 100 


# Set GigabitEthernet 2/0 to Layer 2 mode. Configure the port as a trunk port to permit VLANs 21 to 
100. 
[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] port link-mode bridge 


[RouterB-GigabitEthernet2/0] port link-type trunk 
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[RouterB-GigabitEthernet2/0] port trunk permit vlan 21 to 100 


[RouterB-GigabitEthernet2/0] quit 


# Assign an IP address to GigabitEthernet 3/0. 
[RouterB] interface gigabitethernet 3/0 


[RouterB-GigabitEthernet3/0] ip address 1.1.2.1 24 


[RouterB-GigabitEthernet3/0] quit 


# Create an IPv4 EVI tunnel interface. 
[RouterB] interface tunnel 0 mode evi 


# Specify the IP address of GigabitEthernet 3/0 as the source IP of the EVI tunnel. 
[RouterB-Tunnel0] source 1.1.2.1 


# Set the tunnel keepalive interval to 20 seconds and the maximum number of transmissions to 2. 
[RouterB-Tunnel0] keepalive 20 2 


# Assign a network ID of 1 to the EVI tunnel interface. 
[RouterB-Tunnel0] evi network-id 1 


# Specify extended VLANs on the EVI tunnel interface. 
[RouterB-Tunnel0] evi extend-vlan 21 to 100 


# Configure Router B as an ENDC of Router A. 
[RouterB-Tunnel0] evi neighbor-discovery client enable 1.1.1.1 


# Map VLAN 21 to site 1's VLAN 80 on Tunnel 0. 
[RouterB-Tunnel0] evi vlan-mapping 21 translated 80 site 1 


[RouterB-Tunnel0] quit 


Configuring Router C 
# Configure the site ID. 
<RouterC> system-view 


[RouterC] evi site-id 3 


# Create VLANs 21 to 100. 
[RouterC] vlan 21 to 100 


# Set GigabitEthernet 2/0 to Layer 2 mode. Configure the port as a trunk port to permit VLANs 21 to 
100. 
[RouterC] interface gigabitethernet 2/0 


[RouterC-GigabitEthernet2/0] port link-mode bridge 


[RouterC-GigabitEthernet2/0] port link-type trunk 


[RouterC-GigabitEthernet2/0] port trunk permit vlan 21 to 100 


[RouterC-GigabitEthernet2/0] quit 


# Assign an IP address to GigabitEthernet 3/0. 
[RouterC] interface gigabitethernet 3/0 


[RouterC-GigabitEthernet3/0] ip address 1.1.3.1 24 


[RouterC-GigabitEthernet3/0] quit 


# Create an IPv4 EVI tunnel interface. 
[RouterC] interface tunnel 0 mode evi 


# Specify the IP address of GigabitEthernet 3/0 as the source IP of the EVI tunnel. 







 


6 


[RouterC-Tunnel0] source 1.1.3.1 


# Set the tunnel keepalive interval to 20 seconds and the maximum number of transmissions to 2. 
[RouterC-Tunnel0] keepalive 20 2 


# Assign a network ID of 1 to the EVI tunnel interface. 
[RouterC-Tunnel0] evi network-id 1 


# Specify extended VLANs on the EVI tunnel interface. 
[RouterC-Tunnel0] evi extend-vlan 21 to 100 


# Configure Router C as an ENDC of Router A. 
[RouterC-Tunnel0] evi neighbor-discovery client enable 1.1.1.1 


[RouterC-Tunnel0] quit 


Verifying the configuration 
1. Verify the configuration on Router A: 


# Display information about the EVI tunnel interface. 
[RouterA] display interface tunnel 0 


Tunnel0 


Current state: UP 


Line protocol state: UP 


Description: Tunnel0 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 64000 


Internet protocol processing: disabled 


Tunnel source 1.1.1.1 


Tunnel keepalive enabled, Period(20 s), Retries(2) 


Network ID 1 


Tunnel protocol/transport GRE_EVI/IP 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 


Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters:  Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 0 packets, 0 bytes, 0 drops 


Output: 0 packets, 0 bytes, 0 drops 


# Display information about EVI-Link interfaces. 
[RouterA] display evi link interface tunnel 0 


Interface     Status Source          Destination 


EVI-Link0     UP     1.1.1.1         1.1.2.1 


EVI-Link1     UP     1.1.1.1         1.1.3.1 


# Display ENDS information. 
[RouterA] display evi neighbor-discovery server summary 


Interface      Local Address   Network ID    Auth        Members 


Tunnel0        1.1.1.1         1             disabled    3 


# Display ENDC information. 
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[RouterA] display evi neighbor-discovery client summary 


                      Status: I-Init  E-Establish  P-Probe 


Interface    Local Address   Server Address  Network ID  Reg  Auth      Status 


Tunnel0      1.1.1.1         1.1.1.1         1           15   disabled  E 


# Display EVI neighbors registered with the ENDS. 
[RouterA] display evi neighbor-discovery server member 


Interface: Tunnel0    Network ID: 1 


IP Address: 1.1.1.1 


Client Address  System ID         Expire    Created Time 


1.1.1.1         000F-0001-0001    25        2014/01/01 00:00:43 


1.1.2.1         000F-0001-0002    15        2014/01/01 01:00:46 


1.1.3.1         000F-0001-0003    20        2014/01/01 01:02:13 


# Display neighbor entries that Router A has learned. 
[RouterA] display evi neighbor-discovery client member 


Interface: Tunnel0    Network ID: 1 


Local Address: 1.1.1.1 


Server Address: 1.1.1.1 


Neighbor        System ID         Created Time           Expire    Status 


1.1.2.1         000F-0001-0002    2014/01/01 12:12:12    13        Up 


1.1.3.1         000F-0001-0003    2014/01/01 12:12:12    12        Up 


# Display VLAN mappings for EVI. 
[RouterA] display evi vlan-mapping 


                         VLAN mappings for EVI IS-IS(0) 


Local-VID  Peer-ID          Remote-VID  Interface   Remote-site 


80         000F.0001.0002   21          EVI-Link0   2 


# Verify that MAC addresses in VLAN 100 have been filtered by the routing policy on Router A. 
[RouterA] display evi isis local-mac dynamic 


Process ID: 0 


  Tunnel interface: Tunnel0 


  VLAN ID: 100 


    MAC address: 0001-0100-0001 (Filtered) 


    MAC address: 0001-0100-0002 (Filtered) 


    MAC address: 0001-0100-0003 (Filtered) 


  VLAN ID: 80 


    MAC address: 0001-0080-0001 


    MAC address: 0001-0080-0002 


    MAC address: 0001-0080-0003 


# Verify that the routing policy on Router B and the VLAN mapping on Router A are working 
correctly. 
[RouterA] display evi isis remote-mac 


Process ID: 0 


  Tunnel interface: Tunnel0 


  VLAN ID: 80 


    MAC address: 0002-0021-0001 


      Interface: EVI-Link0 


          Flags: 0x2 


    MAC address: 0002-0021-0002 
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      Interface: EVI-Link0 


          Flags: 0x2 


    MAC address: 0002-0021-0003 


      Interface: EVI-Link0 


          Flags: 0x2 


  VLAN ID: 100 


    MAC address: 0002-0100-0001 


      Interface: EVI-Link0 


          Flags: 0x2 


    MAC address: 0002-0100-0002 


      Interface: EVI-Link0 


          Flags: 0x2 


    MAC address: 0002-0100-0003 


      Interface: EVI-Link0 


          Flags: 0x2 


The output shows that Router A has received MAC addresses in VLAN 100 from Router B because 
Router B does not filter VLAN 100. The MAC addresses received from Router B in VLAN 21 have 
been added to VLAN 80. 


2. Verify the configuration on Router B: 


# Display information about the EVI tunnel interface. 
[RouterB] display interface tunnel 0 


Tunnel0 


Current state: UP 


Line protocol state: UP 


Description: Tunnel0 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 64000 


Internet protocol processing: disabled 


Tunnel source 1.1.2.1 


Tunnel keepalive enabled, Period(20 s), Retries(2) 


Network ID 1 


Tunnel protocol/transport GRE_EVI/IP 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 


Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters:  Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 0 packets, 0 bytes, 0 drops 


Output: 0 packets, 0 bytes, 0 drops 


# Display information about EVI-Link interfaces. 
[RouterB] display evi link interface tunnel 0 


Interface     Status Source          Destination 


EVI-Link0     UP     1.1.2.1         1.1.1.1 


EVI-Link1     UP     1.1.2.1         1.1.3.1 


# Display ENDC information. 
[RouterB] display evi neighbor-discovery client summary 
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                      Status: I-Init  E-Establish  P-Probe 


Interface    Local Address   Server Address  Network ID  Reg  Auth      Status 


Tunnel0      1.1.2.1         1.1.1.1         1           15   disabled  E 


# Display neighbor entries that Router B has learned. 
[RouterB] display evi neighbor-discovery client member 


Interface: Tunnel0    Network ID: 1 


Local Address: 1.1.2.1 


Server Address: 1.1.1.1 


Neighbor       System ID         Created Time           Expire    Status 


1.1.1.1        000F-0001-0001    2014/01/01 12:12:12    13        Up 


1.1.3.1        000F-0001-0003    2014/01/01 12:12:12    13        Up 


# Display VLAN mappings for EVI. 
[RouterB] display evi vlan-mapping 


                         VLAN mappings for EVI IS-IS(0) 


Local-VID  Peer-ID          Remote-VID  Interface   Remote-site 


21         000F.0001.0001   80          EVI-Link0   1 


# Verify that MAC addresses in VLAN 100 are not filtered. 
[RouterB] display evi isis local-mac dynamic 


Process ID: 0 


  Tunnel interface: Tunnel0 


  VLAN ID: 100 


    MAC address: 0002-0100-0001 


    MAC address: 0002-0100-0002 


    MAC address: 0002-0100-0003 


  VLAN ID: 21 


    MAC address: 0002-0021-0001 


    MAC address: 0002-0021-0002 


    MAC address: 0002-0021-0003 


# Verify that the routing policy on Router A and the VLAN mapping on Router B are working 
correctly. 
[RouterB] display evi isis remote-mac 


Process ID: 0 


  Tunnel interface: Tunnel0 


  VLAN ID: 21 


    MAC address: 0001-0080-0001 


      Interface: EVI-Link0 


          Flags: 0x2 


    MAC address: 0001-0080-0002 


      Interface: EVI-Link0 


          Flags: 0x2 


    MAC address: 0001-0080-0003 


      Interface: EVI-Link0 


          Flags: 0x2 


The output shows that Router B does not have remote addresses in VLAN 100 because VLAN 100 
does not match the routing policy on Router A. The MAC addresses received from Router A in 
VLAN 80 have been added to VLAN 21. 


3. Verify the configuration on Router C: 







 


10 


# Display information about the EVI tunnel interface. 
[RouterC] display interface tunnel 0 


Tunnel0 


Current state: UP 


Line protocol state: UP 


Description: Tunnel0 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 64000 


Internet protocol processing: disabled 


Tunnel source 1.1.3.1 


Tunnel keepalive enabled, Period(20 s), Retries(2) 


Network ID 1 


Tunnel protocol/transport GRE_EVI/IP 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 


Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters:  Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 0 packets, 0 bytes, 0 drops 


Output: 0 packets, 0 bytes, 0 drops 


# Display information about EVI-Link interfaces on Router C. 
[RouterC] display evi link interface tunnel 0 


Interface     Status Source          Destination 


EVI-Link0     UP     1.1.3.1         1.1.1.1 


EVI-Link1     UP     1.1.3.1         1.1.2.1 


# Display ENDC information. 
[RouterC] display evi neighbor-discovery client summary 


                      Status: I-Init  E-Establish  P-Probe 


Interface    Local Address   Server Address  Network ID  Reg  Auth      Status 


Tunnel0      1.1.3.1         1.1.1.1         1           15   disabled  E 


# Display neighbor entries that Router C has learned. 
[RouterC] display evi neighbor-discovery client member 


Interface: Tunnel0    Network ID: 1 


Local Address: 1.1.3.1 


Server Address: 1.1.1.1 


Neighbor       System ID         Created Time           Expire    Status 


1.1.1.1        000F-0001-0001    2014/01/01 12:12:12    13        Up 


1.1.2.1        000F-0000-0002    2014/01/01 12:12:12    13        Up 


# Verify the routing policy and VLAN mapping settings on Router A and Router B are working 
correctly. 
[RouterC] display evi isis remote-mac 


Process ID: 0 


  Tunnel interface: Tunnel0 


  VLAN ID: 21 


    MAC address: 0002-0021-0001 


      Interface: EVI-Link1 


          Flags: 0x0 
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    MAC address: 0002-0021-0002 


      Interface: EVI-Link1 


          Flags: 0x0 


    MAC address: 0002-0021-0003 


      Interface: EVI-Link1 


          Flags: 0x0 


  VLAN ID: 80 


    MAC address: 0001-0080-0001 


      Interface: EVI-Link0 


          Flags: 0x0 


    MAC address: 0001-0080-0002 


      Interface: EVI-Link0 


          Flags: 0x0 


    MAC address: 0001-0080-0003 


      Interface: EVI-Link0 


          Flags: 0x0 


  VLAN ID: 100 


    MAC address: 0002-0100-0001 


      Interface: EVI-Link1 


          Flags: 0x2 


    MAC address: 0002-0100-0002 


      Interface: EVI-Link1 


          Flags: 0x2 


    MAC address: 0002-0100-0003 


      Interface: EVI-Link1 


          Flags: 0x2 


The output shows that Router C can receive MAC addresses in VLAN 100 from Router B but not 
from Router A, because only Router A filters VLAN 100. No VLAN mapping has been performed 
for MAC addresses received in VLAN 80 and VLAN 21 because Router C does not have VLAN 
mappings for the two VLANs. 


4. Verify that hosts in different sites can ping one another in the same extended VLAN. (Details not 
shown.) 


Configuration files 
• Router A: 


# 


vlan 21 to 100 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 1.1.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode bridge 


 port link-type trunk 


 port trunk permit vlan 1 21 to 100 


# 
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interface Tunnel0 mode evi 


 evi extend-vlan 21 to 100 


 evi vlan-mapping 80 translated 21 site 2 


 source 1.1.1.1 


 keepalive 20 2 


 evi network-id 1 


 evi neighbor-discovery server enable 


# 


route-policy EVI-Filter permit node 10 


 if-match vlan 21 to 90 


# 


evi-isis 0 


 filter-policy EVI-Filter 


# 


 evi site-id 1 


# 


• Router B: 
# 


vlan 21 to 100 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 1.1.2.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode bridge 


 port link-type trunk 


 port trunk permit vlan 1 21 to 100 


# 


interface Tunnel0 mode evi 


 evi extend-vlan 21 to 100 


 evi vlan-mapping 21 translated 80 site 1 


 source 1.1.2.1 


 keepalive 20 2 


 evi network-id 1 


 evi neighbor-discovery client enable 1.1.1.1 


# 


 evi site-id 2 


# 


• Router C: 
# 


vlan 21 to 100 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 1.1.3.1 255.255.255.0 


# 


interface GigabitEthernet2/0 







 


13 


 port link-mode bridge 


 port link-type trunk 


 port trunk permit vlan 21 to 100 


# 


interface Tunnel0 mode evi 


 evi extend-vlan 21 to 100 


 source 1.1.3.1 


 keepalive 20 2 


 evi network-id 1 


 evi neighbor-discovery client enable 1.1.1.1 


# 


 evi site-id 3 


# 


Example: Configuring multiple-EVI-networks 


Network requirements 
Use EVI to connect the sites of the data center in Figure 2. To isolate different types of traffic and extend 
their VLANs to different sites, set up EVI networks as shown in Table 1. 


Table 1 EVI networks 


Traffic type Network ID Extended VLANs Sites 


Database 1 100, 101 2, 3, 4 


Network management 2 4000 All sites 


Web 3 50, 80 1, 4 
 


In each EVI network, use the edge device at site 4 as an ENDS and all other edge devices as its ENDCs. 
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Figure 2 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
This example assumes that routes have been configured for the sites to reach each other. 


Configuring site 4 
# Configure the site ID. 
<Site4> system-view 


[Site4] evi site-id 4 


# Create VLANs 100 to 101, 4000, and 50 to 80. 
[Site4] vlan 100 to 101 


[Site4] vlan 50 to 80 


[Site4] vlan 4000 


[Site4-vlan4000] quit 


# Set GigabitEthernet 2/0 to Layer 2 mode. Configure the port as a trunk port to permit VLANs 100 to 
101, 4000, and 50 to 80. 
[Site4] interface gigabitethernet 2/0 


[Site4-GigabitEthernet2/0] port link-mode bridge 


[Site4-GigabitEthernet2/0] port link-type trunk 


[Site4-GigabitEthernet2/0] port trunk permit vlan 100 to 101 


[Site4-GigabitEthernet2/0] port trunk permit vlan 4000 
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[Site4-GigabitEthernet2/0] port trunk permit vlan 50 to 80 


[Site4-GigabitEthernet2/0] quit 


# Assign an IP address to GigabitEthernet 3/0. 
[Site4] interface gigabitethernet 3/0 


[Site4-GigabitEthernet3/0] ip address 172.16.4.1 16 


[Site4-GigabitEthernet3/0] quit 


# Configure the database EVI network. 
[Site4] interface tunnel 101 mode evi 


[Site4-Tunnel101] source 172.16.4.1 


[Site4-Tunnel101] evi network-id 1 


[Site4-Tunnel101] evi extend-vlan 100 101 


[Site4-Tunnel101] evi neighbor-discovery server enable 


[Site4-Tunnel101] quit 


# Configure the network management EVI network. 
[Site4] interface tunnel 102 mode evi 


[Site4-Tunnel102] source 172.16.4.1 


[Site4-Tunnel102] evi network-id 2 


[Site4-Tunnel102] evi extend-vlan 4000 


[Site4-Tunnel102] evi neighbor-discovery server enable 


[Site4-Tunnel102] quit 


# Configure the Web service EVI network. 
[Site4] interface tunnel 103 mode evi 


[Site4-Tunnel103] source 172.16.4.1 


[Site4-Tunnel103] evi network-id 3 


[Site4-Tunnel103] evi extend-vlan 50 to 80 


[Site4-Tunnel103] evi neighbor-discovery server enable 


[Site4-Tunnel103] quit 


Configuring site 1 
# Configure the site ID. 
<Site1> system-view 


[Site1] evi site-id 1 


# Create VLANs 4000 and 50 to 80. 
[Site1] vlan 50 to 80 


[Site1] vlan 4000 


[Site1-vlan4000] quit 


# Set GigabitEthernet 2/0 to Layer 2 mode. Configure the port as a trunk port to permit VLANs 4000 
and 50 to 80. 
[Site1] interface gigabitethernet 2/0 


[Site1-GigabitEthernet2/0] port link-mode bridge 


[Site1-GigabitEthernet2/0] port link-type trunk 


[Site1-GigabitEthernet2/0] port trunk permit vlan 4000 


[Site1-GigabitEthernet2/0] port trunk permit vlan 50 to 80 


[Site1-GigabitEthernet2/0] quit 


# Assign an IP address to GigabitEthernet 3/0. 
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[Site1] interface gigabitethernet3/0 


[Site1-GigabitEthernet3/0] ip address 172.16.1.1 16 


[Site1-GigabitEthernet3/0] quit 


# Configure the network management EVI network. 
[Site1] interface tunnel 102 mode evi 


[Site1-Tunnel102] source 172.16.1.1 


[Site1-Tunnel102] evi network-id 2 


[Site1-Tunnel102] evi extend-vlan 4000 


[Site1-Tunnel102] evi neighbor-discovery client enable 172.16.4.1 


[Site1-Tunnel102] quit 


# Configure the Web service EVI network. 
[Site1] interface tunnel 103 mode evi 


[Site1-Tunnel103] source 172.16.1.1 


[Site1-Tunnel103] evi network-id 3 


[Site1-Tunnel103] evi extend-vlan 50 to 80 


[Site1-Tunnel103] evi neighbor-discovery client enable 172.16.4.1 


[Site1-Tunnel103] quit 


Configuring site 2, site 3, and site 5 
Configure the sites in the same way you configure site 1. Make sure extended VLANs are correctly 
configured at each site. 


Verifying the configuration 
# Display neighbors registered with the ENDS in each EVI network. 
[Site4] display evi neighbor-discovery server member 


Interface: Tunnel101    Network ID: 1 


IP Address: 172.16.4.1 


Client Address  System ID         Expire    Created Time 


172.16.2.1      000F-0001-0002    25        2014/01/01 00:00:43 


172.16.3.1      000F-0001-0003    15        2014/01/01 01:00:46 


172.16.4.1      000F-0001-0004    20        2014/01/01 01:02:13 


 


Interface: Tunnel102    Network ID: 2 


IP Address: 172.16.4.1 


Client Address  System ID         Expire    Created Time 


172.16.1.1      000F-0001-0001    19        2014/01/01 00:19:31 


172.16.2.1      000F-0001-0002    25        2014/01/01 00:00:43 


172.16.3.1      000F-0001-0003    15        2014/01/01 01:00:46 


172.16.4.1      000F-0001-0004    20        2014/01/01 01:02:13 


172.16.5.1      000F-0001-0005    18        2014/01/01 01:04:32 


 


Interface: Tunnel103    Network ID: 3 


IP Address: 172.16.4.1 


Client Address  System ID         Expire    Created Time 


172.16.1.1      000F-0001-0001    19        2014/01/01 00:19:31 
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172.16.4.1      000F-0001-0004    20        2014/01/01 01:02:13 


Configuration files 
• Site 4: 


# 


vlan 50 to 80 


# 


vlan 100 to 101 


# 


vlan 4000 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 172.16.4.1 255.255.0.0 


# 


interface GigabitEthernet2/0 


 port link-mode bridge 


 port link-type trunk 


 port trunk permit vlan 1 50 to 80 100 to 101 4000 


# 


interface Tunnel101 mode evi 


 evi extend-vlan 100 to 101 


 source 172.16.4.1 


 evi network-id 1 


 evi neighbor-discovery server enable 


# 


interface Tunnel102 mode evi 


 evi extend-vlan 4000 


 source 172.16.4.1 


 evi network-id 2 


 evi neighbor-discovery server enable 


# 


interface Tunnel103 mode evi 


 evi extend-vlan 50 to 80 


 source 172.16.4.1 


 evi network-id 3 


 evi neighbor-discovery server enable 


# 


 evi site-id 4 


# 


• Site 1 (for example): 
# 


vlan 50 to 80 


# 


vlan 4000 


# 
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interface GigabitEthernet3/0 


 port link-mode route 


 ip address 172.16.1.1 255.255.0.0 


 evi enable 


# 


interface GigabitEthernet2/0 


 port link-mode bridge 


 port link-type trunk 


 port trunk permit vlan 1 50 to 80 4000 


# 


interface Tunnel102 mode evi 


 evi extend-vlan 4000 


 source 172.16.1.1 


 evi network-id 2 


 evi neighbor-discovery client enable 172.16.4.1 


# 


interface Tunnel103 mode evi 


 evi extend-vlan 50 to 80 


 source 172.16.1.1 


 evi network-id 3 


 evi neighbor-discovery client enable 172.16.4.1 


# 


 evi site-id 1 


# 


Example: Configuring EVI with gateway 
services 


Network requirements 
As shown in Figure 3: 


• Set up an EVI network to extend VLAN 101 across two data center sites over an IP transport 
network. 


• Configure Router A and Router B to provide both EVI tunneling services and gateway services for 
their respective sites. 


• Configure NAT on Router A and Router B to provide Internet access for the sites. 
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Figure 3 Network diagram 


 
 


Requirements analysis 
To avoid IP address or gateway changes for virtual machines after inter-site migration, deploy VRRP as 
follows: 


• Configure Router A and Router B to form a VRRP group. 


• Configure the VRRP group to provide gateway services at the virtual IP address 100.0.0.254 for 
VLAN 101. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
This example assumes that routes have been configured for the sites to reach each other. 


Configuring Router A 
# Configure the site ID. 
<RouterA> system-view 


[RouterA] evi site-id 1 


# Create VLAN 101. 
[RouterA] vlan 101 


[RouterA-vlan101] quit 


# Set GigabitEthernet 2/0 to Layer 2 mode. Configure the port as a trunk port to permit VLAN 101. 
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[RouterA] interface gigabitethernet 2/0 


[RouterA-GigabitEthernet2/0] port link-mode bridge 


[RouterA-GigabitEthernet2/0] port link-type trunk 


[RouterA-GigabitEthernet2/0] port trunk permit vlan 101 


[RouterA-GigabitEthernet2/0] quit 


# Assign an IP address to GigabitEthernet 3/0. 
[RouterA] interface gigabitethernet3/0 


[RouterA-GigabitEthernet3/0] ip address 1.1.1.1 24 


[RouterA-GigabitEthernet3/0] quit 


# Create an IPv4 EVI tunnel interface. 
[RouterA] interface tunnel 0 mode evi 


# Specify the IP address of GigabitEthernet 3/0 as the source IP of the EVI tunnel. 
[RouterA-Tunnel0] source 1.1.1.1 


# Set the tunnel keepalive interval to 20 seconds and the maximum number of transmissions to 2. 
[RouterA-Tunnel0] keepalive 20 2 


# Assign a network ID of 1 to the EVI tunnel interface. 
[RouterA-Tunnel0] evi network-id 1 


# Specify VLAN 101 as an extended VLAN on the EVI tunnel interface. 
[RouterA-Tunnel0] evi extend-vlan 101 


# Configure Router A as an ENDS for the EVI network. 
[RouterA-Tunnel0] evi neighbor-discovery server enable 


[RouterA-Tunnel0] quit 


# Assign an IP address to VLAN-interface 101. 
[RouterA] interface vlan-interface 101 


[RouterA-Vlan-interface101] ip address 100.0.0.1 24 


# Configure VRRP group 101 on VLAN-interface 101. 
[RouterA-Vlan-interface101] vrrp vrid 101 virtual-ip 100.0.0.254 


[RouterA-Vlan-interface101] quit 


# Enable outbound NAT on GigabitEthernet 3/0. 
[RouterA] interface gigabitethernet3/0 


[RouterA-GigabitEthernet3/0] nat outbound 


[RouterA-GigabitEthernet3/0] quit 


Configuring Router B 
# Configure the site ID. 
<RouterB> system-view 


[RouterB] evi site-id 2 


# Create VLAN 101. 
[RouterB] vlan 101 


[RouterB-vlan101] quit 


# Set GigabitEthernet 2/0 to Layer 2 mode. Configure the port as a trunk port to permit VLAN 101. 
[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] port link-mode bridge 
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[RouterB-GigabitEthernet2/0] port link-type trunk 


[RouterB-GigabitEthernet2/0] port trunk permit vlan 101 


[RouterB-GigabitEthernet2/0] quit 


# Assign an IP address to GigabitEthernet 3/0. 
[RouterB] interface gigabitethernet3/0 


[RouterB-GigabitEthernet3/0] ip address 1.1.2.1 24 


[RouterB-GigabitEthernet3/0] quit 


# Create an IPv4 EVI tunnel interface. 
[RouterB] interface tunnel 0 mode evi 


# Specify the IP address of GigabitEthernet 3/0 as the source IP of the EVI tunnel. 
[RouterB-Tunnel0] source 1.1.2.1 


# Set the tunnel keepalive interval to 20 seconds and the maximum number of transmissions to 2. 
[RouterB-Tunnel0] keepalive 20 2 


# Assign a network ID of 1 to the EVI tunnel interface. 
[RouterB-Tunnel0] evi network-id 1 


# Specify VLAN 101 as an extended VLAN on the EVI tunnel interface. 
[RouterB-Tunnel0] evi extend-vlan 101 


# Configure Router B as an ENDC of Router A. 
[RouterB-Tunnel0] evi neighbor-discovery client enable 1.1.1.1 


[RouterB-Tunnel0] quit 


# Assign an IP address to VLAN-interface 101. 
[RouterB] interface vlan-interface 101 


[RouterB-Vlan-interface101] ip address 100.0.0.2 24 


# Configure VRRP group 101 on VLAN-interface 101. 
[RouterB-Vlan-interface101] vrrp vrid 101 virtual-ip 100.0.0.254 


[RouterB-Vlan-interface101] quit 


# Enable outbound NAT on GigabitEthernet 3/0. 
[RouterB] interface gigabitethernet3/0 


[RouterB-GigabitEthernet3/0] nat outbound 


[RouterB-GigabitEthernet3/0] quit 


Verifying the configuration 
1. Verify the configuration on Router A: 


# Display information about the EVI tunnel interface. 
[RouterA] display interface tunnel 0 


Tunnel0 


Current state: UP 


Line protocol state: UP 


Description: Tunnel0 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 64000 


Internet protocol processing: disabled 


Tunnel source 1.1.1.1 
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Tunnel keepalive enabled, Period(20 s), Retries(2) 


Network ID 1 


Tunnel protocol/transport GRE_EVI/IP 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 


Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters:  Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 0 packets, 0 bytes, 0 drops 


Output: 0 packets, 0 bytes, 0 drops 


# Display information about EVI-Link interfaces. 
[RouterA] display evi link interface tunnel 0 


Interface     Status Source          Destination 


EVI-Link0     UP     1.1.1.1         1.1.2.1 


# Display ENDS information. 
[RouterA] display evi neighbor-discovery server summary 


Interface      Local Address   Network ID    Auth        Members 


Tunnel0        1.1.1.1         1             disabled    2 


# Display ENDC information. 
[RouterA] display evi neighbor-discovery client summary 


                      Status: I-Init  E-Establish  P-Probe 


Interface    Local Address   Server Address  Network ID  Reg  Auth      Status 


Tunnel0      1.1.1.1         1.1.1.1         1           15   disabled  E 


# Display EVI neighbors registered with the ENDS. 
[RouterA] display evi neighbor-discovery server member 


Interface: Tunnel0    Network ID: 1 


IP Address: 1.1.1.1 


Client Address  System ID         Expire    Created Time 


1.1.1.1         000F-0001-0001    25        2014/01/01 00:00:43 


1.1.2.1         000F-0001-0002    15        2014/01/01 01:00:46 


# Display neighbor entries that Router A has learned. 
[RouterA] display evi neighbor-discovery client member 


Interface: Tunnel0    Network ID: 1 


Local Address: 1.1.1.1 


Server Address: 1.1.1.1 


Neighbor        System ID         Created Time           Expire    Status 


1.1.2.1         000F-0001-0002    2014/01/01 12:12:12    13        Up 


# Display detailed VRRP group information. 
[RouterA] display vrrp verbose 


IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 1 


   Interface Vlan-interface101 


     VRID           : 101                 Adver Timer  : 100 


     Admin Status   : Up                  State        : Master 


     Config Pri     : 100                 Running Pri  : 100 
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     Preempt Mode   : Yes                 Delay Time   : 0 


     Auth Type      : None 


     Virtual IP     : 100.0.0.254 


     Virtual MAC    : 0000-5e00-0165 


     Master IP      : 100.0.0.1 


2. Verify the configuration on Router B: 


# Display information about the EVI tunnel interface. 
[RouterB] display interface tunnel 0 


Tunnel0 


Current state: UP 


Line protocol state: UP 


Description: Tunnel0 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 64000 


Internet protocol processing: disabled 


Tunnel source 1.1.2.1 


Tunnel keepalive enabled, Period(20 s), Retries(2) 


Network ID 1 


Tunnel protocol/transport GRE_EVI/IP 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 


Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters:  Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 0 packets, 0 bytes, 0 drops 


Output: 0 packets, 0 bytes, 0 drops 


# Display information about EVI-Link interfaces. 
[RouterB] display evi link interface tunnel 0 


Interface     Status Source          Destination 


EVI-Link0     UP     1.1.2.1         1.1.1.1 


# Display ENDC information. 
[RouterB] display evi neighbor-discovery client summary 


                      Status: I-Init  E-Establish  P-Probe 


Interface    Local Address   Server Address  Network ID  Reg  Auth      Status 


Tunnel0      1.1.2.1         1.1.1.1         1           15   disabled  E 


# Display neighbor entries that Router B has learned. 
[RouterB] display evi neighbor-discovery client member 


Interface: Tunnel0    Network ID: 1 


Local Address: 1.1.2.1 


Server Address: 1.1.1.1 


Neighbor       System ID         Created Time           Expire    Status 


1.1.1.1        000F-0001-0001    2014/01/01 12:12:12    13        Up 


# Display detailed VRRP group information. 
[RouterB] display vrrp verbose 


IPv4 Virtual Router Information: 


 Running Mode      : Standard 
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 Total number of virtual routers : 1 


   Interface Vlan-interface101 


     VRID           : 101                 Adver Timer  : 100 


     Admin Status   : Up                  State        : Master 


     Config Pri     : 100                 Running Pri  : 100 


     Preempt Mode   : Yes                 Delay Time   : 0 


     Auth Type      : None 


     Virtual IP     : 100.0.0.254 


     Virtual MAC    : 0000-5e00-0165 


     Master IP      : 100.0.0.2 


3. Verify that devices in site 1 and site 2 can access the Internet. Verify that hosts in different sites can 
ping each another in the same extended VLAN. (Details not shown.) 


Configuration files 
• Router A: 


# 


vlan 101 


# 


interface Vlan-interface101 


 ip address 100.0.0.1 255.255.255.0 


 vrrp vrid 101 virtual-ip 100.0.0.254 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 1.1.1.1 255.255.255.0 


 nat outbound 


# 


interface GigabitEthernet2/0 


 port link-mode bridge 


 port link-type trunk 


 port trunk permit vlan 1 101 


# 


interface Tunnel0 mode evi 


 evi extend-vlan 101 


 source 1.1.1.1 


 keepalive 20 2 


 evi network-id 1 


 evi neighbor-discovery server enable 


# 


 evi site-id 1 


# 


• Router B: 
# 


vlan 101 


# 


interface Vlan-interface101 
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 ip address 100.0.0.2 255.255.255.0 


 vrrp vrid 101 virtual-ip 100.0.0.254 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 1.1.2.1 255.255.255.0 


 nat outbound 


# 


interface GigabitEthernet2/0 


 port link-mode bridge 


 port link-type trunk 


 port trunk permit vlan 1 101 


# 


interface Tunnel0 mode evi 


 evi extend-vlan 101 


 source 1.1.2.1 


 keepalive 20 2 


 evi network-id 1 


 evi neighbor-discovery client enable 1.1.1.1 


# 


 evi site-id 2 


# 
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Introduction 
This document provides MPLS L3VPN configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of MPLS L3VPN. 


Example: Configuring MPLS L3VPN 


Network requirements 
As shown in Figure 1, configure MPLS L3VPN to allow communication between different sites of a 
customer and to isolate different customers. 


Figure 1 Network diagram 
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Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• To generate inner labels, and deliver VPN routing information to the remote PE, configure MP-BGP 
peers between PEs. 


• To generate outer labels to tunnel the VPN packets over the MPLS backbone, configure a routing 
protocol and MPLS LDP on the MPLS backbone. 


• To identify routing information for different customers on PEs, perform the following tasks on each 
PE: 


 Create a VPN instance for each customer. 


 Configure an RD and route targets for each VPN instance. 


 Redistribute internal routes of each site to the corresponding VPN instance. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
Associating an interface with a VPN instance deletes the IP address of the interface. You must reconfigure 
the interface's IP address after the association. 


Configuration procedures 
1. Configure OSPF on the MPLS backbone to ensure IP connectivity within the backbone: 


# On PE 1, configure IP addresses for the loopback interface and the core-facing interface. 
<PE1> system-view 


[PE1] interface loopback 0 


[PE1-LoopBack0] ip address 1.1.1.9 32 


[PE1-LoopBack0] quit 


[PE1] interface gigabitethernet 2/0 


[PE1-GigabitEthernet2/0] ip address 10.1.1.1 24 


[PE1-GigabitEthernet2/0] quit 


# On PE 1, configure OSPF to advertise backbone networks. 
[PE1] ospf 1 


[PE1-ospf-1] area 0 


[PE1-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255 


[PE1-ospf-1-area-0.0.0.0] network 1.1.1.9 0.0.0.0 


[PE1-ospf-1-area-0.0.0.0] quit 


[PE1-ospf-1] quit 


# On P, configure IP addresses for interfaces, including the loopback interface. 
<P> system-view 


[P] interface loopback 0 
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[P-LoopBack0] ip address 2.2.2.9 32 


[P-LoopBack0] quit 


[P] interface gigabitethernet 1/0 


[P-GigabitEthernet1/0] ip address 10.1.4.1 24 


[P-GigabitEthernet1/0] quit 


[P] interface gigabitethernet 2/0 


[P-GigabitEthernet2/0] ip address 10.1.1.2 24 


[P-GigabitEthernet2/0] quit 


# On P, configure OSPF to advertise backbone networks. 
[P] ospf 1 


[P-ospf-1] area 0 


[P-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255 


[P-ospf-1-area-0.0.0.0] network 10.1.4.0 0.0.0.255 


[P-ospf-1-area-0.0.0.0] network 2.2.2.9 0.0.0.0 


[P-ospf-1-area-0.0.0.0] quit 


[P-ospf-1] quit 


# On PE 2, configure IP addresses for the loopback interface and the core-facing interface. 
<PE2> system-view 


[PE2] interface loopback 0 


[PE2-LoopBack0] ip address 3.3.3.9 32 


[PE2-LoopBack0] quit 


[PE2] interface gigabitethernet 1/0 


[PE2-GigabitEthernet1/0] ip address 10.1.4.2 24 


[PE2-GigabitEthernet1/0] quit 


# On PE 2, configure OSPF to advertise backbone networks. 
[PE2] ospf 1 


[PE2-ospf-1] area 0 


[PE2-ospf-1-area-0.0.0.0] network 10.1.4.0 0.0.0.255 


[PE2-ospf-1-area-0.0.0.0] network 3.3.3.9 0.0.0.0 


[PE2-ospf-1-area-0.0.0.0] quit 


[PE2-ospf-1] quit 


# Verify that OSPF neighbor relationships in Full state have been established on the backbone 
devices. 
[PE1] display ospf peer verbose 


  


          OSPF Process 1 with Router ID 1.1.1.9 


                  Neighbors 


  


 Area 0.0.0.0 interface 10.1.1.1(GE2/0)'s neighbors 


 Router ID: 2.2.2.9          Address: 10.1.1.2        GR State: Normal 


   State: Full  Mode: Nbr is Master  Priority: 1 


   DR: 10.1.1.2  BDR: 10.1.1.1  MTU: 0 


   Options is 0x02 (-|-|-|-|-|-|E|-) 


   Dead timer due in 38  sec 


   Neighbor is up for 17:30:25 


   Authentication Sequence: [ 0 ] 


   Neighbor state change count: 6 


   BFD status: Disabled 
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# Verify that the PEs have learned the routes to the loopback interfaces of each other. 
[PE1] display ip routing-table protocol ospf 


 


Summary Count : 4 


 


OSPF Routing table Status : <Active> 


Summary Count : 2 


 


Destination/Mask   Proto   Pre Cost        NextHop         Interface 


3.3.3.9/32         O_INTRA 10  2           10.1.1.2        GE2/0 


10.1.4.0/24        O_INTRA 10  2           10.1.1.2        GE2/0 


 


OSPF Routing table Status : <Inactive> 


Summary Count : 2 


 


Destination/Mask   Proto   Pre Cost        NextHop         Interface 


1.1.1.9/32         O_INTRA 10  0           0.0.0.0         Loop0 


10.1.1.0/24        O_INTRA 10  1           0.0.0.0         GE2/0 


2. Configure basic MPLS and MPLS LDP on the MPLS backbone to establish LDP LSPs: 


# On PE 1, configure an MPLS LSR ID and enable LDP globally. 
[PE1] mpls lsr-id 1.1.1.9 


[PE1] mpls ldp 


[PE1-ldp] quit 


# On PE 1, enable MPLS and IPv4 LDP on GigabitEthernet 2/0. 
[PE1] interface gigabitethernet 2/0 


[PE1-GigabitEthernet2/0] mpls enable 


[PE1-GigabitEthernet2/0] mpls ldp enable 


[PE1-GigabitEthernet2/0] quit 


# On P, configure an MPLS LSR ID and enable LDP globally. 
[P] mpls lsr-id 2.2.2.9 


[P] mpls ldp 


[P-ldp] quit 


# On P, enable MPLS and IPv4 LDP on GigabitEthernet 2/0 and GigabitEthernet 1/0. 
[P] interface gigabitethernet 1/0 


[P-GigabitEthernet1/0] mpls enable 


[P-GigabitEthernet1/0] mpls ldp enable 


[P-GigabitEthernet1/0] quit 


[P] interface gigabitethernet 2/0 


[P-GigabitEthernet2/0] mpls enable 


[P-GigabitEthernet2/0] mpls ldp enable 


[P-GigabitEthernet2/0] quit 


# On PE 2, configure an MPLS LSR ID and enable LDP globally. 
[PE2] mpls lsr-id 3.3.3.9 


[PE2] mpls ldp 


[PE2-ldp] quit 


# On PE 2, enable MPLS and IPv4 LDP on GigabitEthernet 1/0. 
[PE2] interface gigabitethernet 1/0 
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[PE2-GigabitEthernet1/0] mpls enable 


[PE2-GigabitEthernet1/0] mpls ldp enable 


[PE2-GigabitEthernet1/0] quit 


# Verify that LDP sessions in Operational state have been established. 
[PE1] display mpls ldp peer 


Total number of peers: 1 


Peer LDP ID             State         Role     GR   MD5  KA Sent/Rcvd 


2.2.2.9:0               Operational   Passive  Off  Off  5/5 


# Verify that the LSPs have been established by LDP. 
[PE1] display mpls ldp lsp 


Status Flags: * - stale, L - liberal, B - backup 


FECs: 4            Ingress: 1          Transit: 1      Egress: 3 


  


FEC                In/Out Label        Nexthop         OutInterface 


1.1.1.9/32         3/- 


                   -/1151(L) 


2.2.2.9/32         -/3                 10.1.1.2        GE2/0 


                   1151/3              10.1.1.2        GE2/0 


3.3.3.9/32         -/1150              10.1.1.2        GE2/0 


                   1150/1150           10.1.1.2        GE2/0 


3. Configure VPN instances on PEs to allow CE access: 


# On PE 1, create VPN instance customerA for Customer A. 
[PE1] ip vpn-instance customerA 


# On PE 1, configure the RD as 100:1 for the VPN instance. 
[PE1-vpn-instance-customerA] route-distinguisher 100:1 


# On PE 1, specify the import target as 111:1 and the export target as 222:1 for the VPN 
instance. 
[PE1-vpn-instance-customerA] vpn-target 111:1 import-extcommunity 


[PE1-vpn-instance-customerA] vpn-target 222:1 export-extcommunity 


[PE1-vpn-instance-customerA] quit 


# On PE 1, create VPN instance customerB for Customer B. 
[PE1] ip vpn-instance customerB 


# On PE 1, configure the RD as 200:1 for the VPN instance. 
[PE1-vpn-instance-customerB] route-distinguisher 200:1 


# On PE 1, specify the import target and export target for the VPN instance as 333:1 and 444:1. 
[PE1-vpn-instance-customerB] vpn-target 333:1 import-extcommunity 


[PE1-vpn-instance-customerB] vpn-target 444:1 export-extcommunity 


[PE1-vpn-instance-customerB] quit 


# On PE 1, associate GigabitEthernet 1/0 with VPN instance customerA. 
[PE1] interface gigabitethernet 1/0 


[PE1-GigabitEthernet1/0] ip binding vpn-instance customerA 


[PE1-GigabitEthernet1/0] ip address 100.1.1.2 24 


[PE1-GigabitEthernet1/0] quit 


# On PE 1, associate GigabitEthernet 3/0 with VPN instance customerB. 
[PE1] interface gigabitethernet 3/0 


[PE1-GigabitEthernet3/0] ip binding vpn-instance customerB 
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[PE1-GigabitEthernet3/0] ip address 200.1.1.2 24 


[PE1-GigabitEthernet3/0] quit 


# On PE 2, create VPN instance customerA for Customer A. 
[PE2] ip vpn-instance customerA 


# On PE 2, configure an RD for the VPN instance. HP recommends configuring the same RD as the 
one configured for VPN instance customerA on PE 1. 
[PE2-vpn-instance-customerA] route-distinguisher 100:1 


# On PE 2, specify the import target and export target the same as the export target and import 
target on PE 1. 
[PE2-vpn-instance-customerA] vpn-target 222:1 import-extcommunity 


[PE2-vpn-instance-customerA] vpn-target 111:1 export-extcommunity 


[PE2-vpn-instance-customerA] quit 


# On PE 2, create VPN instance customerB for Customer B. 
[PE2] ip vpn-instance customerB 


# On PE 2, configure the RD as 200:1 for the VPN instance. 
[PE2-vpn-instance-customerB] route-distinguisher 200:1 


# On PE 2, specify the import target and export target the same as the export target and import 
target on PE 1. 
[PE2-vpn-instance-customerB] vpn-target 444:1 import-extcommunity 


[PE2-vpn-instance-customerB] vpn-target 333:1 export-extcommunity 


[PE2-vpn-instance-customerB] quit 


# On PE 2, associate GigabitEthernet 2/0 with VPN instance customerA. 
[PE2] interface gigabitethernet 2/0 


[PE2-GigabitEthernet2/0] ip binding vpn-instance customerA 


[PE2-GigabitEthernet2/0] ip address 101.1.1.1 24 


[PE2-GigabitEthernet2/0] quit 


# On PE 2, associate GigabitEthernet 3/0 with VPN instance customerB. 
[PE2] interface gigabitethernet 3/0 


[PE2-GigabitEthernet3/0] ip binding vpn-instance customerB 


[PE2-GigabitEthernet3/0] ip address 202.1.1.2 24 


[PE2-GigabitEthernet3/0] quit 


# Configure IP addresses for interfaces on the CEs, as shown in Figure 1. (Details not shown.) 


# Execute the display ip vpn-instance command to display VPN instance configurations. 
[PE1] display ip vpn-instance 


  Total VPN-Instances configured : 2 


  VPN-Instance Name               RD                     Create time 


  customerA                       100:1                  2014/03/22 13:20:08 


  customerB                       200:1                  2014/03/22 13:20:20 


# Use the ping command on the PEs to verify that the PEs can ping their attached CEs. 
[PE1] ping -vpn-instance customerA 100.1.1.1 


Ping 10.1.1.1 (100.1.1.1): 56 data bytes, press CTRL_C to break 


56 bytes from 100.1.1.1: icmp_seq=0 ttl=255 time=1.000 ms 


56 bytes from 100.1.1.1: icmp_seq=1 ttl=255 time=2.000 ms 


56 bytes from 100.1.1.1: icmp_seq=2 ttl=255 time=0.000 ms 


56 bytes from 100.1.1.1: icmp_seq=3 ttl=255 time=1.000 ms 


56 bytes from 100.1.1.1: icmp_seq=4 ttl=255 time=0.000 ms 
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--- Ping statistics for 10.1.1.1 --- 


5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.000/0.800/2.000/0.748 ms 


4. Establish EBGP peer relationships between PEs and CEs, and redistribute VPN routes into BGP: 


# On PE 1, create BGP process 100. 
[PE1] bgp 100 


# On PE 1, specify CE 1 as a peer and redistribute direct routes of CE 1 into the BGP routing table 
of VPN instance customerA. 
[PE1-bgp] ip vpn-instance customerA 


[PE1-bgp-customerA] peer 100.1.1.1 as-number 65410 


[PE1-bgp-customerA] address-family ipv4 unicast 


[PE1-bgp-ipv4-customerA] peer 100.1.1.1 enable 


[PE1-bgp-ipv4-customerA] import-route direct 


[PE1-bgp-ipv4-customerA] quit 


[PE1-bgp-customerA] quit 


# On PE 1, specify CE 2 as a peer and redistribute direct routes of CE 2 into the BGP routing table 
of VPN instance customerB. 
[PE1-bgp] ip vpn-instance customerB 


[PE1-bgp-customerB] peer 200.1.1.1 as-number 65410 


[PE1-bgp-customerB] address-family ipv4 unicast 


[PE1-bgp-ipv4-customerB] peer 200.1.1.1 enable 


[PE1-bgp-ipv4-customerB] import-route direct 


[PE1-bgp-ipv4-customerB] quit 


[PE1-bgp-customerB] quit 


[PE1-bgp] quit 


# On PE 2, create BGP process 100. 
[PE2] bgp 100 


# On PE 2, specify CE 3 as a peer and redistribute direct routes of CE 3 into the BGP routing table 
of VPN instance customerA. 
[PE2-bgp] ip vpn-instance customerA 


[PE2-bgp-customerA] peer 101.1.1.2 as-number 65430 


[PE2-bgp-customerA] address-family ipv4 unicast 


[PE2-bgp-ipv4-customerA] peer 101.1.1.2 enable 


[PE2-bgp-ipv4-customerA] import-route direct 


[PE2-bgp-ipv4-customerA] quit 


[PE2-bgp-customerA] quit 


# On PE 2, specify CE 4 as a peer and redistribute direct routes of CE 4 into the BGP routing table 
of VPN instance customerB. 
[PE2-bgp] ip vpn-instance customerB 


[PE2-bgp-customerB] peer 202.1.1.1 as-number 65430 


[PE2-bgp-customerB] address-family ipv4 unicast 


[PE2-bgp-ipv4-customerB] peer 202.1.1.1 enable 


[PE2-bgp-ipv4-customerB] import-route direct 


[PE2-bgp-ipv4-customerB] quit 


[PE2-bgp-customerB] quit 


[PE2-bgp] quit 
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# On CE 1, create BGP process 65410, specify 100.1.1.2 as the peer, and specify the peer's AS 
number as 100. 
<CE1> system-view 


[CE1] bgp 65410 


[CE1-bgp] peer 100.1.1.2 as-number 100 


# On CE 1, enable BGP to exchange IPv4 unicast routing information with peer 100.1.1.2. 
[CE1-bgp] address-family ipv4 unicast 


[CE1-bgp-ipv4] peer 100.1.1.2 enable 


# On CE 1, redistribute the direct route for the site into EBGP. 
[CE1-bgp-ipv4] import-route direct 


[CE1-bgp-ipv4] quit 


[CE1-bgp] quit 


# On CE 2, create BGP process 65410, specify 200.1.1.2 as the peer, and specify the peer's AS 
number as 100. 
<CE2> system-view 


[CE2] bgp 65410 


[CE2-bgp] peer 200.1.1.2 as-number 100 


# On CE 2, enable BGP to exchange IPv4 unicast routing information with peer 200.1.1.2. 
[CE2-bgp] address-family ipv4 unicast 


[CE2-bgp-ipv4] peer 200.1.1.2 enable 


# On CE 2, redistribute the direct route for the site into EBGP. 
[CE2-bgp-ipv4] import-route direct 


[CE2-bgp-ipv4] quit 


[CE2-bgp] quit 


# On CE 3, create BGP process 65430, specify 101.1.1.1 as the peer, and specify the peer's AS 
number as 100. 
<CE3> system-view 


[CE3] bgp 65430 


[CE3-bgp] peer 101.1.1.1 as-number 100 


# On CE 3, enable BGP to exchange IPv4 unicast routing information with peer 101.1.1.1. 
[CE3-bgp] address-family ipv4 unicast 


[CE3-bgp-ipv4] peer 101.1.1.1 enable 


# On CE 3, redistribute the direct route for the site into EBGP. 
[CE3-bgp-ipv4] import-route direct 


[CE3-bgp-ipv4] quit 


[CE3-bgp] quit 


# On CE 4, create BGP process 65430, specify 202.1.1.2 as the peer, and specify the peer's AS 
number as 100. 
<CE4> system-view 


[CE4] bgp 65430 


[CE4-bgp] peer 202.1.1.2 as-number 100 


# On CE 4, enable BGP to exchange IPv4 unicast routing information with peer 202.1.1.2. 
[CE4-bgp] address-family ipv4 unicast 


[CE4-bgp-ipv4] peer 202.1.1.2 enable 


# On CE 4, redistribute the direct route for the site into EBGP. 
[CE4-bgp-ipv4] import-route direct 
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[CE4-bgp-ipv4] quit 


[CE4-bgp] quit 


# Verify that a BGP peer relationship in Established state has been established between a PE and 
a CE. 
[PE1] display bgp peer ipv4 vpn-instance customerA 


 BGP local router ID: 1.1.1.9 


 Local AS number: 100 


 Total number of peers: 1                  Peers in established state: 1 


  


  Peer                    AS  MsgRcvd  MsgSent OutQ PrefRcv Up/Down  State 


  


  100.1.1.1             65410        4        4    0       2 13:35:25 Established 


5. Create an MP-IBGP peer relationship between PEs: 


# On PE 1, configure 3.3.3.9 as the BGP peer and specify Loopback 0 as the source interface for 
sending routing updates to the peer. 
[PE1] bgp 100 


[PE1-bgp] peer 3.3.3.9 as-number 100 


[PE1-bgp] peer 3.3.3.9 connect-interface loopback 0 


# On PE 1, enable the peer 3.3.3.9 for the BGP-VPNv4 address family. 
[PE1-bgp] address-family vpnv4 


[PE1-bgp-vpnv4] peer 3.3.3.9 enable 


[PE1-bgp-vpnv4] quit 


[PE1-bgp] quit 


# On PE 2, configure 1.1.1.9 as the BGP peer and specify Loopback 0 as the source interface for 
sending routing updates to the peer. 
[PE2] bgp 100 


[PE2-bgp] peer 1.1.1.9 as-number 100 


[PE2-bgp] peer 1.1.1.9 connect-interface loopback 0 


# On PE 2, enable the peer 1.1.1.9 for the BGP-VPNv4 address family. 
[PE2-bgp] address-family vpnv4 


[PE2-bgp-vpnv4] peer 1.1.1.9 enable 


[PE2-bgp-vpnv4] quit 


[PE2-bgp] quit 


# Verify that a BGP peer relationship in Established state has been established between the PEs. 
[PE1] display bgp peer vpnv4 


 


 BGP local router ID: 1.1.1.9 


 Local AS number: 100 


 Total number of peers: 1                  Peers in established state: 1 


 


  Peer                    AS  MsgRcvd  MsgSent OutQ PrefRcv Up/Down  State 


 


  3.3.3.9                100        8        8    0       0 00:00:08 Established 
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Verifying the configuration 
# Execute the display ip routing-table vpn-instance command on the PEs. 
[PE1] display ip routing-table vpn-instance customerA 


  


Destinations : 13        Routes : 13 


  


Destination/Mask    Proto  Pre  Cost         NextHop         Interface 


0.0.0.0/32          Direct 0    0            127.0.0.1       InLoop0 


100.1.1.0/24        Direct 0    0            100.1.1.2       GE1/0 


100.1.1.0/32        Direct 0    0            100.1.1.2       GE1/0 


100.1.1.2/32        Direct 0    0            127.0.0.1       InLoop0 


100.1.1.255/32      Direct 0    0            100.1.1.2       GE1/0 


101.1.1.0/24        BGP    255  0            3.3.3.9         GE2/0 


127.0.0.0/8         Direct 0    0            127.0.0.1       InLoop0 


127.0.0.0/32        Direct 0    0            127.0.0.1       InLoop0 


127.0.0.1/32        Direct 0    0            127.0.0.1       InLoop0 


127.255.255.255/32  Direct 0    0            127.0.0.1       InLoop0 


224.0.0.0/4         Direct 0    0            0.0.0.0         NULL0 


224.0.0.0/24        Direct 0    0            0.0.0.0         NULL0 


255.255.255.255/32  Direct 0    0            127.0.0.1       InLoop0 


The output shows that PE 1 has a route to the remote CE of Customer A. Output on PE 2 is similar. 


# Verify that CEs of the same VPN can ping each other, whereas those of different VPNs cannot. For 
example, CE 1 can ping CE 3 (101.1.1.2), but it cannot ping CE 4 (202.1.1.1). (Details not shown.) 


Configuration files 
• PE 1: 


# 


ip vpn-instance customerA 


 route-distinguisher 100:1 


 vpn-target 111:1 import-extcommunity 


 vpn-target 222:1 export-extcommunity 


# 


ip vpn-instance customerB 


 route-distinguisher 200:1 


 vpn-target 333:1 import-extcommunity 


 vpn-target 444:1 export-extcommunity 


# 


ospf 1 


 area 0.0.0.0 


  network 1.1.1.9 0.0.0.0 


  network 10.1.1.0 0.0.0.255 


# 


 mpls lsr-id 1.1.1.9 


# 
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mpls ldp 


# 


interface LoopBack0 


 ip address 1.1.1.9 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip binding vpn-instance customerA 


 ip address 100.1.1.2 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip binding vpn-instance customerB 


 ip address 200.1.1.2 255.255.255.0 


# 


bgp 100 


 peer 3.3.3.9 as-number 100 


 peer 3.3.3.9 connect-interface LoopBack0 


 # 


 address-family vpnv4 


  peer 3.3.3.9 enable 


 # 


 ip vpn-instance customerA 


  peer 100.1.1.1 as-number 65410 


  # 


  address-family ipv4 unicast 


   import-route direct 


   peer 100.1.1.1 enable 


# 


 ip vpn-instance customerB 


  peer 200.1.1.1 as-number 65410 


  # 


  address-family ipv4 unicast 


   import-route direct 


   peer 200.1.1.1 enable 


# 


• P: 
# 


ospf 1 


 area 0.0.0.0 


  network 2.2.2.9 0.0.0.0 


  network 10.1.1.0 0.0.0.255 
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  network 10.1.4.0 0.0.0.255 


# 


 mpls lsr-id 2.2.2.9 


# 


mpls ldp 


# 


interface LoopBack0 


 ip address 2.2.2.9 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.4.1 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.1.1.2 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


• PE 2: 
# 


ip vpn-instance customerA 


 route-distinguisher 100:1 


 vpn-target 111:1 export-extcommunity 


 vpn-target 222:1 import-extcommunity 


# 


ip vpn-instance customerB 


 route-distinguisher 200:1 


 vpn-target 333:1 export-extcommunity 


 vpn-target 444:1 import-extcommunity 


# 


ospf 1 


 area 0.0.0.0 


  network 10.1.4.0 0.0.0.255 


  network 3.3.3.9 0.0.0.0 


# 


 mpls lsr-id 3.3.3.9 


# 


mpls ldp 


# 


interface LoopBack0 


 ip address 3.3.3.9 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.4.2 255.255.255.0 
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 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip binding vpn-instance customerA 


 ip address 101.1.1.1 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip binding vpn-instance customerB 


 ip address 202.1.1.2 255.255.255.0 


# 


bgp 100 


 peer 1.1.1.9 as-number 100 


 peer 1.1.1.9 connect-interface LoopBack0 


 # 


 address-family vpnv4 


  peer 1.1.1.9 enable 


 # 


 ip vpn-instance customerA 


  peer 101.1.1.2 as-number 65430 


  # 


  address-family ipv4 unicast 


   import-route direct 


   peer 101.1.1.2 enable 


 # 


 ip vpn-instance customerB 


  peer 202.1.1.1 as-number 65430 


  # 


  address-family ipv4 unicast 


   import-route direct 


   peer 202.1.1.1 enable 


 # 


• CE 1: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 100.1.1.1 255.255.255.0 


# 


bgp 65410 


 peer 100.1.1.2 as-number 100 


 # 


 address-family ipv4 unicast 


  import-route direct 


  peer 100.1.1.2 enable 


# 


• CE 2: 
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# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 200.1.1.1 255.255.255.0 


# 


bgp 65410 


 peer 200.1.1.2 as-number 100 


 # 


 address-family ipv4 unicast 


  import-route direct 


  peer 200.1.1.2 enable 


# 


• CE 3: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 101.1.1.2 255.255.255.0 


# 


bgp 65430 


 peer 101.1.1.1 as-number 100 


 # 


 address-family ipv4 unicast 


  import-route direct 


  peer 101.1.1.1 enable 


# 


• CE 4: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 202.1.1.1 255.255.255.0 


# 


bgp 65430 


 peer 202.1.1.2 as-number 100 


 # 


 address-family ipv4 unicast 


  import-route direct 


  peer 202.1.1.2 enable 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Routing Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Configuration Guide 


• HP VSR1000 Virtual Services Router MPLS Command Reference 


• HP VSR1000 Virtual Services Router MPLS Configuration Guide 
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Introduction 
This document provides MPLS HoVPN configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of HoVPN. 


Example: Configuring HoVPN 


Network requirements 
As shown in Figure 1, configure HoVPN and routing polices to allow communication between subnets 
172.16.1.0/24 and 172.16.3.0/24 and to disallow communication between subnets 172.16.2.0/24 and 
172.16.3.0/24. 


Figure 1 Network diagram 


 
 


Requirements analysis 
To ensure that subnet 172.16.1.0/24 can communicate with 172.16.3.0/24 but 172.16.2.0/24 cannot, 
configure a routing policy on SPE 2 to advertise only the route of subnet 172.16.1.0/24 to UPE 2. 
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Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure HoVPN, follow these restrictions and guidelines: 


• For an SPE to advertise routes to its connected UPE, perform the following configurations on the SPE: 


 Configure a routing policy to specify the routes that can be advertised. 


 Configure the BGP to advertise the routes permitted by the routing policy to the UPE. 


• For an SPE and a UPE (EBGP peers) to advertise labels to each other, perform the following 
configurations: 


 Enable BGP to exchange labeled routes with the peer. 


 Configure a routing policy to specify the routes that can be advertised, and assign MPLS labels 
to the matching routes. 


 Apply the routing policy to routes outgoing to the peer. 


• Associating an interface with a VPN instance deletes the IP address of the interface. You must 
reconfigure the IP address of the interface after the association. To avoid configuring the interface's 
IP address twice, configure the association first. 


Configuration procedures 
1. Enable MPLS and MPLS LDP on SPEs, and configure the IGP protocol (OSPF, in this example): 


# On SPE 1, configure an IP address for Loopback 0. 
<SPE1> system-view 


[SPE1] interface loopback 0 


[SPE1-LoopBack0] ip address 2.2.2.9 32 


[SPE1-LoopBack0] quit 


# On SPE 1, configure an MPLS LSR ID and enable MPLS LDP globally. 
[SPE1] mpls lsr-id 2.2.2.9 


[SPE1] mpls ldp 


[SPE1-ldp] quit 


# On SPE 1, configure an IP address for GigabitEthernet 1/0 and enable MPLS on the interface. 
[SPE1] interface gigabitethernet1/0 


[SPE1-GigabitEthernet1/0] ip address 172.1.1.2 24 


[SPE1-GigabitEthernet1/0] mpls enable 


[SPE1-GigabitEthernet1/0] quit 


# On SPE 1, configure an IP address for GigabitEthernet 2/0, and enable MPLS and IPv4 LDP on 
the interface. 
[SPE1] interface gigabitethernet2/0 


[SPE1-GigabitEthernet2/0] ip address 180.1.1.1 24 


[SPE1-GigabitEthernet2/0] mpls enable 


[SPE1-GigabitEthernet2/0] mpls ldp enable 


[SPE1-GigabitEthernet2/0] quit 
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# On SPE 1, configure OSPF to ensure IP connectivity within the backbone. 
[SPE1] ospf 1 


[SPE1-ospf-1] area 0 


[SPE1-ospf-1-area-0.0.0.0] network 2.2.2.9 0.0.0.0 


[SPE1-ospf-1-area-0.0.0.0] network 180.1.1.0 0.0.0.255 


[SPE1-ospf-1-area-0.0.0.0] quit 


[SPE1-ospf-1] quit 


# On SPE 2, configure an IP address for Loopback 0. 
<SPE2> system-view 


[SPE2] interface loopback 0 


[SPE2-LoopBack0] ip address 3.3.3.9 32 


[SPE2-LoopBack0] quit 


# On SPE 2, configure an MPLS LSR ID and enable MPLS LDP globally. 
[SPE2] mpls lsr-id 3.3.3.9 


[SPE2] mpls ldp 


[SPE2-ldp] quit 


# On SPE 2, configure an IP address for GigabitEthernet 2/0, and enable MPLS and IPv4 LDP on 
the interface. 
[SPE2] interface gigabitethernet2/0 


[SPE2-GigabitEthernet2/0] ip address 180.1.1.2 24 


[SPE2-GigabitEthernet2/0] mpls enable 


[SPE2-GigabitEthernet2/0] mpls ldp enable 


[SPE2-GigabitEthernet2/0] quit 


# On SPE 2, configure an IP address for GigabitEthernet 1/0 and enable MPLS on the interface. 
[SPE2] interface gigabitethernet1/0 


[SPE2-GigabitEthernet1/0] ip address 172.2.1.2 24 


[SPE2-GigabitEthernet1/0] mpls enable 


[SPE2-GigabitEthernet1/0] quit 


# On SPE 2, configure OSPF to ensure IP connectivity within the backbone. 
[SPE2] ospf 1 


[SPE2-ospf-1] area 0 


[SPE2-ospf-1-area-0.0.0.0] network 3.3.3.9 0.0.0.0 


[SPE2-ospf-1-area-0.0.0.0] network 180.1.1.0 0.0.0.255 


[SPE2-ospf-1-area-0.0.0.0] quit 


[SPE2-ospf-1] quit 


# Execute the display mpls ldp peer command to verify that an LDP session in Operational state 
has been established between the SPEs. (Details not shown.) 


# Execute the display ospf peer command to verify that an OSPF neighbor relationship in FULL 
state has been established between the SPEs. (Details not shown.) 


2. Establish an MP-IBGP peer relationship between SPE 1 and SPE 2 to exchange VPNv4 routes: 


# On SPE 1, establish an MP-IBGP peer relationship with SPE 2. 
[SPE1] bgp 100 


[SPE1-bgp] peer 3.3.3.9 as-number 100 


[SPE1-bgp] peer 3.3.3.9 connect-interface loopback 0 


[SPE1-bgp] address-family vpnv4 


[SPE1-bgp-vpnv4] peer 3.3.3.9 enable 


[SPE1-bgp-vpnv4] quit 
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[SPE1-bgp] quit 


# On SPE 2, establish an MP-IBGP peer relationship with SPE 1. 
[SPE2] bgp 100 


[SPE2-bgp] peer 2.2.2.9 as-number 100 


[SPE2-bgp] peer 2.2.2.9 connect-interface loopback 0 


[SPE2-bgp] address-family vpnv4 


[SPE2-bgp-vpnv4] peer 2.2.2.9 enable 


[SPE2-bgp-vpnv4] quit 


[SPE2-bgp] quit 


# Execute the display bgp peer vpnv4 command on the SPEs to verify that a BGP peer relationship 
in Established state has been established. (Details not shown.) 


3. Configure basic MPLS on UPEs: 


# On UPE 1, configure an IP address for Loopback 0. 
<UPE1> system-view 


[UPE1] interface loopback 0 


[UPE1-LoopBack0] ip address 1.1.1.9 32 


[UPE1-LoopBack0] quit 


# On UPE 1, configure an MPLS LSR ID. 
[UPE1] mpls lsr-id 1.1.1.9 


# On UPE 1, configure an IP address for GigabitEthernet 1/0 and enable MPLS on the interface. 
[UPE1] interface gigabitethernet1/0 


[UPE1-GigabitEthernet1/0] ip address 172.1.1.1 24 


[UPE1-GigabitEthernet1/0] mpls enable 


[UPE1-GigabitEthernet1/0] quit 


# On UPE 2, configure an IP address for Loopback 0. 
<UPE2> system-view 


[UPE2] interface loopback 0 


[UPE2-Loopback0] ip address 4.4.4.9 32 


[UPE2-Loopback0] quit 


# On UPE 2, configure an MPLS LSR ID. 
[UPE2] mpls lsr-id 4.4.4.9 


# On UPE 2, configure an IP address for GigabitEthernet 1/0 and enable MPLS on the interface. 
[UPE2] interface gigabitethernet1/0 


[UPE2-GigabitEthernet1/0] ip address 172.2.1.1 24 


[UPE2-GigabitEthernet1/0] mpls enable 


[UPE2-GigabitEthernet1/0] quit 


4. Establish EBGP peer relationships between SPEs and UPEs, and enable them to exchange labeled 
routes to establish BGP LSPs: 


# On SPE 1, establish an EBGP peer relationship with UPE 1. 
[SPE1] bgp 100 


[SPE1-bgp] peer 172.1.1.1 as-number 200 


# On SPE 1, enable BGP to exchange labeled IPv4 routes with the peer. 
[SPE1-bgp] address-family ipv4 


[SPE1-bgp-ipv4] peer 172.1.1.1 enable 


[SPE1-bgp-ipv4] peer 172.1.1.1 label-route-capability 


# On SPE 1, apply routing policy policy1 to routes advertised to the peer. 
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[SPE1-bgp-ipv4] peer 172.1.1.1 route-policy policy1 export 


[SPE1-bgp-ipv4] network 2.2.2.9 255.255.255.255 


[SPE1-bgp-ipv4] quit 


[SPE1-bgp] quit 


# On SPE 1, configure routing policy policy1 and set MPLS labels for routes. 
[SPE1] route-policy policy1 permit node 0 


[SPE1-route-policy-policy1-0] apply mpls-label 


[SPE1-route-policy-policy1-0] quit 


# On UPE 1, establish an EBGP peer relationship with SPE 1. 
[UPE1] bgp 200 


[UPE1-bgp] peer 172.1.1.2 as-number 100 


# On UPE 1, enable BGP to exchange labeled IPv4 routes with the peer. 
[UPE1-bgp] address-family ipv4 


[UPE1-bgp-ipv4] peer 172.1.1.2 enable 


[UPE1-bgp-ipv4] peer 172.1.1.2 label-route-capability 


# On UPE 1, apply routing policy policy1 to routes advertised to the peer. 
[UPE1-bgp-ipv4] peer 172.1.1.2 route-policy policy1 export 


[UPE1-bgp-ipv4] network 1.1.1.9 255.255.255.255 


[UPE1-bgp-ipv4] quit 


[UPE1-bgp] quit 


# On UPE 1, configure routing policy policy1 and set MPLS labels for routes. 
[UPE1] route-policy policy1 permit node 0 


[UPE1-route-policy-policy1-0] apply mpls-label 


[UPE1-route-policy-policy1-0] quit 


# On SPE 2, establish an EBGP peer relationship with UPE 2. 
[SPE2] bgp 100 


[SPE2-bgp] peer 172.2.1.1 as-number 200 


# On SPE 2, enable BGP to exchange labeled IPv4 routes with the peer. 
[SPE2-bgp] address-family ipv4 


[SPE2-bgp-ipv4] peer 172.2.1.1 enable 


[SPE2-bgp-ipv4] peer 172.2.1.1 label-route-capability 


# On SPE 2, apply routing policy policy1 to routes advertised to the peer. 
[SPE2-bgp-ipv4] peer 172.2.1.1 route-policy policy1 export 


[SPE2-bgp-ipv4] network 3.3.3.9 255.255.255.255 


[SPE2-bgp-ipv4] quit 


[SPE2-bgp] quit 


# On SPE 2, configure routing policy policy1 and set MPLS labels for routes. 
[SPE2] route-policy policy1 permit node 0 


[SPE2-route-policy-policy1-0] apply mpls-label 


[SPE2-route-policy-policy1-0] quit 


# On UPE 2, establish an EBGP peer relationship with SPE 2. 
[UPE2] bgp 200 


[UPE2-bgp] peer 172.2.1.2 as-number 100 


# On UPE 2, enable BGP to exchange labeled IPv4 routes with the peer. 
[UPE2-bgp] address-family ipv4 


[UPE2-bgp-ipv4] peer 172.2.1.2 enable 
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[UPE2-bgp-ipv4] peer 172.2.1.2 label-route-capability 


# On UPE 2, apply routing policy policy1 to routes advertised to the peer. 
[UPE2-bgp-ipv4] peer 172.2.1.2 route-policy policy1 export 


[UPE2-bgp-ipv4] network 4.4.4.9 255.255.255.255 


[UPE2-bgp-ipv4] quit 


[UPE2-bgp] quit 


# On UPE 2, configure routing policy policy1 and set MPLS labels for routes. 
[UPE2] route-policy policy1 permit node 0 


[UPE2-route-policy-policy1-0] apply mpls-label 


[UPE2-route-policy-policy1-0] quit 


# Execute the display mpls lsp command on the SPEs and UPEs to verify that BGP LSPs have been 
established between each SPE and its connected UPE. (Details not shown.) 


5. Establish MP-EBGP peer relationships between SPEs and UPEs, and configure HoVPN: 


# On UPE 1, establish an MP-EBGP peer relationship with SPE 1. 
[UPE1] bgp 200 


[UPE1-bgp] peer 2.2.2.9 as-number 100 


[UPE1-bgp] peer 2.2.2.9 connect-interface loopback 0 


[UPE1-bgp] address-family vpnv4 


[UPE1-bgp-vpnv4] peer 2.2.2.9 enable 


# On UPE 1, allow the local AS number to appear in the AS_PATH attribute of the routes received. 
[UPE1-bgp-vpnv4] peer 2.2.2.9 allow-as-loop 


[UPE1-bgp-vpnv4] quit 


# On SPE 1, configure VPN instance vpn1. 
[SPE1] ip vpn-instance vpn1 


[SPE1-vpn-instance-vpn1] route-distinguisher 100:1 


[SPE1-vpn-instance-vpn1] vpn-target 100:1 both 


[SPE1-vpn-instance-vpn1] quit 


# On SPE 1, establish an MP-EBGP peer relationship with UPE 1, and specify UPE 1 as a UPE. 
[SPE1] bgp 100 


[SPE1-bgp] peer 1.1.1.9 as-number 200 


[SPE1-bgp] peer 1.1.1.9 connect-interface loopback 0 


[SPE1-bgp] address-family vpnv4 


[SPE1-bgp-vpnv4] peer 1.1.1.9 enable 


[SPE1-bgp-vpnv4] peer 1.1.1.9 upe 


[SPE1-bgp-vpnv4] quit 


# On SPE 1, create a BGP-VPN instance so the learned VPNv4 routes can be added into the BGP 
routing table of the VPN instance. 
[SPE1-bgp] ip vpn-instance vpn1 


[SPE1-bgp-vpn1] quit 


[SPE1-bgp] quit 


# On UPE 2, establish an MP-EBGP peer relationship with SPE 2. 
[UPE2] bgp 200 


[UPE2-bgp] peer 3.3.3.9 as-number 100 


[UPE2-bgp] peer 3.3.3.9 connect-interface loopback 0 


[UPE2-bgp] address-family vpnv4 


[UPE2-bgp-vpnv4] peer 3.3.3.9 enable 
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# On UPE 2, allow the local AS number to appear in the AS_PATH attribute of the routes received. 
[UPE2-bgp-vpnv4] peer 3.3.3.9 allow-as-loop 


[UPE2-bgp-vpnv4] quit 


# On SPE 2, configure VPN instance vpn1. 
[SPE2] ip vpn-instance vpn1 


[SPE2-vpn-instance-vpn1] route-distinguisher 100:1 


[SPE2-vpn-instance-vpn1] vpn-target 100:1 both 


[SPE2-vpn-instance-vpn1] quit 


# On SPE 2, establish an MP-EBGP peer relationship with UPE 2, and specify UPE 2 as a UPE. 
[SPE2] bgp 100 


[SPE2-bgp] peer 4.4.4.9 as-number 200 


[SPE2-bgp] peer 4.4.4.9 connect-interface loopback 0 


[SPE2-bgp] address-family vpnv4 


[SPE2-bgp-vpnv4] peer 4.4.4.9 enable 


[SPE2-bgp-vpnv4] peer 4.4.4.9 upe 


[SPE2-bgp-vpnv4] quit 


# On SPE 2, create a BGP-VPN instance so the learned VPNv4 routes can be added into the BGP 
routing table of the VPN instance. 
[SPE2-bgp] ip vpn-instance vpn1 


[SPE2-bgp-vpn1] quit 


[SPE2-bgp] quit 


# Execute the display bgp peer vpnv4 command on the SPEs and UPEs to verify that a BGP peer 
relationship in Established state has been established between each SPE and its connected UPE. 
(Details not shown.) 


6. Allow CE access to UPEs: 


# On UPE 1, configure VPN instance vpn1 to allow CE 1 to access UPE 1. 
[UPE1] ip vpn-instance vpn1 


[UPE1-vpn-instance-vpn1] route-distinguisher 100:1 


[UPE1-vpn-instance-vpn1] vpn-target 100:1 both 


[UPE1-vpn-instance-vpn1] quit 


[UPE1] interface gigabitethernet2/0 


[UPE1-Gigabitethernet2/0] ip binding vpn-instance vpn1 


[UPE1-Gigabitethernet2/0] ip address 10.1.1.2 24 


[UPE1-Gigabitethernet2/0] quit 


# On UPE 1, establish an EBGP peer relationship with CE 1, and redistribute VPN routes into BGP. 
[UPE1] bgp 200 


[UPE1-bgp] ip vpn-instance vpn1 


[UPE1-bgp-vpn1] peer 10.1.1.1 as-number 65410 


[UPE1-bgp-vpn1] address-family ipv4 unicast 


[UPE1-bgp-ipv4-vpn1] peer 10.1.1.1 enable 


[UPE1-bgp-ipv4-vpn1] import-route direct 


[UPE1-bgp-ipv4-vpn1] quit 


[UPE1-bgp-vpn1] quit 


# On CE 1, configure an IP address for GigabitEthernet 2/0. 
<CE1> system-view 


[CE1] interface gigabitethernet2/0 


[CE1-GigabitEthernet2/0] ip address 10.1.1.1 255.255.255.0 
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[CE1-GigabitEthernet2/0] quit 


# On CE 1, establish an EBGP peer relationship with UPE 1, and redistribute direct routes into 
BGP. 
[CE1] bgp 65410 


[CE1-bgp] peer 10.1.1.2 as-number 200 


[CE1-bgp] address-family ipv4 unicast 


[CE1-bgp-ipv4] peer 10.1.1.2 enable 


[CE1-bgp-ipv4] import-route direct 


[CE1-bgp-ipv4] quit 


[CE1-bgp] quit 


# On UPE 2, configure VPN instance vpn1 to allow CE 2 to access UPE 2. 
[UPE2] ip vpn-instance vpn1 


[UPE2-vpn-instance-vpn1] route-distinguisher 100:1 


[UPE2-vpn-instance-vpn1] vpn-target 100:1 both 


[UPE2-vpn-instance-vpn1] quit 


[UPE2] interface gigabitethernet2/0 


[UPE2-GigabitEthernet2/0] ip binding vpn-instance vpn1 


[UPE2-GigabitEthernet2/0] ip address 10.2.1.2 24 


[UPE2-GigabitEthernet2/0] quit 


# On UPE 2, establish an EBGP peer relationship with CE 2, and redistribute VPN routes into BGP. 
[UPE2] bgp 200 


[UPE2-bgp] ip vpn-instance vpn1 


[UPE2-bgp-vpn1] peer 10.2.1.1 as-number 65420 


[UPE2-bgp-vpn1] address-family ipv4 unicast 


[UPE2-bgp-ipv4-vpn1] peer 10.2.1.1 enable 


[UPE2-bgp-ipv4-vpn1] import-route direct 


[UPE2-bgp-ipv4-vpn1] quit 


[UPE2-bgp-vpn1] quit 


# On CE 2, configure an IP address for GigabitEthernet 2/0. 
<CE2> system-view 


[CE2] interface gigabitethernet2/0 


[CE2-GigabitEthernet2/0] ip address 10.2.1.1 255.255.255.0 


[CE2-GigabitEthernet2/0] quit 


# On CE 2, establish an EBGP peer relationship with UPE 2, and redistribute direct routes into 
BGP. 
[CE2] bgp 65420 


[CE2-bgp] peer 10.2.1.2 as-number 200 


[CE2-bgp] address-family ipv4 unicast 


[CE2-bgp-ipv4] peer 10.2.1.2 enable 


[CE2-bgp-ipv4] import-route direct 


[CE2-bgp-ipv4] quit 


[CE2-bgp] quit 


# Execute the display bgp peer ipv4 command on the UPEs and CEs to verify that a BGP peer 
relationship in Established state has been established between each UPE and its connected CE. 
(Details not shown.) 


7. Configure routing policies on SPEs to filter VPN routes to be advertised: 


# On SPE 1, advertise the routes permitted by routing policy policy2 (the routes of CE 2) to UPE 1. 
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[SPE1] ip prefix-list list1 index 10 permit 172.16.3.0 24 


[SPE1] route-policy policy2 permit node 0 


[SPE1-route-policy-policy2-0] if-match ip address prefix-list list1 


[SPE1-route-policy-policy2-0] quit 


[SPE1] bgp 100 


[SPE1-bgp] address-family vpnv4 


[SPE1-bgp-vpnv4] peer 1.1.1.9 upe route-policy policy2 export 


[SPE1-bgp-vpnv4] quit 


[SPE1-bgp] quit 


# On SPE 2, advertise the routes permitted by routing policy policy2 (the routes of the routes of 
subnet 172.16.1.0 connected to CE 1) to UPE 2. 
[SPE2] ip prefix-list list1 index 10 permit 172.16.1.0 24 


[SPE2] route-policy policy2 permit node 0 


[SPE2-route-policy-policy2-0] if-match ip address prefix-list list1 


[SPE2-route-policy-policy2-0] quit 


[SPE2] bgp 100 


[SPE2-bgp] address-family vpnv4 


[SPE2-bgp-vpnv4] peer 4.4.4.9 upe route-policy policy2 export 


[SPE2-bgp-vpnv4] quit 


[SPE2-bgp] quit 


Verifying the configuration 
# Verify that CE 1 has learned the route to subnet 172.16.3.0/24 of CE 2. 
[CE1] display ip routing-table 


 


Destinations : 25        Routes : 25 


 


Destination/Mask    Proto  Pre  Cost         NextHop         Interface 


172.16.1.0/24       Direct 0    0            172.16.1.1      GE1/0 


172.16.1.0/32       Direct 0    0            172.16.1.1      GE1/0 


172.16.1.1/32       Direct 0    0            127.0.0.1       InLoop0 


172.16.1.255/32     Direct 0    0            172.16.1.1      GE1/0 


172.16.2.0/24       Direct 0    0            172.16.2.1      GE3/0 


172.16.2.0/32       Direct 0    0            172.16.2.1      GE3/0 


172.16.2.1/32       Direct 0    0            127.0.0.1       InLoop0 


172.16.2.255/32     Direct 0    0            172.16.2.1      GE3/0 


172.16.3.0/24       BGP    255  0            10.1.1.2        GE2/0 


# Verify that CE 2 has learned the route to subnet 172.16.1.0/24 of CE 1, but it has not learned the route 
to 172.16.2.0/24 of CE 1. 
<CE2> display ip routing-table 


 


Destinations : 21        Routes : 21 


 


Destination/Mask    Proto  Pre  Cost         NextHop         Interface 


172.16.1.0/24       BGP    255  0            10.2.1.2        GE2/0 


172.16.3.0/24       Direct 0    0            172.16.3.1      GE1/0 
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172.16.3.0/32       Direct 0    0            172.16.3.1      GE1/0 


172.16.3.1/32       Direct 0    0            127.0.0.1       InLoop0 


172.16.3.255/32     Direct 0    0            172.16.3.1      GE1/0 


# Verify that subnets 172.16.1.0/24 and 172.16.3.0/24 can ping each other, and subnets 172.16.2.0/24 
and 172.16.3.0/24 cannot ping each other. (Details not shown.) 


Configuration files 
• CE 1: 


# 


interface GigabitEthernet1/0 


 ip address 172.16.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ip address 10.1.1.1 255.255.255.0 


# 


interface GigabitEthernet3/0 


 ip address 172.16.2.1 255.255.255.0 


# 


bgp 65410 


 peer 10.1.1.2 as-number 200 


 # 


 address-family ipv4 unicast 


  import-route direct 


  peer 10.1.1.2 enable 


# 


• CE 2: 
# 


interface GigabitEthernet1/0 


 ip address 172.16.3.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ip address 10.2.1.1 255.255.255.0 


# 


bgp 65420 


 peer 10.2.1.2 as-number 200 


 # 


 address-family ipv4 unicast 


  import-route direct 


  peer 10.2.1.2 enable 


# 


• UPE 1: 
# 


ip vpn-instance vpn1 


 route-distinguisher 100:1 


 vpn-target 100:1 import-extcommunity 


 vpn-target 100:1 export-extcommunity 
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# 


 mpls lsr-id 1.1.1.9 


# 


interface LoopBack0 


 ip address 1.1.1.9 255.255.255.255 


# 


interface GigabitEthernet1/0 


 ip address 172.1.1.1 255.255.255.0 


 mpls enable 


# 


interface GigabitEthernet2/0 


 ip binding vpn-instance vpn1 


 ip address 10.1.1.2 255.255.255.0 


# 


bgp 200 


 peer 2.2.2.9 as-number 100 


 peer 2.2.2.9 connect-interface LoopBack0 


 peer 172.1.1.2 as-number 100 


 # 


 address-family ipv4 unicast 


  import-route direct 


  network 1.1.1.9 255.255.255.255 


  network 172.1.1.0 255.255.255.0 


  peer 172.1.1.2 enable 


  peer 172.1.1.2 route-policy hope export 


  peer 172.1.1.2 label-route-capability 


 # 


 address-family vpnv4 


  peer 2.2.2.9 enable 


  peer 2.2.2.9 allow-as-loop 1 


 # 


 ip vpn-instance vpn1 


  peer 10.1.1.1 as-number 65410 


  # 


  address-family ipv4 unicast 


   import-route direct 


   peer 10.1.1.1 enable 


# 


route-policy hope permit node 0 


 apply mpls-label 


# 


• SPE 1: 
# 


ip vpn-instance vpn1  


 route-distinguisher 100:1 


 vpn-target 100:1 import-extcommunity 


 vpn-target 100:1 export-extcommunity 


# 
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ospf 1 


 area 0.0.0.0 


  network 2.2.2.9 0.0.0.0 


  network 180.1.1.0 0.0.0.255 


# 


 mpls lsr-id 2.2.2.9 


# 


mpls ldp 


# 


interface LoopBack0 


 ip address 2.2.2.9 255.255.255.255 


# 


interface GigabitEthernet1/0 


 ip address 172.1.1.2 255.255.255.0 


 mpls enable 


# 


interface GigabitEthernet2/0 


 ip address 180.1.1.1 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


bgp 100 


 peer 1.1.1.9 as-number 200 


 peer 1.1.1.9 connect-interface LoopBack0 


 peer 3.3.3.9 as-number 100 


 peer 3.3.3.9 connect-interface LoopBack0 


 peer 172.1.1.1 as-number 200 


 # 


 address-family ipv4 unicast 


  network 2.2.2.9 255.255.255.255 


  peer 172.1.1.1 enable 


  peer 172.1.1.1 route-policy policy1 export 


  peer 172.1.1.1 label-route-capability 


 # 


 address-family vpnv4 


  peer 1.1.1.9 enable 


  peer 1.1.1.9 upe 


  peer 1.1.1.9 upe route-policy policy2 export 


  peer 3.3.3.9 enable 


 # 


 ip vpn-instance vpn1 


# 


route-policy policy1 permit node 0 


 apply mpls-label 


# 


route-policy policy2 permit node 0 


 if-match ip address prefix-list list1 


# 
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 ip prefix-list list1 index 10 permit 172.16.3.0 24 


• UPE 2: 
# 


ip vpn-instance vpn1 


 route-distinguisher 100:1 


 vpn-target 100:1 import-extcommunity 


 vpn-target 100:1 export-extcommunity 


# 


 mpls lsr-id 4.4.4.9 


# 


interface LoopBack0 


 ip address 4.4.4.9 255.255.255.255 


# 


interface GigabitEthernet1/0 


 ip address 172.2.1.1 255.255.255.0 


 mpls enable 


# 


interface GigabitEthernet2/0 


 ip binding vpn-instance vpn1 


 ip address 10.2.1.2 255.255.255.0 


# 


bgp 200 


 peer 3.3.3.9 as-number 100 


 peer 3.3.3.9 connect-interface LoopBack0 


 peer 172.2.1.2 as-number 100 


 # 


 address-family ipv4 unicast 


  network 4.4.4.9 255.255.255.255 


  peer 172.2.1.2 enable 


  peer 172.2.1.2 route-policy hope export 


  peer 172.2.1.2 label-route-capability 


 # 


 address-family vpnv4 


  peer 3.3.3.9 enable 


  peer 3.3.3.9 allow-as-loop 1 


 # 


 ip vpn-instance vpn1  


  peer 10.2.1.1 as-number 65420 


  # 


  address-family ipv4 unicast 


   import-route direct 


   peer 10.2.1.1 enable 


# 


route-policy hope permit node 0 


 apply mpls-label 


• SPE 2: 
# 


ip vpn-instance vpn1 
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 route-distinguisher 100:1 


 vpn-target 100:1 import-extcommunity 


 vpn-target 100:1 export-extcommunity 


# 


ospf 1 


 area 0.0.0.0 


  network 3.3.3.9 0.0.0.0 


  network 180.1.1.0 0.0.0.255 


# 


 mpls lsr-id 3.3.3.9 


# 


mpls ldp 


# 


interface LoopBack0 


 ip address 3.3.3.9 255.255.255.255 


# 


interface GigabitEthernet1/0 


 ip address 172.2.1.2 255.255.255.0 


 mpls enable 


# 


interface GigabitEthernet2/0 


 ip address 180.1.1.2 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


bgp 100 


 peer 2.2.2.9 as-number 100 


 peer 2.2.2.9 connect-interface LoopBack0 


 peer 4.4.4.9 as-number 200 


 peer 4.4.4.9 connect-interface LoopBack0 


 peer 172.2.1.1 as-number 200 


 # 


 address-family ipv4 unicast 


  network 3.3.3.9 255.255.255.255 


  peer 172.2.1.1 enable 


  peer 172.2.1.1 route-policy policy1 export 


  peer 172.2.1.1 label-route-capability 


 # 


 address-family vpnv4 


  peer 2.2.2.9 enable 


  peer 4.4.4.9 enable 


  peer 4.4.4.9 upe 


  peer 4.4.4.9 upe route-policy policy2 export 


 # 


 ip vpn-instance vpn1 


# 


route-policy policy1 permit node 0 


 apply mpls-label 
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# 


route-policy policy2 permit node 0 


 if-match ip address prefix-list list1 


# 


 ip prefix-list list1 index 10 permit 172.16.1.0 24 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Routing Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Configuration Guide 


• HP VSR1000 Virtual Services Router MPLS Command Reference 


• HP VSR1000 Virtual Services Router MPLS Configuration Guide 





		Introduction

		Prerequisites

		Example: Configuring HoVPN

		Network requirements

		Requirements analysis

		Software version used

		Configuration restrictions and guidelines

		Configuration procedures

		Verifying the configuration

		Configuration files



		Related documentation






HP VSR1000 Virtual Services Router Portal 
Configuration Examples 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


© Copyright 2014 Hewlett-Packard Development Company, L.P. The information contained 
herein is subject to change without notice. The only warranties for HP products and services are 
set forth in the express warranty statements accompanying such products and services. Nothing 
herein should be construed as constituting an additional warranty. HP shall not be liable for 
technical or editorial errors or omissions contained herein.  


 
 







i 


Contents 


Introduction ··································································································································································· 1 


Prerequisites ·································································································································································· 1 


Configuration restrictions and guidelines ··················································································································· 1 


Example: Configuring cross-subnet portal authentication ························································································· 2 
Network requirements ······················································································································································ 2 
Requirements analysis ······················································································································································· 2 
Software version used ······················································································································································ 3 
Configuration procedures ················································································································································ 3 


Configuring Device A ·············································································································································· 3 
Configuring Device B ··············································································································································· 3 
Configuring the portal/RADIUS server ·················································································································· 4 


Verifying the configuration ············································································································································ 10 
Configuration files ·························································································································································· 11 


Example: Configuring extended cross-subnet portal authentication ······································································ 12 
Network requirements ··················································································································································· 12 
Requirements analysis ···················································································································································· 13 
Software version used ··················································································································································· 13 
Configuration procedures ············································································································································· 13 


Configuring Device A ··········································································································································· 13 
Configuring Device B ············································································································································ 13 
Configuring the RADIUS/portal/security policy server ····················································································· 15 


Verifying the configuration ············································································································································ 15 
Configuration files ·························································································································································· 16 


Example: Configuring direct portal authentication ·································································································· 17 
Network requirements ··················································································································································· 17 
Requirements analysis ···················································································································································· 18 
Software version used ··················································································································································· 18 
Configuration procedures ············································································································································· 18 


Configuring Device ··············································································································································· 18 
Configuring the RADIUS/portal server ··············································································································· 20 


Verifying the configuration ············································································································································ 20 
Configuration files ·························································································································································· 20 


Related documentation ·············································································································································· 21 


 







1 


Introduction 
This document provides examples for configuring the following portal authentications: 


• Cross-subnet authentication—Applies to networks where Layer 3 forwarding devices exist between 
the authentication client and the access device. After a user passes authentication on an interface, 
the access device generates an ACL for the user based on the user's IP address to permit packets 
from the user on the interface. 


• Direct authentication—Applies to networks where no layer 3 forwarding devices exist between the 
authentication client and the access device. In such a network, the access device can learn MAC 
addresses of users. The access device can use both ACLs and MAC addresses to enhance control 
on user packet forwarding. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of Portal. 


Configuration restrictions and guidelines 
When you configure direct or cross-subnet portal authentication, follow these restrictions and guidelines: 


• Only the RADIUS server can perform authentication, authorization, and accounting for portal users. 


• On the RADIUS server, configure routes to reach the authentication interfaces and user networks. 


• The IMC server uses session control packets to send disconnection requests to the access device. If 
you use the IMC server as the RADIUS server, execute the radius session-control enable command 
on the access device. Otherwise, the access device cannot receive portal user logout requests from 
the RADIUS server. 


• When the access device runs Portal 2.0, configure the BAS-IP attribute for portal packets sent to the 
portal authentication server. Make sure the BAS-IP is the same as the IP Address configured on the 
portal authentication server. Otherwise, the portal authentication server will drop unsolicited portal 
packets (such as logout notifications) from the access device. 
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Example: Configuring cross-subnet portal 
authentication 


Network requirements 
As shown in Figure 1, Device B supports portal authentication. A portal server acts as both a portal 
authentication server and a portal Web server. A RADIUS server acts as the AAA server for portal users. 


Configure cross-subnet portal authentication. Before passing authentication, a host can access only the 
portal server. After passing authentication, the host can access resources in the IP network. 


Figure 1 Network diagram 


 
 


Requirements analysis 
To enable Device B to perform cross-subnet portal authentication through RADIUS, you must perform the 
following tasks: 


• Configure the portal authentication and Web server, and enable cross-subnet portal authentication. 


• Configure the RADIUS scheme. Specify the AAA server for the scheme and apply the scheme to the 
portal authentication domain. 
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Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring Device A 
# Configure IP addresses of GigabitEthernet 1/0 and GigabitEthernet 2/0. 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 192.168.0.1 24 


[DeviceA-GigabitEthernet1/0] quit 


[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ip address 10.0.11.2 24 


[DeviceA-GigabitEthernet2/0] quit 


# Configure a static route to the RADIUS server. 
[DeviceA] ip route-static 10.0.10.0 255.255.255.0 10.0.11.1 


Configuring Device B 
# Configure IP addresses for GigabitEthernet 1/0 and GigabitEthernet 2/0. 
<DeviceB> system-view 


[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ip address 10.0.11.1 24 


[DeviceB-GigabitEthernet1/0] quit 


[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] ip address 10.0.10.1 24 


[DeviceB-GigabitEthernet2/0] quit 


# Configure portal authentication server newpt. 
[DeviceB] portal server newpt 


[DeviceB-portal-server-newpt] ip 10.0.10.2 key simple portal 


[DeviceB-portal-server-newpt] port 50100 


[DeviceB-portal-server-newpt] quit 


# Configure portal Web server newpt. The URL must be the same as the URL configured for the portal 
page on the portal Web server. 
[DeviceB] portal web-server newpt 


[DeviceB-portal-websvr-newpt] url http://10.0.10.2:8080/portal 


[DeviceB-portal-websvr-newpt] quit 


# Enable cross-subnet portal authentication on GigabitEthernet 1/0, the interface connected to Device 
A. 
[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] portal enable method layer3 
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# Configure the BAS-IP as 10.0.11.1 for portal packets sent from GigabitEthernet 1/0 to the portal 
authentication server. 
[DeviceB-GigabitEthernet1/0] portal bas-ip 10.0.11.1 


# Reference the portal Web server newpt on GigabitEthernet 1/0. 
[DeviceB-GigabitEthernet1/0] portal apply web-server newpt 


[DeviceB-GigabitEthernet1/0] quit 


# Create a RADIUS scheme named imc and enter its view. 
[DeviceB] radius scheme imc 


# Specify the primary authentication and accounting server, and configure the keys for communication 
with the server. 
[DeviceB-radius-imc] primary authentication 10.0.10.2 


[DeviceB-radius-imc] primary accounting 10.0.10.2 


[DeviceB-radius-imc] key authentication simple expert 


[DeviceB-radius-imc] key accounting simple expert 


# Remove domain names from usernames sent to the RADIUS server. 
[DeviceB-radius-imc] user-name-format without-domain 


[DeviceB-radius-imc] quit 


# Create an ISP domain named portal.com and enter its view. 
[DeviceB] domain portal.com 


# Configure AAA methods for the ISP domain. 
[DeviceB-isp-portal.com] authentication portal radius-scheme imc 


[DeviceB-isp-portal.com] authorization portal radius-scheme imc 


[DeviceB-isp-portal.com] accounting portal radius-scheme imc 


[DeviceB-isp-portal.com] quit 


# Configure domain portal.com as the default ISP domain. If a user enters the username without the ISP 
domain name at login, the AAA methods of the default domain are used for the user. 
[DeviceB] domain default enable portal.com 


# Configure a static route to Department A. 
[DeviceB] ip route-static 192.168.0.0 255.255.255.0 10.0.11.2 


Configuring the portal/RADIUS server 
This example assumes that the server runs on IMC PLAT 7.0(E0202) and IMC UAM 7.0(E0202). 


Adding an access device 


1. Log in to IMC, and click the User tab. 


2. From the navigation tree, select User Access Manager > Access Device Management > Access 
Device. 


3. Click Add. 


The Add Access Device page appears. 


4. In the Access Configuration area, configure the following parameters: 


 Enter expert in the Shared Key and Confirm Shared Key fields. 


 Enter 1812 in the Authentication Port field and 1813 in the Accounting Port field. 


 Select LAN Access Service from the Service Type list. 
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 Select HP(Comware) from the Access Device Type list. 


5. In the Device List area, click Add Manually. 


6. On the page that appears, enter IP address 10.0.10.1 in the Start IP field, and click OK. 


7. Click OK. 


Figure 2 Adding an access device 


 
 


Adding an access policy 


1. Click the User tab. 


2. From the navigation tree, select User Access Manager > Access Policy. 


3. Click Add. 


The Add Access Policy page appears. 


4. Enter portal in the Access Policy Name field. Keep the default values for other parameters. 


5. Click OK. 
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Figure 3 Adding an access policy 


 
 


Adding an access service 


1. Click the User tab. 


2. From the navigation tree, select User Access Manager > Access Service. 


3. Click Add. 


4. On the Add Access Service page, configure the following parameters: 


 Enter Portal-auth in the Service Name field. 


 Select portal from the Default Access Policy list. 


 Keep the default values for other parameters. 


5. Click OK. 


Figure 4 Adding an access service 


 
 


Configuring an access user 


1. Click the User tab. 


2. From the navigation tree, select Access User> All Access Users. 


3. Click Add. 
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The Add Access User page appears. 


4. In the Access Information area, click the Add User button for the User Name field.  


5. On the Add User page that appears, configure the following parameters: 


 Enter hello in the User Name field. 


 Enter 111111 in the Identity Number field. 


 Keep the default values for other parameters. 


 Click OK. 


Figure 5 Adding a user 


 
 


6. In the Access Information area, enter portal in the Account Name field and configure the password 
as 123456 for the account. 


7. In the Access Service area, select the access service named Portal-auth. 


8. Keep the default values for other parameters. 


9. Click OK. 


Figure 6 Configuring an access user 
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Configuring a portal page 


1. Click the User tab. 


2. From the navigation tree, select User Access Policy > Portal Service > Server. 


3. Use the default values for all parameters. 


4. Click OK. 


Figure 7 Configuring a portal page 


 
 


Adding an IP group for portal authentication 


1. Click the User tab. 


2. From the navigation tree, select User Access Policy > Portal Service > IP Group. 


3. Click Add. 


4. On the Add IP Group page, configure the following parameters: 


 Enter Portal_user in the IP Group Name field. 


 Enter 192.168.0.0 in the Start IP field and 192.168.0.255 in the End IP field. 


 Keep the default values for other parameters. 


5. Click OK. 
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Figure 8 Adding an IP group 


 
 


Configuring an access device for portal authentication 


1. Click the User tab. 


2. From the navigation tree, select User Access Policy > Portal Service > Device. 


3. Click Add. 


4. On the Add Device page, configure the following parameters: 


 Enter NAS in the Device Name field. 


 Enter 10.0.11.1 in the IP Address field. 


 Enter portal in the Key and Confirm Key fields. 


The key must be the same as that for the portal authentication server configured on Device B. 


 Select Layer 3 from the Access Method list. 


 Keep the default values for other parameters. 


5. Click OK. 


Figure 9 Adding an access device 


 
 


Configuring a port group for portal authentication 


1. On the Device page, click the Port Group icon. 
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Figure 10 Accessing the Device page 


 
 


2. On the Configure Port Group page, click Add. 


3. On the Add Port Group page, configure the following parameters: 


 Enter portal in the Port Group Name field. 


 Select Portal_user from the IP Group list. 


 Keep the default values for other parameters. 


4. Click OK. 


Figure 11 Adding a port group 


 
 


Verifying the configuration 
A user can perform portal authentication by using the HP iNode client or through a Web page. This 
example triggers portal authentication by accessing a Web page. 


# Access a Web page through a Web browser on a host. You are redirected to the authentication page 
http://10.0.10.2:8080/portal. Enter the username portal and the password 123456 to log in. After 
passing the authentication, you are redirected to the authentication success page. 


# Execute the display portal user command on Device B to display the portal user information. 
[DeviceB] display portal user interface gigabitethernet 1/0 


Total portal users: 1 


Username: portal 


  Portal server: newpt 


  State: Online 


  Authorization ACL: None 


  VPN instance: -- 
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  MAC              IP                VLAN   Interface 


  0000-0000-0000   192.168.0.2       --     GigabitEthernet1/0 


Configuration files 
• Device A: 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.0.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.0.11.2 255.255.255.0 


# 


ip route-static 10.0.10.0 24 10.0.11.1 


# 


• Device B: 
# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.0.10.1 255.255.255.0 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.0.11.1 255.255.255.0 


 portal enable method layer3 


 portal bas-ip 10.0.11.1 


 portal apply web-server newpt 


# 


ip route-static 192.168.0.0 24 10.0.11.2 


# 


radius session-control enable   


# 


radius scheme imc 


primary authentication 10.0.10.2 


primary accounting 10.0.10.2 


key authentication cipher $c$3$M30nGDQxiOCAxe2AJ9yEZdk8kjoWag== 


key accounting cipher $c$3$M23dGDQxiOCAxe2BJ9yEZdk8kjoWag== 


user-name-format without-domain 


# 


domain portal.com 


 authentication portal radius-scheme imc 


 authorization portal radius-scheme imc 


accounting portal radius-scheme imc 


# 


domain default enable portal.com 


# 
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portal web-server newpt 


 url http://10.0.10.2:8080/portal 


# 


portal server newpt 


 ip 10.0.10.2 key cipher $c$3$r0VxoIiBrpzju9h2akP4TxyknX8VTuYKfA== 


# 


Example: Configuring extended cross-subnet 
portal authentication 


Network requirements 
As shown in Figure 12, Device B supports portal authentication. A portal server acts as both a portal 
authentication server and a portal Web server. A RADIUS server acts as the AAA server for portal users. 
A security policy server is deployed to perform security check on portal-authenticated users. 


Configure extended cross-subnet portal authentication. Before passing portal authentication, a host can 
access only the portal Web server. After the host passes authentication, the security policy server 
performs a security check on the host. If the host fails the security check, the host is permitted to access 
only the Patch/Virus definitions update server. After passing the security check, the host can access 
resources in the IP network. 


Figure 12 Network diagram 
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Requirements analysis 
To enable Device B to perform cross-subnet portal authentication through RADIUS, you must perform the 
following tasks: 


• Configure the portal authentication and Web server, and enable cross-subnet portal authentication. 


• Configure the RADIUS scheme. Specify the AAA server for the scheme and apply the scheme to the 
portal authentication domain. 


To perform security check on authenticated users, you must perform the following tasks: 


• On Device B, create an ACL (ACL 3000 in this example) for users who fail security checks, and an 
ACL (ACL 3001 in this example) for users who pass security checks. 


• On the security policy server, specify ACL 3000 as the isolation ACL and ACL 3001 as the security 
ACL. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring Device A 
# Configure IP addresses for GigabitEthernet 1/0 and GigabitEthernet 2/0. 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 192.168.0.1 24 


[DeviceA-GigabitEthernet1/0] quit 


[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ip address 10.0.11.2 24 


[DeviceA-GigabitEthernet2/0] quit 


# Configure a static route to the RADIUS/portal/security policy server. 
[DeviceA] ip route-static 10.0.10.0 255.255.255.0 10.0.11.1 


# Configure a static route to the Patch/Virus definitions update server. 
[DeviceA] ip route-static 10.0.12.0 255.255.255.0 10.0.11.1 


Configuring Device B 
# Configure IP addresses for GigabitEthernet 1/0, GigabitEthernet 2/0, and GigabitEthernet 3/0. 
<DeviceB> system-view 


[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ip address 10.0.11.1 24 


[DeviceB-GigabitEthernet1/0] quit 


[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] ip address 10.0.10.1 24 
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[DeviceB-GigabitEthernet2/0] quit 


[DeviceB] interface gigabitethernet 3/0 


[DeviceB-GigabitEthernet3/0] ip address 10.0.12.1 24 


[DeviceB-GigabitEthernet3/0] quit 


# Configure the portal authentication server newpt. 
[DeviceB] portal server newpt 


[DeviceB-portal-server-newpt] ip 10.0.10.2 key simple portal 


[DeviceB-portal-server-newpt] port 50100 


[DeviceB-portal-server-newpt] quit 


# Configure portal Web server newpt. The URL must be the same as the URL configured for the portal 
page on the portal Web server. 
[DeviceB] portal web-server newpt 


[DeviceB-portal-websvr-newpt] url http://10.0.10.2:8080/portal 


[DeviceB-portal-websvr-newpt] quit 


# Enable cross-subnet portal authentication on GigabitEthernet 1/0, the interface connected to Device 
A. 
[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] portal enable method layer3 


# Configure the BAS-IP as 10.0.11.1 for portal packets sent from GigabitEthernet 1/0 to the portal 
authentication server. 
[DeviceB-GigabitEthernet1/0] portal bas-ip 10.0.11.1 


# Reference the portal Web server newpt on GigabitEthernet 1/0. 
[DeviceB-GigabitEthernet1/0] portal apply web-server newpt 


[DeviceB-GigabitEthernet1/0] quit 


# Create a static route to Department A. 
[DeviceB] ip route-static 192.168.0.0 255.255.255.0 10.0.11.2 


# Create RADIUS scheme named imc and enter its view. 
[DeviceB] radius scheme imc 


# Specify the primary authentication server and primary accounting server, and configure the keys for 
communication with the server. 
[DeviceB-radius-imc] primary authentication 10.0.10.2 


[DeviceB-radius-imc] primary accounting 10.0.10.2 


[DeviceB-radius-imc] key authentication simple expert 


[DeviceB-radius-imc] key accounting simple expert 


# Specify the security policy server. 
[DeviceB-radius-imc] security-policy-server 10.0.10.2 


[DeviceB-radius-imc] quit 


# Remove domain names from usernames sent to the RADIUS server. 
[DeviceB-radius-imc] user-name-format without-domain 


[DeviceB-radius-imc] quit 


# Enable RADIUS session control. 
[DeviceB] radius session-control enable 


# Create an ISP domain named portal.com and enter its view. 
[DeviceB] domain portal.com 
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# Configure AAA methods for the ISP domain. 
[DeviceB-isp-portal.com] authentication portal radius-scheme imc 


[DeviceB-isp-portal.com] authorization portal radius-scheme imc 


[DeviceB-isp-portal.com] accounting portal radius-scheme imc 


[DeviceB-isp-portal.com] quit 


# Configure domain portal.com as the default ISP domain. If a user enters the username without the ISP 
domain name at login, the AAA methods of the default domain are used for the user. 
[DeviceB] domain default enable portal.com 


# Configure ACL 3000 to permit access only to the Patch/Virus definitions update server. Configure ACL 
3001 to permit access to any IP address. 
[DeviceB] acl number 3000 


[DeviceB-acl-adv-3000] rule permit ip destination 10.0.12.2 0 


[DeviceB-acl-adv-3000] rule deny ip 


[DeviceB-acl-adv-3000] quit 


[DeviceB] acl number 3001 


[DeviceB-acl-adv-3001] rule permit ip 


[DeviceB-acl-adv-3001] quit 


Configuring the RADIUS/portal/security policy server 
# Configure the RADIUS server and portal server. For more information, see "Configuring the 
portal/RADIUS server." 


# Configure the security policy server. Make sure you specify ACL 3000 as the isolation ACL and ACL 
3001 as the security ACL. 


Verifying the configuration 
A user can perform the extended cross-subnet authentication only by using the HP iNode client. 


# Open the iNode client on a host, and create a portal connection. Enter the username and password 
and click Connect. The user passes the portal authentication. 


# On the iNode client, view security check information. The user failed to pass the security check. 


# Use the display portal user all command on Device B to display portal users. Verify that ACL 3000 is 
deployed to the user. 
[DeviceB]display portal user all 


Total portal users: 1 


Username: portal 


  Portal server: newpt 


  State: Online 


  Authorization ACL: 3000 


  VPN instance: -- 


  MAC             IP                    VLAN    Interface 


  0000-0000-0000  192.168.0.2           --      GigabitEthernet1/0 


# Update the virus database on the host to meet the security requirement. 


# On the iNode client, disconnect the portal connection and then log in again. View security check 
information. The iNode client displays that the host successfully passed the security check.  
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# Display portal user information on Device B. Verify that ACL 3001 is deployed to the portal user. 
[DeviceB]display portal user all 


Total portal users: 1 


Username: portal 


  Portal server: newpt 


  State: Online 


  Authorization ACL: 3001 


  VPN instance: -- 


  MAC             IP                    VLAN    Interface 


  0000-0000-0000  192.168.0.2           --      GigabitEthernet1/0 


Configuration files 
• Device A: 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.0.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.0.11.2 255.255.255.0 


# 


ip route-static 10.0.10.0 24 10.0.11.1 


ip route-static 10.0.12.0 24 10.0.11.1 


# 


• Device B: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.0.11.1 255.255.255.0 


portal enable method layer3 


portal bas-ip 10.0.11.1 


 portal apply web-server newpt 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.0.10.1 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 10.0.12.1 255.255.255.0 


# 


ip route-static 192.168.0.0 24 10.0.11.2 


# 


acl number 3000 


 rule 0 permit ip destination 10.0.12.2 0 
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 rule 5 deny ip 


# 


acl number 3001 


 rule 0 permit ip 


# 


 radius session-control enable 


# 


radius scheme imc 


 primary authentication 10.0.10.2 


 primary accounting 10.0.10.2 


 security-policy-server 10.0.10.2 


 key authentication cipher $c$3$M30nGDQxiOCAxe2AJ9yEZdk8kjoWag== 


 key accounting cipher $c$3$M23dGDQxiOCAxe2BJ9yEZdk8kjoWag== 


 user-name-format without-domain 


# 


domain portal.com 


 authentication portal radius-scheme imc 


 authorization portal radius-scheme imc 


accounting portal radius-scheme imc 


# 


 domain default enable portal.com 


# 


portal web-server newpt 


 url http://10.0.10.2:8080/portal 


# 


portal server newpt 


 ip 10.0.10.2 key cipher $c$3$r0VxoIiBrpzju9h2akP4TxyknX8VTuYKfA== 


# 


Example: Configuring direct portal 
authentication 


Network requirements 
As shown in Figure 13, hosts in Department A are directly connected to the device. A portal server acts 
as both a portal authentication server and a portal Web server. A RADIUS server acts as the 
authentication, authorization, and accounting server. 


Configure direct portal authentication. The hosts can access only the portal server before passing 
authentication and can access other network resources after passing authentication. 
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Figure 13 Network diagram 


 
 


Requirements analysis 
To enable the device to perform portal authentication through RADIUS, you must perform the following 
tasks: 


• Configure the portal authentication and Web server, and enable direct portal authentication. 


• Configure the RADIUS scheme. Specify the AAA server for the scheme and apply the scheme to the 
portal authentication domain. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring Device 
# Configure IP addresses for GigabitEthernet 1/0 and GigabitEthernet 2/0. 
<Device> system-view 


[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] ip address 192.168.0.1 24 


[Device-GigabitEthernet1/0] quit 


[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] ip address 10.0.10.1 24 


[Device-GigabitEthernet2/0] quit 


# Configure the portal authentication server newpt. 
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[Device] portal server newpt 


[Device-portal-server-newpt] ip 10.0.10.2 key simple portal 


[Device-portal-server-newpt] port 50100 


[Device-portal-server-newpt] quit 


# Configure portal Web server newpt. The URL must be the same as the URL configured for the portal 
page on the portal Web server. 
[Device] portal web-server newpt 


[Device-portal-websvr-newpt] url http://10.0.10.2:8080/portal 


[Device-portal-websvr-newpt] quit 


# Enable direct portal authentication on GigabitEthernet 1/0. 
[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] portal enable method direct 


# Configure the BAS-IP as 192.168.0.1 for portal packets sent from GigabitEthernet 1/0 to the portal 
authentication server. 
[Device-GigabitEthernet1/0] portal bas-ip 192.168.0.1 


# Reference the portal Web server newpt on GigabitEthernet 1/0. 
[Device-GigabitEthernet1/0] portal apply web-server newpt 


[Device-GigabitEthernet1/0] quit 


# Create the RADIUS scheme named imc and enter its view. 
[Device] radius scheme imc 


# Specify the primary authentication server and primary accounting server, and configure the keys for 
communication with the server. 
[Device-radius-imc] primary authentication 10.0.10.2 


[Device-radius-imc] primary accounting 10.0.10.2 


[Device-radius-imc] key authentication simple expert 


[Device-radius-imc] key accounting simple expert 


# Remove domain names from usernames sent to the RADIUS server. 
[Device-radius-imc] user-name-format without-domain 


[Device-radius-imc] quit 


# Enable RADIUS session control. 
[Device] radius session-control enable 


# Create an ISP domain named portal.com and enter its view. 
[Device] domain portal.com 


# Configure AAA methods for the ISP domain. 
[Device-isp-portal.com] authentication portal radius-scheme imc 


[Device-isp-portal.com] authorization portal radius-scheme imc 


[Device-isp-portal.com] accounting portal radius-scheme imc 


[Device-isp-portal.com] quit 


# Configure domain portal.com as the default ISP domain. If a user enters the username without the ISP 
domain name at login, the authentication and accounting methods of the default domain are used for the 
user. 
[Device] domain default enable portal.com 
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Configuring the RADIUS/portal server 
# Configure the RADIUS server and portal server. For more information, see "Configuring the 
portal/RADIUS server." 


When you configuring an access device for portal authentication (as shown in Figure 9), select Directly 
Selected from the Access Method list, and enter 192.168.0.1 in the IP Address field. 


Verifying the configuration 
# Access a Web page through a Web browser on a host. You are redirected to the authentication page 
http://10.0.10.2:8080/portal. Enter the username portal and the password 123456 to log in. After 
passing the authentication, you are redirected to the authentication success page. 


# Execute the display portal user command to display portal user information on Device B. 
[DeviceB] display portal user interface gigabitethernet 1/0 


Total portal users: 1 


Username: portal 


  Portal server: newpt 


  State: Online 


  Authorization ACL: None 


  VPN instance: -- 


  MAC              IP                VLAN   Interface 


  0015-e9a6-7cfe   192.168.0.2       --     GigabitEthernet1/0 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.0.1 255.255.255.0 


 portal enable method direct 


 portal bas-ip 192.168.0.1 


 portal apply web-server newpt 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.0.10.1 255.255.255.0 


# 


radius session-control enable   


# 


radius scheme imc 


primary authentication 10.0.10.2 


primary accounting 10.0.10.2 


key authentication cipher $c$3$M30nGDQxiOCAxe2AJ9yEZdk8kjoWag== 


key accounting cipher $c$3$M23dGDQxiOCAxe2BJ9yEZdk8kjoWag== 


user-name-format without-domain 


# 
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domain portal.com 


 authentication portal radius-scheme imc 


 authorization portal radius-scheme imc 


 accounting portal radius-scheme imc 


# 


domain default enable portal.com 


# 


portal web-server newpt 


 url http://10.0.10.2:8080/portal 


# 


portal server newpt 


 ip 10.0.10.2 key cipher $c$3$r0VxoIiBrpzju9h2akP4TxyknX8VTuYKfA== 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Security Command Reference 


• HP VSR1000 Virtual Services Router Security Configuration Guide 
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Introduction 
This document provides BFD configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all 
the devices were started with the factory default configuration. When you are working on a live 
network, make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of BFD, VRRP, Track, OSPF, and IS-IS. 


Example: Configuring VRRP-BFD-Track 
collaboration 


Network requirements 
As shown in Figure 1: 


• Two distribution layer devices, Device A and Device B, are deployed at the egress of area A and 
area B. 


• Device A and Device B belong to VRRP group 1 and VRRP group 2. 


• Device A is the master in VRRP group 1. Device B is the master in VRRP group 2. 


• The default gateway is VRRP group 1 for users in area A and VRRP group 2 for users in area B. 


Configure VRRP-Track-BFD collaboration to meet the following requirements: 


• When Device A and Device B are operating correctly, they forward traffic for users in area A 
and area B, respectively. 


• When one gateway device or the uplink of the device fails, BFD can detect the failure and the 
other device takes over to implement link switchover. 


• When the downlink of a gateway device fails, L2 Switch A or L2 Switch B forwards user traffic to 
the gateway through interface Ten-GigabitEthernet 3/0/2. When the fault is cleared, L2 Switch 
A or L2 Switch B forwards user traffic to the gateway through interface Ten-GigabitEthernet 
3/0/1. 
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Figure 1 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• For Device A to become the master in VRRP group 1, configure a higher priority (110) for Device 
A in VRRP group 1 (Device B uses the default priority 100). For Device B to become the master 
in VRRP group 2, configure a higher priority (110) for Device B in VRRP group 2 (Device A uses 
the default priority 100). 


• To enable the failed master to forward traffic when it recovers, configure both VRRP groups to 
operate in preemptive mode. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure VRRP-BFD-Track collaboration, follow these restrictions and guidelines: 


• Make sure the VRRP versions on all devices of the VRRP group are the same. 
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• The source IP address for BFD echo packets cannot be on the same network segment as any 
local interface's IP address. Otherwise, a large number of ICMP redirect packets might be sent 
from the peer, resulting in link congestion. 


• The virtual IP address of an IPv4 VRRP group and the downlink interface IP address of the VRRP 
group must be in the same subnet. Otherwise, the hosts in the subnet might fail to access 
external networks. 


Configuration procedures 


Configuring interface IP addresses 
1. Configure Device A: 


<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 1.1.1.1 24 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure other devices in the same way Device A is configured. (Details not shown.) 


Configuring static routes from Device E and Device F to the 
virtual IP addresses of the VRRP groups 


1. Configure Device E: 


Configure static routes to the virtual IP addresses of VRRP group 1 and VRRP group 2. 
<DeviceE> system-view 


[DeviceE] ip route-static 10.1.1.0 255.255.255.0 1.1.1.1 


[DeviceE] ip route-static 10.1.2.0 255.255.255.0 1.1.1.1 


2. Configure Device F: 


Configure static routes to the virtual IP addresses of VRRP group 1 and VRRP group 2. 
<DeviceF> system-view 


[DeviceF] ip route-static 10.1.1.0 255.255.255.0 1.1.2.1 


[DeviceF] ip route-static 10.1.2.0 255.255.255.0 1.1.2.1 


Configuring VRRP groups 
1. Configure Device A: 


# Configure the virtual IP address for VRRP group 1, set the preemption delay, and configure 
the priority of Device A in VRRP group 1. 
[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] vrrp vrid 1 virtual-ip 10.1.1.1 


[DeviceA-GigabitEthernet2/0] vrrp vrid 1 priority 110 


[DeviceA-GigabitEthernet2/0] vrrp vrid 1 preempt-mode delay 5 


[DeviceA-GigabitEthernet2/0] quit 


# Configure the virtual IP address for VRRP group 2, and set the preemption delay. 
[DeviceA] interface gigabitethernet 3/0 
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[DeviceA-GigabitEthernet3/0] vrrp vrid 2 virtual-ip 10.1.2.1 


[DeviceA-GigabitEthernet3/0] vrrp vrid 2 preempt-mode delay 5 


[DeviceA–GigabitEthernet3/0] quit 


2. Configure Device B: 


# Configure the virtual IP address for VRRP group 1, and set the preemption delay. 
<DeviceB> system-view 


[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] vrrp vrid 1 virtual-ip 10.1.1.1 


[DeviceB-GigabitEthernet2/0] vrrp vrid 1 preempt-mode delay 5 


[DeviceB-GigabitEthernet2/0] quit 


# Configure the virtual IP address for VRRP group 2, set the preemption delay, and configure 
the priority of Device B in VRRP group 2. 
[DeviceB] interface gigabitethernet 3/0 


[DeviceB-GigabitEthernet3/0] vrrp vrid 2 virtual-ip 10.1.2.1 


[DeviceB-GigabitEthernet3/0] vrrp vrid 2 priority 110 


[DeviceB-GigabitEthernet3/0] vrrp vrid 2 preempt-mode delay 5 


[DeviceB–GigabitEthernet3/0] quit 


Configuring BFD 
1. Configure Device A: 


# Configure the source IP address for BFD echo packets. 
[DeviceA] bfd echo-source-ip 10.10.10.10 


2. Configure Device B: 


# Configure the source IP address for BFD echo packets. 
[DeviceB] bfd echo-source-ip 11.11.11.11 


Configuring Track 
1. Configure Device A: 


# Create track entry 1, and associate it with the BFD session to verify the reachability of Device 
E. 
[DeviceA] track 1 bfd echo interface gigabitethernet 1/0 remote ip 1.1.1.2 local 
ip 1.1.1.1 


# Associate VRRP group 1 with track entry 1 and decrease the router priority by 20 when the 
state of track entry 1 changes to negative. 
[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] vrrp vrid 1 track 1 reduced 20 


[DeviceA-GigabitEthernet2/0] quit 


2. Configure Device B: 


# Create track entry 1, and associate it with the BFD session to verify the reachability of Device 
F. 
[DeviceB] track 1 bfd echo interface gigabitethernet 1/0 remote ip 1.1.2.2 local 
ip 1.1.2.1 


# Associate VRRP group 2 with track entry 1 and decrease the router priority by 20 when the 
state of track entry 1 changes to negative. 
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[DeviceB] interface gigabitethernet 3/0 


[DeviceB-GigabitEthernet3/0] vrrp vrid 2 track 1 reduced 20 


[DeviceB-GigabitEthernet3/0] quit 


Verifying the configuration 
1. Verify that the hosts in the LAN can access the external network when Device A and Device B 


are operating correctly: 


# Ping 1.1.1.2 from host A in area A. 
<host A> ping 1.1.1.2 


PING 1.1.1.2 (1.1.1.2): 56 data bytes 


56 bytes from 1.1.1.2: seq=0 ttl=128 time=22.43 ms 


56 bytes from 1.1.1.2: seq=1 ttl=128 time=7.17 ms 


56 bytes from 1.1.1.2: seq=2 ttl=128 time=8.91 ms 


56 bytes from 1.1.1.2: seq=3 ttl=128 time=7.45 ms 


56 bytes from 1.1.1.2: seq=4 ttl=128 time=9.11 ms 


 


--- 1.1.1.2 ping statistics --- 


5 packets transmitted, 5 packets received, 0% packet loss 


round-trip min/avg/max = 7.17/11.01/22.43 ms 


# Ping 1.1.2.2 from host C in area B. 
<host C> ping 1.1.2.2 


PING 1.1.2.2 (1.1.2.2): 56 data bytes 


56 bytes from 1.1.2.2: seq=0 ttl=128 time=22.43 ms 


56 bytes from 1.1.2.2: seq=1 ttl=128 time=7.17 ms 


56 bytes from 1.1.2.2: seq=2 ttl=128 time=8.91 ms 


56 bytes from 1.1.2.2: seq=3 ttl=128 time=7.45 ms 


56 bytes from 1.1.2.2: seq=4 ttl=128 time=9.11 ms 


 


--- 1.1.2.2 ping statistics --- 


5 packets transmitted, 5 packets received, 0% packet loss 


round-trip min/avg/max = 7.17/11.01/22.43 ms 


The output shows that the hosts in area A and area B can access the external network. 


# Display BFD session information on Device A. 
[DeviceA] display bfd session 


 


 Total Session Num: 1     Up Session Num: 1     Init Mode: Active 


 


 IPv4 Session Working Under Echo Mode: 


 


 LD             SourceAddr      DestAddr        State    Holdtime    Interface 


 65             1.1.1.1         1.1.1.2         Up       2000ms      GE1/0 


The output shows that a BFD session has been established. 


# Display detailed VRRP group information on Device A. 
[DeviceA] display vrrp verbose 


IPv4 Virtual Router Information: 
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 Running Mode      : Standard 


 Total number of virtual routers : 2 


   Interface GigabitEthernet2/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 110                  Running Pri  : 110 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 10.1.1.1 


     Virtual MAC    : 0000-5e00-0101 


     Master IP      : 10.1.1.101 


   VRRP Track Information: 


     Track Object   : 1                    State : Positive   Pri Reduced : 20 


 


   Interface GigabitEthernet3/0 


     VRID           : 2                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Backup 


     Config Pri     : 100                  Running Pri  : 100 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Become Master  : 3600ms left 


     Auth Type      : None 


     Virtual IP     : 10.1.2.1 


     Master IP      : 10.1.2.102 


# Display detailed VRRP group information on Device B. 
[DeviceB] display vrrp verbose 


IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 2 


   Interface GigabitEthernet2/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Backup 


     Config Pri     : 100                  Running Pri  : 100 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Become Master  : 3100ms left 


     Auth Type      : None 


     Virtual IP     : 10.1.1.1 


     Master IP      : 10.1.1.101 


 


   Interface GigabitEthernet3/0 


     VRID           : 2                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 110                  Running Pri  : 110 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 10.1.2.1 


     Virtual MAC    : 0000-5e00-0102 


     Master IP      : 10.1.2.102 


   VRRP Track Information: 
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     Track Object   : 1                    State : Positive   Pri Reduced : 20 


The output shows the following information: 


 In VRRP group 1, Device A is the master, and Device B is the backup. Hosts that use default 
gateway 10.1.1.1/24 access the Internet through Device A. 


 In VRRP group 2, Device B is the master, and Device A is the backup. Hosts that use default 
gateway 10.1.2.1/24 access the Internet through Device B. 


2. Verify that the hosts in the LAN can access the external network when the uplink monitored by 
Device A fails: 


# Ping 1.1.1.2 from host A in area A. 
<host A> ping 1.1.1.2 


PING 1.1.1.2 (1.1.1.2): 56 data bytes 


56 bytes from 1.1.1.2: seq=0 ttl=128 time=22.43 ms 


56 bytes from 1.1.1.2: seq=1 ttl=128 time=7.17 ms 


56 bytes from 1.1.1.2: seq=2 ttl=128 time=8.91 ms 


56 bytes from 1.1.1.2: seq=3 ttl=128 time=7.45 ms 


56 bytes from 1.1.1.2: seq=4 ttl=128 time=9.11 ms 


 


--- 1.1.1.2 ping statistics --- 


5 packets transmitted, 5 packets received, 0% packet loss 


round-trip min/avg/max = 7.17/11.01/22.43 ms 


# Ping 1.1.2.2 from host C in area B. 
<host C> ping 1.1.2.2 


PING 1.1.2.2 (1.1.2.2): 56 data bytes 


56 bytes from 1.1.2.2: seq=0 ttl=128 time=22.43 ms 


56 bytes from 1.1.2.2: seq=1 ttl=128 time=7.17 ms 


56 bytes from 1.1.2.2: seq=2 ttl=128 time=8.91 ms 


56 bytes from 1.1.2.2: seq=3 ttl=128 time=7.45 ms 


56 bytes from 1.1.2.2: seq=4 ttl=128 time=9.11 ms 


 


--- 1.1.2.2 ping statistics --- 


5 packets transmitted, 5 packets received, 0% packet loss 


round-trip min/avg/max = 7.17/11.01/22.43 ms 


The output shows that the hosts in area A and area B can access the external network. 


# Display BFD session information on Device A. 
[DeviceA] display bfd session 


 


 Total Session Num: 1     Up Session Num: 0     Init Mode: Active 


 


 IPv4 Session Working Under Echo Mode: 


 


 LD             SourceAddr      DestAddr        State    Holdtime    Interface 


 65             1.1.1.1         1.1.1.2         Down        /        GE1/0 


The output shows that the BFD session has been terminated. 


# Display detailed VRRP group information on Device B. 
[DeviceB] display vrrp verbose 


IPv4 Virtual Router Information: 
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 Running Mode      : Standard 


 Total number of virtual routers : 2 


   Interface GigabitEthernet2/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 100                  Running Pri  : 100 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 10.1.1.1 


     Virtual MAC    : 0000-5e00-0101 


     Master IP      : 10.1.1.102 


 


   Interface GigabitEthernet3/0 


     VRID           : 2                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 110                  Running Pri  : 110 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 10.1.2.1 


     Virtual MAC    : 0000-5e00-0102 


     Master IP      : 10.1.2.102 


   VRRP Track Information: 


     Track Object   : 1                    State : Positive   Pri Reduced : 20 


The output shows that Device B becomes the master in VRRP group 1. Hosts access the external 
network through Device B. 


# When the fault is cleared, display BFD session information on Device A. 
[DeviceA] display bfd session 


 


 Total Session Num: 1     Up Session Num: 1     Init Mode: Active 


 


 IPv4 Session Working Under Echo Mode: 


 


 LD             SourceAddr      DestAddr        State    Holdtime    Interface 


 65             1.1.1.1         1.1.1.2         Up       1932ms      GE1/0 


The output shows that the BFD session is resumed. 


# Display detailed VRRP group information on Device A. 
[DeviceA] display vrrp verbose 


IPv4 Virtual Router Information: 


 Running Mode      : Standard 


 Total number of virtual routers : 2 


   Interface GigabitEthernet2/0 


     VRID           : 1                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Master 


     Config Pri     : 110                  Running Pri  : 110 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Auth Type      : None 


     Virtual IP     : 10.1.1.1 


     Virtual MAC    : 0000-5e00-0101 
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     Master IP      : 10.1.1.101 


   VRRP Track Information: 


     Track Object   : 1                    State : Positive   Pri Reduced : 20 


 


   Interface GigabitEthernet3/0 


     VRID           : 2                    Adver Timer  : 100 


     Admin Status   : Up                   State        : Backup 


     Config Pri     : 100                  Running Pri  : 100 


     Preempt Mode   : Yes                  Delay Time   : 5 


     Become Master  : 3550ms left 


     Auth Type      : None 


     Virtual IP     : 10.1.2.1 


     Master IP      : 10.1.2.102 


The output shows that Device A resumes its priority and becomes the master in VRRP group 1 
again. Hosts access the external network through Device A. 


Configuration files 
• Device A: 


# 


 bfd echo-source-ip 10.10.10.10 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 1.1.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.1.1.101 255.255.255.0 


vrrp vrid 1 virtual-ip 10.1.1.1 


 vrrp vrid 1 priority 110 


 vrrp vrid 1 preempt-mode delay 5 


 vrrp vrid 1 track 1 reduced 20 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 10.1.2.101 255.255.255.0 


vrrp vrid 2 virtual-ip 10.1.2.1 


 vrrp vrid 2 preempt-mode delay 5 


# 


interface GigabitEthernet4/0 


 port link-mode route 


 ip address 192.168.2.101 255.255.255.0 


# 


 track 1 bfd echo interface GigabitEthernet1/0 remote ip 1.1.1.2 local ip 1.1.1.1 


• Device B: 
# 
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 bfd echo-source-ip 11.11.11.11 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 1.1.2.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.1.1.102 255.255.255.0 


vrrp vrid 1 virtual-ip 10.1.1.1 


 vrrp vrid 1 preempt-mode delay 5 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 10.1.2.102 255.255.255.0 


 vrrp vrid 2 virtual-ip 10.1.2.1 


 vrrp vrid 2 priority 110 


 vrrp vrid 2 preempt-mode delay 5 


 vrrp vrid 2 track 1 reduced 20 


# 


interface GigabitEthernet4/0 


 port link-mode route 


 ip address 192.168.2.102 255.255.255.0 


# 


 track 1 bfd echo interface GigabitEthernet1/0 remote ip 1.1.2.2 local ip 1.1.2.1 


• Device E: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 1.1.1.2 255.255.255.0 


#                                                                                


 ip route-static 10.1.1.0 255.255.255.0 1.1.1.1 


 ip route-static 10.1.2.0 255.255.255.0 1.1.1.1 


#   


• Device F: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 1.1.2.2 255.255.255.0 


#                                                                                


 ip route-static 10.1.1.0 255.255.255.0 1.1.2.1 


 ip route-static 10.1.2.0 255.255.255.0 1.1.2.1 


#   
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Example: Configuring BFD for static routing 


Network requirements 
As shown in Figure 2: 


• Device A has two paths to reach Device B: one over a Layer 2 switch, and the other over Device 
C. 


• A Layer 2 switch connects Device A and Device B. 


Because Device B does not support BFD, enable BFD echo packet mode on Device A. When the link 
between Device B and the Layer 2 switch fails, Device A switches the path over Device C to reach 
Device B. 


Figure 2 Network diagram 


 
 


Table 1 Interface and IP address assignment 


Device Interface IP address 


Device A GE1/0 192.168.10.101/24 


Device A GE2/0 192.168.20.101/24 


Device A GE3/0 192.168.40.101/24 


Device B GE1/0 192.168.10.102/24 


Device B GE2/0 192.168.30.101/24 


Device B GE3/0 192.168.50.101/24 


Device C GE1/0 192.168.20.102/24 


Device C GE2/0 192.168.30.102/24 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 
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Configuration restrictions and guidelines 
The source IP address for BFD echo packets cannot be on the same network segment as any local 
interface's IP address. Otherwise, a large number of ICMP redirect packets might be sent from the 
peer, resulting in link congestion. 


Configuration procedures 


Configuring interface IP addresses 
1. Configure Device A: 


<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 192.168.10.101 24 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure other devices in the same way Device A is configured. (Details not shown.) 


Configuring static routes 
1. Configure Device A: 


# Configure two static routes with the same destination network 192.168.50.0/24 and 
different preferences. Configure the BFD echo packet mode for the preferred static route (Device 
A –> L2 Switch–> Device B). 
[DeviceA] ip route-static 192.168.50.0 24 gigabitethernet 1/0 192.168.10.102 bfd 
echo-packet 


[DeviceA] ip route-static 192.168.50.0 24 gigabitethernet 2/0 192.168.20.102 
preference 65 


2. Configure Device B: 


# Configure two static routes with the same destination network 192.168.40.0/24 and 
different preferences. Configure the BFD echo packet mode for the preferred static route (Device 
B –> L2 Switch–> Device A). 
<DeviceB> system-view 


[DeviceB] ip route-static 192.168.40.0 24 gigabitethernet 1/0 192.168.10.101 


[DeviceB] ip route-static 192.168.40.0 24 gigabitethernet 2/0 192.168.30.102 
preference 65 


3. Configure Device C: 


# Configure static routes with destination networks 192.168.40.0/24 and 192.168.50.0/24. 
<DeviceC> system-view 


[DeviceC] ip route-static 192.168.40.0 24 gigabitethernet 1/0 192.168.20.101 


[DeviceC] ip route-static 192.168.50.0 24 gigabitethernet 2/0 192.168.30.101 


Configuring BFD parameters on Device A 
# Configure the source IP address for BFD echo packets. 
[DeviceA] bfd echo-source-ip 10.10.10.10 
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# Configure the minimum interval for receiving BFD echo packets and the single-hop detection time 
multiplier. 
[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] bfd min-echo-receive-interval 100 


[DeviceA-GigabitEthernet1/0] bfd detect-multiplier 3 


[DeviceA-GigabitEthernet1/0] quit 


Verifying the configuration 
1. Verify the configuration when Device A and Device B and the link between them are operating 


correctly: 
[DeviceA] display ip routing-table protocol static 


 


Summary Count : 1 


 


Static Routing table Status : <Active> 


Summary Count : 1 


 


Destination/Mask    Proto  Pre  Cost         NextHop         Interface 


192.168.50.0/24     Static 65   0            192.168.20.102  GE2/0 


 


Static Routing table Status : <Inactive> 


Summary Count : 0 


The output shows that Device A communicates with Device B through the Layer 2 switch. 


# Display BFD session information on Device A. 
[DeviceA] display bfd session 


 


 Total Session Num: 1     Up Session Num: 1     Init Mode: Active 


 


 IPv4 Session Working Under Echo Mode: 


 


 LD/RD          SourceAddr      DestAddr        State    Holdtime    Interface 


 67             192.168.10.101  192.168.10.102  Up       2000ms      GE1/0 


The output shows that a BFD session has been established. 


2. Verify the configuration when the link between Device B and the Layer 2 switch is faulty: 


# Display static route information on Device A. 
[DeviceA] display ip routing-table protocol static 


 


Summary Count : 1 


 


Static Routing table Status : <Active> 


Summary Count : 1 


 


Destination/Mask    Proto  Pre  Cost         NextHop         Interface 


192.168.50.0/24     Static 65   0            192.168.20.102  GE2/0 


 


Static Routing table Status : <Inactive> 
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Summary Count : 0 


The output shows that Device A communicates with Device B through Device C. 


Configuration files 
• Device A: 


# 


 bfd echo-source-ip 10.10.10.10 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.10.101 255.255.255.0 


 bfd min-echo-receive-interval 100 


 bfd detect-multiplier 3 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.20.101 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 192.168.40.101 255.255.255.0 


# 


 ip route-static 192.168.50.0 24 GigabitEthernet1/0 192.168.10.102 bfd echo-
packet 


 ip route-static 192.168.50.0 24 GigabitEthernet2/0 192.168.20.102 preference 65 


# 


• Device B: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.10.102 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.30.101 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 192.168.50.101 255.255.255.0 


# 


 ip route-static 192.168.40.0 24 GigabitEthernet1/0 192.168.10.101 


 ip route-static 192.168.40.0 24 GigabitEthernet2/0 192.168.30.102 preference 65 


# 


• Device C: 
# 


interface GigabitEthernet1/0 
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 port link-mode route 


 ip address 192.168.20.102 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.30.102 255.255.255.0 


# 


 ip route-static 192.168.40.0 24 GigabitEthernet1/0 192.168.20.101 


 ip route-static 192.168.50.0 24 GigabitEthernet2/0 192.168.30.101 


# 


Example: Configuring BFD for RIP 


Network requirements 
As shown in Figure 3, Device A, Device B, and Device C run RIP. Device A and Device C are 
connected through a Layer 2 switch. 


Enable BFD echo packet mode on Device A (because Device C does not support BFD) to monitor the 
path over the Layer 2 switch. When BFD detects a link failure, it notifies RIP to switch to the path over 
Device B. 


Figure 3 Network diagram 


 
 


Table 2 Interface and IP address assignment 


Device Interface IP address 


Device A GE1/0 10.1.0.101/24 


Device A GE2/0 192.168.0.101/24 


Device A GE3/0 120.1.1.1/24 


Device B GE1/0 192.168.0.102/24 


Device A


BFD


GE2/0 GE2/0L2 Switch


GE1/0 GE1/0


Device B


Device C


GE1/0 GE2/0


GE3/0 GE3/0


100.0.1.0/24
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Device Interface IP address 


Device B GE2/0 13.1.1.101/24 


Device C GE1/0 10.1.0.102/24 


Device C GE2/0 13.1.1.102/24 


Device C GE3/0 121.1.1.1/24 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
The source IP address for BFD echo packets cannot be on the same network segment as any local 
interface's IP address. Otherwise, a large number of ICMP redirect packets might be sent from the 
peer, resulting in link congestion. 


Configuration procedures 


Configuring interface IP addresses 
1. Configure Device A: 


<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 10.1.0.101 24 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure other devices in the same way Device A is configured. (Details not shown.) 


Configuring RIP 
1. Configure Device A: 


# Configure basic RIP functions, import direct routes, and enable BFD for RIP. 
[DeviceA] rip 1 


[DeviceA-rip-1] version 2 


[DeviceA-rip-1] undo summary 


[DeviceA-rip-1] network 10.1.0.0 


[DeviceA-rip-1] network 192.168.0.0 


[DeviceA-rip-1] import-route direct 


[DeviceA-rip-1] quit 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] rip bfd enable 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure Device B: 
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# Configure basic RIP functions, import direct routes, and enable BFD for RIP. 
<DeviceB> system-view 


[DeviceB] rip 1 


[DeviceB-rip-1] version 2 


[DeviceB-rip-1] undo summary 


[DeviceB-rip-1] network 192.168.0.0 


[DeviceB-rip-1] network 13.1.1.0 


[DeviceB-rip-1] import-route direct 


[DeviceB-rip-1] quit 


3. Configure Device C: 


# Configure basic RIP functions, import direct routes, and enable BFD for RIP. 
<DeviceC> system-view 


[DeviceC] rip 1 


[DeviceC-rip-1] version 2 


[DeviceC-rip-1] undo summary 


[DeviceC-rip-1] network 10.1.0.0 


[DeviceC-rip-1] network 13.1.1.0 


[DeviceC-rip-1] import-route direct 


[DeviceC-rip-1] quit 


Configuring BFD parameters on Device A 
# Configure the source IP address for BFD echo packets. 
[DeviceA] bfd echo-source-ip 11.11.11.11 


# Configure the minimum interval for receiving BFD echo packets and the single-hop detection time 
multiplier. 
[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] bfd min-echo-receive-interval 100 


[DeviceA-GigabitEthernet1/0] bfd detect-multiplier 3 


[DeviceA-GigabitEthernet1/0] quit 


Verifying the configuration 
# Display BFD session information on Device A. 
[DeviceA] display bfd session verbose 


 Total Session Num: 1     Up Session Num: 1     Init Mode: Active 


 


 IPv4 Session Working Under Echo Mode: 


       Local Discr: 2049 


         Source IP: 10.1.0.101         Destination IP: 10.1.0.102 


     Session State: Up                      Interface: GigabitEthernet1/0 


         Hold Time: 218ms                Act Tx Inter: 100ms 


      Min Rx Inter: 100ms                Detect Inter: 300ms 


          Rx Count: 464                      Tx Count: 465 


      Connect Type: Direct             Running Up for: 00:00:46 


       Detect Mode: Async 


          Protocol: RIP 
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         Diag Info: No Diagnostic 


The output shows that a BFD session has been established and is up. 


# Display information about the routes to network 121.1.1.0/24 on Device A. 
<DeviceA> display ip routing-table 121.1.1.0 24 verbose 


 


Summary Count : 1 


 


Destination: 121.1.1.0/24 


   Protocol: RIP             Process ID: 1 


  SubProtID: 0x1                    Age: 04h20m37s 


       Cost: 1               Preference: 100 


        Tag: 0                    State: Active Adv 


  OrigTblID: 0x0                OrigVrf: default-vrf 


    TableID: 0x2                 OrigAs: 0 


      NBRID: 0x26000002          LastAs: 0 


     AttrID: 0xffffffff        Neighbor: 10.1.0.102 


      Flags: 0x1008c        OrigNextHop: 10.1.0.102 


      Label: NULL           RealNextHop: 10.1.0.102 


    BkLabel: NULL             BkNextHop: N/A 


  Tunnel ID: Invalid          Interface: GigabitEthernet1/0 


BkTunnel ID: Invalid        BkInterface: N/A 


The output shows that Device A communicates with Device C through the Layer 2 switch. 


# When the link between Device C and the Layer 2 switch fails, view BFD log information. 
%Oct  9 18:42:17:650 2013 Device A BFD/5/BFD_CHANGE_FSM: -
MDC=1;Sess[10.1.0.101/10.1.0.102, LD/RD:2049/2049, Interface: GigabitEthernet1/0, 
SessType:Echo, LinkType:INET] , Sta: UP-> DOWN, Diag:1 


The output shows that BFD can quickly detect the failure and notify RIP. 


# Display information about the routes to network 121.1.1.0/24 on Device A. 
<DeviceA> display ip routing-table 121.1.1.0 24 verbose 


 


Summary Count : 1 


 


Destination: 121.1.1.0/24 


   Protocol: RIP             Process ID: 2 


  SubProtID: 0x1                    Age: 04h20m37s 


       Cost: 2               Preference: 100 


        Tag: 0                    State: Active Adv 


  OrigTblID: 0x0                OrigVrf: default-vrf 


    TableID: 0x2                 OrigAs: 0 


      NBRID: 0x26000002          LastAs: 0 


     AttrID: 0xffffffff        Neighbor: 192.168.0.102 


      Flags: 0x1008c        OrigNextHop: 192.168.0.102 


      Label: NULL           RealNextHop: 192.168.0.102 


    BkLabel: NULL             BkNextHop: N/A 


  Tunnel ID: Invalid          Interface: GigabitEthernet2/0 


BkTunnel ID: Invalid        BkInterface: N/A 
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The output shows that Device A communicates with Device C through Device B. 


Configuration files 
• Device A: 


# 


 bfd echo-source-ip 11.11.11.11 


# 


rip 1 


 undo summary 


 version 2 


 network 10.0.0.0 


 network 192.168.0.0 


 import-route direct 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.0.101 255.255.255.0 


 bfd min-transmit-interval 100 


 bfd min-receive-interval 100 


 bfd detect-multiplier 3 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.0.101 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 120.1.1.1 255.255.255.0 


# 


• Device B: 
# 


rip 1 


 undo summary 


 version 2 


 network 192.168.0.0 


 network 13.1.1.0 


 import-route direct 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.0.102 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 13.1.1.101 255.255.255.0 


# 
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• Device C: 
# 


rip 1 


 undo summary 


 version 2 


 network 10.1.0.0 


 network 13.1.1.0 


 import-route direct 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.0.102 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 13.1.1.102 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 121.1.1.1 255.255.255.0 


# 


Example: Configuring BFD for OSPF 


Network requirements 
As shown in Figure 4, Device A, Device B, and Device C run OSPF. Device A and Device C are 
connected through a Layer 2 switch. 


Enable BFD control packet mode on Device A and Device C to monitor the path over the Layer 2 
switch. When BFD detects a link failure, it notifies OSPF to switch to the path over Device B. 
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Figure 4 Network diagram 


 
 


Table 3 Interface and IP address assignment 


Device Interface IP address 


Device A GE1/0 10.1.0.101/24 


Device A GE2/0 192.168.0.101/24 


Device A GE3/0 120.1.1.1/24 


Device B GE1/0 192.168.0.102/24 


Device B GE2/0 13.1.1.101/24 


Device C GE1/0 10.1.0.102/24 


Device C GE2/0 13.1.1.102/24 


Device C GE3/0 121.1.1.1/24 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
In BFD control packet mode, a minimum of one end must operate in active mode for a BFD session to 
be established. 


Configuration procedures 


Configuring interface IP addresses 
1. Configure Device A: 


Device A


BFD


GE2/0 GE2/0L2 Switch


GE1/0 GE1/0


Device B


Device C


GE1/0 GE2/0


GE3/0 GE3/0


Area 0100.0.1.0/24
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<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 10.1.0.101 24 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure other devices in the same way Device A is configured. (Details not shown.) 


Configuring OSPF 
1. Configure Device A: 


# Configure basic OSPF functions, and enable BFD for OSPF. 
[DeviceA] ospf 


[DeviceA-ospf-1] area 0 


[DeviceA-ospf-1-area-0.0.0.0] network 10.1.0.0 0.0.0.255 


[DeviceA-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255 


[DeviceA-ospf-1-area-0.0.0.0] network 120.1.1.0 0.0.0.255 


[DeviceA-ospf-1-area-0.0.0.0] quit 


[DeviceA-ospf-1] quit 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ospf bfd enable 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure Device B: 


# Configure basic OSPF functions. 
<DeviceB> system-view 


[DeviceB] ospf 


[DeviceB-ospf-1] area 0 


[DeviceB-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255 


[DeviceB-ospf-1-area-0.0.0.0] network 13.1.1.0 0.0.0.255 


[DeviceB-ospf-1-area-0.0.0.0] quit 


[DeviceB-ospf-1] quit 


3. Configure Device C: 


# Configure basic OSPF functions, and enable BFD for OSPF. 
<DeviceC> system-view 


[DeviceC] ospf 


[DeviceC-ospf-1] area 0 


[DeviceC-ospf-1-area-0.0.0.0] network 10.1.0.0 0.0.0.255 


[DeviceC-ospf-1-area-0.0.0.0] network 13.1.1.0 0.0.0.255 


[DeviceC-ospf-1-area-0.0.0.0] network 121.1.1.0 0.0.0.255 


[DeviceC-ospf-1-area-0.0.0.0] quit 


[DeviceC-ospf-1] quit 


[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] ospf bfd enable 


[DeviceC-GigabitEthernet1/0] quit 


Configuring BFD parameters 
1. Configure Device A: 
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# Configure the session establishment mode as active (this is the default mode). 
[DeviceA] bfd session init-mode active 


# Configure the minimum interval for sending and receiving single-hop BFD control packets and 
the single-hop detection time multiplier. 
[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] bfd min-transmit-interval 100 


[DeviceA-GigabitEthernet1/0] bfd min-receive-interval 100 


[DeviceA-GigabitEthernet1/0] bfd detect-multiplier 3 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure Device C: 


# Configure the session establishment mode as active (this is the default mode). 
[DeviceC] bfd session init-mode active 


# Configure the minimum interval for sending and receiving single-hop BFD control packets and 
the single-hop detection time multiplier. 
[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] bfd min-transmit-interval 100 


[DeviceC-GigabitEthernet1/0] bfd min-receive-interval 100 


[DeviceC-GigabitEthernet1/0] bfd detect-multiplier 3 


[DeviceC-GigabitEthernet1/0] quit 


Verifying the configuration 
# Ping host C (connected to Device C) from host A (connected to Device A) to verify the connectivity. 
<host A> ping 121.1.1.2 


PING 121.1.1.2 (121.1.1.2): 56 data bytes 


56 bytes from 121.1.1.2: seq=0 ttl=128 time=22.43 ms 


56 bytes from 121.1.1.2: seq=1 ttl=128 time=7.17 ms 


56 bytes from 121.1.1.2: seq=2 ttl=128 time=8.91 ms 


56 bytes from 121.1.1.2: seq=3 ttl=128 time=7.45 ms 


56 bytes from 121.1.1.2: seq=4 ttl=128 time=9.11 ms 


 


--- 121.1.1.2 ping statistics --- 


5 packets transmitted, 5 packets received, 0% packet loss 


round-trip min/avg/max = 7.17/11.01/22.43 ms 


The output shows that host C can be pinged successfully. 


# Display detailed OSPF neighbor information on Device A. 
[DeviceA] display ospf peer verbose 


 


          OSPF Process 1 with Router ID 2.2.2.2 


                  Neighbors 


 


 Area 0.0.0.0 interface 10.1.0.101(Vlan-interface10)'s neighbors 


 Router ID: 1.1.1.1          Address: 10.1.0.102       GR State: Normal 


   State: Full  Mode: Nbr is Slave  Priority: 1 


   DR: 10.1.0.101  BDR: 10.1.0.102  MTU: 0 


   Options is 0x42 (-|O|-|-|-|-|E|-) 
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   Dead timer due in 39  sec 


   Neighbor is up for 00:09:01 


   Authentication Sequence: [ 0 ] 


   Neighbor state change count: 5 


   BFD status: Enabled(Control mode) 


The output shows that Device A has established OSPF neighbor relationship with Device C. 


# Display BFD session information on Device A and Device C. 
[DeviceA] display bfd session verbose 


 


 Total session number: 1   Up session number: 1   Init mode: Active 


 


 IPv4 session working under Ctrl mode: 


     Local Discr: 10                  Remote Discr: 1 


       Source IP: 10.1.0.101        Destination IP: 10.1.0.102 


   Session State: Up                     Interface: GigabitEthernet1/0 


 Min Trans Inter: 100ms            Act Trans Inter: 1000ms 


  Min Recv Inter: 100ms           Act Detect Inter: 5000ms 


          Rx Count: 3971                     Tx Count: 3776 


      Connect Type: Direct             Running Up for: 00:06:52 


         Hold Time: 214ms                   Auth mode: None 


       Detect Mode: Async 


        Protocol: OSPF 


       Diag Info: No Diagnostic 


 


[DeviceC] display bfd session verbose 


 Total session number: 1   Up session number: 1   Init mode: Active 


 


 IPv4 session working under Ctrl mode: 


     Local Discr: 1                   Remote Discr: 10 


       Source IP: 10.1.0.102        Destination IP: 10.1.0.101 


   Session State: Up                     Interface: GigabitEthernet1/0 


 Min Trans Inter: 100ms            Act Trans Inter: 1000ms 


  Min Recv Inter: 100ms           Act Detect Inter: 5000ms 


Min Trans Inter: 100ms            Act Trans Inter: 1000ms 


  Min Recv Inter: 100ms           Act Detect Inter: 5000ms 


          Rx Count: 3971                     Tx Count: 3776 


      Connect Type: Direct             Running Up for: 00:06:52 


         Hold Time: 214ms                   Auth mode: None 


       Detect Mode: Async 


        Protocol: OSPF 


       Diag Info: No Diagnostic 


The output shows that BFD sessions have been established and are up. 


# Display information about the routes to network 121.1.1.0/24 on Device A. 
<DeviceA> display ip routing-table 121.1.1.0 verbose 


 


Summary Count : 1 
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Destination: 120.1.1.0/24 


   Protocol: OSPF            Process ID: 1 


  SubProtID: 0x1                    Age: 04h20m37s 


       Cost: 1               Preference: 10 


        Tag: 0                    State: Active Adv 


  OrigTblID: 0x0                OrigVrf: default-vrf 


    TableID: 0x2                 OrigAs: 0 


      NBRID: 0x26000002          LastAs: 0 


     AttrID: 0xffffffff        Neighbor: 0.0.0.0 


      Flags: 0x1008c        OrigNextHop: 10.1.0.102 


      Label: NULL           RealNextHop: 10.1.0.102 


    BkLabel: NULL             BkNextHop: N/A 


  Tunnel ID: Invalid          Interface: GigabitEthernet1/0 


BkTunnel ID: Invalid        BkInterface: N/A 


The output shows that Device A communicates with Device C through the Layer 2 switch. 


# When the link between Device C and the Layer 2 switch fails, view BFD log information. 
%Apr  2 11:34:26:880 2014 DeviceA BFD/5/BFD_CHANGE_FSM: 
Sess[10.1.0.101/10.1.0.102,1026/1026,GigabitEthernet1/0,Ctrl] , Sta: UP-> DOWN, Diag: 
5 


%Apr  2 11:34:27:011 2014 DeviceA OSPF/5/OSPF_NBR_CHG: OSPF 1 Neighbor 10.1.0.102 
GigabitEthernet1/0) from Full to Down. 


The output shows that BFD can quickly detect the failure and notify OSPF. 


# Display information about the routes to network 121.1.1.0/24 on Device A. 
<Device A> display ip routing-table 121.1.1.0 verbose 


 


Summary Count : 1 


 


Destination: 121.1.1.0/24 


   Protocol: OSPF            Process ID: 1 


  SubProtID: 0x1                    Age: 04h20m37s 


       Cost: 2               Preference: 10 


        Tag: 0                    State: Active Adv 


  OrigTblID: 0x0                OrigVrf: default-vrf 


    TableID: 0x2                 OrigAs: 0 


      NBRID: 0x26000002          LastAs: 0 


     AttrID: 0xffffffff        Neighbor: 0.0.0.0 


      Flags: 0x1008c        OrigNextHop: 192.168.0.102 


      Label: NULL           RealNextHop: 192.168.0.102 


    BkLabel: NULL             BkNextHop: N/A 


  Tunnel ID: Invalid          Interface: GigabitEthernet2/0 


BkTunnel ID: Invalid        BkInterface: N/A 


The output shows that Device A communicates with Device C through Device B. 


Configuration files 
• Device A: 
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# 


ospf 1 


 area 0.0.0.0 


  network 10.1.0.0 0.0.0.255 


  network 120.1.1.0 0.0.0.255 


  network 192.168.0.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.0.101 255.255.255.0 


 ospf bfd enable 


 bfd min-transmit-interval 100 


 bfd min-receive-interval 100 


 bfd detect-multiplier 3 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.0.101 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 120.1.1.1 255.255.255.0 


# 


• Device B: 
# 


ospf 1 


 area 0.0.0.0 


  network 13.1.1.0 0.0.0.255 


  network 192.168.0.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.0.102 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 13.1.1.101 255.255.255.0 


# 


• Device C: 
# 


ospf 1 


 area 0.0.0.0 


  network 10.1.0.0 0.0.0.255 


  network 13.1.1.0 0.0.0.255 


  network 121.1.1.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 







 


27 


 ip address 10.1.0.102 255.255.255.0 


 ospf bfd enable 


 bfd min-transmit-interval 100 


 bfd min-receive-interval 100 


 bfd detect-multiplier 3 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 13.1.1.102 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 121.1.1.1 255.255.255.0 


# 


Example: Configuring BFD for IS-IS 


Network requirements 
As shown in Figure 5, Device A, Device B, and Device C run IS-IS. Device A and Device C are 
connected through a Layer 2 switch. 


Enable BFD control packet mode on Device A and Device C to monitor the path over the Layer 2 
switch. When BFD detects a link failure, it notifies IS-IS to switch to the path over Device B. 


Figure 5 Network diagram 


 
 


Table 4 Interface and IP address assignment 


Device Interface IP address 


Device A GE1/0 10.1.0.101/24 


Device A GE2/0 192.168.0.101/24 


Device A


BFD


GE2/0 GE2/0L2 Switch


GE1/0 GE1/0


Device B


Device C


GE1/0 GE2/0


GE3/0 GE3/0


100.0.1.0/24
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Device Interface IP address 


Device A GE3/0 120.1.1.1/24 


Device B GE1/0 192.168.0.102/24 


Device B GE2/0 13.1.1.101/24 


Device C GE1/0 10.1.0.102/24 


Device C GE2/0 13.1.1.102/24 


Device C GE3/0 121.1.1.1/24 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
In BFD control packet mode, a minimum of one end must operate in active mode for a BFD session to 
be established. 


Configuration procedures 


Configuring interface IP addresses 
1. Configure Device A: 


<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 10.1.0.101 24 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure other devices in the same way Device A is configured. (Details not shown.) 


Configuring IS-IS 
1. Configure Device A: 


# Configure basic IS-IS functions, and enable BFD for IS-IS. 
[DeviceA] isis 


[DeviceA-isis-1] network-entity 10.0000.0000.0001.00 


[DeviceA-isis-1] quit 


[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] isis enable 


[DeviceA-GigabitEthernet2/0] quit 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] isis enable 


[DeviceA-GigabitEthernet1/0] isis bfd enable 


[DeviceA-GigabitEthernet1/0] quit 
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2. Configure Device B: 


# Configure basic IS-IS functions. 
<DeviceB> system-view 


[DeviceB] isis 


[DeviceB-isis-1] network-entity 10.0000.0000.0003.00 


[DeviceB-isis-1] quit 


[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] isis enable 


[DeviceB-GigabitEthernet1/0] quit 


[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] isis enable 


[DeviceB-GigabitEthernet2/0] quit 


3. Configure Device C: 


# Configure basic IS-IS functions, and enable BFD for IS-IS. 
<DeviceC> system-view 


[DeviceC] isis 


[DeviceC-isis-1] network-entity 10.0000.0000.0002.00 


[DeviceC-isis-1] quit 


[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] isis enable 


[DeviceC-GigabitEthernet1/0] isis bfd enable 


[DeviceC-GigabitEthernet1/0] quit 


[DeviceC] interface gigabitethernet 2/0 


[DeviceC-GigabitEthernet2/0] isis enable 


[DeviceC-GigabitEthernet2/0] quit 


Configuring BFD parameters 
1. Configure Device A: 


# Configure the session establishment mode as active (this is the default mode). 
[DeviceA] bfd session init-mode active 


# Configure the minimum interval for sending and receiving single-hop BFD control packets and 
the single-hop detection time multiplier. 
[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] bfd min-transmit-interval 100 


[DeviceA-GigabitEthernet1/0] bfd min-receive-interval 100 


[DeviceA-GigabitEthernet1/0] bfd detect-multiplier 3 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure Device C: 


# Configure the session establishment mode as active (this is the default mode). 
[DeviceC] bfd session init-mode active 


# Configure the minimum interval for sending and receiving single-hop BFD control packets and 
the single-hop detection time multiplier. 
[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] bfd min-transmit-interval 100 


[DeviceC-GigabitEthernet1/0] bfd min-receive-interval 100 
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[DeviceC-GigabitEthernet1/0] bfd detect-multiplier 3 


[DeviceC-GigabitEthernet1/0] quit 


Verifying the configuration 
# Display detailed IS-IS neighbor information on Device A. 
[DeviceA] display isis peer verbose 


 


                         Peer information for IS-IS(1) 


                         ----------------------------- 


 


 System ID: 0000.0000.0002 


 Interface: GigabitEthernet1/0     Circuit Id:  0000.0000.0002.01 


 State: Up     HoldTime: 6s         Type: L1(L1L2)     PRI: 64 


 Area address(es): 00 


 Peer IP address(es): 10.1.0.102 


 Peer local circuit ID: 1 


 Peer circuit SNPA address: ce9d-d91d-d100 


 Uptime: 00:01:19 


 Adj protocol:  IPv4 


 Graceful Restart capable 


   Restarting signal: No 


   Suppress adjacency advertisement: No 


 Local topology: 


   0 


 Remote topology: 


   0 


The output shows that Device A has established IS-IS neighbor relationship with Device C. 


# Display BFD session information on Device A and Device C. 
[DeviceA] display bfd session verbose 


 Total Session Num: 1     Up Session Num: 1     Init Mode: Active 


 


 IPv4 Session Working Under Ctrl Mode: 


       Local Discr: 2049                 Remote Discr: 2049 


         Source IP: 10.1.0.101         Destination IP: 10.1.0.102 


     Session State: Up                      Interface: GigabitEthernet1/0 


      Min Tx Inter: 100ms                Act Tx Inter: 1000ms 


      Min Rx Inter: 100ms                Detect Inter: 5000ms 


          Rx Count: 3693                     Tx Count: 3703 


      Connect Type: Direct             Running Up for: 00:06:09 


         Hold Time: 201ms                   Auth mode: None 


       Detect Mode: Async                        Slot: 0 


          Protocol: ISIS_BR_L1/ISIS_BR_L2 


         Diag Info: No Diagnostic 


[DeviceC] display bfd session verbose 


 Total Session Num: 1     Up Session Num: 1     Init Mode: Active 
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 IPv4 Session Working Under Ctrl Mode: 


       Local Discr: 2049                 Remote Discr: 2049 


         Source IP: 10.1.0.102         Destination IP: 10.1.0.101 


     Session State: Up                      Interface: GigabitEthernet1/0 


      Min Tx Inter: 100ms                Act Tx Inter: 1000ms 


      Min Rx Inter: 100ms                Detect Inter: 5000ms 


          Rx Count: 4299                     Tx Count: 4299 


      Connect Type: Direct             Running Up for: 00:07:10 


         Hold Time: 210ms                   Auth mode: None 


       Detect Mode: Async 


          Protocol: ISIS_BR_L1/ISIS_BR_L2 


         Diag Info: No Diagnostic 


The output shows that BFD sessions have been established and are up. 


# Display information about the routes to network 121.1.1.0/24 on Device A. 
<DeviceA> display ip routing-table 121.1.1.0 verbose 


 


Summary Count : 1 


 


Destination: 121.1.1.0/24 


   Protocol: isis            Process ID: 1 


  SubProtID: 0x1                    Age: 04h20m37s 


       Cost: 20              Preference: 15 


        Tag: 0                    State: Active Adv 


  OrigTblID: 0x2                OrigVrf: default-vrf 


    TableID: 0x2                 OrigAs: 0 


      NBRID: 0x26000002          LastAs: 0 


     AttrID: 0xffffffff        Neighbor: 0.0.0.0 


      Flags: 0x1008c        OrigNextHop: 10.1.0.102 


      Label: NULL           RealNextHop: 10.1.0.102 


    BkLabel: NULL             BkNextHop: N/A 


  Tunnel ID: Invalid          Interface: GigabitEthernet1/0 


BkTunnel ID: Invalid        BkInterface: N/A 


The output shows that Device A communicates with Device C through the Layer 2 switch. 


# When the link between Device C and the Layer 2 switch fails, view BFD log information. 
%Oct  9 16:11:24:163 2013 DeviceC BFD/5/BFD_CHANGE_FSM: -MDC=1; 
Sess[10.1.0.102/10.1.0.101, LD/RD:2049/2049, Interface: GigabitEthernet1/0, 
SessType:Ctrl, LinkType:INET] , Sta: UP-> DOWN, Diag: 1 


%Oct  9 16:11:24:164 2013 DeviceC ISIS/5/ISIS_NBR_CHG: -MDC=1; IS-IS 1, Level-1 
adjacency 0000.0000.0001 (GigabitEthernet1/0), state change to: DOWN. 


%Oct  9 16:11:24:164 2013 DeviceC ISIS/5/ISIS_NBR_CHG: -MDC=1; IS-IS 1, Level-2 
adjacency 0000.0000.0001 (GigabitEthernet1/0), state change to: DOWN. 


The output shows that BFD can quickly detect the failure and notify IS-IS. 


Configuration files 
• Device A: 
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# 


isis 1 


 network-entity 10.0000.0000.0001.00 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.0.101 255.255.255.0 


 isis enable 1 


 isis bfd enable 


 bfd min-transmit-interval 100 


 bfd min-receive-interval 100 


 bfd detect-multiplier 3 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.0.101 255.255.255.0 


 isis enable 1 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 120.1.1.1 255.255.255.0 


# 


• Device B: 
# 


isis 1 


 network-entity 10.0000.0000.0003.00 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.0.102 255.255.255.0 


 isis enable 1 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 13.1.1.101 255.255.255.0 


 isis enable 1 


# 


• Device C: 
# 


isis 1 


 network-entity 10.0000.0000.0002.00 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.0.102 255.255.255.0 


 isis enable 1 


 isis bfd enable 


 bfd min-transmit-interval 100 
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 bfd min-receive-interval 100 


 bfd detect-multiplier 3 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 13.1.1.102 255.255.255.0 


 isis enable 1 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 121.1.1.1 255.255.255.0 


# 


Example: Configuring BFD for BGP 


Network requirements 
As shown in Figure 6, the devices in AS 100 run OSPF to reach each other. There are two paths 
between Device B and Device D: 


• Path A—Path over Device C. 


• Path B—Path over Device E. 


When both paths are available, BGP uses the path over Device C to forward traffic between Device A 
and Device F. 


Enable BFD control packet mode on Device B and Device D to monitor the path over Device C. When 
BFD detects a link failure, it notifies BGP to switch to the path over Device E. 


Figure 6 Network diagram 


 
 


Table 5 Interface and IP address assignment 


Device Interface IP address 


Device A GE1/0 120.1.0.1/24 


Device B GE1/0 10.1.0.101/24 
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Device Interface IP address 


Device B GE2/0 192.168.0.101/24 


Device B GE3/0 120.1.0.2/24 


Device C GE1/0 10.1.0.102/24 


Device C GE2/0 10.2.0.102/24 


Device D GE1/0 10.2.0.101/24 


Device D GE2/0 13.1.1.101/24 


Device D GE3/0 120.2.0.2/24 


Device E GE1/0 192.168.0.102/24 


Device E GE2/0 13.1.1.102/24 


Device F GE1/0 120.2.0.1/24 
 


Requirements analysis 
For Path A to become the primary path, use a routing policy to set a lower cost for Path A than Path B. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
In BFD control packet mode, a minimum of one end must operate in active mode for a BFD session to 
be established. 


Configuration procedures 


Configuring interface IP addresses 
1. Configure Device A: 


<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 120.1.0.1 24 


[DeviceA-GigabitEthernet1/0] quit 


2. Configure other devices in the same way Device A is configured. (Details not shown.) 


Configuring OSPF in AS 100 
1. Configure Device B: 


<DeviceB> system-view 
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[DeviceB] ospf 


[DeviceB-ospf-1] import-route direct 


[DeviceB-ospf-1] area 0 


[DeviceB-ospf-1-area-0.0.0.0] network 10.1.0.0 0.0.0.255 


[DeviceB-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255 


[DeviceB-ospf-1-area-0.0.0.0] quit 


[DeviceB-ospf-1] quit 


2. Configure Device C: 
<DeviceC> system-view 


[DeviceC] ospf 


[DeviceC-ospf-1] area 0 


[DeviceC-ospf-1-area-0.0.0.0] network 10.1.0.0 0.0.0.255 


[DeviceC-ospf-1-area-0.0.0.0] network 10.2.0.0 0.0.0.255 


[DeviceC-ospf-1-area-0.0.0.0] quit 


[DeviceC-ospf-1] quit 


3. Configure Device D: 
<DeviceD> system-view 


[DeviceD] ospf 


[DeviceD-ospf-1] import-route direct 


[DeviceD-ospf-1] area 0 


[DeviceD-ospf-1-area-0.0.0.0] network 10.2.0.0 0.0.0.255 


[DeviceD-ospf-1-area-0.0.0.0] network 13.1.1.0 0.0.0.255 


[DeviceD-ospf-1-area-0.0.0.0] quit 


[DeviceD-ospf-1] quit 


4. Configure Device E: 
<DeviceE> system-view 


[DeviceE] ospf 


[DeviceE-ospf-1] area 0 


[DeviceE-ospf-1-area-0.0.0.0] network 13.1.1.0 0.0.0.255 


[DeviceE-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255 


[DeviceE-ospf-1-area-0.0.0.0] quit 


[DeviceE-ospf-1] quit 


Configuring BGP 
1. Configure Device A: 


# Enable BGP and set the local AS number to 200. 
[DeviceA] bgp 200 


[DeviceA-bgp] router-id 1.1.1.1 


# Establish an EBGP connection with Device B. 
[DeviceA-bgp] peer 120.1.0.2 as-number 100 


# Create the BGP IPv4 unicast address family and enter its view. 
[DeviceA-bgp] address-family ipv4 unicast 


# In BGP IPv4 unicast address family view, inject local network 120.1.0.0/24 to the BGP 
routing table. 
[DeviceA-bgp-ipv4] network 120.1.0.0 255.255.255.0 
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# Enable BGP to exchange IPv4 unicast routing information with peer 120.1.0.2. 
[DeviceA-bgp-ipv4] peer 120.1.0.2 enable 


[DeviceA-bgp-ipv4] quit 


2. Configure Device B: 


# Enable BGP and set the local AS number to 100. 
[DeviceB] bgp 100 


[DeviceB-bgp] router-id 2.2.2.2 


# Establish an EBGP connection with Device A. 
[DeviceB-bgp] peer 120.1.0.1 as-number 200 


# Establish IBGP connections with Device D. 
[DeviceB-bgp] peer 10.2.0.101 as-number 100 


[DeviceB-bgp] peer 13.1.1.101 as-number 100 


# Create the BGP IPv4 unicast address family and enter its view. 
[DeviceB-bgp] address-family ipv4 unicast 


# Enable BGP to exchange IPv4 unicast routing information with peer 10.2.0.101. 
[DeviceB-bgp-ipv4] peer 10.2.0.101 enable 


# In BGP IPv4 unicast address family view, specify the device as the next hop for routes sent to 
peer 10.2.0.101. 
[DeviceB-bgp-ipv4] peer 10.2.0.101 next-hop-local 


# Enable BGP to exchange IPv4 unicast routing information with peer 13.1.1.101. 
[DeviceB-bgp-ipv4] peer 13.1.1.101 enable 


# In BGP IPv4 unicast address family view, specify the device as the next hop for routes sent to 
peer 13.1.1.101. 
[DeviceB-bgp-ipv4] peer 13.1.1.101 next-hop-local 


# Enable BGP to exchange IPv4 unicast routing information with peer 120.1.0.1. 
[DeviceB-bgp-ipv4] peer 120.1.0.1 enable 


[DeviceB-bgp-ipv4] quit 


3. Configure Device D: 


# Enable BGP and set the local AS number to 100. 
[DeviceD] bgp 100 


[DeviceD-bgp] router-id 4.4.4.4 


# Establish IBGP connections with Device B. 
[DeviceD-bgp] peer 10.1.0.101 as-number 100 


[DeviceD-bgp] peer 192.168.0.101 as-number 100 


# Establish an EBGP connection with Device F. 
[DeviceD-bgp] peer 120.2.0.1 as-number 300 


# Create the BGP IPv4 unicast address family and enter its view. 
[DeviceD-bgp] address-family ipv4 unicast 


# Enable BGP to exchange IPv4 unicast routing information with peer 10.1.0.101. 
[DeviceD-bgp-ipv4] peer 10.1.0.101 enable 


# In BGP IPv4 unicast address family view, specify the device as the next hop for routes sent to 
peer 10.1.0.101. 
[DeviceD-bgp-ipv4] peer 10.1.0.101 next-hop-local 


# Enable BGP to exchange IPv4 unicast routing information with peer 192.168.0.101. 
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[DeviceD-bgp-ipv4] peer 192.168.0.101 enable 


# In BGP IPv4 unicast address family view, specify the device as the next hop for routes sent to 
peer 192.168.0.101. 
[DeviceD-bgp-ipv4] peer 192.168.0.101 next-hop-local 


# Enable BGP to exchange IPv4 unicast routing information with peer 120.2.0.1. 
[DeviceD-bgp-ipv4] peer 120.2.0.1 enable 


[DeviceD-bgp-ipv4] quit 


4. Configure Device F: 


# Enable BGP and set the local AS number to 300. 
[DeviceF] bgp 300 


[DeviceF-bgp] router-id 6.6.6.6 


# Establish an EBGP connection with Device D. 
[DeviceF-bgp] peer 120.2.0.2 as-number 100 


# Create the BGP IPv4 unicast address family and enter its view. 
[DeviceF-bgp] address-family ipv4 unicast 


# In BGP IPv4 unicast address family view, inject local network 120.2.0.0/24 to the BGP 
routing table. 
[DeviceF-bgp-ipv4] network 120.2.0.0 255.255.255.0 


# Enable BGP to exchange IPv4 unicast routing information with peer 120.2.0.2. 
[DeviceF-bgp-ipv4] peer 120.2.0.2 enable 


[DeviceF-bgp-ipv4] quit 


Configuring routing policies 
1. Configure Device B: 


# Create ACL 2000 to permit packets sourced from 120.1.0.0/24. 
[DeviceB] acl number 2000 


[DeviceB-acl-basic-2000] rule permit source 120.1.0.0 0.0.0.255 


[DeviceB-acl-basic-2000] quit 


# Set a local preference of 200 for routes learned from peer 10.2.0.101, and configure the 
preference for IBGP routes as 100. 
[DeviceB] route-policy local-pre permit node 10 


[DeviceB-route-policy-local-pre] if-match ip address acl 2000 


[DeviceB-route-policy-local-pre] apply local-preference 200 


[DeviceB-route-policy-local-pre] quit 


[DeviceB] bgp 100 


[DeviceB-bgp] address-family ipv4 unicast 


[DeviceB-bgp-ipv4] peer 10.2.0.101 route-policy local-pre export 


[DeviceB-bgp-ipv4] preference 255 100 130 


[DeviceB-bgp-ipv4] quit 


2. Configure Device D: 


# Create ACL 2000 to permit packets sourced from 120.2.0.0/24. 
[DeviceD] acl number 2000 


[DeviceD-acl-basic-2000] rule permit source 120.2.0.0 0.0.0.255 


[DeviceD-acl-basic-2000] quit 
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# Set a local preference of 200 for routes learned from peer 10.1.0.101, and configure the 
preference for IBGP routes as 100. 
[DeviceD] route-policy local-pre permit node 10 


[DeviceD-route-policy-local-pre] if-match ip address acl 2000 


[DeviceD-route-policy-local-pre] apply local-preference 200 


[DeviceD-route-policy-local-pre] quit 


[DeviceD] bgp 100 


[DeviceD-bgp] address-family ipv4 unicast 


[DeviceD-bgp-ipv4] peer 10.1.0.101 route-policy local-pre export 


[DeviceD-bgp-ipv4] preference 255 100 130 


[DeviceD-bgp-ipv4] quit 


Configuring BFD 
1. Configure Device B: 


# Enable BFD for the link to BGP peer 10.2.0.101. 
[DeviceB] bgp 100 


[DeviceB-bgp] peer 10.2.0.101 bfd 


[DeviceB-bgp] quit 


2. Configure Device D: 


# Enable BFD for the link to BGP peer 10.1.0.101. 
[DeviceD] bgp 100 


[DeviceD-bgp] peer 10.1.0.101 bfd 


[DeviceD-bgp] quit 


Verifying the configuration 
# Ping Device F from Device A to verify the connectivity. 
[DeviceA] ping 120.2.0.1 


Ping 120.2.0.1 (120.2.0.1): 56 data bytes, press CTRL_C to break 


56 bytes from 120.2.0.1: icmp_seq=0 ttl=252 time=1.189 ms 


56 bytes from 120.2.0.1: icmp_seq=1 ttl=252 time=1.095 ms 


56 bytes from 120.2.0.1: icmp_seq=2 ttl=252 time=1.086 ms 


56 bytes from 120.2.0.1: icmp_seq=3 ttl=252 time=1.097 ms 


56 bytes from 120.2.0.1: icmp_seq=4 ttl=252 time=1.089 ms 


 


--- Ping statistics for 120.2.0.1 --- 


5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 1.086/1.111/1.189/0.039 ms 


The output shows that Device F can be pinged successfully. 


# Display BGP peer information on Device B. 
[DeviceB] display bgp peer ipv4 


 


 BGP local router ID: 2.2.2.2 


 Local AS number: 100 


 Total number of peers: 3                  Peers in established state: 3 
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  Peer                    AS  MsgRcvd  MsgSent OutQ PrefRcv Up/Down  State 


 


  10.2.0.101             100        6        4    0       1 00:00:56 Established 


  13.1.1.101             100        6        5    0       1 00:00:56 Established 


  120.1.0.1              200        6        5    0       1 00:00:56 Established 


The output shows the following information: 


• Two IBGP connections have been established between Device B and Device D. 


• An EBGP connection has been established between Device B and Device A. 


# Display detailed BFD session information on Device B. 
[DeviceB] display bfd session verbose 


 Total Session Num: 1     Up Session Num: 0     Init Mode: Active 


 


 IPv4 Session Working Under Ctrl Mode: 


       Local Discr: 2049                 Remote Discr: 0 


         Source IP: 10.1.0.101         Destination IP: 10.2.0.101 


     Session State: UP                      Interface: N/A 


      Min Tx Inter: 1000ms               Act Tx Inter: 1000ms 


      Min Rx Inter: 1000ms               Detect Inter: 5000ms 


          Rx Count: 0                        Tx Count: 910 


      Connect Type: Indirect           Running Up for: 00:00:00 


         Hold Time: 0ms                     Auth mode: None 


       Detect Mode: Async 


          Protocol: BGP 


         Diag Info: No Diagnostic 


The output shows that a BFD session has been established and is up. 


# Display information about the routes to network 120.2.0.0/24 on Device B. 
[DeviceB] display ip routing-table 120.2.0.0 24 verbose 


 


Summary Count : 3 


 


Destination: 120.2.0.0/24 


   Protocol: BGP             Process ID: 0 


  SubProtID: 0x1                    Age: 00h24m48s 


       Cost: 0               Preference: 100 


        Tag: 0                    State: Active Adv 


  OrigTblID: 0x0                OrigVrf: default-vrf 


    TableID: 0x2                 OrigAs: 300 


      NibID: 0x15000001          LastAs: 300 


     AttrID: 0x1               Neighbor: 10.2.0.101 


      Flags: 0x10060        OrigNextHop: 10.2.0.101 


      Label: NULL           RealNextHop: 10.1.0.102 


    BkLabel: NULL             BkNextHop: N/A 


  Tunnel ID: Invalid          Interface: GigabitEthernet1/0 


BkTunnel ID: Invalid        BkInterface: N/A 


 


Destination: 120.2.0.0/24 
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   Protocol: OSPF            Process ID: 1 


  SubProtID: 0x8                    Age: 00h26m19s 


       Cost: 1               Preference: 150 


        Tag: 1                    State: Inactive Adv 


  OrigTblID: 0x0                OrigVrf: default-vrf 


    TableID: 0x2                 OrigAs: 0 


      NibID: 0x13000005          LastAs: 0 


     AttrID: 0xffffffff        Neighbor: 0.0.0.0 


      Flags: 0x41           OrigNextHop: 10.1.0.102 


      Label: NULL           RealNextHop: 10.1.0.102 


    BkLabel: NULL             BkNextHop: N/A 


  Tunnel ID: Invalid          Interface: GigabitEthernet1/0 


BkTunnel ID: Invalid        BkInterface: N/A 


 


Destination: 120.2.0.0/24 


   Protocol: OSPF            Process ID: 1 


  SubProtID: 0x8                    Age: 00h26m19s 


       Cost: 1               Preference: 150 


        Tag: 1                    State: Inactive Adv 


  OrigTblID: 0x0                OrigVrf: default-vrf 


    TableID: 0x2                 OrigAs: 0 


      NibID: 0x13000003          LastAs: 0 


     AttrID: 0xffffffff        Neighbor: 0.0.0.0 


      Flags: 0x41           OrigNextHop: 192.168.0.102 


      Label: NULL           RealNextHop: 192.168.0.102 


    BkLabel: NULL             BkNextHop: N/A 


  Tunnel ID: Invalid          Interface: GigabitEthernet2/0 


BkTunnel ID: Invalid        BkInterface: N/A 


The output shows that Device B communicates with Device D through path over Device C. 


# When the path over Device C fails, ping Device F from Device A. 
<DeviceA> ping 120.2.0.1 


Ping 120.1.0.1 (120.2.0.1): 56 data bytes, press CTRL_C to break 


56 bytes from 120.2.0.1: icmp_seq=0 ttl=252 time=0.680 ms 


56 bytes from 120.2.0.1: icmp_seq=1 ttl=252 time=0.295 ms 


56 bytes from 120.2.0.1: icmp_seq=2 ttl=252 time=0.423 ms 


56 bytes from 120.2.0.1: icmp_seq=3 ttl=252 time=0.464 ms 


56 bytes from 120.2.0.1: icmp_seq=4 ttl=252 time=0.445 ms 


 


--- Ping statistics for 120.2.0.1 --- 


5 packets transmitted, 5 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.295/0.461/0.680/0.124 ms 


The output shows that Device F can be pinged successfully. 


# Display information about the routes to network 120.2.0.0/24 on Device B. 
<DeviceB> display ip routing-table 120.2.0.0 24 verbose 


 


Summary Count : 2 
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Destination: 120.2.0.0/24 


   Protocol: BGP             Process ID: 0 


  SubProtID: 0x1                    Age: 00h00m18s 


       Cost: 0               Preference: 100 


        Tag: 0                    State: Active Adv 


  OrigTblID: 0x0                OrigVrf: default-vrf 


    TableID: 0x2                 OrigAs: 300 


      NibID: 0x15000001          LastAs: 300 


     AttrID: 0x1               Neighbor: 10.2.0.101 


      Flags: 0x10060        OrigNextHop: 10.2.0.101 


      Label: NULL           RealNextHop: 192.168.0.102 


    BkLabel: NULL             BkNextHop: N/A 


  Tunnel ID: Invalid          Interface: GigabitEthernet2/0 


BkTunnel ID: Invalid        BkInterface: N/A 


 


Destination: 120.2.0.0/24 


   Protocol: OSPF            Process ID: 1 


  SubProtID: 0x8                    Age: 00h00m18s 


       Cost: 1               Preference: 150 


        Tag: 1                    State: Inactive Adv 


  OrigTblID: 0x0                OrigVrf: default-vrf 


    TableID: 0x2                 OrigAs: 0 


      NibID: 0x13000001          LastAs: 0 


     AttrID: 0xffffffff        Neighbor: 0.0.0.0 


      Flags: 0x41           OrigNextHop: 192.168.0.102 


      Label: NULL           RealNextHop: 192.168.0.102 


    BkLabel: NULL             BkNextHop: N/A 


  Tunnel ID: Invalid          Interface: GigabitEthernet2/0 


BkTunnel ID: Invalid        BkInterface: N/A 


The output shows that Device B communicates with Device D through path over Device E. 


Configuration files 
• Device A: 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 120.1.0.1 255.255.255.0 


# 


bgp 200 


 router-id 1.1.1.1 


 peer 120.1.0.2 as-number 200 


 # 


 address-family ipv4 unicast 


  network 120.1.0.0 255.255.255.0 


  peer 120.1.0.2 enable 


# 
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• Device B: 
# 


ospf 1 


 import-route direct 


 area 0.0.0.0 


  network 10.1.0.0 0.0.0.255 


  network 192.168.0.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.0.101 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.0.101 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 120.1.0.2 255.255.255.0 


# 


bgp 100 


 router-id 2.2.2.2 


 peer 10.2.0.101 as-number 100 


 peer 10.2.0.101 bfd 


 peer 13.1.1.101 as-number 100 


 peer 120.1.0.1 as-number 200 


# 


 address-family ipv4 unicast 


  preference 255 100 130 


  peer 10.2.0.101 enable 


  peer 10.2.0.101 next-hop-local 


  peer 10.2.0.101 route-policy local-pre export 


  peer 13.1.1.101 enable 


  peer 13.1.1.101 next-hop-local 


  peer 120.1.0.1 enable 


# 


route-policy local-pre permit node 10 


 if-match ip address acl 2000 


 apply local-preference 200 


# 


acl number 2000 


 rule 0 permit source 120.1.0.0 0.0.0.255 


# 


• Device C: 
# 


ospf 1 


 area 0.0.0.0 


  network 10.1.0.0 0.0.0.255 
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  network 10.2.0.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.0.102 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.2.0.102 255.255.255.0 


# 


• Device D: 
# 


ospf 1 


 import-route direct 


 area 0.0.0.0 


  network 10.2.0.0 0.0.0.255 


  network 13.1.1.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.2.0.101 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 13.1.1.101 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 120.1.0.2 255.255.255.0 


# 


bgp 100 


 router-id 4.4.4.4 


 peer 10.1.0.101 as-number 100 


 peer 10.1.0.101 bfd 


 peer 120.2.0.1 as-number 300 


 peer 192.168.0.101 as-number 100 


# 


 address-family ipv4 unicast 


  preference 255 100 130 


  peer 10.1.0.101 enable 


  peer 10.1.0.101 next-hop-local 


  peer 10.1.0.101 route-policy local-pre export 


  peer 192.168.0.101 enable 


  peer 192.168.0.101 next-hop-local 


  peer 120.2.0.1 enable 


# 


acl number 2000 


 rule 0 permit source 120.2.0.0 0.0.0.255 
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# 


• Device E: 
# 


ospf 1 


 area 0.0.0.0 


  network 13.1.1.0 0.0.0.255 


  network 192.168.0.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.0.102 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 13.1.1.102 255.255.255.0 


# 


• Device F: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 120.2.0.1 255.255.255.0 


# 


bgp 300 


 router-id 6.6.6.6 


 peer 120.2.0.2 as-number 100 


 # 


 address-family ipv4 unicast 


  network 120.2.0.0 255.255.255.0 


  peer 120.2.0.2 enable 


# 


Example: Configuring BFD for PBR 


Network requirements 
As shown in Figure 7, Device A has two paths to reach Device C: 


• Link A. 


• Link B. 


Configure PBR to enable Device A to forward traffic with source IP address 40.0.0.2 over Link B. 


Enable BFD echo packet mode on Device A (Device C does not support BFD) to monitor Link B. When 
BFD detects a link failure, Device A switches the path to Link A. 
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Figure 7 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
The source IP address for BFD echo packets cannot be on the same network segment as any local 
interface's IP address. Otherwise, a large number of ICMP redirect packets might be sent from the 
peer, resulting in link congestion. 


Configuration procedures 


Configuring interface IP addresses 
1. Configure Device A: 


<DeviceA> system-view 


[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ip address 40.0.0.1 24 


[DeviceA-GigabitEthernet2/0] quit 


2. Configure other devices in the same way Device A is configured. (Details not shown.) 


Configuring static routes 
1. Configure Device A: 


# Configure a static route to reach network 50.0.0.0. 
[DeviceA] ip route-static 50.0.0.0 24 gigabitethernet 1/0 13.13.13.2 


2. Configure Device B: 


# Configure a static route to reach network 50.0.0.0. 
<DeviceB> system-view 


[DeviceB] ip route-static 50.0.0.0 24 gigabitethernet 2/0 24.24.24.4 
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Configuring routing policies on Device A 
# Create ACL 3010 to permit packets sourced from 40.0.0.2. 
[DeviceA] acl number 3010 


[DeviceA-acl-adv-3010] rule 0 permit ip source 40.0.0.2 0 


[DeviceA-acl-adv-3010] quit 


# Create routing policy aaa to set next hop 12.12.12.2 for packets matching ACL 3010, and associate 
the next hop with track entry 11. 
[DeviceA] policy-based-route aaa permit node 5 


[DeviceA-pbr-aaa-5] if-match acl 3010 


[DeviceA-pbr-aaa-5] apply next-hop 12.12.12.2 track 11 


[DeviceA-pbr-aaa-5] quit 


# Apply routing policy aaa to GigabitEthernet 2/0. 
[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ip policy-based-route aaa 


[DeviceA-GigabitEthernet2/0] quit 


Configuring BFD parameters on Device A 
# Configure the source IP address for BFD echo packets. 
[DeviceA] bfd echo-source-ip 3.3.3.3 


# Configure the minimum interval for receiving BFD echo packets and the single-hop detection time 
multiplier, and associate track entry 11 with BFD. 
[DeviceA] interface gigabitethernet 3/0 


[DeviceA-GigabitEthernet3/0] bfd min-echo-receive-interval 100 


[DeviceA-GigabitEthernet3/0] bfd detect-multiplier 3 


[DeviceA-GigabitEthernet3/0] quit 


[DeviceA] track 11 bfd echo interface gigabitethernet 3/0 remote ip 12.12.12.2 local 
ip 12.12.12.1 


Verifying the configuration 
# Display outbound traffic statistics for all interfaces on Device A. 
<DeviceA> reset counters interface 


<DeviceA> display counters outbound interface 


Interface         Total (pkts)   Broadcast (pkts)   Multicast (pkts)  Err (pkts) 


GE1/0                       0                  0                  0           0 


GE2/0                  585414                  0                  0           0 


GE3/0                       0                  0                  0           0 


The output shows that the traffic sourced from 40.0.0.0 is forwarded through GigabitEthernet 3/0 
(Link B). 


# Display BFD session information on Device A. 
[DeviceA] display bfd session verbose 


 Total Session Num: 1     Up Session Num: 1     Init Mode: Active 
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 IPv4 Session Working Under Echo Mode: 


       Local Discr: 2049 


         Source IP: 12.12.12.1         Destination IP: 12.12.12.2 


     Session State: Up                      Interface: GigabitEthernet3/0 


      Min Tx Inter: 1000ms               Act Tx Inter: 1000ms 


      Min Rx Inter: 100ms                Detect Inter: 5000ms 


          Rx Count: 128234                   Tx Count: 371950 


      Connect Type: Direct             Running Up for: 00:01:04 


       Detect Mode: Async                Chassis/Slot: 1/0 


          Protocol: TRACK 


         Diag Info: No Diagnostic 


The output shows that a BFD session has been established and is up. 


# When the link between Device A and Device B fails, view BFD log information. 
%Dec 10 16:39:46:210 2013 DeviceA BFD/5/BFD_CHANGE_FSM: -MDC=1; Sess[12.12.12.1/ 


12.12.12.2, LD/RD:2049/2049, Interface: GigabitEthernet3/0, SessType:Echo, 
LinkType:INET] , Sta: UP-> DOWN, Diag: 1 


%Dec 10 16:39:47:342 2013 DeviceA IFNET/3/PHY_UPDOWN: -MDC=1; GigabitEtherne3/0 link 
status is down. 


%Dec 10 16:39:47:343 2013 DeviceA IFNET/5/LINK_UPDOWN: -MDC=1; Line protocol on the 
interface GigabitEthernet3/0 is down. 


%Dec 10 16:39:47:343 2013 DeviceA IFNET/3/PHY_UPDOWN: -MDC=1; GigabitEthernet3/0 link 
status is down. 


The output shows that the BFD session is down. 


# Clear the interface statistics, and display outbound traffic statistics for all interfaces on Device A 
again. 
<DeviceA> reset counters interface 


<DeviceA> display counters outbound interface 


Interface         Total (pkts)   Broadcast (pkts)   Multicast (pkts)  Err (pkts) 


GE1/0                  863764                  0                  0           0 


GE2/0                       0                  0                  0           0 


GE3/0                       0                  0                  0           0 


The output shows that the traffic sourced from 40.0.0.0 is forwarded through GigabitEthernet 1/0 
(Link A). 


Configuration files 
• Device A: 


# 


 bfd echo-source-ip 3.3.3.3 


# 


policy-based-route aaa permit node 5 


 if-match acl 3010 


 apply next-hop 12.12.12.2 track 11 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 13.13.13.1 255.255.255.0 
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# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 40.0.0.1 255.255.255.0 


 ip policy-based-route aaa 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 12.12.12.1 255.255.255.0 


 bfd min-echo-receive-interval 10 


 bfd detect-multiplier 3 


# 


ip route-static 50.0.0.0 24 GigabitEthernet1/0 13.13.13.2 


# 


 ip local policy-based-route aaa 


# 


acl number 3010 


 rule 0 permit ip source 40.0.0.2 0 


# 


 track 11 bfd echo interface GigabitEthernet3/0 remote ip 12.12.12.2 local ip 
12.12.12.1 


# 


• Device B: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 12.12.12.2 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 24.24.24.2 255.255.255.0 


# 


ip route-static 50.0.0.0 24 GigabitEthernet2/0 24.24.24.4 


• Device C: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 13.13.13.2 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 50.0.0.1 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 24.24.24.4 255.255.255.0 


# 
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Related documentation 
• HP VSR1000 Virtual Services Router High Availability Command Reference 


• HP VSR1000 Virtual Services Router High Availability Configuration Guide 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Configuration Guide 
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Introduction 
This document provides examples for using RBAC to control access permissions of login users. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of RBAC. 


Example: Configuring Telnet user to have 
access to read and write commands of specific 
features 


Network requirements 
As shown in Figure 1, configure the router to meet the following requirements: 


• The Telnet user is authenticated on the router in ISP domain bbb. 


• The Telnet user is allowed to execute the read and write commands of the ospf and filesystem 
features after the user passes authentication. 


Add a user account named telnetuser on the router for the Telnet user, and set the user password to 
aabbcc. 


Figure 1 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Create a user role and configure rules for it. This allows the user role to have access permission to 
the required commands. 


• Assign the user role to the Telnet user, so the Telnet user can obtain the required access permissions. 
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• Remove the default user role from the Telnet user, so the user can only have the access permissions 
of the configured user role. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure RBAC for local AAA users, follow these restrictions and guidelines: 


• An ISP domain cannot be deleted when it is the default ISP domain. Before you use the undo 
domain command, change the domain to a non-default ISP domain by using the undo domain 
default enable command. 


• You can create multiple rules for a user role. Each rule is uniquely identified by the rule number. A 
user role can access all commands permitted by the user role rules. 


• If two user-defined rules conflict, the rule with the higher number takes effect. For example, the user 
role can use the tracert command but not the ping command if the user role contains rules 
configured by using the following commands: 


 rule 1 permit command ping 


 rule 2 permit command tracert 


 rule 3 deny command ping 


Configuration procedures 
1. Assign an IP address to GigabitEthernet 1/0. 


<Sysname> system-view 


[Sysname] interface gigabitethernet 1/0 


[Sysname-GigabitEthernet1/0] ip address 192.168.1.50 24 


[Sysname-GigabitEthernet1/0] quit 


2. Configure the user login authentication method: 


# Enable Telnet server.  
[Sysname] telnet server enable 


# Enable scheme authentication on user lines VTY 0 through VTY 63. 
[Sysname] line vty 0 63 


[Sysname-line-vty0-63] authentication-mode scheme 


[Sysname-line-vty0-63] quit 


3. Configure the authentication domain: 


# Create ISP domain bbb and enter ISP domain view. 
[Sysname] domain bbb 


# Configure the authentication and authorization methods as local for login users in the domain. 
[Sysname-isp-bbb] authentication login local 


[Sysname-isp-bbb] authorization login local 


[Sysname-isp-bbb] quit 


4. Configure device management user telnetuser: 
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# Create device management user telnetuser and enter local user view.  
[Sysname] local-user telnetuser class manage 


# Set the user password to aabbcc in plain text. 
[Sysname-luser-manage-telnetuser] password simple aabbcc 


# Specify the service type as Telnet. 
[Sysname-luser-manage-telnetuser] service-type telnet 


[Sysname-luser-manage-telnetuser] quit 


5. Configure user role role1: 


# Create user role role1 and enter user role view. 
[Sysname] role name role1 


# Configure rule 1 to permit the user role to access the read and write commands of the ospf 
feature. 
[Sysname-role-role1] rule 1 permit read write feature ospf 


# Configure rule 2 to permit the user role to access the read and write commands of the filesystem 
feature. 
[Sysname-role-role1] rule 2 permit read write feature filesystem 


[Sysname-role-role1] quit 


6. Assign user role role1 to device management user telnetuser: 


# Enter the view of the device management user. 
[Sysname] local-user telnetuser class manage 


# Assign user role role1 to the user. 
[Sysname-luser-manage-telnetuser] authorization-attribute user-role role1 


# Remove the default user role network-operator from the user. 
[Sysname-luser-manage-telnetuser] undo authorization-attribute user-role 
network-operator 


[Sysname-luser-manage-telnetuser] quit 


Verifying the configuration 
1. Display information about the user role role1. 


[Sysname] display role name role1 


Role: role1 


  Description: 


  VLAN policy: permit (default) 


  Interface policy: permit (default) 


  VPN instance policy: permit (default) 


  Security zone policy: permit (default) 


  ------------------------------------------------------------------- 


  Rule    Perm   Type  Scope         Entity 


  ------------------------------------------------------------------- 


  1       permit RW-   feature       ospf 


  2       permit RW-   feature       filesystem 


  R:Read W:Write X:Execute 


2. Verify that you can Telnet to the router. 
C:\Documents and Settings\user> telnet 192.168.1.50 
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****************************************************************************** 


* Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.          * 


* Without the owner's prior written consent,                                 * 


* no decompiling or reverse-engineering shall be allowed.                    * 


****************************************************************************** 


 


login: telnetuser@bbb 


Password: 


<Sysname> 


3. Verify that you have the access permissions of user role role1: 


# Verify that you can execute the write commands of the ospf feature. For example, configure 
OSPF. 
<Sysname> system-view 


[Sysname] ospf 1 


[Sysname-ospf-1] area 0 


[Sysname-ospf-1-area-0.0.0.0] network 1.1.1.1 0.0.0.0 


[Sysname-ospf-1-area-0.0.0.0] quit 


[Sysname-ospf-1] quit 


# Verify that you can execute the read commands of the ospf feature. 
[Sysname] display ospf 


 


          OSPF Process 1 with Router ID 192.168.1.50 


                  OSPF Protocol Information 


 


 RouterID: 192.168.1.50   Router type: 


 Route tag: 0 


 Multi-VPN-Instance is not enabled 


 Ext-community type: Domain ID 0x5, Route Type 0x306, Router ID 0x107 


 Domain ID: 0.0.0.0 


 Opaque capable 


 ISPF is enabled 


 SPF-schedule-interval: 5 50 200 


 LSA generation interval: 5 50 200 


 LSA arrival interval: 1000 


 Transmit pacing: Interval: 20 Count: 3 


 Default ASE parameters: Metric: 1 Tag: 1 Type: 2 


 Route preference: 10 


 ASE route preference: 150 


 SPF calculation count: 0 


 RFC 1583 compatible 


 Graceful restart interval: 120 


 SNMP trap rate limit interval: 10  Count: 7 


 Area count: 0   NSSA area count: 0 


 ExChange/Loading neighbors: 0 


# Verify that you can execute the read and write commands of the filesystem feature. For example, 
specify the source IP address for outgoing FTP packets as 192.168.0.60. 
[Sysname] ftp client source ip 192.168.0.60 
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[Sysname] quit 


# Verify that you cannot use the execute commands of the filesystem feature. For example, enter 
FTP client view. 
<Sysname> ftp 


Permission denied. 


Configuration files 
# 


 telnet server enable 


# 


interface GigabitEthernet1/0 


 ip address 192.168.1.50 24 


# 


line vty 0 63 


 authentication-mode scheme 


 user-role network-operator 


# 


domain bbb 


 authentication login local 


 authorization login local 


# 


role name role1 


 rule 1 permit read write feature ospf 


 rule 2 permit read write feature filesystem 


# 


local-user telnetuser class manage 


 password hash $h$6$kZw1rKFsAY4lhgUz$+teVLy8gmKN4Mr00VWgXQTB8ai94gKHlrys5OkytGf4 


kT+nz5X1ZGASjc282CYAR6A1upH2jbmRoTcfDzZ9Gmw== 


 service-type telnet 


 authorization-attribute user-role role1 


# 


Example: Assigning access permissions to 
Telnet user through RADIUS server 


Network requirements 
As shown in Figure 2, the router uses the RADIUS server to authenticate the Telnet user. 


The server assigns the following access permissions to the Telnet user after the user passes authentication: 


• Can execute all commands available in ISP domain view. 


• Can execute the read and write commands of the ARP and RADIUS features. 


• Can create VLANs and execute all commands available in VLAN view. 
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• Cannot access any VLANs except VLANs 10 to 20. 


• Can enter interface view and execute all commands available in interface view. 


• Cannot access any interfaces except GigabitEthernet 3/0, GigabitEthernet 4/0, and 
GigabitEthernet 5/0. 


IMC is the RADIUS server. Add a user account named telnetuser@bbb on the server for the Telnet user, 
and specify a password for the account. 


Figure 2 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Add the ARP and RADIUS features to a feature group, so you can manage the features in a 
centralized manner.  


• Create a user role and configure user role rules and resource access policies on the router, so the 
user role can have the required access permissions. 


• Specify the user role in the Telnet user account on the server, so the server can assign the user role 
to the Telnet user after the user passes authentication. 


Software version used 
This configuration example was created and verified on the following product versions: 


• E0301 of the HP VSR1000 virtual router. 


• IMC PLAT 7.0 (E0202). 


• IMC UAM 7.0 (E0202). 


Configuration restrictions and guidelines 
When you configure RBAC for remote AAA users, follow these guidelines: 


• An ISP domain cannot be deleted when it is the default ISP domain. Before you use the undo 
domain command, change the domain to a non-default ISP domain by using the undo domain 
default enable command. 
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• Because RADIUS user authorization information is piggybacked in authentication responses, the 
authentication and authorization methods must use the same RADIUS scheme. 


• You can create multiple rules for a user role. Each rule is uniquely identified by the rule number. A 
user role can access all commands permitted by the user role rules. 


• If two user-defined rules conflict, the rule with the higher number takes effect. For example, the user 
role can use the tracert command but not the ping command if the user role contains rules 
configured by using the following commands: 


 rule 1 permit command ping 


 rule 2 permit command tracert 


 rule 3 deny command ping 


Configuration procedures 


Configuring the router 
1. Configure Layer 3 network settings: 


# Assign an IP address to GigabitEthernet 1/0, the interface connected to the Telnet user. 
<Sysname> system-view 


[Sysname] interface gigabitethernet 1/0 


[Sysname-GigabitEthernet1/0] ip address 192.168.1.50 255.255.255.0 


[Sysname-GigabitEthernet1/0] quit 


# Assign an IP address to GigabitEthernet 2/0, the interface connected to the RADIUS server. 
[Sysname] interface gigabitethernet 2/0 


[Sysname-GigabitEthernet2/0] ip address 10.1.1.2 255.255.255.0 


[Sysname-GigabitEthernet2/0] quit 


# Configure the default route whose next hop is the RADIUS server (10.1.1.1). 
[Sysname] ip route-static 0.0.0.0 0.0.0.0 10.1.1.1 


2. Configure the user login authentication method: 


# Enable Telnet server. 
[Sysname] telnet server enable 


# Enable scheme authentication on user lines VTY 0 through VTY 63. 
[Sysname] line vty 0 63 


[Sysname-line-vty0-63] authentication-mode scheme 


[Sysname-line-vty0-63] quit 


3. Configure RADIUS scheme rad: 


# Create RADIUS scheme rad and enter RADIUS scheme view. 
[Sysname] radius scheme rad 


# Specify the primary RADIUS authentication server at 10.1.1.1. 
[Sysname-radius-rad] primary authentication 10.1.1.1 


# Specify the primary RADIUS accounting server at 10.1.1.1. 
[Sysname-radius-rad] primary accounting 10.1.1.1 


# Set the authentication shared key to aabbcc in plain text for secure RADIUS communication. 
[Sysname-radius-rad] key authentication simple aabbcc 


# Set the accounting shared key to aabbcc in plain text for secure RADIUS communication. 
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[Sysname-radius-rad] key accounting simple aabbcc 


[Sysname-radius-rad] quit 


4. Configure ISP domain bbb: 


# Create ISP domain bbb and enter ISP domain view. 
[Sysname] domain bbb 


# Configure authentication, authorization, and accounting methods for the login users in the ISP 
domain. 
[Sysname-isp-bbb] authentication login radius-scheme rad 


[Sysname-isp-bbb] authorization login radius-scheme rad 


[Sysname-isp-bbb] accounting login radius-scheme rad 


[Sysname-isp-bbb] quit 


5. Configure feature group fgroup1: 


# Create feature group fgroup1 and enter feature group view. 
[Sysname] role feature-group name fgroup1 


# Assign the ARP and RADIUS features to the feature group. 
[Sysname-featuregrp-fgroup1] feature arp 


[Sysname-featuregrp-fgroup1] feature radius 


[Sysname-featuregrp-fgroup1] quit 


6. Configure user role role1: 


# Create user role role1 and enter user role view. 
[Sysname] role name role1 


# Configure rule 1 to permit the user role to access all commands in ISP domain view. 
[Sysname-role-role1] rule 1 permit command system-view ; domain * 


# Configure rule 2 to permit the user role to access all read and write commands of the features in 
feature group fgroup1. 
[Sysname-role-role1] rule 2 permit read write feature-group fgroup1 


# Configure rule 3 to permit the user role to create VLANs. 
[Sysname-role-role1] rule 3 permit command system-view ; vlan * 


# Configure rule 4 to permit the user role to enter interface view and execute all commands 
available in interface view. 
[Sysname-role-role1] rule 4 permit command system-view ; interface * 


# Enter user role VLAN policy view, and permit the user role to access only VLANs 10 to 20. 
[Sysname-role-role1] vlan policy deny 


[Sysname-role-role1-vlanpolicy] permit vlan 10 to 20 


[Sysname-role-role1-vlanpolicy] quit 


# Enter user role interface policy view, and permit the user role to access only interfaces 
GigabitEthernet 3/0, GigabitEthernet 4/0, and GigabitEthernet 5/0. 
[Sysname-role-role1] interface policy deny 


[Sysname-role-role1-ifpolicy] permit interface gigabitethernet 3/0 


[Sysname-role-role1-ifpolicy] permit interface gigabitethernet 4/0 


[Sysname-role-role1-ifpolicy] permit interface gigabitethernet 5/0 


[Sysname-role-role1-ifpolicy] quit 


[Sysname-role-role1] quit 
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Configuring the RADIUS server 
1. Add the router to IMC as an access device: 


a. Click the User tab. 


b. From the navigation tree, select User Access Policy > Access Device Management > Access 
Device. 


c. Click Add. 


The Add Access Device page appears. 


d. In the Access Configuration area, configure the following parameters, as shown in Figure 3: 


− Enter 1812 in the Authentication Port field, and enter 1813 in the Accounting Port field. 


− Enter aabbcc in the Shared Key and Confirm Shared Key fields. 


− Select Device Management Service from the Service Type list. 


− Select HP(Comware) from the Access Device Type list. 


− Use the default values for other parameters. 


Figure 3 Adding an access device 


 
 


e. In the Device List area, click Select or Add Manually to add the router (10.1.1.2) to IMC as an 
access device. 


f. Click OK. 


2. Add a device management user: 


a. Click the User tab. 


b. From the navigation tree, select Access User > Device User. 


c. Click Add. 


The Add Device User page appears. 


d. In the Basic Information of Device User area, configure the following parameters, as shown 
in Figure 4: 


− Enter telnetuser@bbb in the Account Name field. 


− Enter a password in the User Password and Confirm Password fields. 


− Select Telnet from the Service Type list. 


− Enter role1 in the Role Name field. 
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Figure 4 Adding a device management user 


 
 


e. In the IP Address List of Managed Devices area, click Add to specify the IP address subnet in the 
range of 10.1.1.0 to 10.1.1.10. 


f. Click OK. 


Verifying the configuration 
1. Display information about user role role1. 


[Sysname] display role name role1 


Role: role1 


  Description: 


  VLAN policy: deny 


  Permitted VLANs: 10 to 20 


  Interface policy: deny 


  Permitted interfaces: GigabitEthernet3/0, GigabitEthernet4/0, GigabitEthernet5/0 


  VPN instance policy: permit (default) 


  Security zone policy: permit (default) 


  ------------------------------------------------------------------- 


  Rule    Perm   Type  Scope         Entity 


  ------------------------------------------------------------------- 


  1       permit       command       system-view ; domain * 


  2       permit RW-   feature-group fgroup1 


  3       permit       command       system-view ; vlan * 


  4       permit       command       system-view ; interface * 
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  R:Read W:Write X:Execute 


2. Verify that you can Telnet to the router. 
C:\Documents and Settings\user> telnet 192.168.1.50 


 


****************************************************************************** 


* Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.          * 


* Without the owner's prior written consent,                                 * 


* no decompiling or reverse-engineering shall be allowed.                    * 


****************************************************************************** 


 


login: telnetuser@bbb 


Password: 


<Sysname> 


3. Verify that you have the access permissions of user role role1: 


# Verify that you can execute all commands available in ISP domain view. 
<Sysname> system-view 


[Sysname] domain abc 


[Sysname-isp-abc] authentication login radius-scheme abc 


[Sysname-isp-abc] quit 


# Verify that you can execute the read and write commands of the ARP and RADIUS features. For 
example, configure a RADIUS scheme. 
[Sysname] radius scheme rad 


[Sysname-radius-rad] primary authentication 2.2.2.2 


[Sysname-radius-rad] display radius scheme rad 


[Sysname-radius-rad] quit 


# Verify that you can access only VLANs 10 to 20. For example, create VLANs 10 and 30. 
[Sysname] vlan 10 


[Sysname-vlan10] quit 


[Sysname] vlan 30 


Permission denied. 


# Verify that you can access interfaces GigabitEthernet 3/0, GigabitEthernet 4/0, and 
GigabitEthernet 5/0. For example, configure GigabitEthernet 3/0. 
[Sysname] interface gigabitethernet 3/0 


[Sysname-GigabitEthernet3/0] ip address 1.1.1.1 24 


[Sysname-GigabitEthernet3/0] quit 


# Verify that you cannot access any interface except GigabitEthernet 3/0, GigabitEthernet 4/0, 
and GigabitEthernet 5/0. For example, enter the view of GigabitEthernet 6/0. 
[Sysname] interface gigabitethernet 6/0 


Permission denied. 


Configuration files 
# 


 telnet server enable 


# 


interface GigabitEthernet1/0 
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 ip address 192.168.1.50 24 


# 


interface GigabitEthernet2/0 


 ip address 10.1.1.2 24 


# 


line vty 0 63 


 authentication-mode scheme 


 user-role network-operator 


# 


ip route-static 0.0.0.0 0 10.1.1.1 


# 


radius scheme rad 


 primary authentication 10.1.1.1 


 primary accounting 10.1.1.1 


 key authentication cipher $c$3$JzDegvL0G5KZIcJhzscTHLA4WasBVh0UOw== 


 key accounting cipher $c$3$CdejNYYxvjW0Y+Zydi4rZgBwjYb4h6LKmg== 


# 


domain bbb 


 authentication login radius-scheme rad 


 authorization login radius-scheme rad 


 accounting login radius-scheme rad 


# 


role feature-group name fgroup1 


 feature arp 


 feature radius 


# 


 role name role1 


 rule 1 permit command system-view ; domain * 


 rule 2 permit read write feature-group fgroup1 


 rule 3 permit command system-view ; vlan * 


 rule 4 permit command system-view ; interface * 


 vlan policy deny 


  permit vlan 10 to 20 


 interface policy deny 


  permit interface GigabitEthernet3/0 


  permit interface GigabitEthernet4/0 


  permit interface GigabitEthernet5/0 


# 


Example: Configuring Telnet user to have 
access to specific commands in specific VPNs 


Network requirements 
As shown in Figure 5, the router uses the RADIUS server to authenticate the Telnet user. 
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The server authorizes the following access permissions to the Telnet user after the user passes 
authentication: 


• Can execute all commands available in the predefined feature group L3. 


• Can execute all commands that start with the display keyword. 


• Can access only VPN instances vpn1, vpn2, and vpn3. 


IMC is the RADIUS server. Add a user account named telnetuser@bbb on the server for the Telnet user, 
and specify a password for the account. 


Figure 5 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Create a user role and configure user role rules and resource access policies on the router, so the 
user role can have the required access permissions. 


• Specify the user role in the Telnet user account on the server, so the server can assign the user role 
to the Telnet user after the user passes authentication. 


Software version used 
This configuration example was created and verified on the following product versions: 


• E0301 of the HP VSR1000 virtual router. 


• IMC PLAT 7.0 (E0202). 


• IMC UAM 7.0 (E0202). 


Configuration restrictions and guidelines 
When you configure RBAC for remote AAA users, follow these restrictions and guidelines: 


• An ISP domain cannot be deleted when it is the default ISP domain. Before you use the undo 
domain command, change the domain to a non-default ISP domain by using the undo domain 
default enable command. 


• Because RADIUS user authorization information is piggybacked in authentication responses, the 
authentication and authorization methods must use the same RADIUS scheme. 
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• You can create multiple rules for a user role. Each rule is uniquely identified by the rule number. A 
user role can access all commands permitted by the user role rules. 


• If two user-defined rules conflict, the rule with the higher number takes effect. For example, the user 
role can use the tracert command but not the ping command if the user role contains rules 
configured by using the following commands: 


 rule 1 permit command ping 


 rule 2 permit command tracert 


 rule 3 deny command ping 


Configuration procedures 


Configuring the router 
1. Configure Layer 3 network settings: 


# Assign an IP address to GigabitEthernet 1/0. 
<Sysname> system-view 


[Sysname] interface gigabitethernet 1/0 


[Sysname-GigabitEthernet1/0] ip address 192.168.1.50 24 


[Sysname-GigabitEthernet1/0] quit 


# Assign an IP address to GigabitEthernet 2/0. 
[Sysname] interface gigabitethernet 2/0 


[Sysname-GigabitEthernet2/0] ip address 10.1.1.2 24 


[Sysname-GigabitEthernet2/0] quit 


# Configure the default route whose next hop is the RADIUS server (10.1.1.1). 
[Sysname] ip route-static 0.0.0.0 0.0.0.0 10.1.1.1 


2. Configure the user login authentication method: 


# Enable Telnet server. 
[Sysname] telnet server enable 


# Enable scheme authentication on user lines VTY 0 through VTY 63. 
[Sysname] line vty 0 63 


[Sysname-line-vty0-63] authentication-mode scheme 


[Sysname-line-vty0-63] quit 


3. Configure RADIUS scheme rad: 


# Create RADIUS scheme rad and enter RADIUS scheme view. 
[Sysname] radius scheme rad 


# Specify the primary RADIUS authentication server at 10.1.1.1. 
[Sysname-radius-rad] primary authentication 10.1.1.1 


# Specify the primary RADIUS accounting server at 10.1.1.1. 
[Sysname-radius-rad] primary accounting 10.1.1.1 


# Set the authentication shared key to aabbcc in plain text for secure RADIUS communication. 
[Sysname-radius-rad] key authentication simple aabbcc 


# Set the accounting shared key to aabbcc in plain text for secure RADIUS communication. 
[Sysname-radius-rad] key accounting simple aabbcc 


[Sysname-radius-rad] quit 
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4. Configure ISP domain bbb: 


# Create ISP domain bbb and enter ISP domain view. 
[Sysname] domain bbb 


# Specify the authentication, authorization, and accounting methods for the login users in the ISP 
domain. 
[Sysname-isp-bbb] authentication login radius-scheme rad 


[Sysname-isp-bbb] authorization login radius-scheme rad 


[Sysname-isp-bbb] accounting login radius-scheme rad 


[Sysname-isp-bbb] quit 


5. Configure user role role1: 


# Create user role role1 and enter user role view. 
[Sysname] role name role1 


# Configure rule 1 to permit the user role to access all commands in the L3 feature group. 
[Sysname-role-role1] rule 1 permit execute read write feature-group L3 


# Configure rule 2 to permit the user role to access all commands that start with the display 
keyword. 
[Sysname-role-role1] rule 2 permit command display * 


# Enter user role VPN instance policy view, and configure the user role to have access only to VPN 
instances vpn1, vpn2, and vpn3. 
[Sysname-role-role1] vpn policy deny 


[Sysname-role-role1-vpnpolicy] permit vpn-instance vpn1 vpn2 vpn3 


[Sysname-role-role1-vpnpolicy] quit 


[Sysname-role-role1] quit 


Configuring the RADIUS server 
1. Add the router to IMC as an access device: 


a. Click the User tab. 


b. From the navigation tree, select User Access Policy > Access Device Management > Access 
Device. 


c. Click Add. 


The Add Access Device page appears. 


d. In the Access Configuration area, configure the following parameters, as shown in Figure 6: 


− Enter 1812 in the Authentication Port field, and enter 1813 in the Accounting Port field. 


− Enter aabbcc in the Shared Key and Confirm Shared Key fields. 


− Select Device Management Service from the Service Type list. 


− Select HP(Comware) from the Access Device Type list. 


− Use the default values for other parameters. 
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Figure 6 Adding an access device 


 
 


e. In the Device List area, click Select or Add Manually to add the router (10.1.1.2) to IMC as an 
access device. 


f. Click OK. 


2. Add a device management user: 


a. Click the User tab. 


b. From the navigation tree, select Access User > Device User. 


c. Click Add. 


The Add Device User page appears. 


d. In the Basic Information of Device User area, configure the following parameters, as shown 
in Figure 7: 


− Enter telnetuser@bbb in the Account Name field. 


− Enter a password in the User Password and Confirm Password fields. 


− Select Telnet from the Service Type list. 


− Enter role1 in the Role Name field. 
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Figure 7 Adding a device management user 


 
 


e. In the IP Address List of Managed Devices area, click Add to specify the IP address subnet in the 
range of 10.1.1.0 to 10.1.1.10. 


f. Click OK. 


Verifying the configuration 
1. Display information about user role role1. 


[Sysname] display role name role1 


Role: role1 


  Description: 


  VLAN policy: permit (default) 


  Interface policy: permit (default) 


  VPN instance policy: deny 


  Permitted VPN instances: vpn1, vpn2, vpn3 


  Security zone policy: permit (default) 


  ------------------------------------------------------------------- 


  Rule    Perm   Type  Scope         Entity 


  ------------------------------------------------------------------- 


  1       permit RWX   feature-group L3 


  2       permit       command       display * 


  R:Read W:Write X:Execute 


2. Use the display role feature-group command to display the features in feature group L3. (Details 
not shown.) 
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3. Verify that you can Telnet to the router. 
C:\Documents and Settings\user> telnet 192.168.1.50 


 


****************************************************************************** 


* Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.          * 


* Without the owner's prior written consent,                                 * 


* no decompiling or reverse-engineering shall be allowed.                    * 


****************************************************************************** 


 


login: telnetuser@bbb 


Password: 


<Sysname> 


4. Verify that you have the access permissions of user role role1: 


# Verify that you can execute all commands available in the L3 feature group. For example, create 
VPN instance vpn1 and configure a RD for the VPN instance. 
<Sysname> system-view 


[Sysname] ip vpn-instance vpn1 


[Sysname-vpn-instance-vpn1] route-distinguisher 22:1 


[Sysname-vpn-instance-vpn1] display this 


# 


ip vpn-instance vpn1 


 route-distinguisher 22:1 


# 


return 


[Sysname-vpn-instance-vpn1] quit 


# Verify that you cannot access any VPN instance except vpn1, vpn2, and vpn3. For example, 
create VPN instance vpn5. 
[Sysname] ip vpn-instance vpn5 


Permission denied. 


Configuration files 
# 


 telnet server enable 


# 


interface GigabitEthernet1/0 


 ip address 192.168.1.50 24 


# 


interface GigabitEthernet2/0 


 ip address 10.1.1.2 24 


# 


line vty 0 63 


 authentication-mode scheme 


 user-role network-operator 


# 


ip route-static 0.0.0.0 0 10.1.1.1 


# 
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radius scheme rad 


 primary authentication 10.1.1.1 


 primary accounting 10.1.1.1 


 key authentication cipher $c$3$JzDegvL0G5KZIcJhzscTHLA4WasBVh0UOw== 


 key accounting cipher $c$3$CdejNYYxvjW0Y+Zydi4rZgBwjYb4h6LKmg== 


# 


domain bbb 


 authentication login radius-scheme rad 


 authorization login radius-scheme rad 


 accounting login radius-scheme rad 


# 


role name role1 


 rule 1 permit read write execute feature-group L3 


 rule 2 permit command display * 


 vpn-instance policy deny 


  permit vpn-instance vpn1 


  permit vpn-instance vpn2 


  permit vpn-instance vpn3 


# 


Example: Changing user access permissions by 
assigning new user roles 


Network requirements 
As shown in Figure 8, add two user accounts telnetuser1 and telnetuser2 on the router for Telnet user 1 
and Telnet user 2, respectively. Set both the users' passwords to aabbcc in plain text.  


Configure the router to meet the following requirements: 


• The Telnet users are authenticated on the router in ISP domain bbb. 


• User role role1 is assigned to the Telnet users after they pass authentication. 


User role role1 has the following access permissions: 


• Can execute all commands that start with the display keyword. 


• Can create VLANs. 


• Can access only VLANs 10 to 15. 


• Can access only interface GigabitEthernet 3/0. 


Telnet user 1 requires adding the following access permissions: 


• Can access VLANs 16 to 20. 


• Can access interfaces GigabitEthernet 4/0 and GigabitEthernet 5/0. 
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Figure 8 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Create a user role and configure user role rules and resource access policies, so the user role can 
have the additional access permissions of Telnet user 1. 


• Assign the user role to Telnet user 1, so the user can have the additional access permissions at the 
next login. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you assign another user role to a user, follow these restrictions and guidelines: 


• You can create multiple rules for a user role. Each rule is uniquely identified by the rule number. A 
user role can access all commands permitted by the user role rules. 


• If two user-defined rules conflict, the rule with the higher number takes effect. For example, the user 
role can use the tracert command but not the ping command if the user role contains rules 
configured by using the following commands: 


 rule 1 permit command ping 


 rule 2 permit command tracert 


 rule 3 deny command ping 


• You can assign multiple user roles to a user. The user can use the collection of items and resources 
accessible to any user role assigned to it. 


• If you assign a new user role to a user when the user is online, the assignment does not take effect 
on the user at the current login. The user obtains the user role the next time it logs into the router. 
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Configuration procedures 


Assigning user role role1 to the Telnet users 
1. Assign an IP address to GigabitEthernet 1/0. 


<Sysname> system-view 


[Sysname] interface gigabitethernet 1/0 


[Sysname-GigabitEthernet1/0] ip address 192.168.1.50 24 


[Sysname-GigabitEthernet1/0] quit 


2. Configure the user login authentication method: 


# Enable Telnet server. 
[Sysname] telnet server enable 


# Enable scheme authentication on user lines VTY 0 through VTY 63. 
[Sysname] line vty 0 63 


[Sysname-line-vty0-63] authentication-mode scheme 


[Sysname-line-vty0-63] quit 


3. Configure ISP domain bbb: 


# Create ISP domain bbb and enter ISP domain view. 
[Sysname] domain bbb 


# Configure the authentication and authorization methods for the login users in the ISP domain. 
[Sysname-isp-bbb] authentication login local 


[Sysname-isp-bbb] authorization login local 


[Sysname-isp-bbb] quit 


4. Configure device management users telnetuser1 and telnetuser2: 


# Create device management user telnetuser1 and enter local user view. 
[Sysname] local-user telnetuser1 class manage 


# Set the password to aabbcc in plain text. 
[Sysname-luser-manage-telnetuser1] password simple aabbcc 


# Specify the service type as Telnet. 
[Sysname-luser-manage-telnetuser1] service-type telnet 


[Sysname-luser-manage-telnetuser1] quit 


# Create device management user telnetuser2 and enter local user view. 
[Sysname] local-user telnetuser2 class manage 


# Set the password to aabbcc in plain text. 
[Sysname-luser-manage-telnetuser2] password simple aabbcc 


# Specify the service type as Telnet. 
[Sysname-luser-manage-telnetuser2] service-type telnet 


[Sysname-luser-manage-telnetuser2] quit 


5. Configure user role role1: 


# Create user role role1 and enter user role view. 
[Sysname] role name role1 


# Configure rule 1 to permit the user role to access all commands that start with the display 
keyword. 
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[Sysname-role-role1] rule 1 permit command display * 


# Configure rule 2 to permit the user role to access VLAN view. 
[Sysname-role-role1] rule 2 permit command system-view ; vlan * 


# Configure rule 3 to permit the user role to enter interface view and execute all commands 
available in interface view. 
[Sysname-role-role1] rule 3 permit command system-view ; interface * 


# Enter user role VLAN policy view, and allow the user role to access only VLANs 10 to 15. 
[Sysname-role-role1] vlan policy deny 


[Sysname-role-role1-vlanpolicy] permit vlan 10 to 15 


[Sysname-role-role1-vlanpolicy] quit 


# Enter user role interface policy view, and allow the user role to access only interface 
GigabitEthernet 3/0. 
[Sysname-role-role1] interface policy deny 


[Sysname-role-role1-ifpolicy] permit interface gigabitethernet 3/0 


[Sysname-role-role1-ifpolicy] quit 


[Sysname-role-role1] quit 


6. Authorize user role role1 to the device management users: 


# Enter the view of telnetuser1. 
[Sysname] local-user telnetuser1 class manage 


# Assign user role role1 to telnetuser1. 
[Sysname-luser-manage-telnetuser1] authorization-attribute user-role role1 


# Remove the default user role network-operator from telnetuser1. 
[Sysname-luser-manage-telnetuser1] undo authorization-attribute user-role 
network-operator 


[Sysname-luser-manage-telnetuser1] quit 


# Enter the view of telnetuser2. 
[Sysname] local-user telnetuser2 class manage 


# Assign user role role1 to telnetuser2. 
[Sysname-luser-manage-telnetuser2] authorization-attribute user-role role1 


# Remove the default user role network-operator from telnetuser2. 
[Sysname-luser-manage-telnetuser2] undo authorization-attribute user-role 
network-operator 


[Sysname-luser-manage-telnetuser2] quit 


Verifying the access permissions of user role role1 
1. Display information about user role role1. 


[Sysname] display role name role1 


Role: role1 


  Description: 


  VLAN policy: deny 


  Permitted VLANs: 10 to 15 


  Interface policy: deny 


  Permitted interfaces: GigabitEthernet3/0 


  VPN instance policy: permit (default) 


  Security zone policy: permit (default) 
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  ------------------------------------------------------------------- 


  Rule    Perm   Type  Scope         Entity 


  ------------------------------------------------------------------- 


  1       permit       command       display * 


  2       permit       command       system-view ; vlan * 


  3       permit       command       system-view ; interface * 


  R:Read W:Write X:Execute 


2. Verify that you can Telnet to the router. This example uses the user account telnetuser1@bbb. 
C:\Documents and Settings\user> telnet 192.168.1.50 


 


****************************************************************************** 


* Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.          * 


* Without the owner's prior written consent,                                 * 


* no decompiling or reverse-engineering shall be allowed.                    * 


****************************************************************************** 


 


login: telnetuser1@bbb 


Password: 


<Sysname> 


3. Verify that you have the access permissions of user role role1: 


# Verify that you can configure VLANs 10 to 15. For example, create VLAN 15.  
<Sysname> system-view 


[Sysname] vlan 15 


[Sysname-vlan15] quit 


# Verify that you cannot access any other VLAN except VLANs 10 to 15. For example, create 
VLAN 20. 
[Sysname] vlan 20 


Permission denied. 


# Verify that you can access interface GigabitEthernet 3/0. 
[Sysname] interface gigabitethernet 3/0 


[Sysname-GigabitEthernet3/0] ip address 1.1.1.1 24 


[Sysname-GigabitEthernet3/0] quit 


Assigning user role role2 to Telnet user 1 
1. Configure user role role2: 


# Create user role role2 and enter user role view. 
[Sysname] role name role2 


# Configure rule 1 to permit the user role to enter interface view and execute all commands 
available in interface view. 
[Sysname-role-role2] rule 1 permit command system-view ; interface * 


# Enter user role VLAN policy view, and allow the user role to access only VLANs 16 to 20. 
[Sysname-role-role2] vlan policy deny 


[Sysname-role-role2-vlanpolicy] permit vlan 16 to 20 


[Sysname-role-role2-vlanpolicy] quit 
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# Enter user role interface policy view, and allow the user role to access only interfaces 
GigabitEthernet 4/0 and GigabitEthernet 5/0. 
[Sysname-role-role2] interface policy deny 


[Sysname-role-role2-ifpolicy] permit interface gigabitethernet 4/0 


[Sysname-role-role2-ifpolicy] permit interface gigabitethernet 5/0 


[Sysname-role-role2-ifpolicy] quit 


[Sysname-role-role2] quit 


2. Authorize user role role2 to telnetuser1: 


# Enter the view of telnetuser1. 
[Sysname] local-user telnetuser1 class manage 


# Assign user role role2 to telnetuser1. 
[Sysname-luser-manage-telnetuser1] authorization-attribute user-role role2 


[Sysname-luser-manage-telnetuser1] quit 


Verifying the configuration 
1. Display information about user role role2. 


[Sysname] display role name role2 


Role: role2 


  Description: 


  VLAN policy: deny 


  Permitted VLANs: 16 to 20 


  Interface policy: deny 


  Permitted interfaces: GigabitEthernet4/0, GigabitEthernet5/0 


  VPN instance policy: permit (default) 


  Security zone policy: permit (default) 


  ------------------------------------------------------------------- 


  Rule    Perm   Type  Scope         Entity 


  ------------------------------------------------------------------- 


  1       permit       command       system-view ; interface * 


  R:Read W:Write X:Execute 


2. Verify that you can Telnet to the router. 
C:\Documents and Settings\user> telnet 192.168.1.50 


 


****************************************************************************** 


* Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.          * 


* Without the owner's prior written consent,                                 * 


* no decompiling or reverse-engineering shall be allowed.                    * 


****************************************************************************** 


 


login: telnetuser1@bbb 


Password: 


<Sysname> 


3. Verify that you have the access permissions of user role role2: 


# Verify that you can access VLANs 16 to 20. For example, create VLAN 16. 
<Sysname> system-view 
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[Sysname] vlan 16 


[Sysname-vlan16] quit 


# Verify that you can access interfaces GigabitEthernet 4/0 and GigabitEthernet 5/0. For 
example, configure GigabitEthernet 4/0. 
[Sysname] interface gigabitethernet 4/0 


[Sysname-GigabitEthernet4/0] ip address 2.2.2.2 24 


[Sysname-GigabitEthernet4/0] quit 


# Verify that you cannot access any other interface except interfaces GigabitEthernet 3/0, 
GigabitEthernet 4/0, and GigabitEthernet 5/0. For example, enter the view of GigabitEthernet 
6/0. 
[Sysname] interface gigabitethernet 6/0 


Permission denied. 


Configuration files 
# 


 telnet server enable 


# 


interface GigabitEthernet1/0 


 ip address 192.168.1.50 24 


# 


line vty 0 63 


 authentication-mode scheme 


 user-role network-operator 


# 


domain bbb 


 authentication login local 


 authorization login local 


# 


role name role1 


 rule 1 permit command display * 


 rule 2 permit command system-view ; vlan * 


 rule 3 permit command system-view ; interface * 


 vlan policy deny 


  permit vlan 10 to 15 


 interface policy deny 


  permit interface GigabitEthernet3/0 


# 


role name role2 


 rule 1 permit command system-view ; interface * 


 vlan policy deny 


  permit vlan 16 to 20 


 interface policy deny 


  permit interface GigabitEthernet4/0 


  permit interface GigabitEthernet5/0 


# 


 local-user telnetuser1 class manage 


 password hash $h$6$kZw1rKFsAY4lhgUz$+teVLy8gmKN4Mr00VWgXQTB8ai94gKHlrys5OkytGf4 
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kT+nz5X1ZGASjc282CYAR6A1upH2jbmRoTcfDzZ9Gmw== 


 service-type telnet 


 authorization-attribute user-role role1 


 authorization-attribute user-role role2 


# 


 local-user telnetuser2 class manage 


 password hash TPcgyTQJZShe$h$6$vaSj2xKc8yFiNdfQ$Jzb3PXo2lt4jk KSZqJUVhjP634Wol/ 


Qx8TLU748IHoeui0w5n/XRzpNqbNnpxikym39gGJCwYw== 


 service-type telnet 


 authorization-attribute user-role role1 


# 


Example: Configuring temporary user role 
authorization 


Network requirements 
As shown in Figure 9, the router performs local AAA authentication for the Telnet user. It assigns user role 
role1 to the Telnet user after the user passes authentication. 


The router performs local-only authentication for the Telnet user to obtain the user role role2 or 
network-operator for temporary authorization. 


User role role1 has the following access permissions: 


• Can execute all commands available in the L3 feature group. 


• Can execute all commands that start with the display keyword. 


• Can execute all commands that start with the super keyword. 


• Can access all interfaces, VLANs, and VPNs. 


User role role2 has the following access permissions: 


• Can execute all commands available in the L2 feature group. 


• Can access all interfaces, VLANs, and VPNs. 


Add a user account named telnetuser on the router for the Telnet user, set the password to aabbcc in 
plain text. 


Figure 9 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 
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• Create user roles role1 and role2, and configure user role rules and resource access policies, so the 
user roles can have the required access permissions. 


• Assign user role role1 to the Telnet user, so the user can obtain the user role after it passes 
authentication. 


• Configure user role authentication settings for role2 and network-operator, so the Telnet user can 
obtain the user roles for temporary authorization. 


• For security purposes, configure different authentication passwords for the user roles role2 and 
network-operator. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure temporary user role authorization, follow these restrictions and guidelines: 


• An ISP domain cannot be deleted when it is the default ISP domain. Before you use the undo 
domain command, change the domain to a non-default ISP domain by using the undo domain 
default enable command. 


• You can create multiple rules for a user role. Each rule is uniquely identified by the rule number. A 
user role can access all commands permitted by the user role rules. 


• If two user-defined rules conflict, the rule with the higher number takes effect. For example, the user 
role can use the tracert command but not the ping command if the user role contains rules 
configured by using the following commands: 


 rule 1 permit command ping 


 rule 2 permit command tracert 


 rule 3 deny command ping 


• Temporary user role authorization is effective only on the current login. This feature does not change 
the user role settings in the user account that you have been logged in with. The next time you are 
logged in with the user account, the original user role settings take effect. 


Configuration procedures 
1. Assign an IP address to GigabitEthernet 1/0. 


<Sysname> system-view 


[Sysname] interface gigabitethernet 1/0 


[Sysname-GigabitEthernet1/0] ip address 192.168.1.50 24 


[Sysname-GigabitEthernet1/0] quit 


2. Configure the user login authentication method: 


# Enable Telnet server. 
[Sysname] telnet server enable 


# Enable scheme authentication on user lines VTY 0 through VTY 63. 
[Sysname] line vty 0 63 


[Sysname-line-vty0-63] authentication-mode scheme 
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[Sysname-line-vty0-63] quit 


3. Configure ISP domain bbb: 


# Create ISP domain bbb and enter ISP domain view. 
[Sysname] domain bbb 


# Configure the authentication and authorization methods for the login users in the ISP domain. 
[Sysname-isp-bbb] authentication login local 


[Sysname-isp-bbb] authorization login local 


[Sysname-isp-bbb] quit 


4. Configure device management user telnetuser: 


# Create device management user telnetuser and enter local user view. 
[Sysname] local-user telnetuser class manage 


# Set the user password to aabbcc in plain text. 
[Sysname-luser-manage-telnetuser] password simple aabbcc 


# Specify the service type as Telnet. 
[Sysname-luser-manage-telnetuser] service-type telnet 


[Sysname-luser-manage-telnetuser] quit 


5. Configure user role role1: 


# Create user role role1 and enter user role view. 
[Sysname] role name role1 


# Configure rule 1 to permit the user role to access all commands of the L3 feature group. 
[Sysname-role-role1] rule 1 permit execute read write feature-group L3 


# Configure rule 2 to permit the user role to access all commands that start with the display 
keyword. 
[Sysname-role-role1] rule 2 permit command display * 


# Configure rule 3 to permit the user role to access all commands that start with the super keyword. 
[Sysname-role-role1] rule 3 permit command super * 


[Sysname-role-role1] quit 


6. Configure user role role2: 


# Create user role role2 and enter user role view. 
[Sysname] role name role2 


# Configure rule 1 to permit the user role to access all commands of the L2 feature group. 
[Sysname-role-role2] rule 1 permit execute read write feature-group L2 


[Sysname-role-role2] quit 


7. Authorize user role role1 to device management user telnetuser: 


# Enter the view of the device management user. 
[Sysname] local-user telnetuser class manage 


# Authorize user role role1 to the user. 
[Sysname-luser-manage-telnetuser] authorization-attribute user-role role1 


# Remove the default user role network-operator from the user. 
[Sysname-luser-manage-telnetuser] undo authorization-attribute user-role 
network-operator 


[Sysname-luser-manage-telnetuser] quit 


8. Configure temporary user role authorization: 


# Enable local-only authentication for temporary user role authorization. 
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[Sysname] super authentication-mode local 


# Set the local authentication password to 123456TESTplat&! in plain text for user role role2. 
[Sysname] super password role role2 simple 123456TESTplat&! 


# Set the local authentication password to 987654TESTplat&! in plain text for user role 
network-operator. 
[Sysname] super password role network-operator simple 987654TESTplat&! 


Verifying the configuration 
1. Verify that the user roles are correctly configured: 


# Display information about user role role1. 
[Sysname] display role name role1 


Role: role1 


  Description: 


  VLAN policy: permit (default) 


  Interface policy: permit (default) 


  VPN instance policy: permit (default) 


  Security zone policy: permit (default) 


  ------------------------------------------------------------------- 


  Rule    Perm   Type  Scope         Entity 


  ------------------------------------------------------------------- 


  1       permit RWX   feature-group L3 


  2       permit       command       display * 


  3       permit       command       super * 


  R:Read W:Write X:Execute 


# Display information about user role role2. 
[Sysname] display role name role2 


Role: role2 


  Description: 


  VLAN policy: permit (default) 


  Interface policy: permit (default) 


  VPN instance policy: permit (default) 


  Security zone policy: permit (default) 


  ------------------------------------------------------------------- 


  Rule    Perm   Type  Scope         Entity 


  ------------------------------------------------------------------- 


  1       permit RWX   feature-group L2 


  R:Read W:Write X:Execute 


# Display information about user role network-operator. 
[Sysname] display role name network-operator 


Role: network-operator 


  Description: Predefined network operator role has access to all read commands 


on the Sysname 


  VLAN policy: permit (default) 


  Interface policy: permit (default) 


  VPN instance policy: permit (default) 


  Security zone policy: permit (default) 







30 


  ------------------------------------------------------------------- 


  Rule    Perm   Type  Scope         Entity 


  ------------------------------------------------------------------- 


  sys-1   permit       command       display * 


  sys-2   permit       command       xml 


  sys-3   deny         command       display history-command all 


  sys-4   deny         command       display exception * 


  sys-5   deny         command       display cpu-usage configuration 


                                     * 


  sys-6   deny         command       display kernel exception * 


  sys-7   deny         command       display kernel deadloop * 


  sys-8   deny         command       display kernel starvation * 


  sys-9   deny         command       display kernel reboot * 


  sys-10  deny         command       display memory trace * 


  sys-11  deny         command       display kernel memory * 


  sys-12  permit       command       system-view ; local-user * 


  sys-13  permit       command       system-view ; switchto mdc * 


  sys-14  permit R--   xml-element   - 


  sys-15  deny         command       display security-logfile summary 


  sys-16  deny         command       system-view ; info-center securi 


                                     ty-logfile directory * 


  sys-17  deny         command       security-logfile save 


  R:Read W:Write X:Execute 


2. Use the display role feature-group command to display the features in the L2 and L3 feature 
groups. (Details not shown.) 


3. Verify that you can Telnet to the router. 
C:\Documents and Settings\user> telnet 192.168.1.50 


 


****************************************************************************** 


* Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.          * 


* Without the owner's prior written consent,                                 * 


* no decompiling or reverse-engineering shall be allowed.                    * 


****************************************************************************** 


 


login: telnetuser@bbb 


Password: 


<Sysname> 


4. Verify that you have the access permissions of user role role1: 


# Verify that you can access all commands in the L3 feature group. For example, create VPN vpn1. 
<Sysname> system-view 


[Sysname] ip vpn-instance vpn1 


[Sysname-vpn-instance-vpn1] quit 


# Verify that you can use all commands that start with the display keyword. For example, display 
the system time and date. 
[Sysname] display clock 


09:31:56 UTC Wed 01/01/2014 


[Sysname] quit 
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5. Verify that you can obtain the authorization of user role role2 without reconnecting to the router: 


# Obtain the user role role2. 
<Sysname> super role2 


Password: 


User privilege role is role2, and only those commands that authorized to the role can 
be used. 


<Sysname> 


# Verify that you can use all commands in the L2 feature group. For example, create VLAN 10. 
<Sysname> system-view 


[Sysname] vlan 10 


[Sysname-vlan10] quit 


[Sysname] quit 


# Verify that you cannot use the commands of any features except the features in the L2 feature 
group. For example, obtain the user role network-operator for temporary authorization. 
<Sysname> super network-operator 


Permission denied. 


# Verify that you cannot use the commands that start with the display keyword. For example, 
display the system date and time. 
<Sysname> display clock 


Permission denied. 


6. Disconnect from the router, and Telnet to the router again. 
C:\Documents and Settings\user> telnet 192.168.1.50 


 


****************************************************************************** 


* Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.          * 


* Without the owner's prior written consent,                                 * 


* no decompiling or reverse-engineering shall be allowed.                    * 


****************************************************************************** 


 


login: telnetuser@bbb 


Password: 


<Sysname> 


7. Verify that you can obtain the network-operator user role. 
<Sysname> super network-operator 


Password: 


User privilege role is network-operator, and only those commands that authorized 


 to the role can be used. 


<Sysname> 


Configuration files 
# 


 telnet server enable 


# 


interface GigabitEthernet1/0 


 ip address 192.168.1.50 24 


# 
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line vty 0 63 


 authentication-mode scheme 


 user-role network-operator 


# 


 super password role role2 hash $h$6$D0kjHFktkktzgR5g$e673xFnIcKytCj6EDAw+pvwgh3 


/ung3WNWHnrUTnXT862B+s7PaLfKTdil8ef71RBOvuJvPAZHjiLjrMPyWHQw== 


 super password role network-operator hash $h$6$3s5KMmscn9hJ6gPx$IcxbNjUc8u4yxwR 


m87b/Jki8BoPAxw/s5bEcPQjQj/cbbXwTVcnQGL91WOd7ssO2rX/wKzfyzAO5VhBTn9Q4zQ== 


# 


domain bbb 


 authentication login local 


 authorization login local 


# 


role name role1 


 rule 1 permit read write execute feature-group L3 


 rule 2 permit command display * 


 rule 3 permit command super * 


# 


role name role2 


 rule 1 permit read write execute feature-group L2 


# 


 local-user telnetuser class manage 


 password hash $h$6$kZw1rKFsAY4lhgUz$+teVLy8gmKN4Mr00VWgXQTB8ai94gKHlrys5OkytGf4 


kT+nz5X1ZGASjc282CYAR6A1upH2jbmRoTcfDzZ9Gmw== 


 service-type telnet 


 authorization-attribute user-role role1 


# 


Example: Assigning ACL and QoS access 
permissions to Telnet users 


Network requirements 
As shown in Figure 10, the router is a VSR1000 virtual router, and IMC is the RADIUS server. Users in 
Department A are in VLANs 100 to 199, and users in Department B are in VLANs 200 to 299. Users in 
the two departments cannot reach each other at Layer 2. 


Add Telnet user accounts admin-departA@bbb and admin-departB@bbb on the RADIUS server for the 
network administrators in Department A and Department B, respectively. 


The device uses the RADIUS server to authenticate the network administrators in ISP domain bbb. 


The server authorizes the following access permissions to admin-departA after it passes authentication: 


• Can access all commands of the ACL and QoS features. 


• Cannot access any interface and VPN. 


• Can access only VLANs 100 to 199. 
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The server authorizes the following access permissions to admin-departB after it passes authentication: 


• Can access all commands of the ACL and QoS features. 


• Cannot access any interface and VPN. 


• Can access only VLANs 200 to 299. 


Figure 10 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Create a user role and configure user role rules and resource access policies on the device for each 
administrator, so the user roles can have the required access permissions. 


• Specify the correct user role in each Telnet user account on the server, so the server can assign the 
correct user role to each administrator. 


Software version used 
This configuration example was created and verified on the following product versions: 


• E0301 of the HP VSR1000 virtual router. 


• IMC PLAT 7.0 (E0202). 


• IMC UAM 7.0 (E0202). 


Configuration restrictions and guidelines 
Because RADIUS user authorization information is piggybacked in authentication responses, the 
authentication and authorization methods must use the same RADIUS scheme. 
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Configuration procedures 


Configuring the device 
1. Configure Layer 3 network settings: 


# Assign an IP address to GigabitEthernet 1/0. 
<Sysname> system-view 


[Sysname] interface gigabitethernet 1/0 


[Sysname-GigabitEthernet1/0] ip address 192.168.1.50 24 


[Sysname-GigabitEthernet1/0] quit 


# Assign an IP address to GigabitEthernet 2/0. 
[Sysname] interface gigabitethernet 2/0 


[Sysname-GigabitEthernet2/0] ip address 20.1.1.2 24 


[Sysname-GigabitEthernet2/0] quit 


# Configure OSPF. 
[Sysname] ospf 1 


[Sysname-ospf-1] area 0.0.0.0 


[Sysname-ospf-1-area-0.0.0.0] network 192.168.1.0 0.0.0.255 


[Sysname-ospf-1-area-0.0.0.0] network 20.1.1.0 0.0.0.255 


[Sysname-ospf-1-area-0.0.0.0] quit 


[Sysname-ospf-1] quit 


2. Configure the user login authentication method: 


# Enable Telnet server. 
[Sysname] telnet server enable 


# Enable scheme authentication on user lines VTY 0 through VTY 63. 
[Sysname] line vty 0 63 


[Sysname-line-vty0-63] authentication-mode scheme 


[Sysname-line-vty0-63] quit 


3. Configure RADIUS scheme rad: 


# Create RADIUS scheme rad and enter RADIUS scheme view. 
[Sysname] radius scheme rad 


# Specify the primary RADIUS authentication server at 10.1.1.1. 
[Sysname-radius-rad] primary authentication 10.1.1.1 


# Specify the primary RADIUS accounting server at 10.1.1.1. 
[Sysname-radius-rad] primary accounting 10.1.1.1 


# Set the authentication shared key to aabbcc in plain text for secure RADIUS communication. 
[Sysname-radius-rad] key authentication simple aabbcc 


# Set the accounting shared key to aabbcc in plain text for secure RADIUS communication. 
[Sysname-radius-rad] key accounting simple aabbcc 


[Sysname-radius-rad] quit 


4. Configure ISP domain bbb: 


# Create ISP domain bbb and enter ISP domain view. 
[Sysname] domain bbb 







35 


# Configure authentication, authorization, and accounting methods for the login users in the ISP 
domain. 
[Sysname-isp-bbb] authentication login radius-scheme rad 


[Sysname-isp-bbb] authorization login radius-scheme rad 


[Sysname-isp-bbb] accounting login radius-scheme rad 


[Sysname-isp-bbb] quit 


5. Configure user role departA-resource: 


# Create user role departA-resource and enter user role view. 
[Sysname] role name departA-resource 


# Configure rule 1 to permit the user role to access all commands of the QoS feature. 
[Sysname-role-departA-resource] rule 1 permit read write execute feature qos 


# Configure rule 2 to permit the user role to access all commands of the ACL feature. 
[Sysname-role-departA-resource] rule 2 permit read write execute feature acl 


# Enter user role VLAN policy view, and permit the user role to access only VLANs 100 to 199. 
[Sysname-role-departA-resource] vlan policy deny 


[Sysname-role-departA-resource-vlanpolicy] permit vlan 100 to 199 


[Sysname-role-departA-resource-vlanpolicy] quit 


# Deny the user role to access any interface and VPN. 
[Sysname-role-departA-resource] interface policy deny 


[Sysname-role-departA-resource-ifpolicy] quit 


[Sysname-role-departA-resource] vpn policy deny 


[Sysname-role-departA-resource-vpnpolicy] quit 


[Sysname-role-departA-resource] quit 


6. Configure user role departB-resource: 


# Create user role departB-resource and enter user role view. 
[Sysname] role name departB-resource 


# Configure rule 1 to permit the user role to access all commands of the QoS feature. 
[Sysname-role-departB-resource] rule 1 permit read write execute feature qos 


# Configure rule 2 to permit the user role to access all commands of the ACL feature. 
[Sysname-role-departB-resource] rule 2 permit read write execute feature acl 


# Enter user role VLAN policy view, and permit the user role to access only VLANs 200 to 299.  
[Sysname-role-departB-resource] vlan policy deny 


[Sysname-role-departB-resource-vlanpolicy] permit vlan 200 to 299 


[Sysname-role-departB-resource-vlanpolicy] quit 


# Deny the user role to access any interface and VPN. 
[Sysname-role-departB-resource] interface policy deny 


[Sysname-role-departB-resource-ifpolicy] quit 


[Sysname-role-departB-resource] vpn policy deny 


[Sysname-role-departB-resource-vpnpolicy] quit 


[Sysname-role-departB-resource] quit 


Configuring the RADIUS server 
1. Add the device to IMC as an access device: 


a. Click the User tab. 
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b. From the navigation tree, select User Access Policy > Access Device Management > Access 
Device. 


c. Click Add. 


The Add Access Device page appears. 


d. In the Access Configuration area, configure the following parameters, as shown in Figure 11: 


− Enter 1812 in the Authentication Port field, and enter 1813 in the Accounting Port field. 


− Enter aabbcc in the Shared Key and Confirm Shared Key fields. 


− Select Device Management Service from the Service Type list. 


− Select HP(Comware) from the Access Device Type list. 


− Use the default values for other parameters. 


Figure 11 Adding an access device 


 
 


e. In the Device List area, click Select or Add Manually to add the device (20.1.1.2) to IMC as an 
access device. 


f. Click OK. 


2. Add a device management user: 


a. Click the User tab. 


b. From the navigation tree, select Access User > Device User. 


c. Click Add. 


The Add Device User page appears. 


d. In the Basic Information of Device User area, configure the following parameters, as shown 
in Figure 12: 


− Enter admin-departA@bbb in the Account Name field. 


− Enter a password in the User Password and Confirm Password fields. 


− Select Telnet from the Service Type list. 


− Enter departA-resource in the Role Name field. 







37 


Figure 12 Adding a device management user 


 
 


e. In the IP Address List of Managed Devices area, click Add to specify the IP address subnet in the 
range of 20.1.1.0 to 20.1.1.10. 


f. Click OK. 


The device user list displays the added user. 


g. Click Add. 


The Add Device User page appears. 


h. In the Basic Information of Device User area, configure the following parameters, as shown 
in Figure 13: 


− Enter admin-departB@bbb in the Account Name field. 


− Enter a password in the User Password and Confirm Password fields. 


− Select Telnet from the Service Type list. 


− Enter departB-resource in the Role Name field. 







38 


Figure 13 Adding a device management user 


 
 


i. In the IP Address List of Managed Devices area, click Add to specify the IP address subnet in the 
range of 20.1.1.0 to 20.1.1.10. 


j. Click OK. 


Verifying the configuration 
1. Verify that the user roles are correctly configured: 


# Display information about user role departA-resource. 
[Sysname] display role name departA-resource 


Role: departA-resource 


  Description: 


  VLAN policy: deny 


  Permitted VLANs: 100 to 199 


  Interface policy: deny 


  VPN instance policy: deny 


  Security zone policy: permit (default) 


  ------------------------------------------------------------------- 


  Rule    Perm   Type  Scope         Entity 


  ------------------------------------------------------------------- 


  1       permit RWX   feature       qos 


  2       permit RWX   feature       acl 


  R:Read W:Write X:Execute 


# Display information about user role departB-resource. 
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[Sysname] display role name departB-resource 


Role: departB-resource 


  Description: 


  VLAN policy: deny 


  Permitted VLANs: 200 to 299 


  Interface policy: deny 


  VPN instance policy: deny 


  Security zone policy: permit (default) 


  ------------------------------------------------------------------- 


  Rule    Perm   Type  Scope         Entity 


  ------------------------------------------------------------------- 


  1       permit RWX   feature       qos 


  2       permit RWX   feature       acl 


  R:Read W:Write X:Execute 


2. Verify that you can Telnet to the device by using the account admin-departA@bbb from 
Department A: 
C:\Documents and Settings\user> telnet 192.168.1.50 


 


****************************************************************************** 


* Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.          * 


* Without the owner's prior written consent,                                 * 


* no decompiling or reverse-engineering shall be allowed.                    * 


****************************************************************************** 


 


login: admin-departA@bbb 


Password: 


<Sysname> 


3. Verify that you have the access permission of user role departA-resource: 


a. Verify that you can use all commands of the QoS and ACL features: 


# Create IPv4 advanced ACL 3000 and enter ACL view. 
<Sysname> system-view 


[Sysname] acl number 3000 


# Create an IPv4 advanced ACL rule to permit outbound FTP packets. 
[Sysname-acl-adv-3000] rule permit tcp destination-port eq ftp-data 


[Sysname-acl-adv-3000] quit 


# Create traffic class 1 and enter traffic class view. 
[Sysname] traffic classifier 1 


# Define a match criterion for traffic class 1 to match the advanced ACL 3000. 
[Sysname-classifier-1] if-match acl 3000 


[Sysname-classifier-1] quit 


# Create traffic behavior 1 and enter traffic behavior view. 
[Sysname] traffic behavior 1 


# Set the CIR of the CAR action to 2000 kbps. 
[Sysname-behavior-1] car cir 2000 


[Sysname-behavior-1] quit 


# Create QoS policy 1, and associate traffic class 1 with traffic behavior 1 in the QoS policy. 
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[Sysname] qos policy 1 


[Sysname-qospolicy-1] classifier 1 behavior 1 


[Sysname-qospolicy-1] quit 


b. Verify that you can access VLANs 100 through 199. For example, apply QoS policy 1 to the 
incoming traffic of VLANs 100 through 107. 
[Sysname] qos vlan-policy 1 vlan 100 to 107 inbound 


c. Verify that you cannot access any other VLANs except VLANs 100 through 199. For example, 
apply QoS policy 1 to the incoming traffic of VLANs 200 through 207. 
[Sysname] qos vlan-policy 1 vlan 200 to 207 inbound 


Permission denied. 


4. Verify that you can Telnet to the device by using the account admin-departB@bbb from 
Department B. (Details not shown.) 


5. Verify that you have the access permission of user role departB-resource: 


a. Verify that you can use all commands of the QoS and ACL features: 


# Create IPv4 advanced ACL 3001 and enter ACL view. 
<Sysname> system-view 


[Sysname] acl number 3001 


# Create an IPv4 advanced ACL rule to permit outbound FTP packets. 
[Sysname-acl-adv-3001] rule permit tcp destination-port eq ftp-data 


[Sysname-acl-adv-3001] quit 


# Create traffic class 2 and enter traffic class view. 
[Sysname] traffic classifier 2 


# Define a match criterion for traffic class 2 to match the advanced ACL 3001. 
[Sysname-classifier-2] if-match acl 3001 


[Sysname-classifier-2] quit 


# Create traffic behavior 2 and enter traffic behavior view. 
[Sysname] traffic behavior 2 


# Set the CIR of the CAR action to 2000 kbps. 
[Sysname-behavior-2] car cir 2000 


[Sysname-behavior-2] quit 


# Create QoS policy 2, and associate traffic class 2 with traffic behavior 2 in the QoS policy. 
[Sysname] qos policy 2 


[Sysname-qospolicy-2] classifier 2 behavior 2 


[Sysname-qospolicy-2] quit 


b. Verify that you can access VLANs 200 through 299. For example, apply QoS policy 2 to the 
incoming traffic of VLANs 200 through 207. 
[Sysname] qos vlan-policy 2 vlan 200 to 207 inbound 


c. Verify that you cannot access any other VLANs except VLANs 200 through 299. For example, 
apply QoS policy 2 to the incoming traffic of VLANs 100 through 107. 
[Sysname] qos vlan-policy 2 vlan 100 to 107 inbound 


Permission denied. 


Configuration files 
# 







41 


 telnet server enable 


# 


interface GigabitEthernet1/0 


 ip address 192.168.1.50 24 


# 


interface GigabitEthernet2/0 


 ip address 20.1.1.2 24 


# 


ospf 1 


 area 0.0.0.0 


  network 192.168.1.0 0.0.0.255 


  network 20.1.1.0 0.0.0.255 


# 


line vty 0 63 


 authentication-mode scheme 


 user-role network-operator 


# 


radius scheme rad 


 primary authentication 10.1.1.1 


 primary accounting 10.1.1.1 


 key authentication cipher $c$3$JzDegvL0G5KZIcJhzscTHLA4WasBVh0UOw== 


 key accounting cipher $c$3$CdejNYYxvjW0Y+Zydi4rZgBwjYb4h6LKmg== 


# 


domain bbb 


 authentication login radius-scheme rad 


 authorization login radius-scheme rad 


 accounting login radius-scheme rad 


# 


role name departA-resource 


 rule 1 permit read write execute feature qos 


 rule 2 permit read write execute feature acl 


 vlan policy deny 


  permit vlan 100 to 199 


 interface policy deny 


 vpn-instance policy deny 


# 


role name departB-resource 


 rule 1 permit read write execute feature qos 


 rule 2 permit read write execute feature acl 


 vlan policy deny 


  permit vlan 200 to 299 


 interface policy deny 


 vpn-instance policy deny 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Fundamentals Command Reference 
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• HP VSR1000 Virtual Services Router Fundamentals Configuration Guide 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Configuration Guide 
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Introduction 
This document provides GRE with OSPF configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of GRE and OSPF. 


Example: Configuring GRE with OSPF 


Network requirements 
As shown in Figure 1, Device A is the gateway of the headquarters. Device B and Device C are the 
gateways of Branch 1 and Branch 2, respectively. The gateways have obtained public IP addresses from 
an ISP and can communicate with one another. Configure GRE with OSPF to meet the following 
requirements: 


• The headquarters and the branches communicate with one another through the GRE tunnels 
established between the headquarters and the branches. 


• The gateways learn the routes reaching the destination networks through the tunnel interfaces. 
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Figure 1 Network diagram 


 
 


Table 1 Interface and IP address assignment 


Device Interface IP address Device Interface IP address 


Device A GE1/0 191.2.1.1/24 Device B GE1/0 191.3.1.1/24 


 GE2/0 10.1.1.1/24  GE2/0 10.7.1.1/24 


 Tunnel1 10.5.1.1/24  Tunnel1 10.5.1.2/24 


 Tunnel2 10.6.1.1/24    


Device C GE1/0 191.4.1.1/24    


 GE2/0 10.8.1.1/24    


 Tunnel2 10.6.1.2/24    
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Configure an IPv4 routing protocol on the gateways so that the gateways can reach one another. 
(Details not shown.) 


Configuring Device A 
# Configure an IP address for GigabitEthernet 1/0. 
<DeviceA> system-view 
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[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 191.2.1.1 255.255.255.0 


[DeviceA-GigabitEthernet1/0] quit 


# Configure other interfaces in the same way GigabitEthernet 1/0 is configured. (Details not shown.) 


# Create a tunnel interface Tunnel 1, and specify the tunnel mode as GRE/IPv4. 
[DeviceA] interface tunnel 1 mode gre 


# Configure an IP address for the tunnel interface Tunnel 1. 
[DeviceA-Tunnel1] ip address 10.5.1.1 24 


# Configure the source interface of the tunnel interface Tunnel 1 as GigabitEthernet 1/0. 
[DeviceA-Tunnel1] source gigabitethernet 1/0 


# Configure the destination address of the tunnel interface Tunnel 1 as the IP address of GigabitEthernet 
1/0 on Device B. 
[DeviceA-Tunnel1] destination 191.3.1.1 


[DeviceA-Tunnel1] quit 


# Create a tunnel interface Tunnel 2, and specify the tunnel mode as GRE/IPv4. 
[DeviceA] interface tunnel 2 mode gre 


# Configure an IP address for the tunnel interface Tunnel 2. 
[DeviceA-Tunnel2] ip address 10.6.1.1 24 


# Configure the source interface of the tunnel interface Tunnel 2 as GigabitEthernet 1/0. 
[DeviceA-Tunnel2] source gigabitethernet 1/0 


# Configure the destination address of the tunnel interface Tunnel 2 as the IP address of GigabitEthernet 
1/0 on Device C. 
[DeviceA-Tunnel2] destination 191.4.1.1 


[DeviceA-Tunnel2] quit 


# Configure the OSPF router ID as 10.6.1.1. 
[DeviceA] router id 10.6.1.1 


# Enable OSPF process 1. 
[DeviceA] ospf 1 


# Create OSPF area 0. 
[DeviceA-ospf-1] area 0 


# Enable OSPF on interfaces whose primary IP addresses are on network 10.1.1.0/24, 10.5.1.0/24, or 
10.6.1.0/24 in area 0. 
[DeviceA-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255 


[DeviceA-ospf-1-area-0.0.0.0] network 10.5.1.0 0.0.0.255 


[DeviceA-ospf-1-area-0.0.0.0] network 10.6.1.0 0.0.0.255 


[DeviceA-ospf-1-area-0.0.0.0] quit 


[DeviceA-ospf-1] quit 


Configuring Device B 
# Configure an IP address for GigabitEthernet 1/0. 
<DeviceB> system-view 


[DeviceB] interface gigabitethernet 1/0 
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[DeviceB-GigabitEthernet1/0] ip address 191.3.1.1 255.255.255.0 


[DeviceB-GigabitEthernet1/0] quit 


# Configure other interfaces in the same way GigabitEthernet 1/0 is configured. (Details not shown.) 


# Create a tunnel interface Tunnel 1, and specify the tunnel mode as GRE/IPv4. 
[DeviceB] interface tunnel 1 mode gre 


# Configure an IP address for the tunnel interface Tunnel 1. 
[DeviceB-Tunnel1] ip address 10.5.1.2 24 


# Configure the source interface of the tunnel interface Tunnel 1 as GigabitEthernet 1/0. 
[DeviceB-Tunnel1] source gigabitethernet 1/0 


# Configure the destination address of the tunnel interface Tunnel 1 as the IP address of GigabitEthernet 
1/0 on Device A. 
[DeviceB-Tunnel1] destination 191.2.1.1 


[DeviceB-Tunnel1] quit 


# Configure the OSPF router ID as 10.7.1.1. 
[DeviceB] router id 10.7.1.1 


# Enable OSPF process 1. 
[DeviceB] ospf 1 


# Create OSPF area 0. 
[DeviceB-ospf-1] area 0 


# Enable OSPF on interfaces whose primary IP addresses are on network 10.7.1.0/24 or 10.5.1.0/24 in 
area 0. 
[DeviceB-ospf-1-area-0.0.0.0] network 10.7.1.0 0.0.0.255 


[DeviceB-ospf-1-area-0.0.0.0] network 10.5.1.0 0.0.0.255 


[DeviceB-ospf-1-area-0.0.0.0] quit 


[DeviceB-ospf-1] quit 


Configuring Device C 
# Configure an IP address for GigabitEthernet 1/0. 
<DeviceC> system-view 


[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] ip address 191.4.1.1 255.255.255.0 


[DeviceC-GigabitEthernet1/0] quit 


# Configure other interfaces in the same way GigabitEthernet 1/0 is configured. (Details not shown.) 


# Create a tunnel interface Tunnel 2, and specify the tunnel mode as GRE/IPv4. 
[DeviceC] interface tunnel 2 mode gre 


# Configure an IP address for the tunnel interface Tunnel 2. 
[DeviceC-Tunnel2] ip address 10.6.1.2 24 


# Configure the source interface of the tunnel interface Tunnel 2 as GigabitEthernet 1/0. 
[DeviceC-Tunnel2] source gigabitethernet 1/0 


# Configure the destination address of the tunnel interface Tunnel 2 as the IP address of GigabitEthernet 
1/0 on Device A. 
[DeviceC-Tunnel2] destination 191.2.1.1 
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[DeviceC-Tunnel2] quit 


# Configure the OSPF router ID as 10.8.1.1. 
[DeviceC] router id 10.8.1.1 


# Enable OSPF process 1. 
[DeviceC] ospf 1 


# Create OSPF area 0. 
[DeviceC-ospf-1] area 0 


# Enable OSPF on interfaces whose primary IP addresses are on network 10.8.1.0/24 or 10.6.1.0/24 in 
area 0. 
[DeviceC-ospf-1-area-0.0.0.0] network 10.8.1.0 0.0.0.255 


[DeviceC-ospf-1-area-0.0.0.0] network 10.6.1.0 0.0.0.255 


[DeviceC-ospf-1-area-0.0.0.0] quit 


[DeviceC-ospf-1] quit 


Verifying the configuration 
# Verify that Host A can ping Host B successfully. 
C:\> ping 10.7.1.2 


 


Pinging 10.7.1.2 with 32 bytes of data: 


 


Reply from 10.7.1.2: bytes=32 time=19ms TTL=253 


Reply from 10.7.1.2: bytes=32 time<1ms TTL=253 


Reply from 10.7.1.2: bytes=32 time<1ms TTL=253 


Reply from 10.7.1.2: bytes=32 time<1ms TTL=253 


 


Ping statistics for 10.7.1.2: 


    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 


Approximate round trip times in milli-seconds: 


Minimum = 0ms, Maximum = 19ms, Average = 4ms 


 


# Verify that Host A can ping Host C successfully. 
C:\> ping 10.8.1.2 


 


Pinging 10.8.1.2 with 32 bytes of data: 


 


Reply from 10.8.1.2: bytes=32 time=18ms TTL=253 


Reply from 10.8.1.2: bytes=32 time<1ms TTL=253 


Reply from 10.8.1.2: bytes=32 time<1ms TTL=253 


Reply from 10.8.1.2: bytes=32 time<1ms TTL=253 


 


Ping statistics for 10.8.1.2: 


    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 


Approximate round trip times in milli-seconds: 


Minimum = 0ms, Maximum = 19ms, Average = 4ms 


# Verify that Host B can ping Host C successfully. 
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C:\> ping 10.8.1.2 


 


Pinging 10.8.1.2 with 32 bytes of data: 


 


Reply from 10.8.1.2: bytes=32 time=20ms TTL=251 


Reply from 10.8.1.2: bytes=32 time<1ms TTL=251 


Reply from 10.8.1.2: bytes=32 time<1ms TTL=251 


Reply from 10.8.1.2: bytes=32 time<1ms TTL=251 


 


Ping statistics for 10.8.1.2: 


Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 


Approximate round trip times in milli-seconds: 


Minimum = 0ms, Maximum = 19ms, Average = 4ms 


Configuration files 
• Device A: 


# 


 router id 10.6.1.1 


# 


ospf 1 


 area 0.0.0.0 


  network 10.1.1.0 0.0.0.255 


  network 10.5.1.0 0.0.0.255 


  network 10.6.1.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 191.2.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


# 


interface Tunnel1 mode gre 


 source GigabitEthernet1/0 


 destination 191.3.1.1 


 ip address 10.5.1.1 255.255.255.0 


# 


interface Tunnel2 mode gre 


 source GigabitEthernet1/0 


 destination 191.4.1.1 


 ip address 10.6.1.1 255.255.255.0 


# 


• Device B: 
# 


 router id 10.7.1.1 


# 
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ospf 1 


 area 0.0.0.0 


  network 10.7.1.0 0.0.0.255 


  network 10.5.1.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 191.3.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.7.1.1 255.255.255.0 


# 


interface Tunnel1 mode gre 


 source GigabitEthernet1/0 


 destination 191.2.1.1 


 ip address 10.5.1.2 255.255.255.0 


# 


• Device C: 
# 


 router id 10.8.1.1 


# 


ospf 1 


 area 0.0.0.0 


  network 10.8.1.0 0.0.0.255 


  network 10.6.1.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 191.4.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.8.1.1 255.255.255.0 


# 


interface Tunnel2 mode gre 


 source GigabitEthernet1/0 


 destination 191.2.1.1 


 ip address 10.6.1.2 255.255.255.0 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Routing Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Configuration Guide 


• HP VSR1000 Virtual Services Router Layer 3—IP Services Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Services Configuration Guide 
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Introduction 
This document provides IS-IS configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of IS-IS. 


Example: Configuring IS-IS 


Network requirements 
As shown in Figure 1, the company's headquarters and the branch run IS-IS. The partner runs OSPF. 


Configure the routers to meet the following requirements: 


• The Marketing department can reach the Finance department, the branch, and the partner. 


• The Finance department and the branch cannot reach each other, and the branch does not have a 
route to the Finance department. 


• When the IS-IS process on Router C restarts, the communication is not interrupted. 
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Figure 1 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Configure Router A and Router B in Area 10 as Level-1 routers to allow communication between the 
Marketing department and the Finance department. 


• Configure route redistribution between IS-IS and OSPF on Router D to allow communication 
between the Marketing department and the partner. 


• Configure Router C to use a prefix list to advertise only network 10.100.1.0/24 to Level-2 to ensure 
that the branch does not have a route to the Finance department. 


• Enable IS-IS Graceful Restart (GR) on Router C to ensure that the communication is not interrupted 
when the IS-IS process on Router C restarts. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
To avoid blackhole routes, do not change the network topology during the IS-IS GR process. 
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Configuration procedures 


Configuring Router A 
# Configure an IP address for GigabitEthernet 1/0. 
<RouterA> system-view 


[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] ip address 192.168.1.1 24 


[RouterA-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure IS-IS. 
[RouterA] isis 1 


[RouterA-isis-1] is-level level-1 


[RouterA-isis-1] network-entity 10.1921.6800.1001.00 


[RouterA-isis-1] quit 


[RouterA] interface gigabitethernet 1/0 


[RouterA–GigabitEthernet1/0] isis enable 1 


[RouterA–GigabitEthernet1/0] quit 


[RouterA] interface gigabitethernet 2/0 


[RouterA–GigabitEthernet2/0] isis enable 1 


[RouterA–GigabitEthernet2/0] quit 


Configuring Router B 
# Configure an IP address for GigabitEthernet 1/0. 
<RouterB> system-view 


[RouterB] interface gigabitethernet 1/0 


[RouterB-GigabitEthernet1/0] ip address 192.168.2.1 24 


[RouterB-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure IS-IS. 
[RouterB] isis 1 


[RouterB-isis-1] is-level level-1 


[RouterB-isis-1] network-entity 10.1921.6800.2001.00 


[RouterB-isis-1] quit 


[RouterB] interface gigabitethernet 1/0 


[RouterB–GigabitEthernet1/0] isis enable 1 


[RouterB–GigabitEthernet1/0] quit 


[RouterB] interface gigabitethernet 2/0 


[RouterB–GigabitEthernet2/0] isis enable 1 


[RouterB–GigabitEthernet2/0] quit 


Configuring Router C 
# Configure an IP address for GigabitEthernet 1/0. 
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<RouterC> system-view 


[RouterC] interface gigabitethernet 1/0 


[RouterC-GigabitEthernet1/0] ip address 192.168.1.2 24 


[RouterC-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure IS-IS. 
[RouterC] isis 1 


[RouterC-isis-1] network-entity 10.1921.6801.0001.00 


[RouterC-isis-1] quit 


[RouterC] interface gigabitethernet 1/0 


[RouterC–GigabitEthernet1/0] isis enable 1 


[RouterC–GigabitEthernet1/0] quit 


[RouterC] interface gigabitethernet 2/0 


[RouterC–GigabitEthernet2/0] isis enable 1 


[RouterC–GigabitEthernet2/0] quit 


[RouterC] interface gigabitethernet 3/0 


[RouterC–GigabitEthernet3/0] isis enable 1 


[RouterC–GigabitEthernet3/0] quit 


# Configure route leaking from Level-1 to Level-2, and use prefix list 1 to advertise only network 
10.100.1.0/24 to Level-2. 
[RouterC] ip prefix-list 1 permit 10.100.1.0 24 


[RouterC] isis 1 


[RouterC-isis-1] address-family ipv4 


[RouterC-isis-1-ipv4] import-route isis level-1 into level-2 filter-policy prefix-list 
1 


[RouterC-isis-1-ipv4] quit 


# Enable IS-IS GR. 
[RouterC -isis-1] graceful-restart 


[RouterC -isis-1] quit 


Configuring Router D 
# Configure an IP address for GigabitEthernet 1/0. 
<RouterD> system-view 


[RouterD] interface gigabitethernet 1/0 


[RouterD-GigabitEthernet1/0] ip address 192.168.10.2 24 


[RouterD-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure IS-IS. 
[RouterD] isis 1 


[RouterD-isis-1] is-level level-2 


[RouterD-isis-1] network-entity 20.1921.6802.0001.00 


[RouterD-isis-1] quit 


[RouterD] interface gigabitethernet 1/0 


[RouterD–GigabitEthernet1/0] isis enable 1 


[RouterD–GigabitEthernet1/0] quit 
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[RouterD] interface gigabitethernet 2/0 


[RouterD–GigabitEthernet2/0] isis enable 1 


[RouterD–GigabitEthernet2/0] quit 


# Configure OSPF. 
[RouterD] ospf 


[RouterD-ospf-1] area 0 


[RouterD-ospf-1-area-0.0.0.0] network 192.168.20.0 0.0.0.255 


[RouterD-ospf-1-area-0.0.0.0] quit 


[RouterD-ospf-1] quit 


# Redistribute OSPF and direct routes into IS-IS. 
[RouterD] isis 1 


[RouterD-isis-1] address-family ipv4 


[RouterD-isis-1-ipv4] import-route ospf 


[RouterD-isis-1-ipv4] import-route direct 


[RouterD-isis-1-ipv4] quit 


[RouterD-isis-1] quit 


# Redistribute IS-IS and direct routes into OSPF. 
[RouterD] ospf 1 


[RouterD-ospf-1] import-route isis 1 


[RouterD-ospf-1] import-route direct 


Configuring Router E 
# Configure an IP address for GigabitEthernet 1/0. 
<RouterE> system-view 


[RouterE] interface gigabitethernet 1/0 


[RouterE-GigabitEthernet1/0] ip address 192.168.20.2 24 


[RouterE-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure OSPF. 
[RouterE] ospf 


[RouterE-ospf-1] area 0 


[RouterE-ospf-1-area-0.0.0.0] network 192.168.20.0 0.0.0.255 


[RouterE-ospf-1-area-0.0.0.0] network 10.200.1.0 0.0.0.255 


[RouterE-ospf-1-area-0.0.0.0] quit 


[RouterE-ospf-1] quit 


Verifying the configuration 
# Verify that the branch can reach the Marketing department, but cannot reach the Finance department. 
[RouterD] display isis route 


 


                         Route information for IS-IS(1) 


                         ------------------------------ 


 


                         Level-2 IPv4 Forwarding Table 
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                         ----------------------------- 


 


 IPv4 Destination     IntCost    ExtCost ExitInterface   NextHop         Flags 


------------------------------------------------------------------------------- 


 192.168.10.0/24      10         NULL    GE1/0           Direct          D/L/- 


 192.168.1.0/24       20         NULL    GE1/0           192.168.10.1    R/-/- 


 10.100.1.0/24        30         NULL    GE1/0           192.168.10.1    R/-/- 


 192.168.2.0/24       20         NULL    GE1/0           192.168.10.1    R/-/- 


 192.168.20.0/24      10         NULL    GE2/0           Direct          D/L/- 


 


      Flags: D-Direct, R-Added to Rib, L-Advertised in LSPs, U-Up/Down Bit Set 


# Verify that the company can communicate with the partner. 


• Display the IS-IS routing table on Router C. 
[RouterC] display isis route 


 


                         Route information for IS-IS(1) 


                         ------------------------------ 


 


                         Level-1 IPv4 Forwarding Table 


                         ----------------------------- 


 


 IPv4 Destination     IntCost    ExtCost ExitInterface   NextHop         Flags 


------------------------------------------------------------------------------- 


 192.168.10.0/24      10         NULL    GE3/0           Direct          D/L/- 


 192.168.1.0/24       10         NULL    GE1/0           Direct          D/L/- 


 10.100.1.0/24        20         NULL    GE1/0           192.168.1.1     R/L/- 


 10.100.2.0/24        20         NULL    GE2/0           192.168.2.1     R/-/- 


 192.168.2.0/24       10         NULL    GE2/0           Direct          D/L/- 


 


      Flags: D-Direct, R-Added to Rib, L-Advertised in LSPs, U-Up/Down Bit Set 


 


                         Level-2 IPv4 Forwarding Table 


                         ----------------------------- 


 


 IPv4 Destination     IntCost    ExtCost ExitInterface   NextHop         Flags 


------------------------------------------------------------------------------- 


 192.168.10.0/24      10         NULL    GE3/0           Direct          D/L/- 


 10.200.1.0/24        10         0       GE3/0           192.168.10.2    R/-/- 


 192.168.20.0/24      10         0       GE3/0           192.168.10.2    R/-/- 


 192.168.1.0/24       10         NULL    GE1/0           Direct          D/L/- 


 192.168.2.0/24       10         NULL    GE2/0           Direct          D/L/- 


 


      Flags: D-Direct, R-Added to Rib, L-Advertised in LSPs, U-Up/Down Bit Set 


• Ping 10.200.1.1 from Router C. 
[RouterC] ping 10.200.1.1 


Ping 10.200.1.1 (10.200.1.1): 56 data bytes, press CTRL_C to break 


56 bytes from 10.200.1.1: icmp_seq=0 ttl=254 time=1.862 ms 


56 bytes from 10.200.1.1: icmp_seq=1 ttl=254 time=2.969 ms 
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56 bytes from 10.200.1.1: icmp_seq=2 ttl=254 time=1.402 ms 


56 bytes from 10.200.1.1: icmp_seq=3 ttl=254 time=1.324 ms 


56 bytes from 10.200.1.1: icmp_seq=4 ttl=254 time=1.510 ms 


 


--- Ping statistics for 10.200.1.1 --- 


5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 1.324/1.813/2.969/0.606 ms 


# Verify that the communication is not interrupted when the IS-IS process restarts. 


• Ping Router B from Router A. 
[RouterA] ping -c 10000 10.100.2.1 


Ping 10.100.2.1 (10.100.2.1): 56 data bytes, press CTRL_C to break 


56 bytes from 10.100.2.1: icmp_seq=0 ttl=254 time=1.185 ms 


56 bytes from 10.100.2.1: icmp_seq=1 ttl=254 time=1.087 ms 


… 


• Restart the IS-IS process on Router C. 
[RouterC] reset isis all graceful-restart 


Reset IS-IS process? [Y/N] :y 


• Ping Router B from Router A. 
[RouterA] ping -c 10000 10.100.2.1 


Ping 10.100.2.1 (10.100.2.1): 56 data bytes, press CTRL_C to break 


56 bytes from 10.100.2.1: icmp_seq=0 ttl=254 time=1.185 ms 


56 bytes from 10.100.2.1: icmp_seq=1 ttl=254 time=1.087 ms 


56 bytes from 13.13.13.3: icmp_seq=2 ttl=254 time=1.672 ms 


56 bytes from 13.13.13.3: icmp_seq=3 ttl=254 time=1.751 ms 


56 bytes from 13.13.13.3: icmp_seq=4 ttl=254 time=1.816 ms 


56 bytes from 13.13.13.3: icmp_seq=5 ttl=254 time=1.814 ms 


• Check the IS-IS GR state on Router C. 
[RouterC] display isis graceful-restart status 


 


                        Restart information for IS-IS(1) 


                        -------------------------------- 


Restart status: COMPLETE 


Restart phase: Finish 


Restart t1: 3, count 10; Restart t2: 60; Restart t3: 300 


SA Bit: supported 


 


                          Level-1 restart information 


                          --------------------------- 


Total number of interfaces: 3 


Number of waiting LSPs: 0 


 


                          Level-2 restart information 


                          --------------------------- 


Total number of interfaces: 3 


Number of waiting LSPs: 0 
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Configuration files 
• Router A: 


# 


isis 1 


 is-level level-1 


 network-entity 10.1921.6800.1001.00 


# 


interface GigabitEthernet1/0 


 ip address 192.168.1.1 255.255.255.0 


 isis enable 1 


# 


interface GigabitEthernet2/0 


 ip address 10.100.1.1 255.255.255.0 


 isis enable 1 


# 


• Router B: 
# 


isis 1 


 is-level level-1 


 network-entity 10.1921.6800.2001.00 


# 


interface GigabitEthernet1/0 


 ip address 192.168.2.1 255.255.255.0 


 isis enable 1 


# 


interface GigabitEthernet2/0 


 ip address 10.100.2.1 255.255.255.0 


 isis enable 1 


# 


• Router C: 
#  


isis 1 


 graceful-restart 


 network-entity 10.1921.6801.0001.00 


 # 


 address-family ipv4 unicast 


  import-route isis level-1 into level-2 filter-policy prefix-list 1 


# 


interface GigabitEthernet1/0 


 ip address 192.168.1.2 255.255.255.0 


 isis enable 1 


# 


interface GigabitEthernet2/0 


 ip address 192.168.2.2 255.255.255.0 


 isis enable 1 


# 
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interface GigabitEthernet3/0 


 ip address 192.168.10.1 255.255.255.0 


 isis enable 1 


# 


 ip prefix-list 1 index 10 permit 10.100.1.0 24 


# 


• Router D: 
# 


isis 1 


 is-level level-2 


 network-entity 20.1921.6802.0001.00 


# 


 address-family ipv4 unicast 


  import-route direct 


  import-route ospf 1 


# 


ospf 1 


 import-route direct 


 import-route isis 1 


 area 0.0.0.0 


  network 192.168.20.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 ip address 192.168.10.2 255.255.255.0 


 isis enable 1 


# 


interface GigabitEthernet2/0 


 ip address 192.168.20.1 255.255.255.0 


# 


• Router E: 
# 


ospf 1 


 area 0.0.0.0 


  network 10.200.1.0 0.0.0.255 


  network 192.168.20.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 ip address 192.168.20.2 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ip address 10.200.1.1 255.255.255.0 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Routing Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Configuration Guide 
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Introduction 
This document provides examples for establishing an MPLS traffic engineering (TE) tunnel with RSVP-TE 
and examples for configuring MPLS TE fast reroute (FRR). 


MPLS TE combines the MPLS technology and traffic engineering. It reserves resources by establishing 
LSP tunnels along the specified paths, allowing traffic to bypass congested nodes to achieve 
appropriate load distribution. The LSPs are also called Constraint-based Routed Label Switched Paths 
(CRLSPs).  


CRLSPs can be manually specified or dynamically established. This document provides examples for 
establishing MPLS TE tunnels that use CRLSPs dynamically established by RSVP-TE. 


MPLS TE FRR provides the link protection and node protection modes. This document provides MPLS TE 
FRR link protection examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of MPLS TE. 


Example: Establishing MPLS TE tunnels with 
RSVP-TE 


Network requirements 
As shown in Figure 1, use RSVP-TE to establish two MPLS TE tunnels between Router A and Router D. The 
MPLS TE tunnel for Enterprise A requires a bandwidth of 20000 kbps. The MPLS TE tunnel for Enterprise 
B requires a bandwidth of 30000 kbps. 


The maximum bandwidth of the link that each tunnel traverses is 50000 kbps and the maximum 
reservable bandwidth is 40000 kbps. 
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Figure 1 Network diagram 


 
 


Requirements analysis 
To establish MPLS TE tunnels through RSVP-TE, you must perform the following tasks: 


• Enable MPLS, MPLS TE, and RSVP-TE on each interface that the MPLS TE tunnels traverse. 


• On each interface that the MPLS TE tunnels traverse, configure link TE attributes, including the 
maximum link bandwidth and the maximum reservable bandwidth. 


• On each node that the MPLS TE tunnels traverse, configure the IGP TE extension to advertise the link 
TE attributes, which generates a TEDB on each node. 


Based on the TEDB, CSPF calculates the shortest, TE constraints-compliant path to the tunnel 
destination. If you do not configure the IGP TE extension, the path is created based on IGP routing. 
The supported IGP TE extensions are OSPF TE and ISIS TE. This example uses OSPF TE. 


• Create a tunnel interface on the ingress node of each MPLS TE tunnel, and perform the following 
tasks on the tunnel interface: 


 Specify the tunnel destination address. 


 Specify the tunnel bandwidth as required (20000 kbps for Enterprise A and 30000 kbps for 
Enterprise B). 


 Specify the MPLS TE signaling protocol as RSVP-TE. 


RSVP-TE advertises labels to establish CRLSPs and reserves bandwidth resources on each node 
along the calculated path. 


• On the ingress node of each MPLS TE tunnel, configure static routing to direct traffic to the MPLS TE 
tunnel. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
1. Configure IP addresses and masks for interfaces, including the loopback interfaces, as shown 


in Figure 1. (Details not shown.) 







3 


2. Configure OSPF to ensure IP connectivity among the routers: 


# Configure Router A. 
<RouterA> System-view 


[RouterA] ospf 


[RouterA-ospf-1] area 0 


[RouterA-ospf-1-area-0.0.0.0] network 1.1.1.1 0.0.0.0 


[RouterA-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255 


[RouterA-ospf-1-area-0.0.0.0] network 30.1.1.0 0.0.0.255 


[RouterA-ospf-1-area-0.0.0.0] quit 


[RouterA-ospf-1] quit 


# Configure Router B. 
<RouterB> System-view 


[RouterB] ospf 


[RouterB-ospf-1] area 0 


[RouterB-ospf-1-area-0.0.0.0] network 2.2.2.2 0.0.0.0 


[RouterB-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255 


[RouterB-ospf-1-area-0.0.0.0] network 20.1.1.0 0.0.0.255 


[RouterB-ospf-1-area-0.0.0.0] quit 


[RouterB-ospf-1] quit 


# Configure Router C. 
<RouterC> System-view 


[RouterC] ospf 


[RouterC-ospf-1] area 0 


[RouterC-ospf-1-area-0.0.0.0] network 3.3.3.3 0.0.0.0 


[RouterC-ospf-1-area-0.0.0.0] network 30.1.1.0 0.0.0.255 


[RouterC-ospf-1-area-0.0.0.0] network 40.1.1.0 0.0.0.255 


[RouterC-ospf-1-area-0.0.0.0] quit 


[RouterC-ospf-1] quit 


# Configure Router D. 
<RouterD> System-view 


[RouterD] ospf 


[RouterD-ospf-1] area 0 


[RouterD-ospf-1-area-0.0.0.0] network 4.4.4.4 0.0.0.0 


[RouterD-ospf-1-area-0.0.0.0] network 20.1.1.0 0.0.0.255 


[RouterD-ospf-1-area-0.0.0.0] network 40.1.1.0 0.0.0.255 


[RouterD-ospf-1-area-0.0.0.0] quit 


[RouterD-ospf-1] quit 


# Execute the display ip routing-table command on each router to verify that the routers have 
learned the routes to one another, including the routes to the loopback interfaces. This example 
uses Router A. 
[RouterA] display ip routing-table 


 


Destinations : 21        Routes : 21 


 


Destination/Mask   Proto   Pre Cost        NextHop         Interface 


0.0.0.0/32         Direct  0   0           127.0.0.1       InLoop0 


1.1.1.1/32         Direct  0   0           127.0.0.1       InLoop0 
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2.2.2.2/32         O_INTRA 10  1           10.1.1.2        GE1/0 


3.3.3.3/32         O_INTRA 10  1           30.1.1.3        GE2/0 


4.4.4.4/32         O_INTRA 10  2           10.1.1.2        GE1/0 


10.1.1.0/24        Direct  0   0           10.1.1.1        GE1/0 


10.1.1.0/32        Direct  0   0           10.1.1.1        GE1/0 


10.1.1.1/32        Direct  0   0           127.0.0.1       InLoop0 


10.1.1.255/32      Direct  0   0           10.1.1.1        GE1/0 


20.1.1.0/24        O_INTRA 10  2           10.1.1.2        GE1/0 


30.1.1.0/24        Direct  0   0           30.1.1.1        GE2/0 


30.1.1.0/32        Direct  0   0           30.1.1.1        GE2/0 


30.1.1.1/32        Direct  0   0           127.0.0.1       InLoop0 


30.1.1.255/32      Direct  0   0           30.1.1.1        GE2/0 


127.0.0.0/8        Direct  0   0           127.0.0.1       InLoop0 


127.0.0.0/32       Direct  0   0           127.0.0.1       InLoop0 


127.0.0.1/32       Direct  0   0           127.0.0.1       InLoop0 


127.255.255.255/32 Direct  0   0           127.0.0.1       InLoop0 


224.0.0.0/4        Direct  0   0           0.0.0.0         NULL0 


224.0.0.0/24       Direct  0   0           0.0.0.0         NULL0 


255.255.255.255/32 Direct  0   0           127.0.0.1       InLoop0 


3. Configure an LSR ID, and enable MPLS, MPLS TE, and RSVP-TE: 


# Configure Router A. 
[RouterA] mpls lsr-id 1.1.1.1 


[RouterA] mpls te 


[RouterA-te] quit 


[RouterA] rsvp 


[RouterA-rsvp] quit 


[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] mpls enable 


[RouterA-GigabitEthernet1/0] mpls te enable 


[RouterA-GigabitEthernet1/0] rsvp enable 


[RouterA-GigabitEthernet1/0] quit 


[RouterA] interface gigabitethernet 2/0 


[RouterA-GigabitEthernet2/0] mpls enable 


[RouterA-GigabitEthernet2/0] mpls te enable 


[RouterA-GigabitEthernet2/0] rsvp enable 


[RouterA-GigabitEthernet2/0] quit 


# Configure Router B. 
[RouterB] mpls lsr-id 2.2.2.2 


[RouterB] mpls te 


[RouterB-te] quit 


[RouterB] rsvp 


[RouterB-rsvp] quit 


[RouterB] interface gigabitethernet 1/0 


[RouterB-GigabitEthernet1/0] mpls enable 


[RouterB-GigabitEthernet1/0] mpls te enable 


[RouterB-GigabitEthernet1/0] rsvp enable 


[RouterB-GigabitEthernet1/0] quit 


[RouterB] interface gigabitethernet 2/0 
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[RouterB-GigabitEthernet2/0] mpls enable 


[RouterB-GigabitEthernet2/0] mpls te enable 


[RouterB-GigabitEthernet2/0] rsvp enable 


[RouterB-GigabitEthernet2/0] quit 


# Configure Router C. 
[RouterC] mpls lsr-id 3.3.3.3 


[RouterC] mpls te 


[RouterC-te] quit 


[RouterC] rsvp 


[RouterC-rsvp] quit 


[RouterC] interface gigabitethernet 1/0 


[RouterC-GigabitEthernet1/0] mpls enable 


[RouterC-GigabitEthernet1/0] mpls te enable 


[RouterC-GigabitEthernet1/0] rsvp enable 


[RouterC-GigabitEthernet1/0] quit 


[RouterC] interface gigabitethernet 2/0 


[RouterC-GigabitEthernet2/0] mpls enable 


[RouterC-GigabitEthernet2/0] mpls te enable 


[RouterC-GigabitEthernet2/0] rsvp enable 


[RouterC-GigabitEthernet2/0] quit 


# Configure Router D. 
[RouterD] mpls lsr-id 4.4.4.4 


[RouterD] mpls te 


[RouterD-te] quit 


[RouterD] rsvp 


[RouterD-rsvp] quit 


[RouterD] interface gigabitethernet 1/0 


[RouterD-GigabitEthernet1/0] mpls enable 


[RouterD-GigabitEthernet1/0] mpls te enable 


[RouterD-GigabitEthernet1/0] rsvp enable 


[RouterD-GigabitEthernet1/0] quit 


[RouterD] interface gigabitethernet 2/0 


[RouterD-GigabitEthernet2/0] mpls enable 


[RouterD-GigabitEthernet2/0] mpls te enable 


[RouterD-GigabitEthernet2/0] rsvp enable 


[RouterD-GigabitEthernet2/0] quit 


4. Configure MPLS TE attributes of links: 


# Configure the maximum link bandwidth and maximum reservable bandwidth on Router A. 
[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] mpls te max-link-bandwidth 50000 


[RouterA-GigabitEthernet1/0] mpls te max-reservable-bandwidth 40000 


[RouterA-GigabitEthernet1/0] quit 


[RouterA] interface gigabitethernet 2/0 


[RouterA-GigabitEthernet2/0] mpls te max-link-bandwidth 50000 


[RouterA-GigabitEthernet2/0] mpls te max-reservable-bandwidth 40000 


[RouterA-GigabitEthernet2/0] quit 


# Configure the maximum link bandwidth and maximum reservable bandwidth on Router B. 
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[RouterB] interface gigabitethernet 1/0 


[RouterB-GigabitEthernet1/0] mpls te max-link-bandwidth 50000 


[RouterB-GigabitEthernet1/0] mpls te max-reservable-bandwidth 40000 


[RouterB-GigabitEthernet1/0] quit 


[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] mpls te max-link-bandwidth 50000 


[RouterB-GigabitEthernet2/0] mpls te max-reservable-bandwidth 40000 


[RouterB-GigabitEthernet2/0] quit 


# Configure the maximum link bandwidth and maximum reservable bandwidth on Router C. 
[RouterC] interface gigabitethernet 1/0 


[RouterC-GigabitEthernet1/0] mpls te max-link-bandwidth 50000 


[RouterC-GigabitEthernet1/0] mpls te max-reservable-bandwidth 40000 


[RouterC-GigabitEthernet1/0] quit 


[RouterC] interface gigabitethernet 2/0 


[RouterC-GigabitEthernet2/0] mpls te max-link-bandwidth 50000 


[RouterC-GigabitEthernet2/0] mpls te max-reservable-bandwidth 40000 


[RouterC-GigabitEthernet2/0] quit 


# Configure the maximum link bandwidth and maximum reservable bandwidth on Router D. 
[RouterD] interface gigabitethernet 1/0 


[RouterD-GigabitEthernet1/0] mpls te max-link-bandwidth 50000 


[RouterD-GigabitEthernet1/0] mpls te max-reservable-bandwidth 40000 


[RouterD-GigabitEthernet1/0] quit 


[RouterD] interface gigabitethernet 2/0 


[RouterD-GigabitEthernet2/0] mpls te max-link-bandwidth 50000 


[RouterD-GigabitEthernet2/0] mpls te max-reservable-bandwidth 40000 


[RouterD-GigabitEthernet2/0] quit 


5. Configure OSPF TE to advertise link TE attributes: 


# Enable opaque LSA advertisement and reception on Router A. By default, the opaque LSA 
advertisement and reception capability is enabled. 
[RouterA] ospf 


[RouterA-ospf-1] opaque-capability enable 


# Enable MPLS TE for OSPF area 0 on Router A. 
[RouterA-ospf-1] area 0 


[RouterA-ospf-1-area-0.0.0.0] mpls te enable 


[RouterA-ospf-1-area-0.0.0.0] quit 


[RouterA-ospf-1] quit 


# Enable opaque LSA advertisement and reception on Router B. By default, the opaque LSA 
advertisement and reception capability is enabled. 
[RouterB] ospf 


[RouterB-ospf-1] opaque-capability enable 


# Enable MPLS TE for OSPF area 0 on Router B. 
[RouterB-ospf-1] area 0 


[RouterB-ospf-1-area-0.0.0.0] mpls te enable 


[RouterB-ospf-1-area-0.0.0.0] quit 


[RouterB-ospf-1] quit 


# Enable opaque LSA advertisement and reception on Router C. By default, the opaque LSA 
advertisement and reception capability is enabled. 
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[RouterC] ospf 


[RouterC-ospf-1] opaque-capability enable 


# Enable MPLS TE for OSPF area 0 on Router C. 
[RouterC-ospf-1] area 0 


[RouterC-ospf-1-area-0.0.0.0] mpls te enable 


[RouterC-ospf-1-area-0.0.0.0] quit 


[RouterC-ospf-1] quit 


# Enable opaque LSA advertisement and reception on Router D. By default, the opaque LSA 
advertisement and reception capability is enabled. 
[RouterD] ospf 


[RouterD-ospf-1] opaque-capability enable 


# Enable MPLS TE for OSPF area 0 on Router D. 
[RouterD-ospf-1] area 0 


[RouterD-ospf-1-area-0.0.0.0] mpls te enable 


[RouterD-ospf-1-area-0.0.0.0] quit 


[RouterD-ospf-1] quit 


6. Configure MPLS TE tunnels on Router A: 


# Configure MPLS TE tunnel interface Tunnel 1 to forward traffic of Enterprise A. 
[RouterA] interface tunnel 1 mode mpls-te 


[RouterA-Tunnel1] ip address 7.1.1.1 255.255.255.0 


# Specify the tunnel destination address as the LSR ID of Router D, use RSVP-TE to establish the 
tunnel, and assign 20000 kbps bandwidth to the tunnel. 
[RouterA-Tunnel1] destination 4.4.4.4 


[RouterA-Tunnel1] mpls te signaling rsvp-te 


[RouterA-Tunnel1] mpls te bandwidth 20000 


# Enable route recording for MPLS TE tunnel 1. 
[RouterA-Tunnel1] mpls te record-route 


[RouterA-Tunnel1] quit 


# Configure MPLS TE tunnel interface Tunnel 2 to forward traffic of Enterprise B. 
[RouterA] interface tunnel 2 mode mpls-te 


[RouterA-Tunnel2] ip address 8.1.1.1 255.255.255.0 


# Specify the tunnel destination address as the LSR ID of Router D, use RSVP-TE to establish the 
tunnel, and assign 30000 kbps bandwidth to the tunnel. 
[RouterA-Tunnel2] destination 4.4.4.4 


[RouterA-Tunnel2] mpls te signaling rsvp-te 


[RouterA-Tunnel2] mpls te bandwidth 30000 


# Enable route recording for MPLS TE tunnel 2. 
[RouterA-Tunnel2] mpls te record-route 


[RouterA-Tunnel2] quit 


7. Configure static routing on Router A to direct traffic to the MPLS TE tunnels: 


# Configure a static route to direct traffic destined for 20.1.1.0/24 to MPLS TE tunnel interface 
Tunnel 1. 
[RouterA] ip route-static 20.1.1.0 24 tunnel 1 preference 1 


# Configure a static route to direct traffic destined for 40.1.1.0/24 to MPLS TE tunnel interface 
Tunnel 2. 
[RouterA] ip route-static 40.1.1.0 24 tunnel 2 preference 1 
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Verifying the configuration 
# Execute the display interface tunnel command on Router A. The output shows that the two tunnel 
interfaces are up. 
[RouterA] display interface tunnel 


Tunnel1 


Current state: UP 


Line protocol state: UP 


Description: Tunnel1 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 64000 


Internet Address is 7.1.1.1/24 Primary 


Tunnel source unknown, destination 4.4.4.4 


Tunnel TTL 255 


Tunnel protocol/transport CR_LSP 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 


Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters: Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 0 packets, 0 bytes, 0 drops 


Output: 0 packets, 0 bytes, 0 drops 


 


Tunnel2 


Current state: UP 


Line protocol state: UP 


Description: Tunnel2 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 64000 


Internet Address is 8.1.1.1/24 Primary 


Tunnel source unknown, destination 4.4.4.4 


Tunnel TTL 255 


Tunnel protocol/transport CR_LSP 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 


Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters: Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 0 packets, 0 bytes, 0 drops 


Output: 0 packets, 0 bytes, 0 drops 


# Execute the display mpls te tunnel-interface command on Router A to display detailed information 
about the MPLS TE tunnels. 
[RouterA] display mpls te tunnel-interface 


Tunnel Name            : Tunnel 1 


Tunnel State           : Up (Main CRLSP up, Shared-resource CRLSP down) 
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Tunnel Attributes      : 


  LSP ID               : 46362           Tunnel ID            : 1 


  Admin State          : Normal 


  Ingress LSR ID       : 1.1.1.1         Egress LSR ID        : 4.4.4.4 


  Signaling            : RSVP-TE         Static CRLSP Name    : - 


  Resv Style           : SE 


  Tunnel mode          : - 


  Reverse-LSP name     : - 


  Reverse-LSP LSR ID   : -               Reverse-LSP Tunnel ID: - 


  Class Type           : CT0             Tunnel Bandwidth     : 20000 kbps 


  Reserved Bandwidth   : 20000 kbps 


  Setup Priority       : 7               Holding Priority     : 7 


  Affinity Attr/Mask   : 0/0 


  Explicit Path        : - 


  Backup Explicit Path : - 


  Metric Type          : TE 


  Record Route         : Enabled         Record Label         : Disabled 


  FRR Flag             : Disabled        Bandwidth Protection : Disabled 


  Backup Bandwidth Flag: Disabled        Backup Bandwidth Type: - 


  Backup Bandwidth     : - 


  Bypass Tunnel        : No              Auto Created         : No 


  Route Pinning        : Disabled 


  Retry Limit          : 3               Retry Interval       : 2 sec 


  Reoptimization       : Disabled        Reoptimization Freq  : - 


  Backup Type          : None            Backup LSP ID        : - 


  Auto Bandwidth       : Disabled        Auto Bandwidth Freq  : - 


  Min Bandwidth        : -               Max Bandwidth        : - 


  Collected Bandwidth  : - 


 


Tunnel Name            : Tunnel 2 


Tunnel State           : Up (Main CRLSP up, Shared-resource CRLSP down) 


Tunnel Attributes      : 


  LSP ID               : 46362           Tunnel ID            : 2 


  Admin State          : Normal 


  Ingress LSR ID       : 1.1.1.1         Egress LSR ID        : 4.4.4.4 


  Signaling            : RSVP-TE         Static CRLSP Name    : - 


  Resv Style           : SE 


  Tunnel mode          : - 


  Reverse-LSP name     : - 


  Reverse-LSP LSR ID   : -               Reverse-LSP Tunnel ID: - 


  Class Type           : CT0             Tunnel Bandwidth     : 30000 kbps 


  Reserved Bandwidth   : 30000 kbps 


  Setup Priority       : 7               Holding Priority     : 7 


  Affinity Attr/Mask   : 0/0 


  Explicit Path        : - 


  Backup Explicit Path : - 


  Metric Type          : TE 


  Record Route         : Enabled         Record Label         : Disabled 
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  FRR Flag             : Disabled        Bandwidth Protection : Disabled 


  Backup Bandwidth Flag: Disabled        Backup Bandwidth Type: - 


  Backup Bandwidth     : - 


  Bypass Tunnel        : No              Auto Created         : No 


  Route Pinning        : Disabled 


  Retry Limit          : 3               Retry Interval       : 2 sec 


  Reoptimization       : Disabled        Reoptimization Freq  : - 


  Backup Type          : None            Backup LSP ID        : - 


  Auto Bandwidth       : Disabled        Auto Bandwidth Freq  : - 


  Min Bandwidth        : -               Max Bandwidth        : - 


  Collected Bandwidth  : - 


# Execute the display ip routing-table command on Router A. The output shows two static route entries 
with output interfaces of Tunnel 1 and Tunnel 2. 
[RouterA] display ip routing-table 


 


Destinations : 30        Routes : 30 


 


Destination/Mask   Proto   Pre Cost        NextHop         Interface 


0.0.0.0/32         Direct  0   0           127.0.0.1       InLoop0 


1.1.1.1/32         Direct  0   0           127.0.0.1       InLoop0 


2.2.2.2/32         O_INTRA 10  1           10.1.1.2        GE1/0 


3.3.3.3/32         O_INTRA 10  1           30.1.1.3        GE2/0 


4.4.4.4/32         O_INTRA 10  2           10.1.1.2        GE1/0 


7.1.1.0/24         Direct  0   0           7.1.1.1         Tun1 


7.1.1.0/32         Direct  0   0           7.1.1.1         Tun1 


7.1.1.1/32         Direct  0   0           127.0.0.1       InLoop0 


7.1.1.255/32       Direct  0   0           7.1.1.1         Tun1 


8.1.1.0/24         Direct  0   0           8.1.1.1         Tun2 


8.1.1.0/32         Direct  0   0           8.1.1.1         Tun2 


8.1.1.1/32         Direct  0   0           127.0.0.1       InLoop0 


8.1.1.255/32       Direct  0   0           8.1.1.1         Tun2 


10.1.1.0/24        Direct  0   0           10.1.1.1        GE1/0 


10.1.1.0/32        Direct  0   0           10.1.1.1        GE1/0 


10.1.1.1/32        Direct  0   0           127.0.0.1       InLoop0 


10.1.1.255/32      Direct  0   0           10.1.1.1        GE1/0 


20.1.1.0/24        Static  1   0           0.0.0.0         Tun1 


30.1.1.0/24        Direct  0   0           30.1.1.1        GE2/0 


30.1.1.0/32        Direct  0   0           30.1.1.1        GE2/0 


30.1.1.1/32        Direct  0   0           127.0.0.1       InLoop0 


30.1.1.255/32      Direct  0   0           30.1.1.1        GE2/0 


40.1.1.0/24        Static  1   0           0.0.0.0         Tun2 


127.0.0.0/8        Direct  0   0           127.0.0.1       InLoop0 


127.0.0.0/32       Direct  0   0           127.0.0.1       InLoop0 


127.0.0.1/32       Direct  0   0           127.0.0.1       InLoop0 


127.255.255.255/32 Direct  0   0           127.0.0.1       InLoop0 


224.0.0.0/4        Direct  0   0           0.0.0.0         NULL0 


224.0.0.0/24       Direct  0   0           0.0.0.0         NULL0 


255.255.255.255/32 Direct  0   0           127.0.0.1       InLoop0 
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# Execute the display rsvp lsp verbose command on Router A to verify the following information: 


• Tunnel 1 uses path Router A—Router B—Router D, and has a bandwidth of 20000 kbps. 


• Tunnel 2 uses path Router A—Router C—Router D, and has a bandwidth of 30000 kbps. 
[RouterA] display rsvp lsp verbose 


Tunnel name: RouterA_t1 


Destination: 4.4.4.4                      Source: 1.1.1.1 


Tunnel ID: 1                              LSP ID: 46362 


LSR type: Ingress                         Direction: Unidirectional 


Setup priority: 7                         Holding priority: 7 


In-Label: -                               Out-Label: 1150 


In-Interface: -                           Out-Interface: GE1/0 


Nexthop: 10.1.1.2                         Exclude-any: 0 


Include-Any: 0                            Include-all: 0 


Mean rate (CIR): 20000 kbps               Mean burst size (CBS): 1000.00 bytes 


Path MTU: 1500                            Class type: CT0 


RRO number: 6 


  10.1.1.1/32        Flag: 0x00 (No FRR) 


  10.1.1.2/32        Flag: 0x40 (No FRR/In-Int) 


  2.2.2.2/32         Flag: 0x20 (No FRR/Node-ID) 


  20.1.1.2/32        Flag: 0x00 (No FRR) 


  20.1.1.4/32        Flag: 0x40 (No FRR/In-Int) 


  4.4.4.4/32         Flag: 0x20 (No FRR/Node-ID) 


Fast Reroute protection: None 


 


Tunnel name: RouterA_t2 


Destination: 4.4.4.4                      Source: 1.1.1.1 


Tunnel ID: 2                              LSP ID: 46362 


LSR type: Ingress                         Direction: Unidirectional 


Setup priority: 7                         Holding priority: 7 


In-Label: -                               Out-Label: 1150 


In-Interface: -                           Out-Interface: GE2/0 


Nexthop: 30.1.1.3                         Exclude-any: 0 


Include-Any: 0                            Include-all: 0 


Mean rate (CIR): 30000 kbps               Mean burst size (CBS): 1000.00 bytes 


Path MTU: 1500                            Class type: CT0 


RRO number: 6 


  30.1.1.1/32        Flag: 0x00 (No FRR) 


  30.1.1.3/32        Flag: 0x40 (No FRR/In-Int) 


  3.3.3.3/32         Flag: 0x20 (No FRR/Node-ID) 


  40.1.1.3/32        Flag: 0x00 (No FRR) 


  40.1.1.4/32        Flag: 0x40 (No FRR/In-Int) 


  4.4.4.4/32         Flag: 0x20 (No FRR/Node-ID) 


Fast Reroute protection: None 


Configuration files 
• Router A: 
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# 


ospf 1 


 area 0.0.0.0 


  network 1.1.1.1 0.0.0.0 


  network 10.1.1.0 0.0.0.255 


  network 30.1.1.0 0.0.0.255 


  mpls te enable 


# 


 mpls lsr-id 1.1.1.1 


# 


mpls te 


# 


rsvp 


# 


interface LoopBack0 


 ip address 1.1.1.1 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 30.1.1.1 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


interface Tunnel1 mode mpls-te 


 ip address 7.1.1.1 255.255.255.0 


 mpls te bandwidth ct0 20000 


 mpls te record-route 


 destination 4.4.4.4 


# 


interface Tunnel2 mode mpls-te 


 ip address 8.1.1.1 255.255.255.0 


 mpls te bandwidth ct0 30000 


 mpls te record-route 


 destination 4.4.4.4 


# 


 ip route-static 20.1.1.0 24 Tunnel1 preference 1 







13 


 ip route-static 40.1.1.0 24 Tunnel2 preference 1 


# 


• Router B: 
# 


ospf 1 


 area 0.0.0.0 


  network 2.2.2.2 0.0.0.0 


  network 10.1.1.0 0.0.0.255 


  network 20.1.1.0 0.0.0.255 


  mpls te enable 


# 


 mpls lsr-id 2.2.2.2 


# 


mpls te 


# 


rsvp 


# 


interface LoopBack0 


 ip address 2.2.2.2 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.2 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 20.1.1.2 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


• Router C: 
# 


ospf 1 


 area 0.0.0.0 


  network 3.3.3.3 0.0.0.0 


  network 30.1.1.0 0.0.0.255 


  network 40.1.1.0 0.0.0.255 


  mpls te enable 


# 


 mpls lsr-id 3.3.3.3 
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# 


mpls te 


# 


rsvp 


# 


interface LoopBack0 


 ip address 3.3.3.3 255.255.255.0 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 40.1.1.3 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 30.1.1.3 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


• Router D: 
# 


ospf 1 


 area 0.0.0.0 


  network 4.4.4.4 0.0.0.0 


  network 20.1.1.0 0.0.0.255 


  network 40.1.1.0 0.0.0.255 


  mpls te enable 


# 


 mpls lsr-id 4.4.4.4 


# 


mpls te 


# 


rsvp 


# 


interface LoopBack0 


 ip address 4.4.4.4 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 40.1.1.4 255.255.255.0 


 mpls enable 
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 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 20.1.1.4 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


Example: Configuring MPLS TE FRR 


Network requirements 
As shown in Figure 2, on the primary CRLSP Router A—Router B—Router C—Router D, configure MPLS 
TE FRR to protect the link Router B—Router C. When the link between Router B and Router C fails, MPLS 
TE can immediately switch traffic to the bypass tunnel Router B—Router E—Router C. 


The primary CRLSP and the bypass tunnel each require a bandwidth of 30000 kbps. The maximum 
bandwidth of the link that each tunnel traverses is 50000 kbps and the maximum reservable bandwidth 
is 40000 kbps. 


Figure 2 Network diagram 


 
 


Requirements analysis 
To implement MPLS TE FRR, you must perform the following tasks: 


• Enable MPLS, MPLS TE, and RSVP-TE on each router for primary and bypass tunnel establishment. 
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• Configure explicit paths for the primary CRLSP and the bypass tunnel as required. 


• Configure BFD for RSVP-TE on Router B and Router C for quick detection of the link failure. 


BFD can immediately detect the failure of the protected link and notify RSVP-TE of the failure. 


• Configure MPLS TE FRR on the ingress node of the primary CRLSP to ensure that traffic can be 
immediately switched to the bypass tunnel when BFD detects the failure of the protected link. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure MPLS TE FRR, follow these restrictions and guidelines: 


• Only MPLS TE tunnels established through RSVP-TE support FRR. 


•  Do not configure both FRR and RSVP authentication on the same interface. 


• Use bypass tunnels to protect only critical interfaces or links when bandwidth is insufficient. Bypass 
tunnels are pre-established and require extra bandwidth.  


•  Make sure the bandwidth assigned to the bypass tunnel is no less than the total bandwidth needed 
by all primary CRLSPs to be protected by the bypass tunnel. Otherwise, some primary CRLSPs 
might not be protected by the bypass tunnel. 


•  A bypass tunnel typically does not forward data when the primary CRLSP operates correctly. For 
a bypass tunnel to also forward data during tunnel protection, you must assign enough bandwidth 
to the bypass tunnel. 


•  A bypass tunnel cannot be used for services such as VPN. 


• You cannot configure FRR for a bypass tunnel. A bypass tunnel cannot act as a primary CRLSP. 


• Make sure the protected node or interface is not on the bypass tunnel. 


•  After an FRR, the primary CRLSP will be down if the FRR protection type (whether or not to provide 
bandwidth protection for the primary CRLSP) is changed. 


Configuration procedures 
1. Configure IP addresses and masks for interfaces, including the loopback interfaces, as shown 


in Figure 2. (Details not shown.) 


2. Configure OSPF to ensure IP connectivity among the routers: 


# Configure Router A. 
<RouterA> System-view 


[RouterA] ospf 


[RouterA-ospf-1] area 0 


[RouterA-ospf-1-area-0.0.0.0] network 1.1.1.1 0.0.0.0 


[RouterA-ospf-1-area-0.0.0.0] network 2.1.1.0 0.0.0.255 


[RouterA-ospf-1-area-0.0.0.0] quit 


[RouterA-ospf-1] quit 


# Configure Router B. 
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<RouterB> System-view 


[RouterB] ospf 


[RouterB-ospf-1] area 0 


[RouterB-ospf-1-area-0.0.0.0] network 2.2.2.2 0.0.0.0 


[RouterB-ospf-1-area-0.0.0.0] network 2.1.1.0 0.0.0.255 


[RouterB-ospf-1-area-0.0.0.0] network 3.1.1.0 0.0.0.255 


[RouterB-ospf-1-area-0.0.0.0] network 3.2.1.0 0.0.0.255 


[RouterB-ospf-1-area-0.0.0.0] quit 


[RouterB-ospf-1] quit 


# Configure Router C. 
<RouterC> System-view 


[RouterC] ospf 


[RouterC-ospf-1] area 0 


[RouterC-ospf-1-area-0.0.0.0] network 3.3.3.3 0.0.0.0 


[RouterC-ospf-1-area-0.0.0.0] network 3.1.1.0 0.0.0.255 


[RouterC-ospf-1-area-0.0.0.0] network 3.3.1.0 0.0.0.255 


[RouterC-ospf-1-area-0.0.0.0] network 4.1.1.0 0.0.0.255 


[RouterC-ospf-1-area-0.0.0.0] quit 


[RouterC-ospf-1] quit 


# Configure Router D. 
<RouterD> System-view 


[RouterD] ospf 


[RouterD-ospf-1] area 0 


[RouterD-ospf-1-area-0.0.0.0] network 4.4.4.4 0.0.0.0 


[RouterD-ospf-1-area-0.0.0.0] network 4.1.1.0 0.0.0.255 


[RouterD-ospf-1-area-0.0.0.0] quit 


[RouterD-ospf-1] quit 


# Configure Router E. 
<RouterE> System-view 


[RouterE] ospf 


[RouterE-ospf-1] area 0 


[RouterE-ospf-1-area-0.0.0.0] network 5.5.5.5 0.0.0.0 


[RouterE-ospf-1-area-0.0.0.0] network 3.2.1.0 0.0.0.255 


[RouterE-ospf-1-area-0.0.0.0] network 3.3.1.0 0.0.0.255 


[RouterE-ospf-1-area-0.0.0.0] quit 


[RouterE-ospf-1] quit 


# Execute the display ip routing-table command on each router to verify that the routers have 
learned the routes to one another, including the routes to the loopback interfaces. This example 
uses Router A. 
[RouterA] display ip routing-table 


 


Destinations : 19        Routes : 19 


 


Destination/Mask   Proto   Pre Cost        NextHop         Interface 


0.0.0.0/32         Direct  0   0           127.0.0.1       InLoop0 


1.1.1.1/32         Direct  0   0           127.0.0.1       InLoop0 


2.1.1.0/24         Direct  0   0           2.1.1.1         GE1/0 


2.1.1.0/32         Direct  0   0           2.1.1.1         GE1/0 
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2.1.1.1/32         Direct  0   0           127.0.0.1       InLoop0 


2.1.1.255/32       Direct  0   0           2.1.1.1         GE1/0 


2.2.2.2/32         O_INTRA 10  1           2.1.1.2         GE1/0 


3.1.1.0/24         O_INTRA 10  2           2.1.1.2         GE1/0 


3.2.1.0/24         O_INTRA 10  2           2.1.1.2         GE1/0 


3.3.1.0/24         O_INTRA 10  3           2.1.1.2         GE1/0 


3.3.3.3/32         O_INTRA 10  2           2.1.1.2         GE1/0 


5.5.5.5/32         O_INTRA 10  2           2.1.1.2         GE1/0 


127.0.0.0/8        Direct  0   0           127.0.0.1       InLoop0 


127.0.0.0/32       Direct  0   0           127.0.0.1       InLoop0 


127.0.0.1/32       Direct  0   0           127.0.0.1       InLoop0 


127.255.255.255/32 Direct  0   0           127.0.0.1       InLoop0 


224.0.0.0/4        Direct  0   0           0.0.0.0         NULL0 


224.0.0.0/24       Direct  0   0           0.0.0.0         NULL0 


255.255.255.255/32 Direct  0   0           127.0.0.1       InLoop0 


3. Configure an LSR ID, and enable MPLS, MPLS TE, and RSVP-TE on each router. Enable BFD for 
RSVP-TE on Router B and Router C: 


# Configure Router A. 
[RouterA] mpls lsr-id 1.1.1.1 


[RouterA] mpls te 


[RouterA-te] quit 


[RouterA] rsvp 


[RouterA-rsvp] quit 


[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] mpls enable 


[RouterA-GigabitEthernet1/0] mpls te enable 


[RouterA-GigabitEthernet1/0] rsvp enable 


[RouterA-GigabitEthernet1/0] quit 


# Configure Router B. 
[RouterB] mpls lsr-id 2.2.2.2 


[RouterB] mpls te 


[RouterB-te] quit 


[RouterB] rsvp 


[RouterB-rsvp] quit 


[RouterB] interface gigabitethernet 1/0 


[RouterB-GigabitEthernet1/0] mpls enable 


[RouterB-GigabitEthernet1/0] mpls te enable 


[RouterB-GigabitEthernet1/0] rsvp enable 


[RouterB-GigabitEthernet1/0] quit 


[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] mpls enable 


[RouterB-GigabitEthernet2/0] mpls te enable 


[RouterB-GigabitEthernet2/0] rsvp enable 


[RouterB-GigabitEthernet2/0] rsvp bfd enable 


[RouterB-GigabitEthernet2/0] quit 


[RouterB] interface gigabitethernet 3/0 


[RouterB-GigabitEthernet3/0] mpls enable 


[RouterB-GigabitEthernet3/0] mpls te enable 
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[RouterB-GigabitEthernet3/0] rsvp enable 


[RouterB-GigabitEthernet3/0] quit 


# Configure Router C. 
[RouterC] mpls lsr-id 3.3.3.3 


[RouterC] mpls te 


[RouterC-te] quit 


[RouterC] rsvp 


[RouterC-rsvp] quit 


[RouterC] interface gigabitethernet 1/0 


[RouterC-GigabitEthernet1/0] mpls enable 


[RouterC-GigabitEthernet1/0] mpls te enable 


[RouterC-GigabitEthernet1/0] rsvp enable 


[RouterC-GigabitEthernet1/0] quit 


[RouterC] interface gigabitethernet 2/0 


[RouterC-GigabitEthernet2/0] mpls enable 


[RouterC-GigabitEthernet2/0] mpls te enable 


[RouterC-GigabitEthernet2/0] rsvp enable 


[RouterC-GigabitEthernet2/0] rsvp bfd enable 


[RouterC-GigabitEthernet2/0] quit 


[RouterC] interface gigabitethernet 3/0 


[RouterC-GigabitEthernet3/0] mpls enable 


[RouterC-GigabitEthernet3/0] mpls te enable 


[RouterC-GigabitEthernet3/0] rsvp enable 


[RouterC-GigabitEthernet3/0] quit 


# Configure Router D. 
[RouterD] mpls lsr-id 4.4.4.4 


[RouterD] mpls te 


[RouterD-te] quit 


[RouterD] rsvp 


[RouterD-rsvp] quit 


[RouterD] interface gigabitethernet 1/0 


[RouterD-GigabitEthernet1/0] mpls enable 


[RouterD-GigabitEthernet1/0] mpls te enable 


[RouterD-GigabitEthernet1/0] rsvp enable 


[RouterD-GigabitEthernet1/0] quit 


# Configure Router E. 
[RouterE] mpls lsr-id 5.5.5.5 


[RouterE] mpls te 


[RouterE-te] quit 


[RouterE] rsvp 


[RouterE-rsvp] quit 


[RouterE] interface gigabitethernet 1/0 


[RouterE-GigabitEthernet1/0] mpls enable 


[RouterE-GigabitEthernet1/0] mpls te enable 


[RouterE-GigabitEthernet1/0] rsvp enable 


[RouterE-GigabitEthernet1/0] quit 


[RouterE] interface gigabitethernet 2/0 


[RouterE-GigabitEthernet2/0] mpls enable 
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[RouterE-GigabitEthernet2/0] mpls te enable 


[RouterE-GigabitEthernet2/0] rsvp enable 


[RouterE-GigabitEthernet2/0] quit 


4. Configure MPLS TE attributes of links: 


# Configure the maximum link bandwidth and maximum reservable bandwidth on Router A. 
[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] mpls te max-link-bandwidth 50000 


[RouterA-GigabitEthernet1/0] mpls te max-reservable-bandwidth 40000 


[RouterA-GigabitEthernet1/0] quit 


# Configure the maximum link bandwidth and maximum reservable bandwidth on Router B. 
[RouterB] interface gigabitethernet 1/0 


[RouterB-GigabitEthernet1/0] mpls te max-link-bandwidth 50000 


[RouterB-GigabitEthernet1/0] mpls te max-reservable-bandwidth 40000 


[RouterB-GigabitEthernet1/0] quit 


[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] mpls te max-link-bandwidth 50000 


[RouterB-GigabitEthernet2/0] mpls te max-reservable-bandwidth 40000 


[RouterB-GigabitEthernet2/0] quit 


[RouterB] interface gigabitethernet 3/0 


[RouterB-GigabitEthernet3/0] mpls te max-link-bandwidth 50000 


[RouterB-GigabitEthernet3/0] mpls te max-reservable-bandwidth 40000 


[RouterB-GigabitEthernet3/0] quit 


# Configure the maximum link bandwidth and maximum reservable bandwidth on Router C. 
[RouterC] interface gigabitethernet 1/0 


[RouterC-GigabitEthernet1/0] mpls te max-link-bandwidth 50000 


[RouterC-GigabitEthernet1/0] mpls te max-reservable-bandwidth 40000 


[RouterC-GigabitEthernet1/0] quit 


[RouterC] interface gigabitethernet 2/0 


[RouterC-GigabitEthernet2/0] mpls te max-link-bandwidth 50000 


[RouterC-GigabitEthernet2/0] mpls te max-reservable-bandwidth 40000 


[RouterC-GigabitEthernet2/0] quit 


[RouterC] interface gigabitethernet 3/0 


[RouterC-GigabitEthernet3/0] mpls te max-link-bandwidth 50000 


[RouterC-GigabitEthernet3/0] mpls te max-reservable-bandwidth 40000 


[RouterC-GigabitEthernet3/0] quit 


# Configure the maximum link bandwidth and maximum reservable bandwidth on Router D. 
[RouterD] interface gigabitethernet 1/0 


[RouterD-GigabitEthernet1/0] mpls te max-link-bandwidth 50000 


[RouterD-GigabitEthernet1/0] mpls te max-reservable-bandwidth 40000 


[RouterD-GigabitEthernet1/0] quit 


# Configure the maximum link bandwidth and maximum reservable bandwidth on Router E. 
[RouterE] interface gigabitethernet 1/0 


[RouterE-GigabitEthernet1/0] mpls te max-link-bandwidth 50000 


[RouterE-GigabitEthernet1/0] mpls te max-reservable-bandwidth 40000 


[RouterE-GigabitEthernet1/0] quit 


[RouterE] interface gigabitethernet 2/0 


[RouterE-GigabitEthernet2/0] mpls te max-link-bandwidth 50000 
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[RouterE-GigabitEthernet2/0] mpls te max-reservable-bandwidth 40000 


[RouterE-GigabitEthernet2/0] quit 


5. Configure OSPF TE to advertise link TE attributes: 


# Enable opaque LSA advertisement and reception on Router A. By default, the opaque LSA 
advertisement and reception capability is enabled. 
[RouterA] ospf 


[RouterA-ospf-1] opaque-capability enable 


# Enable MPLS TE for OSPF area 0 on Router A. 
[RouterA-ospf-1] area 0 


[RouterA-ospf-1-area-0.0.0.0] mpls te enable 


[RouterA-ospf-1-area-0.0.0.0] quit 


[RouterA-ospf-1] quit 


# Enable opaque LSA advertisement and reception on Router B. By default, the opaque LSA 
advertisement and reception capability is enabled. 
[RouterB] ospf 


[RouterB-ospf-1] opaque-capability enable 


# Enable MPLS TE for OSPF area 0 on Router B. 
[RouterB-ospf-1] area 0 


[RouterB-ospf-1-area-0.0.0.0] mpls te enable 


[RouterB-ospf-1-area-0.0.0.0] quit 


[RouterB-ospf-1] quit 


# Enable opaque LSA advertisement and reception on Router C. By default, the opaque LSA 
advertisement and reception capability is enabled. 
[RouterC] ospf 


[RouterC-ospf-1] opaque-capability enable 


# Enable MPLS TE for OSPF area 0 on Router C. 
[RouterC-ospf-1] area 0 


[RouterC-ospf-1-area-0.0.0.0] mpls te enable 


[RouterC-ospf-1-area-0.0.0.0] quit 


[RouterC-ospf-1] quit 


# Enable opaque LSA advertisement and reception on Router D. By default, the opaque LSA 
advertisement and reception capability is enabled. 
[RouterD] ospf 


[RouterD-ospf-1] opaque-capability enable 


# Enable MPLS TE for OSPF area 0 on Router D. 
[RouterD-ospf-1] area 0 


[RouterD-ospf-1-area-0.0.0.0] mpls te enable 


[RouterD-ospf-1-area-0.0.0.0] quit 


[RouterD-ospf-1] quit 


# Enable opaque LSA advertisement and reception on Router E. By default, the opaque LSA 
advertisement and reception capability is enabled. 
[RouterE] ospf 


[RouterE-ospf-1] opaque-capability enable 


# Enable MPLS TE for OSPF area 0 on Router E. 
[RouterE-ospf-1] area 0 


[RouterE-ospf-1-area-0.0.0.0] mpls te enable 
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[RouterE-ospf-1-area-0.0.0.0] quit 


[RouterE-ospf-1] quit 


6. Configure an MPLS TE tunnel on Router A (the ingress node of the primary CRLSP): 


# Configure an explicit path named pri-path for the primary CRLSP. 
[RouterA] explicit-path pri-path 


[RouterA-explicit-path-pri-path] nexthop 2.1.1.2 


[RouterA-explicit-path-pri-path] nexthop 3.1.1.3 


[RouterA-explicit-path-pri-path] nexthop 4.1.1.4 


[RouterA-explicit-path-pri-path] nexthop 4.4.4.4 


[RouterA-explicit-path-pri-path] quit 


# Configure MPLS TE tunnel interface Tunnel 4 for the primary CRLSP. 
[RouterA] interface tunnel4 mode mpls-te 


[RouterA-Tunnel4] ip address 10.1.1.1 255.255.255.0 


# Specify the tunnel destination address as the LSR ID of Router D, configure MPLS TE to use 
RSVP-TE to establish the tunnel, and assign 30000 kbps bandwidth to the tunnel. 
[RouterA-Tunnel4] destination 4.4.4.4 


[RouterA-Tunnel4] mpls te signaling rsvp-te 


[RouterA-Tunnel4] mpls te bandwidth 30000 


# Specify the explicit path to be used as pri-path. 
[RouterA-Tunnel4] mpls te path preference 1 explicit-path pri-path 


# Enable FRR for the MPLS TE tunnel. 
[RouterA-Tunnel4] mpls te fast-reroute 


[RouterA-Tunnel4] quit 


# Execute the display interface tunnel command on Router A. The output shows that tunnel 
interface Tunnel 4 is up. 
[RouterA] display interface tunnel 


Tunnel4 


Current state: UP 


Line protocol state: UP 


Description: Tunnel4 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 64000 


Internet Address is 10.1.1.1/24 Primary 


Tunnel source unknown, destination 4.4.4.4 


Tunnel TTL 255 


Tunnel protocol/transport CR_LSP 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 


Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters: Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 0 packets, 0 bytes, 0 drops 


Output: 0 packets, 0 bytes, 0 drops 


# Execute the display mpls te tunnel-interface command on Router A to display detailed 
information about the MPLS TE tunnel. 
[RouterA] display mpls te tunnel-interface 







23 


Tunnel Name            : Tunnel 4 


Tunnel State           : Up (Main CRLSP up, Shared-resource CRLSP down) 


Tunnel Attributes      : 


  LSP ID               : 37325           Tunnel ID            : 4 


  Admin State          : Normal 


  Ingress LSR ID       : 1.1.1.1         Egress LSR ID        : 4.4.4.4 


  Signaling            : RSVP-TE         Static CRLSP Name    : - 


  Resv Style           : SE 


  Tunnel mode          : - 


  Reverse-LSP name     : - 


  Reverse-LSP LSR ID   : -               Reverse-LSP Tunnel ID: - 


  Class Type           : CT0             Tunnel Bandwidth     : 30000 kbps 


  Reserved Bandwidth   : 30000 kbps 


  Setup Priority       : 7               Holding Priority     : 7 


  Affinity Attr/Mask   : 0/0 


  Explicit Path        : pri-path 


  Backup Explicit Path : - 


  Metric Type          : TE 


  Record Route         : Enabled         Record Label         : Enabled 


  FRR Flag             : Enabled         Bandwidth Protection : Disabled 


  Backup Bandwidth Flag: Disabled        Backup Bandwidth Type: - 


  Backup Bandwidth     : - 


  Bypass Tunnel        : No              Auto Created         : No 


  Route Pinning        : Disabled 


  Retry Limit          : 3               Retry Interval       : 2 sec 


  Reoptimization       : Disabled        Reoptimization Freq  : - 


  Backup Type          : None            Backup LSP ID        : - 


  Auto Bandwidth       : Disabled        Auto Bandwidth Freq  : - 


  Min Bandwidth        : -               Max Bandwidth        : - 


  Collected Bandwidth  : - 


7. Configure a bypass tunnel on Router B (the PLR): 


# Configure an explicit path named by-path for the bypass tunnel. 
[RouterB] explicit-path by-path 


[RouterB-explicit-path-by-path] nexthop 3.2.1.5 


[RouterB-explicit-path-by-path] nexthop 3.3.1.3 


[RouterB-explicit-path-by-path] nexthop 3.3.3.3 


[RouterB-explicit-path-by-path] quit 


# Configure MPLS TE tunnel interface Tunnel 5 for the bypass tunnel. 
[RouterB] interface tunnel 5 mode mpls-te 


[RouterB-Tunnel5] ip address 11.1.1.1 255.255.255.0 


# Specify the tunnel destination address as the LSR ID of Router C, configure MPLS TE to use 
RSVP-TE to establish the tunnel, and assign 30000 kbps bandwidth to the tunnel. 
[RouterB-Tunnel5] destination 3.3.3.3 


[RouterB-Tunnel5] mpls te signaling rsvp-te 


[RouterB-Tunnel5] mpls te bandwidth 30000 


# Specify the explicit path to be used as by-path. 
[RouterB-Tunnel5] mpls te path preference 1 explicit-path by-path 
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# Configure the bypass tunnel to not provide bandwidth protection. 
[RouterB-Tunnel5] mpls te backup bandwidth un-limited 


[RouterB-Tunnel5] quit 


# Bind the bypass tunnel to the protected interface. 
[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] mpls te fast-reroute bypass-tunnel tunnel 5 


[RouterB-GigabitEthernet2/0] quit 


# Execute the display interface tunnel command on Router B. The output shows that tunnel interface 
Tunnel 5 is up. 
[RouterB] display interface tunnel 


Tunnel5 


Current state: UP 


Line protocol state: DOWN 


Description: Tunnel5 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 64000 


Internet Address is 11.1.1.1/24 Primary 


Tunnel source unknown, destination 3.3.3.3 


Tunnel TTL 255 


Tunnel protocol/transport CR_LSP 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 


Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters: Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 0 packets, 0 bytes, 0 drops 


Output: 0 packets, 0 bytes, 0 drops 


8. Configure a static route on Router A to direct traffic destined for 4.1.1.0/24 to MPLS TE tunnel 
interface Tunnel 4. 
[Router A] ip route-static 4.1.1.0 24 tunnel 4 preference 1 


Verifying the configuration 
# Execute the display mpls lsp command on each router. The output shows the LSP entries. Router B has 
two CRLSPs. The bypass tunnel backs up the primary CRLSP. 
[RouterA] display mpls lsp 


FEC                         Proto    In/Out Label    Interface/Out NHLFE 


1.1.1.1/4/37325             RSVP     -/1150          GE1/0 


2.1.1.2                     Local    -/-             GE1/0 


Tunnel4                     Local    -/-             NHLFE1026 


[RouterB] display mpls lsp 


FEC                         Proto    In/Out Label    Interface/Out NHLFE 


1.1.1.1/4/37325             RSVP     1150/1147       GE2/0 


Backup                               1150/1147       Tun5 


2.2.2.2/5/18928             RSVP     -/1149          GE3/0 


3.1.1.3                     Local    -/-             GE2/0 
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3.2.1.5                     Local    -/-             GE3/0 


Tunnel5                     Local    -/-             NHLFE1027 


[RouterC] display mpls lsp 


FEC                         Proto    In/Out Label    Interface/Out NHLFE 


1.1.1.1/4/37325             RSVP     1147/3          GE1/0 


2.2.2.2/5/18928             RSVP     3/-             - 


4.1.1.4                     Local    -/-             GE1/0 


# Shut down the protected interface GigabitEthernet 2/0 on the PLR (Router B). 
[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] shutdown 


[RouterB-GigabitEthernet2/0] quit 


# Execute the display interface tunnel 4 command on Router A to display information about the primary 
CRLSP. The output shows that the tunnel interface is still up. 
[RouterA] display interface tunnel 4 


Tunnel4 


Current state: UP 


Line protocol state: UP 


Description: Tunnel4 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 64000 


Internet Address is 10.1.1.1/24 Primary 


Tunnel source unknown, destination 4.4.4.4 


Tunnel TTL 255 


Tunnel protocol/transport CR_LSP 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 


Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters: Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 0 packets, 0 bytes, 0 drops 


Output: 0 packets, 0 bytes, 0 drops 


# Execute the display mpls te tunnel-interface command on Router A to display detailed information 
about the tunnel interface. 
[RouterA] display mpls te tunnel-interface 


Tunnel Name            : Tunnel 4 


Tunnel State           : Up (Main CRLSP up, Shared-resource CRLSP being set up) 


Tunnel Attributes      : 


  LSP ID               : 37325           Tunnel ID            : 4 


  Admin State          : Normal 


  Ingress LSR ID       : 1.1.1.1         Egress LSR ID        : 4.4.4.4 


  Signaling            : RSVP-TE         Static CRLSP Name    : - 


  Resv Style           : SE 


  Tunnel mode          : - 


  Reverse-LSP name     : - 


  Reverse-LSP LSR ID   : -               Reverse-LSP Tunnel ID: - 


  Class Type           : CT0             Tunnel Bandwidth     : 30000 kbps 
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  Reserved Bandwidth   : 30000 kbps 


  Setup Priority       : 7               Holding Priority     : 7 


  Affinity Attr/Mask   : 0/0 


  Explicit Path        : pri-path 


  Backup Explicit Path : - 


  Metric Type          : TE 


  Record Route         : Enabled         Record Label         : Enabled 


  FRR Flag             : Enabled         Bandwidth Protection : Disabled 


  Backup Bandwidth Flag: Disabled        Backup Bandwidth Type: - 


  Backup Bandwidth     : - 


  Bypass Tunnel        : No              Auto Created         : No 


  Route Pinning        : Disabled 


  Retry Limit          : 3               Retry Interval       : 2 sec 


  Reoptimization       : Disabled        Reoptimization Freq  : - 


  Backup Type          : None            Backup LSP ID        : - 


  Auto Bandwidth       : Disabled        Auto Bandwidth Freq  : - 


  Min Bandwidth        : -               Max Bandwidth        : - 


  Collected Bandwidth  : - 


# Execute the display mpls lsp command on Router B. The output shows that the bypass tunnel is in use. 
[RouterB] display mpls lsp 


FEC                         Proto    In/Out Label    Interface/Out NHLFE 


1.1.1.1/4/37325             RSVP     1150/1147       Tun5 


2.2.2.2/5/18928             RSVP     -/1149          GE3/0 


3.2.1.5                     Local    -/-             GE3/0 


Tunnel5                     Local    -/-             NHLFE1027 


# On the PLR, configure the interval for selecting an optimal bypass tunnel as 5 seconds. 
[RouterB] mpls te 


[RouterB-te] fast-reroute timer 5 


[RouterB-te] quit 


# On the PLR, bring up the protected interface GigabitEthernet 2/0. 
[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] undo shutdown 


[RouterB-GigabitEthernet2/0] quit 


# Execute the display interface tunnel 4 command on Router A to display information about the primary 
CRLSP. The output shows that the tunnel interface is in up state. 
[RouterA] display interface tunnel 4 


Tunnel4 


Current state: UP 


Line protocol state: UP 


Description: Tunnel4 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 64000 


Internet Address is 10.1.1.1/24 Primary 


Tunnel source unknown, destination 4.4.4.4 


Tunnel TTL 255 


Tunnel protocol/transport CR_LSP 


Output queue - Urgent queuing: Size/Length/Discards 0/100/0 
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Output queue - Protocol queuing: Size/Length/Discards 0/500/0 


Output queue - FIFO queuing: Size/Length/Discards 0/75/0 


Last clearing of counters: Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 0 packets, 0 bytes, 0 drops 


Output: 0 packets, 0 bytes, 0 drops 


# Wait for about 5 seconds, execute the display mpls lsp verbose command on Router B. The output 
shows that Tunnel 5 is bound to interface GigabitEthernet 2/0 but is not in use. 
[RouterB] display mpls lsp verbose 


Destination  : 4.4.4.4 


FEC          : 1.1.1.1/4/53319 


Protocol     : RSVP 


LSR Type     : Transit 


Service      : - 


In-Label     : 1150 


Path ID      : 0x540000003.1 


State        : Active 


Out-Label    : 1150 


Nexthop      : 3.1.1.3 


Out-Interface: GE2/0 


BkLabel      : 1150 


BkInterface  : Tun5 


 


Destination  : 3.3.3.3 


FEC          : 2.2.2.2/5/16429 


Protocol     : RSVP 


LSR Type     : Ingress 


Service      : - 


NHLFE ID     : 1025 


State        : Active 


Out-Label    : 1151 


Nexthop      : 3.2.1.5 


Out-Interface: GE3/0 


 


Destination  : 3.1.1.3 


FEC          : 3.1.1.3 


Protocol     : Local 


LSR Type     : Ingress 


Service      : - 


NHLFE ID     : 1027 


State        : Active 


Nexthop      : 3.1.1.3 


Out-Interface: GE2/0 


 


Destination  : 3.2.1.5 


FEC          : 3.2.1.5 


Protocol     : Local 
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LSR Type     : Ingress 


Service      : - 


NHLFE ID     : 1024 


State        : Active 


Nexthop      : 3.2.1.5 


Out-Interface: GE3/0 


 


Destination  : 3.3.3.3 


FEC          : Tunnel5 


Protocol     : Local 


LSR Type     : Ingress 


Service      : - 


NHLFE ID     : 268435461 


State        : Active 


Out-Interface: NHLFE1025 


# Execute the display ip routing-table command on Router A. The output shows a static route entry with 
interface Tunnel 4 as the output interface. 
[RouterA] display ip routing-table 


Destinations : 25        Routes : 25 


 


Destination/Mask   Proto   Pre Cost        NextHop         Interface 


0.0.0.0/32         Direct  0   0           127.0.0.1       InLoop0 


1.1.1.1/32         Direct  0   0           127.0.0.1       InLoop0 


2.1.1.0/24         Direct  0   0           2.1.1.1         GE1/0 


2.1.1.0/32         Direct  0   0           2.1.1.1         GE1/0 


2.1.1.1/32         Direct  0   0           127.0.0.1       InLoop0 


2.1.1.255/32       Direct  0   0           2.1.1.1         GE1/0 


2.2.2.2/32         O_INTRA 10  1           2.1.1.2         GE1/0 


3.1.1.0/24         O_INTRA 10  2           2.1.1.2         GE1/0 


3.2.1.0/24         O_INTRA 10  2           2.1.1.2         GE1/0 


3.3.1.0/24         O_INTRA 10  3           2.1.1.2         GE1/0 


3.3.3.3/32         O_INTRA 10  2           2.1.1.2         GE1/0 


4.1.1.0/24         Static  1   0           0.0.0.0         Tun4 


4.4.4.4/32         O_INTRA 10  3           2.1.1.2         GE1/0 


5.5.5.5/32         O_INTRA 10  2           2.1.1.2         GE1/0 


10.1.1.0/24        Direct  0   0           10.1.1.1        Tun4 


10.1.1.0/32        Direct  0   0           10.1.1.1        Tun4 


10.1.1.1/32        Direct  0   0           127.0.0.1       InLoop0 


10.1.1.255/32      Direct  0   0           10.1.1.1        Tun4 


127.0.0.0/8        Direct  0   0           127.0.0.1       InLoop0 


127.0.0.0/32       Direct  0   0           127.0.0.1       InLoop0 


127.0.0.1/32       Direct  0   0           127.0.0.1       InLoop0 


127.255.255.255/32 Direct  0   0           127.0.0.1       InLoop0 


224.0.0.0/4        Direct  0   0           0.0.0.0         NULL0 


224.0.0.0/24       Direct  0   0           0.0.0.0         NULL0 


255.255.255.255/32 Direct  0   0           127.0.0.1       InLoop0 
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Configuration files 
• Router A: 


# 


ospf 1 


 area 0.0.0.0 


  network 1.1.1.1 0.0.0.0 


  network 2.1.1.0 0.0.0.255 


  mpls te enable 


# 


 mpls lsr-id 1.1.1.1 


# 


mpls te 


# 


explicit-path pri-path 


 nexthop index 1 2.1.1.2 include strict 


 nexthop index 101 3.1.1.3 include strict 


 nexthop index 201 4.1.1.4 include strict 


 nexthop index 301 4.4.4.4 include strict 


# 


rsvp 


# 


interface LoopBack0 


 ip address 1.1.1.1 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 2.1.1.1 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


interface Tunnel4 mode mpls-te 


 ip address 10.1.1.1 255.255.255.0 


 mpls te bandwidth ct0 30000 


 mpls te path preference 1 explicit-path pri-path 


 mpls te fast-reroute 


 destination 4.4.4.4 


# 


ip route-static 4.1.1.0 24 Tunnel4 preference 1 


# 


• Router B: 
# 


ospf 1 


 area 0.0.0.0 
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  network 2.1.1.0 0.0.0.255 


  network 2.2.2.2 0.0.0.0 


  network 3.1.1.0 0.0.0.255 


  network 3.2.1.0 0.0.0.255 


  mpls te enable 


# 


 mpls lsr-id 2.2.2.2 


# 


mpls te 


  fast-reroute timer 5 


# 


explicit-path by-path 


 nexthop index 1 3.2.1.5 include strict 


 nexthop index 101 3.3.1.3 include strict 


 nexthop index 201 3.3.3.3 include strict 


# 


rsvp 


# 


interface LoopBack0 


 ip address 2.2.2.2 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 2.1.1.2 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 3.1.1.2 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 mpls te fast-reroute bypass-tunnel Tunnel5 


 rsvp enable 


 rsvp bfd enable 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 3.2.1.2 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 
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 rsvp enable 


# 


interface Tunnel5 mode mpls-te 


 ip address 11.1.1.1 255.255.255.0 


 mpls te bandwidth ct0 30000 


 mpls te path preference 1 explicit-path by-path 


 mpls te backup bandwidth un-limited 


 destination 3.3.3.3 


# 


• Router C: 
# 


ospf 1 


 area 0.0.0.0 


  network 3.1.1.0 0.0.0.255 


  network 3.3.1.0 0.0.0.255 


  network 3.3.3.3 0.0.0.0 


  network 4.1.1.0 0.0.0.255 


  mpls te enable 


# 


 mpls lsr-id 3.3.3.3 


# 


mpls te 


# 


rsvp 


# 


interface LoopBack0 


 ip address 3.3.3.3 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 4.1.1.3 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 3.1.1.3 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


 rsvp bfd enable 


# 


interface GigabitEthernet3/0 
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 port link-mode route 


 ip address 3.3.1.3 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


• Router D: 
# 


ospf 1 


 area 0.0.0.0 


  network 4.1.1.0 0.0.0.255 


  network 4.4.4.4 0.0.0.0 


  mpls te enable 


# 


 mpls lsr-id 4.4.4.4 


# 


mpls te 


# 


rsvp 


# 


interface LoopBack0 


 ip address 4.4.4.4 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 4.1.1.4 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


• Router E: 
# 


ospf 1 


 area 0.0.0.0 


  network 3.2.1.0 0.0.0.255 


  network 3.3.1.0 0.0.0.255 


  network 5.5.5.5 0.0.0.0 


  mpls te enable 


# 


 mpls lsr-id 5.5.5.5 


# 


mpls te 


# 


rsvp 
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# 


interface LoopBack0 


 ip address 5.5.5.5 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 3.2.1.5 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 3.3.1.5 255.255.255.0 


 mpls enable 


 mpls te enable 


 mpls te max-link-bandwidth 50000 


 mpls te max-reservable-bandwidth 40000 


 rsvp enable 


# 
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Introduction 
This document provides MPLS Operation, Administration, and Maintenance (OAM) configuration 
examples. 


MPLS OAM provides the following fault management tools for LSPs, MPLS TE tunnels, and MPLS PWs: 


• MPLS data plane connectivity verification. 


• MPLS data plane and control plane consistency verification. 


• Fault locating. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of MPLS OAM. 


Example: Configuring BFD for an LSP 


Network requirements 
As shown in Figure 1, a company has two branches that are connected to the MPLS backbone. It requires 
the MPLS backbone to establish LSPs for communication between the branches, and to provide high 
availability services for uninterrupted business between the branches. 


To meet the requirements: 


• Establish LSPs by using LDP. 


• Configure OSPF FRR on the MPLS backbone so LDP can establish a primary LSP and a backup LSP. 


• Configure BFD for the primary LSP. When the primary LSP fails, BFD can quickly detect the failure 
and notify LDP of the failure, so LDP can immediately switch traffic to the backup LSP. 
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Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
1. Configure IP addresses for interfaces: 


# Configure an IP address for GigabitEthernet 1/0 on PE 1. 
<PE1> system-view 


[PE1] interface gigabitethernet 1/0 


[PE1-GigabitEthernet1/0] ip address 12.12.12.1 24 


[PE1-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces, including the loopback interfaces, as shown 
in Figure 1. (Details not shown.) 


2. Configure OSPF to ensure IP connectivity within the MPLS backbone, and enable OSPF FRR: 


# Configure PE 1. 
[PE1] ospf 


[PE1-ospf-1] area 0 


[PE1-ospf-1-area-0.0.0.0] network 1.1.1.1 0.0.0.0 


[PE1-ospf-1-area-0.0.0.0] network 12.12.12.0 0.0.0.255 


[PE1-ospf-1-area-0.0.0.0] network 14.14.14.0 0.0.0.255 


[PE1-ospf-1-area-0.0.0.0] network 192.168.10.0 0.0.0.255 


[PE1-ospf-1-area-0.0.0.0] quit 


[PE1-ospf-1] fast-reroute lfa 


[PE1-ospf-1] quit 


# Configure P 1. 
[P1] ospf 
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[P1-ospf-1] area 0 


[P1-ospf-1-area-0.0.0.0] network 2.2.2.2 0.0.0.0 


[P1-ospf-1-area-0.0.0.0] network 12.12.12.0 0.0.0.255 


[P1-ospf-1-area-0.0.0.0] network 23.23.23.0 0.0.0.255 


[P1-ospf-1-area-0.0.0.0] quit 


[P1-ospf-1] quit 


# Configure PE 2. 
[PE2] ospf 


[PE2-ospf-1] area 0 


[PE2-ospf-1-area-0.0.0.0] network 3.3.3.3 0.0.0.0 


[PE2-ospf-1-area-0.0.0.0] network 23.23.23.0 0.0.0.255 


[PE2-ospf-1-area-0.0.0.0] network 34.34.34.0 0.0.0.255 


[PE2-ospf-1-area-0.0.0.0] network 192.168.20.0 0.0.0.255 


[PE2-ospf-1-area-0.0.0.0] quit 


[PE2-ospf-1] fast-reroute lfa 


[PE2-ospf-1] quit 


# Configure P 2. 
[P2] ospf 


[P2-ospf-1] area 0 


[P2-ospf-1-area-0.0.0.0] network 4.4.4.4 0.0.0.0 


[P2-ospf-1-area-0.0.0.0] network 14.14.14.0 0.0.0.255 


[P2-ospf-1-area-0.0.0.0] network 34.34.34.0 0.0.0.255 


[P2-ospf-1-area-0.0.0.0] quit 


[P2-ospf-1] quit 


# On P 2, set the OSPF cost on GigabitEthernet 1/0 and GigabitEthernet 2/0 to 10. This setting 
ensures that the backup LSP has a larger OSPF cost than the primary LSP, which uses the default 
cost of 1 (calculated according to the interface bandwidth). 
[P2] interface gigabitethernet 1/0 


[P2-GigabitEthernet1/0] ospf cost 10 


[P2-GigabitEthernet1/0] quit 


[P2] interface gigabitethernet 2/0 


[P2-GigabitEthernet2/0] ospf cost 10 


[P2-GigabitEthernet2/0] quit 


3. Configure basic MPLS and MPLS LDP: 


# Configure PE 1. 
[PE1] mpls lsr-id 1.1.1.1 


[PE1] mpls ldp 


[PE1-ldp] quit 


[PE1] interface gigabitethernet 1/0 


[PE1-GigabitEthernet1/0] mpls enable 


[PE1-GigabitEthernet1/0] mpls ldp enable 


[PE1-GigabitEthernet1/0] quit 


[PE1] interface gigabitethernet 2/0 


[PE1-GigabitEthernet2/0] mpls enable 


[PE1-GigabitEthernet2/0] mpls ldp enable 


[PE1-GigabitEthernet2/0] quit 


# Configure P 1. 
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[P1] mpls lsr-id 2.2.2.2 


[P1] mpls ldp 


[P1-ldp] quit 


[P1] interface gigabitethernet 1/0 


[P1-GigabitEthernet1/0] mpls enable 


[P1-GigabitEthernet1/0] mpls ldp enable 


[P1-GigabitEthernet1/0] quit 


[P1] interface gigabitethernet 2/0 


[P1-GigabitEthernet2/0] mpls enable 


[P1-GigabitEthernet2/0] mpls ldp enable 


[P1-GigabitEthernet2/0] quit 


# Configure PE 2. 
[PE2] mpls lsr-id 3.3.3.3 


[PE2] mpls ldp 


[PE2-ldp] quit 


[PE2] interface gigabitethernet 1/0 


[PE2-GigabitEthernet1/0] mpls enable 


[PE2-GigabitEthernet1/0] mpls ldp enable 


[PE2-GigabitEthernet1/0] quit 


[PE2] interface gigabitethernet 2/0 


[PE2-GigabitEthernet2/0] mpls enable 


[PE2-GigabitEthernet2/0] mpls ldp enable 


[PE2-GigabitEthernet2/0] quit 


# Configure P 2. 
[P2] mpls lsr-id 4.4.4.4 


[P2] mpls ldp 


[P2-ldp] quit 


[P2] interface gigabitethernet 1/0 


[P2-GigabitEthernet1/0] mpls enable 


[P2-GigabitEthernet1/0] mpls ldp enable 


[P2-GigabitEthernet1/0] quit 


[P2] interface gigabitethernet 2/0 


[P2-GigabitEthernet2/0] mpls enable 


[P2-GigabitEthernet2/0] mpls ldp enable 


[P2-GigabitEthernet2/0] quit 


# Verify that LDP sessions in Operational state have been established on each device. The 
following shows the output on PE 1. 
[PE1] display mpls ldp peer 


Total number of peers: 2 


Peer LDP ID             State         Role     GR   MD5  KA Sent/Rcvd 


2.2.2.2:0               Operational   Passive  Off  Off  55/55 


4.4.4.4:0               Operational   Passive  Off  Off  6/6 


4. Configure LSP generation policies to establish LSPs for destinations 192.168.10.0/24, 
192.168.20.0/24, 1.1.1.1/32, and 3.3.3.3/32: 


# On PE 1, create IP prefix list PE1, and configure LDP to use only the routes permitted by the prefix 
list to establish LSPs. 
[PE1] ip prefix-list PE1 index 10 permit 192.168.10.0 24 


[PE1] ip prefix-list PE1 index 20 permit 192.168.20.0 24 
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[PE1] ip prefix-list PE1 index 30 permit 1.1.1.1 32 


[PE1] ip prefix-list PE1 index 40 permit 3.3.3.3 32 


[PE1] mpls ldp 


[PE1-ldp] lsp-trigger prefix-list PE1 


[PE1-ldp] quit 


# On P 1, create IP prefix list P1, and configure LDP to use only the routes permitted by the prefix 
list to establish LSPs. 
[P1] ip prefix-list P1 index 10 permit 192.168.10.0 24 


[P1] ip prefix-list P1 index 20 permit 192.168.20.0 24 


[P1] ip prefix-list P1 index 30 permit 1.1.1.1 32 


[P1] ip prefix-list P1 index 40 permit 3.3.3.3 32 


[P1] mpls ldp 


[P1-ldp] lsp-trigger prefix-list P1 


[P1-ldp] quit 


# On PE 2, create IP prefix list PE2, and configure LDP to use only the routes permitted by the prefix 
list to establish LSPs. 
[PE2] ip prefix-list PE2 index 10 permit 192.168.10.0 24 


[PE2] ip prefix-list PE2 index 20 permit 192.168.20.0 24 


[PE2] ip prefix-list PE2 index 30 permit 1.1.1.1 32 


[PE2] ip prefix-list PE2 index 40 permit 3.3.3.3 32 


[PE2] mpls ldp 


[PE2-ldp] lsp-trigger prefix-list PE2 


[PE2-ldp] quit 


# On P 2, create IP prefix list P2, and configure LDP to use only the routes permitted by the prefix 
list to establish LSPs. 
[P2] ip prefix-list P2 index 10 permit 192.168.10.0 24 


[P2] ip prefix-list P2 index 20 permit 192.168.20.0 24 


[P2] ip prefix-list P2 index 30 permit 1.1.1.1 32 


[P2] ip prefix-list P2 index 40 permit 3.3.3.3 32 


[P2] mpls ldp 


[P2-ldp] lsp-trigger prefix-list P2 


[P2-ldp] quit 


# Verify that LSPs to destination 192.168.20.0/24 have been established on PE 1. 
[PE1] display mpls ldp lsp 


Status Flags: * - stale, L - liberal, B - backup 


FECs: 4           Ingress: 4           Transit: 4           Egress: 2 


 


FEC                In/Out Label        Nexthop         OutInterface 


1.1.1.1/32         3/- 


                   -/1151(L) 


                   -/1149(L) 


3.3.3.3/32         -/1150              12.12.12.2      GE1/0 


                   1150/1150           12.12.12.2      GE1/0 


                   -/1150(B)           14.14.14.4      GE2/0 


                   1150/1150(B)        14.14.14.4      GE2/0 


192.168.10.0/24    1148/- 


                   -/1148(L) 


                   -/1148(L) 
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192.168.20.0/24    -/1147              12.12.12.2      GE1/0 


                   1147/1147           12.12.12.2      GE1/0 


                   -/1147(B)           14.14.14.4      GE2/0 


                   1147/1147(B)        14.14.14.4      GE2/0 


5. Enable BFD for MPLS and use BFD to verify LSP connectivity: 


# Configure PE 1. 
[PE1] mpls bfd enable 


[PE1] mpls bfd 3.3.3.3 32 


# Configure PE 2. 
[PE2] mpls bfd enable 


[PE2] mpls bfd 1.1.1.1 32 


Verifying the configuration 
1. Display BFD information for LSPs on PE 1 and PE 2. The following shows the output on PE 1. 


[PE1] display mpls bfd 


Total number of sessions: 2, 2 up, 0 down, 0 init 


 


 FEC Type: LSP 


 FEC Info: 


   Destination: 1.1.1.1 


   Mask Length: 32 


 NHLFE ID: - 


 Local Discr: 514                    Remote Discr: 513 


 Source IP: 1.1.1.1                  Destination IP: 3.3.3.3 


 Session State: Up                   Session Role: Active 


 Template Name: - 


 


 FEC Type: LSP 


 FEC Info: 


   Destination: 3.3.3.3 


   Mask Length: 32 


 NHLFE ID: 1028 


 Local Discr: 513                    Remote Discr: 514 


 Source IP: 1.1.1.1                  Destination IP: 127.0.0.1 


 Session State: Up                   Session Role: Passive 


 Template Name: - 


2. Execute the tracert mpls ipv4 command on PE 1. The output shows that the primary LSP is in use. 
 


 NOTE: 


Before you use the tracert feature, enable sending ICMP time exceeded messages on intermediate 
devices, and enable sending ICMP destination unreachable messages on the destination device. 


 


<PE1> tracert mpls -a 192.168.10.1 ipv4 192.168.20.0 24 


MPLS trace route FEC 192.168.20.0/24 


  TTL   Replier            Time    Type      Downstream 


  0                                Ingress   12.12.12.2/[1141] 
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  1     12.12.12.2         2 ms    Transit   23.23.23.3/[1141] 


  2     23.23.23.3         2 ms    Egress 


3. Verify that the ping operation from PE 1 to PE 2 will not fail after GigabitEthernet 1/0 on P 1 is shut 
down during the ping operation: 


# Ping PE 2 from PE 1. 
<PE1> ping -c 100000 -a 192.168.10.1 192.168.20.1 


Ping 192.168.20.1 (192.168.20.1) from 192.168.10.1: 56 data bytes, press CTRL_C 


to break 


56 bytes from 192.168.20.1: icmp_seq=0 ttl=254 time=2.576 ms 


56 bytes from 192.168.20.1: icmp_seq=1 ttl=254 time=1.996 ms 


… 


# Shut down GigabitEthernet 1/0 on P 1. 
[P1] interface gigabitethernet1/0 


[P1-GigabitEthernet1/0] shutdown 


# View the ping command output. The output shows that the communication was interrupted, and 
then immediately resumed. 
<PE1> ping -c 100000 -a 192.168.10.1 192.168.20.1 


Ping 192.168.20.1 (192.168.20.1) from 192.168.10.1: 56 data bytes, press CTRL_C 


to break 


56 bytes from 192.168.20.1: icmp_seq=0 ttl=254 time=2.576 ms 


56 bytes from 192.168.20.1: icmp_seq=1 ttl=254 time=1.996 ms 


… 


56 bytes from 192.168.20.1: icmp_seq=7 ttl=254 time=2.214 ms 


Request time out 


56 bytes from 192.168.20.1: icmp_seq=9 ttl=254 time=2.659 ms 


56 bytes from 192.168.20.1: icmp_seq=10 ttl=254 time=5.049 ms 


56 bytes from 192.168.20.1: icmp_seq=11 ttl=254 time=2.098 ms 


56 bytes from 192.168.20.1: icmp_seq=12 ttl=254 time=2.225 ms 


56 bytes from 192.168.20.1: icmp_seq=13 ttl=254 time=2.187 ms 


 


--- Ping statistics for 192.168.20.1 --- 


14 packet(s) transmitted, 13 packet(s) received, 7.1% packet loss 


round-trip min/avg/max/std-dev = 1.990/2.455/5.049/0.772 ms 


4. Execute the tracert mpls ipv4 command on PE 1. The output shows that the backup LSP is in use. 
<PE1> tracert mpls -a 192.168.10.1 ipv4 192.168.20.0 24 


MPLS trace route FEC 192.168.20.0/24 


  TTL   Replier            Time    Type      Downstream 


  0                                Ingress   14.14.14.4/[1133] 


  1     14.14.14.4         2 ms    Transit   34.34.34.3/[1141] 


  2     34.34.34.3         2 ms    Egress 


Configuration files 
• PE 1: 


# 


ospf 1 


 fast-reroute lfa 
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 area 0.0.0.0 


  network 1.1.1.1 0.0.0.0 


  network 12.12.12.0 0.0.0.255 


  network 14.14.14.0 0.0.0.255 


  network 192.168.10.0 0.0.0.255 


# 


 mpls lsr-id 1.1.1.1 


# 


mpls ldp 


 lsp-trigger prefix-list PE1 


# 


 mpls bfd enable 


# 


interface LoopBack0 


 ip address 1.1.1.1 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 12.12.12.1 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 14.14.14.1 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 192.168.10.1 255.255.255.0 


# 


 ip prefix-list PE1 index 10 permit 192.168.10.0 24 


 ip prefix-list PE1 index 20 permit 192.168.20.0 24 


 ip prefix-list PE1 index 30 permit 1.1.1.1 32 


 ip prefix-list PE1 index 40 permit 3.3.3.3 32 


# 


 mpls bfd 3.3.3.3 32 


# 


• PE 2: 
# 


ospf 1 


 fast-reroute lfa 


 area 0.0.0.0 


  network 3.3.3.3 0.0.0.0 


  network 23.23.23.0 0.0.0.255 


  network 34.34.34.0 0.0.0.255 


  network 192.168.20.0 0.0.0.255 
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# 


 mpls lsr-id 3.3.3.3 


# 


mpls ldp 


 lsp-trigger prefix-list PE2 


# 


 mpls bfd enable 


# 


interface LoopBack0 


 ip address 3.3.3.3 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 34.34.34.3 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 23.23.23.3 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 192.168.20.1 255.255.255.0 


# 


 ip prefix-list PE2 index 10 permit 192.168.10.0 24 


 ip prefix-list PE2 index 20 permit 192.168.20.0 24 


 ip prefix-list PE2 index 30 permit 1.1.1.1 32 


 ip prefix-list PE2 index 40 permit 3.3.3.3 32 


# 


 mpls bfd 1.1.1.1 32 


# 


• P 1: 
# 


ospf 1 


 area 0.0.0.0 


  network 2.2.2.2 0.0.0.0 


  network 12.12.12.0 0.0.0.255 


  network 23.23.23.0 0.0.0.255 


# 


 mpls lsr-id 2.2.2.2 


# 


mpls ldp 


 lsp-trigger prefix-list P1 


# 


interface LoopBack0 
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 ip address 2.2.2.2 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 12.12.12.2 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 23.23.23.2 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


 ip prefix-list P1 index 10 permit 192.168.10.0 24 


 ip prefix-list P1 index 20 permit 192.168.20.0 24 


 ip prefix-list P1 index 30 permit 1.1.1.1 32 


 ip prefix-list P1 index 40 permit 3.3.3.3 32 


# 


• P 2: 
# 


ospf 1 


 area 0.0.0.0 


  network 4.4.4.4 0.0.0.0 


  network 14.14.14.0 0.0.0.255 


  network 34.34.34.0 0.0.0.255 


# 


 mpls lsr-id 4.4.4.4 


# 


mpls ldp 


 lsp-trigger prefix-list P2 


# 


interface LoopBack0 


 ip address 4.4.4.4 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 34.34.34.4 255.255.255.0 


 ospf cost 10 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 14.14.14.4 255.255.255.0 


 ospf cost 10 


 mpls enable 


 mpls ldp enable 
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# 


 ip prefix-list P2 index 10 permit 192.168.10.0 24 


 ip prefix-list P2 index 20 permit 192.168.20.0 24 


 ip prefix-list P2 index 30 permit 1.1.1.1 32 


 ip prefix-list P2 index 40 permit 3.3.3.3 32 


# 


Example: Configuring BFD for an MPLS TE 
tunnel 


Network requirements 
As shown in Figure 2, a company has two branches that are connected to the MPLS backbone. It requires 
the MPLS backbone to establish an MPLS TE tunnel for communication between the branches, and to 
provide high availability services for uninterrupted business between the branches. 


To meet the requirements: 


• Use RSVP-TE to establish an MPLS TE tunnel between Router A and Router C. 


• Configure CRLSP backup for the MPLS TE tunnel to simultaneously establish a primary CRLSP 
(CR-LSP 1) and a backup CRLSP (CR-LSP 2). 


• Configure BFD for the MPLS TE tunnel. When the primary CRLSP fails, BFD can quickly detect the 
failure and notify RSVP of the failure, so RSVP can immediately switch traffic to the backup CRLSP. 


Figure 2 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 
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Configuration restrictions and guidelines 
When you configure BFD for an MPLS TE tunnel, follow these restrictions and guidelines: 


• OSPF TE uses Type-10 opaque LSAs to carry the TE attributes for a link. Before you configure OSPF 
TE, you must enable opaque LSA advertisement and reception by using the opaque-capability 
enable command. 


• MPLS TE cannot reserve resources and distribute labels for an OSPF virtual link. Make sure no 
virtual link exists in an OSPF area before you configure MPLS TE. 


Configuration procedures 
1. Configure IP addresses for interfaces: 


# Configure an IP address for GigabitEthernet 1/0 on Router A. 
<RouterA> system-view 


[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] ip address 12.12.12.1 24 


[RouterA-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces, including the loopback interfaces, as shown 
in Figure 2. (Details not shown.) 


2. Configure an LSR ID, and enable MPLS, MPLS TE, and RSVP-TE: 


# Configure Router A. 
[RouterA] mpls lsr-id 1.1.1.1 


[RouterA] mpls te 


[RouterA-te] quit 


[RouterA] rsvp 


[RouterA-rsvp] quit 


[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] mpls enable 


[RouterA-GigabitEthernet1/0] mpls te enable 


[RouterA-GigabitEthernet1/0] rsvp enable 


[RouterA-GigabitEthernet1/0] quit 


[RouterA] interface gigabitethernet 2/0 


[RouterA-GigabitEthernet2/0] mpls enable 


[RouterA-GigabitEthernet2/0] mpls te enable 


[RouterA-GigabitEthernet2/0] rsvp enable 


[RouterA-GigabitEthernet2/0] quit 


# Configure Router B, Router C, and Router D in the same way that Router A is configured. (Details 
not shown.) 


3. Configure OSPF to ensure IP connectivity within the MPLS backbone, enable opaque LSA 
advertisement and reception, and enable MPLS TE for OSPF area 0: 


# Configure Router A. 
[RouterA] ospf 


[RouterA-ospf-1] opaque-capability enable 


[RouterA-ospf-1] area 0 


[RouterA-ospf-1-area-0.0.0.0] mpls te enable 
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[RouterA-ospf-1-area-0.0.0.0] network 1.1.1.1 0.0.0.0 


[RouterA-ospf-1-area-0.0.0.0] network 12.12.12.0 0.0.0.255 


[RouterA-ospf-1-area-0.0.0.0] network 14.14.14.0 0.0.0.255 


[RouterA-ospf-1-area-0.0.0.0] network 192.168.10.0 0.0.0.255 


[RouterA-ospf-1-area-0.0.0.0] quit 


[RouterA-ospf-1] quit 


# Configure Router B. 
[RouterB] ospf 


[RouterB-ospf-1] opaque-capability enable 


[RouterB-ospf-1] area 0 


[RouterB-ospf-1-area-0.0.0.0] mpls te enable 


[RouterB-ospf-1-area-0.0.0.0] network 2.2.2.2 0.0.0.0 


[RouterB-ospf-1-area-0.0.0.0] network 12.12.12.0 0.0.0.255 


[RouterB-ospf-1-area-0.0.0.0] network 23.23.23.0 0.0.0.255 


[RouterB-ospf-1-area-0.0.0.0] quit 


[RouterB-ospf-1] quit 


# Configure Router C. 
[RouterC] ospf 


[RouterC-ospf-1] opaque-capability enable 


[RouterC ospf-1] area 0 


[RouterC-ospf-1-area-0.0.0.0] mpls te enable 


[RouterC-ospf-1-area-0.0.0.0] network 3.3.3.3 0.0.0.0 


[RouterC ospf-1-area-0.0.0.0] network 23.23.23.0 0.0.0.255 


[RouterC ospf-1-area-0.0.0.0] network 34.34.34..0 0.0.0.255 


[RouterC ospf-1-area-0.0.0.0] network 192.168.20.0 0.0.0.255 


[RouterC ospf-1-area-0.0.0.0] quit 


[RouterC ospf-1] quit 


# Configure Router D. 
[RouterD] ospf 


[RouterD-ospf-1] opaque-capability enable 


[RouterD-ospf-1] area 0 


[RouterC-ospf-1-area-0.0.0.0] mpls te enable 


[RouterD-ospf-1-area-0.0.0.0] network 4.4.4.4 0.0.0.0 


[RouterD-ospf-1-area-0.0.0.0] network 14.14.14.0 0.0.0.255 


[RouterD-ospf-1-area-0.0.0.0] network 34.34.34.0 0.0.0.255 


[RouterD-ospf-1-area-0.0.0.0] quit 


[RouterD-ospf-1] quit 


4. Configure an MPLS TE tunnel: 


# On Router A, configure MPLS TE tunnel interface Tunnel 3, and specify the tunnel destination 
address as the LSR ID of Router C. 
[RouterA] interface tunnel 3 mode mpls-te 


[RouterA-Tunnel3] ip address 9.1.1.1 255.255.255.0 


[RouterA-Tunnel3] destination 3.3.3.3 


# Configure MPLS TE to use RSVP-TE to establish the tunnel, and enable CRLSP hot backup for the 
tunnel. 
[RouterA-Tunnel3] mpls te signaling rsvp-te 


[RouterA-Tunnel3] mpls te backup hot-standby 
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[RouterA-Tunnel3] quit 


# Configure explicit paths for the MPLS TE tunnel. 
[RouterA] explicit-path cr-lsp1 


[RouterA-explicit-path-cr-lsp1] nexthop 12.12.12.2 


[RouterA-explicit-path-cr-lsp1] quit 


[RouterA]explicit-path cr-lsp2 


[RouterA-explicit-path-cr-lsp2] nexthop 14.14.14.4 


[RouterA-explicit-path-cr-lsp2]quit 


# Set the preference for CR-LSP 1 to 1 and for CR-LSP 2 to 2. 
[RouterA] interface tunnel 3 


[RouterA-Tunnel3] mpls te path preference 1 explicit-path cr-lsp1 


[RouterA-Tunnel3] mpls te path preference 2 explicit-path cr-lsp2 


[RouterA-Tunnel3] quit 


# On Router C, configure MPLS TE tunnel interface Tunnel 3, and specify the tunnel destination 
address as the LSR ID of Router A. 
[RouterC] interface tunnel 3 mode mpls-te 


[RouterC-Tunnel3] ip address 9.3.3.3 255.255.255.0 


[RouterC-Tunnel3] destination 1.1.1.1 


# Configure MPLS TE to use RSVP-TE to establish the tunnel, and enable CRLSP hot backup for the 
tunnel. 
[RouterC-Tunnel3] mpls te signaling rsvp-te 


[RouterC-Tunnel3] mpls te backup hot-standby 


[RouterC-Tunnel3] quit 


# Configure explicit paths for the MPLS TE tunnel. 
[RouterC] explicit-path cr-lsp1 


[RouterC-explicit-path-cr-lsp1] nexthop 23.23.23.2 


[RouterC-explicit-path-cr-lsp1] quit 


[RouterC]explicit-path cr-lsp2 


[RouterC-explicit-path-cr-lsp2] nexthop 34.34.34.4 


[RouterC-explicit-path-cr-lsp2]quit 


# Set the preference for CR-LSP 1 to 1 and for CR-LSP 2 to 2. 
[RouterC] interface tunnel 3 


[RouterC-Tunnel3] mpls te path preference 1 explicit-path cr-lsp1 


[RouterC-Tunnel3] mpls te path preference 2 explicit-path cr-lsp2 


[RouterC-Tunnel3] quit 


5. Configure static routing to direct traffic to the MPLS TE tunnel: 


# Configure a static route on Router A to direct the traffic destined for subnet 192.168.20.0/24 
to MPLS TE Tunnel 3. 
[RouterA] ip route-static 192.168.20.0 24 tunnel 3 preference 1 


# Configure a static route on Router C to direct the traffic destined for subnet 192.168.10.0/24 
to MPLS TE Tunnel 3. 
[RouterC] ip route-static 192.168.10.0 24 tunnel 3 preference 1 


6. Enable BFD for MPLS and use BFD to verify MPLS TE tunnel connectivity: 


# Configure Router A. 
[RouterA] mpls bfd enable 


[RouterA] interface tunnel 3 
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[RouterA-Tunnel3] mpls bfd 


[RouterA-Tunnel3] quit 


# Configure Router C. 
[RouterC] mpls bfd enable 


[RouterC] interface tunnel 3 


[RouterC-Tunnel3] mpls bfd 


[RouterC-Tunnel3] quit 


Verifying the configuration 
1. Execute the display interface tunnel command on Router A. The output shows that the tunnel 


interface Tunnel 3 is up. 
<RouterA> display interface tunnel 


Tunnel3 


Current state: UP 


Line protocol state: UP 


Description: Tunnel3 Interface 


Bandwidth: 64kbps 


Maximum Transmit Unit: 1496 


Internet Address is 9.1.1.1/24 Primary 


Tunnel source unknown, destination 3.3.3.3 


Tunnel TTL 255 


Tunnel protocol/transport CR_LSP 


Last clearing of counters: Never 


Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec 


Input: 0 packets, 0 bytes, 0 drops 


Output: 0 packets, 0 bytes, 0 drops 


2. Execute the tracert mpls te command Router A. The output shows that CR-LSP 1 is in use. 
 


 NOTE: 


Before you use the tracert feature, enable sending ICMP time exceeded messages on intermediate 
devices, and enable sending ICMP destination unreachable messages on the destination device. 


 


<RouterA> tracert mpls te Tunnel 3 


MPLS trace route TE tunnel Tunnel3 


  TTL   Replier            Time    Type      Downstream 


  0                                Ingress   12.12.12.2/[1140] 


  1     12.12.12.2         30 ms   Transit   23.23.23.3/[3] 


  2     23.23.23.3         2 ms    Egress 


3. Display BFD information for the MPLS TE tunnel on Router A. The output shows that the BFD 
sessions for the primary CRLSP and the backup CRLSP are up. 
<RouterA> display mpls bfd te tunnel 3 


 Total number of sessions: 2, 2 up, 0 down, 0 init 


 


 FEC Type: TE Tunnel 


 FEC Info: 


   Send Addr: 1.1.1.1 
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   End  Addr: 3.3.3.3 


   Tunnel ID: 3 


   LSP ID   : 6681 


 NHLFE ID: 1037 


 Local Discr: 513                    Remote Discr: 513 


 Source IP: 1.1.1.1                  Destination IP: 127.0.0.1 


 Session State: Up                   Session Role: Passive 


 Template Name: - 


 


 FEC Type: TE Tunnel 


 FEC Info: 


   Send Addr: 1.1.1.1 


   End  Addr: 3.3.3.3 


   Tunnel ID: 3 


   LSP ID   : 6682 


 NHLFE ID: 1039 


 Local Discr: 514                    Remote Discr: 514 


 Source IP: 1.1.1.1                  Destination IP: 127.0.0.2 


 Session State: Up                   Session Role: Passive 


 Template Name: - 


4. Verify that the ping operation from Router A to Router C will not fail after GigabitEthernet 1/0 on 
Router B is shut down during the ping operation: 


# Ping Router C from Router A. 
<RouterA> ping -c 10000 -a 192.168.10.1 192.168.20.1 


Ping 192.168.20.1 (192.168.20.1) from 192.168.10.1: 56 data bytes, press CTRL_C 


to break 


56 bytes from 192.168.20.1: icmp_seq=0 ttl=254 time=3.443 ms 


56 bytes from 192.168.20.1: icmp_seq=1 ttl=254 time=2.835 ms 


… 


# Shut down GigabitEthernet 1/0 on Router B. 
[RouterB] interface gigabitethernet1/0 


[RouterB-GigabitEthernet1/0] shutdown 


# View the ping command output. The output shows that the communication was interrupted, and 
then immediately resumed. 
<RouterA> ping -c 10000 -a 192.168.10.1 192.168.20.1 


Ping 192.168.20.1 (192.168.20.1) from 192.168.10.1: 56 data bytes, press CTRL_C 


to break 


56 bytes from 192.168.20.1: icmp_seq=0 ttl=254 time=3.443 ms 


56 bytes from 192.168.20.1: icmp_seq=1 ttl=254 time=2.835 ms 


… 


56 bytes from 192.168.20.1: icmp_seq=22 ttl=254 time=3.503 ms 


Request time out 


56 bytes from 192.168.20.1: icmp_seq=24 ttl=254 time=2.434 ms 


56 bytes from 192.168.20.1: icmp_seq=25 ttl=254 time=3.196 ms 


56 bytes from 192.168.20.1: icmp_seq=26 ttl=254 time=3.592 ms 


56 bytes from 192.168.20.1: icmp_seq=27 ttl=254 time=2.305 ms 


56 bytes from 192.168.20.1: icmp_seq=28 ttl=254 time=2.139 ms 
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--- Ping statistics for 192.168.20.1 --- 


29 packet(s) transmitted, 28 packet(s) received, 3.4% packet loss 


round-trip min/avg/max/std-dev = 2.076/2.701/3.921/0.609 ms 


5. Verify that traffic is switched to the backup CRLSP: 


# Execute the tracert mpls te command on Router A. The output shows that CR-LSP 2 is in use. 
<RouterA> tracert mpls te Tunnel 3 


MPLS trace route TE tunnel Tunnel3 


  TTL   Replier            Time    Type      Downstream 


  0                                Ingress   14.14.14.4/[1142] 


  1     14.14.14.4         198 ms  Transit   34.34.34.3/[3] 


  2     34.34.34.3         7 ms    Egress 


# Display BFD information for CR-LSP 2 on Router A. 
<RouterA> display mpls bfd te tunnel 3 


 Total number of sessions: 1, 1 up, 0 down, 0 init 


 


 FEC Type: TE Tunnel 


 FEC Info: 


   Send Addr: 1.1.1.1 


   End  Addr: 3.3.3.3 


   Tunnel ID: 3 


   LSP ID   : 6682 


 NHLFE ID: 1039 


 Local Discr: 514                    Remote Discr: 514 


 Source IP: 1.1.1.1                  Destination IP: 127.0.0.2 


 Session State: Up                   Session Role: Passive 


 Template Name: - 


Configuration files 
• Router A: 


# 


ospf 1 


 area 0.0.0.0 


  network 1.1.1.1 0.0.0.0 


  network 12.12.12.0 0.0.0.255 


  network 14.14.14.0 0.0.0.255 


  network 192.168.10.0 0.0.0.255 


  mpls te enable 


# 


 mpls lsr-id 1.1.1.1 


# 


mpls te 


# 


explicit-path cr-lsp1 


 nexthop index 1 12.12.12.2 include strict 


# 


explicit-path cr-lsp2 
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 nexthop index 1 14.14.14.4 include strict 


# 


rsvp 


# 


 mpls bfd enable 


# 


interface LoopBack0 


 ip address 1.1.1.1 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 12.12.12.1 255.255.255.0 


 mpls enable 


 mpls te enable 


 rsvp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 14.14.14.1 255.255.255.0 


 mpls enable 


 mpls te enable 


 rsvp enable 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 192.168.10.1 255.255.255.0 


# 


interface Tunnel3 mode mpls-te 


 ip address 9.1.1.1 255.255.255.0 


 mpls te path preference 1 explicit-path cr-lsp1 


 mpls te path preference 2 explicit-path cr-lsp2 


 mpls te backup hot-standby 


 mpls bfd 


 destination 3.3.3.3 


# 


 ip route-static 192.168.20.0 24 Tunnel3 preference 1 


# 


• Router B: 
# 


ospf 1 


 area 0.0.0.0 


  network 2.2.2.2 0.0.0.0 


  network 12.12.12.0 0.0.0.255 


  network 23.23.23.0 0.0.0.255 


  mpls te enable 


# 


 mpls lsr-id 2.2.2.2 


# 
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mpls te 


# 


rsvp 


# 


interface LoopBack0 


 ip address 2.2.2.2 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 12.12.12.2 255.255.255.0 


 mpls enable 


 mpls te enable 


 rsvp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 23.23.23.2 255.255.255.0 


 mpls enable 


 mpls te enable 


 rsvp enable 


# 


• Router C: 
# 


ospf 1 


 area 0.0.0.0 


  network 3.3.3.3 0.0.0.0 


  network 23.23.23.0 0.0.0.255 


  network 34.34.34.0 0.0.0.255 


  network 192.168.20.0 0.0.0.255 


  mpls te enable 


# 


 mpls lsr-id 3.3.3.3 


# 


mpls te 


# 


explicit-path cr-lsp1 


 nexthop index 1 23.23.23.2 include strict 


# 


explicit-path cr-lsp2 


 nexthop index 1 34.34.34.4 include strict 


# 


rsvp 


# 


 mpls bfd enable 


# 


interface LoopBack0 


 ip address 3.3.3.3 255.255.255.255 


# 







20 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 34.34.34.3 255.255.255.0 


 mpls enable 


 mpls te enable 


 rsvp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 23.23.23.3 255.255.255.0 


 mpls enable 


 mpls te enable 


 rsvp enable 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 192.168.20.1 255.255.255.0 


# 


interface Tunnel3 mode mpls-te 


 ip address 9.3.3.3 255.255.255.0 


 mpls te path preference 1 explicit-path cr-lsp1 


 mpls te path preference 2 explicit-path cr-lsp2 


 mpls te backup hot-standby 


 mpls bfd 


 destination 1.1.1.1 


# 


 ip route-static 192.168.10.0 24 Tunnel3 preference 1 


# 


• Router D: 
# 


ospf 1 


 area 0.0.0.0 


  network 4.4.4.4 0.0.0.0 


  network 14.14.14.0 0.0.0.255 


  network 34.34.34.0 0.0.0.255 


  mpls te enable 


# 


 mpls lsr-id 4.4.4.4 


# 


mpls te 


# 


rsvp 


# 


interface LoopBack0 


 ip address 4.4.4.4 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 







21 


 ip address 34.34.34.4 255.255.255.0 


 mpls enable 


 mpls te enable 


 rsvp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 14.14.14.4 255.255.255.0 


 mpls enable 


 mpls te enable 


 rsvp enable 


# 


Related documentation 
• HP VSR1000 Virtual Services Router MPLS Command Reference 


• HP VSR1000 Virtual Services Router MPLS Configuration Guide 
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Introduction 
This document provides routing policy configuration examples. 


Routing policies control routing paths by filtering and modifying routing information. Routing policies can 
filter advertised, received, and redistributed routes, and modify attributes for specific routes. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of routing polices. 


Example: Configuring routing polices 


Network requirements 
As shown in Figure 1, a company's two departments reside in different ASs. Device A and Device F are 
the egress devices of the two departments. OSPF is the IGP protocol in AS 100. 


• Configure BGP to make the two departments reachable to each other. 


• Configure routing polices to specify the link Device B<—>Device C<—>Device D as the primary 
link to forward traffic between Device A and Device F. When the primary link fails, the link Device 
B<—>Device E<—>Device D forwards the traffic. 


Figure 1 Network diagram 
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Table 1 Interface and IP address assignment 


Device Interface IP address Device Interface IP address 


Device A GE1/0 120.1.0.1/24 Device D GE1/0 10.2.0.101/24 


Device B GE1/0 10.1.0.101/24  GE2/0 13.1.1.101/24 


 GE2/0 192.168.0.101/24  GE3/0 120.2.0.2/24 


 GE3/0 120.1.0.2/24 Device E GE1/0 192.168.0.102/24 


Device C GE1/0 10.1.0.102/24  GE2/0 13.1.1.102/24 


 GE2/0 10.2.0.102/24 Device F GE1/0 120.2.0.1/24 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Configure the link Device B<—>Device C<—>Device D as the primary link: 


 On Device B, set the local preference to 200 for the path Device D—>Device C—>Device B. 
The path Device D—>Device E—>Device B uses the default local preference 100. 


 On Device D, set the local preference to 200 for the path Device B—>Device C—>Device D. 
The path Device B—>Device E—>Device D uses the default local preference 100. 


• Set a higher preference for IBGP routes to ensure that IBGP routes rather than OSPF external routes 
are used in AS 100. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring IP addresses 
# Configure an IP address for GigabitEthernet 1/0. 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 120.1.0.1 24 


[DeviceA-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


Configuring OSPF 
# Configure Device B. 
<DeviceB> system-view 


[DeviceB] ospf 


[DeviceB-ospf-1] import-route direct 
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[DeviceB-ospf-1] area 0 


[DeviceB-ospf-1-area-0.0.0.0] network 10.1.0.0 0.0.0.255 


[DeviceB-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255 


[DeviceB-ospf-1-area-0.0.0.0] quit 


[DeviceB-ospf-1] quit 


# Configure Device C. 
<DeviceC> system-view 


[DeviceC] ospf 


[DeviceC-ospf-1] area 0 


[DeviceC-ospf-1-area-0.0.0.0] network 10.1.0.0 0.0.0.255 


[DeviceC-ospf-1-area-0.0.0.0] network 10.2.0.0 0.0.0.255 


[DeviceC-ospf-1-area-0.0.0.0] quit 


[DeviceC-ospf-1] quit 


# Configure Device D. 
<DeviceD> system-view 


[DeviceD] ospf 


[DeviceD-ospf-1] import-route direct 


[DeviceD-ospf-1] area 0 


[DeviceD-ospf-1-area-0.0.0.0] network 10.2.0.0 0.0.0.255 


[DeviceD-ospf-1-area-0.0.0.0] network 13.1.1.0 0.0.0.255 


[DeviceD-ospf-1-area-0.0.0.0] quit 


[DeviceD-ospf-1] quit 


# Configure Device E. 
<DeviceE> system-view 


[DeviceE] ospf 


[DeviceE-ospf-1] area 0 


[DeviceE-ospf-1-area-0.0.0.0] network 13.1.1.0 0.0.0.255 


[DeviceE-ospf-1-area-0.0.0.0] network 192.168.0.0 0.0.0.255 


[DeviceE-ospf-1-area-0.0.0.0] quit 


[DeviceE-ospf-1] quit 


Configuring BGP 
1. Configure Device A: 


# Enable BGP, set the local AS number to 200, and set the router ID for BGP to 1.1.1.1. 
<DeviceA> system-view 


[DeviceA] bgp 200 


[DeviceA-bgp] router-id 1.1.1.1 


# Establish an EBGP connection with Device B. 
[DeviceA-bgp] peer 120.1.0.2 as-number 100 


# Create the BGP IPv4 unicast address family and enter its view. 
[DeviceA-bgp] address-family ipv4 unicast 


# Enable Device A to exchange IPv4 unicast routing information with peer 120.1.0.2. 
[DeviceA-bgp-ipv4] peer 120.1.0.2 enable 


# Inject network 120.1.0.0/24 to the BGP routing table. 
[DeviceA-bgp-ipv4] network 120.1.0.0 255.255.255.0 
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[DeviceA-bgp-ipv4] quit 


[DeviceA-bgp] quit 


2. Configure Device B: 


# Enable BGP, set the local AS number to 100, and set the router ID for BGP to 2.2.2.2. 
<DeviceB> system-view 


[DeviceB] bgp 100 


[DeviceB-bgp] router-id 2.2.2.2 


# Establish an EBGP connection with Device A. 
[DeviceB-bgp] peer 120.1.0.1 as-number 200 


# Establish IBGP connections with Device D. 
[DeviceB-bgp] peer 10.2.0.101 as-number 100 


[DeviceB-bgp] peer 13.1.1.101 as-number 100 


# Create the BGP IPv4 unicast address family and enter its view. 
[DeviceB-bgp] address-family ipv4 unicast 


# Enable Device B to exchange IPv4 unicast routing information with peer 10.2.0.101. 
[DeviceB-bgp-ipv4] peer 10.2.0.101 enable 


# Specify Device B as the next hop for routes sent to peer 10.2.0.101. 
[DeviceB-bgp-ipv4] peer 10.2.0.101 next-hop-local 


# Enable Device B to exchange IPv4 unicast routing information with peer 13.1.1.101. 
[DeviceB-bgp-ipv4] peer 13.1.1.101 enable 


# Specify Device B as the next hop for routes sent to peer 13.1.1.101. 
[DeviceB-bgp-ipv4] peer 13.1.1.101 next-hop-local 


# Enable Device B to exchange IPv4 unicast routing information with peer 120.1.0.1. 
[DeviceB-bgp-ipv4] peer 120.1.0.1 enable 


[DeviceB-bgp-ipv4] quit 


[DeviceB-bgp] quit 


3. Configure Device D: 


# Enable BGP, set the local AS number to 100, and set the router ID for BGP to 4.4.4.4. 
<DeviceD> system-view 


[DeviceD] bgp 100 


[DeviceD-bgp] router-id 4.4.4.4 


# Establish IBGP connections with Device B. 
[DeviceD-bgp] peer 10.1.0.101 as-number 100 


[DeviceD-bgp] peer 192.168.0.101 as-number 100 


# Establish an EBGP connection with Device F. 
[DeviceD-bgp] peer 120.2.0.1 as-number 300 


# Create the BGP IPv4 unicast address family and enter its view. 
[DeviceD-bgp] address-family ipv4 unicast 


# Enable Device D to exchange IPv4 unicast routing information with peer 10.1.0.101. 
[DeviceD-bgp-ipv4] peer 10.1.0.101 enable 


# Specify Device D as the next hop for routes sent to peer 10.1.0.101. 
[DeviceD-bgp-ipv4] peer 10.1.0.101 next-hop-local 


# Enable Device D to exchange IPv4 unicast routing information with peer 192.168.0.101. 
[DeviceD-bgp-ipv4] peer 192.168.0.101 enable 
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# Specify Device D as the next hop for routes sent to peer 192.168.0.101. 
[DeviceD-bgp-ipv4] peer 192.168.0.101 next-hop-local 


# Enable Device D to exchange IPv4 unicast routing information with peer 120.2.0.1. 
[DeviceD-bgp-ipv4] peer 120.2.0.1 enable 


[DeviceD-bgp-ipv4] quit 


[DeviceD-bgp] quit 


4. Configure Device F: 


# Enable BGP, set the local AS number to 300, and set the router ID for BGP to 6.6.6.6. 
<DeviceF> system-view 


[DeviceF] bgp 300 


[DeviceF-bgp] router-id 6.6.6.6 


# Establish an EBGP connection with Device D. 
[DeviceF-bgp] peer 120.2.0.2 as-number 100 


# Create the BGP IPv4 unicast address family and enter its view. 
[DeviceF-bgp] address-family ipv4 unicast 


# Inject network 120.2.0.0/24 to the BGP routing table. 
[DeviceF-bgp-ipv4] network 120.2.0.0 255.255.255.0 


# Enable Device F to exchange IPv4 unicast routing information with peer 120.2.0.2. 
[DeviceF-bgp-ipv4] peer 120.2.0.2 enable 


[DeviceF-bgp-ipv4] quit 


[DeviceF-bgp] quit 


5. Verify BGP peer information on Device B. 
[DeviceB] display bgp peer ipv4 


 


 BGP local router ID: 2.2.2.2 


 Local AS number: 100 


 Total number of peers: 3                  Peers in established state: 3 


 


  Peer                    AS  MsgRcvd  MsgSent OutQ PrefRcv Up/Down  State 


 


  10.2.0.101             100        6        4    0       1 00:00:56 Established 


  13.1.1.101             100        6        5    0       1 00:00:56 Established 


  120.1.0.1              200        6        5    0       1 00:00:56 Established 


The output shows that Device B has established two IBGP connections with Device D, and an EBGP 
connection with Device A. The connections are all in Established state. 


6. Test the network connectivity between Device A and Device F. 
[DeviceA] ping 120.2.0.1 


Ping 120.2.0.1 (120.2.0.1): 56 data bytes, press CTRL_C to break 


56 bytes from 120.2.0.1: icmp_seq=0 ttl=252 time=1.189 ms 


56 bytes from 120.2.0.1: icmp_seq=1 ttl=252 time=1.095 ms 


56 bytes from 120.2.0.1: icmp_seq=2 ttl=252 time=1.086 ms 


56 bytes from 120.2.0.1: icmp_seq=3 ttl=252 time=1.097 ms 


56 bytes from 120.2.0.1: icmp_seq=4 ttl=252 time=1.089 ms 


 


--- Ping statistics for 120.2.0.1 --- 


5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 
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round-trip min/avg/max/std-dev = 1.086/1.111/1.189/0.039 ms 


The output shows that Device A and Device F can reach each other. 


Configuring routing polices 
1. Configure Device B: 


# Configure ACL 2000 to permit route 120.1.0.0/24. 
[DeviceB] acl number 2000 


[DeviceB-acl-basic-2000] rule permit source 120.1.0.0 0.0.0.255 


[DeviceB-acl-basic-2000] quit 


# Configure routing policy local-pre to set the local preference to 200 for route 120.1.0.0/24. 
[DeviceB] route-policy local-pre permit node 10 


[DeviceB-route-policy-local-pre-10] if-match ip address acl 2000 


[DeviceB-route-policy-local-pre-10] apply local-preference 200 


[DeviceB-route-policy-local-pre-10] quit 


# Apply routing policy local-pre to routes outgoing to peer 10.2.0.101. 
[DeviceB] bgp 100 


[DeviceB-bgp] address-family ipv4 unicast 


[DeviceB-bgp-ipv4] peer 10.2.0.101 route-policy local-pre export 


# Set the preference for IBGP routes to 100 (higher than the default preference of OSPF external 
routes 150). 
[DeviceB-bgp-ipv4] preference 255 100 130 


[DeviceB-bgp-ipv4] quit 


[DeviceB-bgp] quit 


2. Configure Device D: 


# Configure ACL 2000 to permit route 120.2.0.0/24. 
<DeviceD> system-view 


[DeviceD] acl number 2000 


[DeviceD-acl-basic-2000] rule permit source 120.2.0.0 0.0.0.255 


[DeviceD-acl-basic-2000] quit 


# Configure routing policy local-pre to set the local preference to 200 for route 120.2.0.0/24. 
[DeviceD] route-policy local-pre permit node 10 


[DeviceD-route-policy-local-pre-10] if-match ip address acl 2000 


[DeviceD-route-policy-local-pre-10] apply local-preference 200 


[DeviceD-route-policy-local-pre-10] quit 


# Apply routing policy local-pre to routes outgoing to peer 10.1.0.101. 
[DeviceD] bgp 100 


[DeviceD-bgp] address-family ipv4 unicast 


[DeviceD-bgp-ipv4] peer 10.1.0.101 route-policy local-pre export 


# Set the preference for IBGP routes to 100 (higher than the default preference of OSPF external 
routes 150). 
[DeviceD-bgp-ipv4] preference 255 100 130 


[DeviceD-bgp-ipv4] quit 


[DeviceD-bgp] quit 
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Verifying the configuration 
# On Device B, display the BGP routing table. 
[DeviceB] display bgp routing-table ipv4 


 


 Total number of routes: 3 


 


 BGP local router ID is 2.2.2.2 


 Status codes: * - valid, > - best, d - dampened, h - history, 


               s - suppressed, S - stale, i - internal, e - external 


               Origin: i - IGP, e - EGP, ? - incomplete 


 


     Network            NextHop         MED        LocPrf     PrefVal Path/Ogn 


 


* >e 120.1.0.0/24       120.1.0.1       0                     0       200i 


* >i 120.2.0.0/24       10.2.0.101      0          200        0       300i 


*  i                    13.1.1.101      0          100        0       300i 


The output shows that Device B has two routes to 120.2.0.0/24 with local preferences 100 and 200. 


# Trace the path that traffic traverses from Device A to Device F. To execute the tracert command, first 
execute the ip ttl-expires enable command on the intermediate device and the ip unreachables enable 
command on the destination device. 
[DeviceA] tracert 120.2.0.1 


traceroute to 120.2.0.1 (120.2.0.1), 30 hops at most, 52 bytes each packet, pres 


s CTRL_C to break 


 1  120.1.0.2 (120.1.0.2)  2.208 ms  1.119 ms  1.085 ms 


 2  10.1.0.102 (10.1.0.102)  1.083 ms  1.100 ms  1.085 ms 


 3  10.2.0.101 (10.2.0.101)  2.364 ms  1.099 ms  1.086 ms 


 4  120.2.0.1 (120.2.0.1)  3.825 ms  3.693 ms  4.008 ms 


The output shows that traffic is forwarded along the path Device A—>Device B—>Device C—>Device 
D—>Device F. 


# When the primary link fails, display the BGP routing table on Device B. 
[DeviceB] display bgp routing-table ipv4 


 


 Total number of routes: 2 


 


 BGP local router ID is 2.2.2.2 


 Status codes: * - valid, > - best, d - dampened, h - history, 


               s - suppressed, S - stale, i - internal, e - external 


               Origin: i - IGP, e - EGP, ? - incomplete 


 


     Network            NextHop         MED        LocPrf     PrefVal Path/Ogn 


 


* >e 120.1.0.0/24       120.1.0.1       0                     0       200i 


* >i 120.2.0.0/24       13.1.1.101      0          100        0       300i 


The output shows that Device B has one route to 120.2.0.0/24. 
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# Trace the path that traffic traverses from Device A to Device F. 
[DeviceA] tracert 120.2.0.1 


traceroute to 120.2.0.1 (120.2.0.1), 30 hops at most, 52 bytes each packet, pres 


s CTRL_C to break 


 1  120.1.0.2 (120.1.0.2)  2.308 ms  1.127 ms  1.091 ms 


 2  192.168.0.102 (192.168.0.102)  1.086 ms  1.102 ms  1.096 ms 


 3  13.1.1.101 (13.1.1.101)  2.451 ms  2.087 ms  1.092 ms 


 4  120.2.0.1 (120.2.0.1)  3.533 ms  3.818 ms  4.002 ms 


The output shows that traffic is forwarded along the path Device A—>Device B—>Device E—>Device 
D—>Device F. 


Configuration files 
• Device A: 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 120.1.0.1 255.255.255.0 


# 


bgp 200 


 router-id 1.1.1.1 


 peer 120.1.0.2 as-number 100 


 # 


 address-family ipv4 unicast 


  network 120.1.0.0 255.255.255.0 


  peer 120.1.0.2 enable 


# 


• Device B: 
# 


ospf 1 


import-route direct 


 area 0.0.0.0 


  network 10.1.0.0 0.0.0.255 


  network 192.168.0.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.0.101 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.0.101 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 120.1.0.2 255.255.255.0 


# 
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bgp 100 


 router-id 2.2.2.2 


 peer 10.2.0.101 as-number 100 


 peer 13.1.1.101 as-number 100 


 peer 120.1.0.1 as-number 200 


# 


 address-family ipv4 unicast 


  preference 255 100 130 


  peer 10.2.0.101 enable 


  peer 10.2.0.101 next-hop-local 


  peer 10.2.0.101 route-policy local-pre export 


  peer 13.1.1.101 enable 


  peer 13.1.1.101 next-hop-local 


  peer 120.1.0.1 enable 


# 


route-policy local-pre permit node 10 


 if-match ip address acl 2000 


 apply local-preference 200 


# 


acl number 2000 


 rule 0 permit source 120.1.0.0 0.0.0.255 


# 


• Device C: 
# 


ospf 1 


 area 0.0.0.0 


  network 10.1.0.0 0.0.0.255 


  network 10.2.0.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.0.102 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.2.0.102 255.255.255.0 


# 


• Device D: 
# 


ospf 1 


 import-route direct 


 area 0.0.0.0 


  network 10.2.0.0 0.0.0.255 


  network 13.1.1.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.2.0.101 255.255.255.0 
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# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 13.1.1.101 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 120.2.0.2 255.255.255.0 


# 


bgp 100 


 router-id 4.4.4.4 


 peer 10.1.0.101 as-number 100 


 peer 120.2.0.1 as-number 300 


 peer 192.168.0.101 as-number 100 


# 


 address-family ipv4 unicast 


  preference 255 100 130 


  peer 10.1.0.101 enable 


  peer 10.1.0.101 next-hop-local 


  peer 10.1.0.101 route-policy local-pre export 


  peer 192.168.0.101 enable 


  peer 192.168.0.101 next-hop-local 


  peer 120.2.0.1 enable 


# 


route-policy local-pre permit node 10 


 if-match ip address acl 2000 


 apply local-preference 200 


# 


# 


acl number 2000 


 rule 0 permit source 120.2.0.0 0.0.0.255 


# 


• Device E: 
# 


ospf 1 


 area 0.0.0.0 


  network 13.1.1.0 0.0.0.255 


  network 192.168.0.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.0.102 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 13.1.1.102 255.255.255.0 


# 


• Device F: 







11 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 120.2.0.1 255.255.255.0 


# 


bgp 300 


 router-id 6.6.6.6 


 peer 120.2.0.2 as-number 100 


 # 


 address-family ipv4 unicast 


  network 120.2.0.0 255.255.255.0 


  peer 120.2.0.2 enable 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Routing Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Configuration Guide 
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Introduction 
This document provides examples for configuring VSR networking through VMware. You can map the 
VSR interfaces on a VSR to the physical ports on a host in one of the following ways: 


• Map each VSR interface to a physical port on the host. 


• Map multiple VSR interfaces to one physical port on the host. The VSR interfaces are isolated by 
VLANs. 


• Map a VSR interface with subinterfaces to a physical port on the host. The VSR subinterfaces can 
receive and send tagged packets. 


As shown in Figure 1, the upstream interfaces of the virtual switch (vSwitch) are mapped to the physical 
ports on the host. The downstream interfaces of the vSwitch are connected to the VMs. The vSwitch 
forwards traffic between the VMs and the physical network. 


Figure 1 Network diagram 


 
 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of VMware. 


vSwitch


VM VM 


BA C D


Host 


Host 


Virtual 


Physical 


Physical network
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Example: Mapping each VSR interface to a 
physical port on the host 


Network requirements 
As shown in Figure 2, GigabitEthernet 1/0 and GigabitEthernet 2/0 on the VSR are mapped to physical 
NICs vmnic0 and vmnic1 on the host, respectively. vmnic0 connects the VSR to the WAN and vmnic1 
connects the VSR to the LAN. 


Figure 2 Network diagram 


 
 


Requirements analysis 
To map the VSR interfaces to the physical ports on the host, perform the following tasks: 


1. Create two virtual switches vSwitch0 and vSwitch1, and bind them to physical NICs vmnic0 and 
vmnic1 on the host, respectively. 


2. Create port groups VM Network and VM Network 2 on vSwitch0 and vSwitch1, respectively. 


3. Add two vNICs and connect the vNICs to port groups VM Network and VM Network 2. 


Software version used 
This configuration example was created and verified on VSR Release 0202. The VMware version is ESXi 
5.1. 
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Configuration procedures 


Configuring the VMware vSphere Client 
1. Log in to VMware vSphere Client. 


Figure 3 Logging in to VMware vSphere Client 


 
 


The vSphere client page appears. 


Figure 4 vSphere client page 
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2. Click the Configuration tab, and then select Hardware > Networking from the left navigation tree. 


Figure 5 Network configuration tab 


 
 


3. On the network configuration tab, create the virtual switches and port groups: 


By default, virtual switch vSwitch0 exists on the system. It is bound to physical NIC vmnic0 and has 
a default port group named VM Network. Therefore, you only need to create vSwitch1 and port 
group VM Network 2 in this step. 


To create vSwitch1 and port group VM Network 2: 


a. Click Add Networking on the top right of the network configuration tab. 


The Add Network Wizard window appears. 


b. Select Virtual Machine as the connection type and then click Next. 


Figure 6 Selecting a connection type 


 
 


c. Select Create a vSphere standard switch, select vmnic1, and then click Next. 
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Figure 7 Creating a vSphere switch 


 
 


d. Use the default network label VM Network 2, select None (0) from the VLAN ID (Optional) list, 
and then click Next. 


Figure 8 Configuring the network label and VLAN ID 


 
 


e. Click Finish. 
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Figure 9 Ready to complete 


 
 


4. Connect the VSR interfaces to the corresponding port groups: 


a. From the left navigation tree on the vSphere client page, right-click the VSR and select Edit 
Settings from the short-cut menu. 


Figure 10 Modifying VSR configurations 


 
 


b. On the virtual machine properties page, select Network adapter 2 from the Hardware tab, 
select VM Network 2 from the Network label list on the right, and then click OK. 


vNIC 1 is connected to port group VM Network by default. 
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Figure 11 VSR networking 


 
 


Configuring the VSR 
1. After the VSR starts up, display the mappings between the vNICs and VSR slots. 


[VSR] display interface gigabitethernet 


GigabitEthernet1/0 


Current state: UP 


Line protocol state: UP 


Description: GigabitEthernet1/0 Interface 


Bandwidth: 1000000kbps 


Maximum Transmit Unit: 1500 


Internet Address is 172.31.27.47/16 Primary 


IP Packet Frame Type:PKTFMT_ETHNT_2, Hardware Address: 0050-5697-13f3 


… 


GigabitEthernet2/0 


Current state: UP 


Line protocol state: UP 


Description: GigabitEthernet2/0 Interface 


Bandwidth: 1000000kbps 


Maximum Transmit Unit: 1500 


Internet protocol processing: disabled 


IP Packet Frame Type:PKTFMT_ETHNT_2, Hardware Address: 0050-5697-3ebe 


… 


The output shows that GigabitEthernet 1/0 corresponds to vNIC 1, and GigabitEthernet 2/0 
corresponds to vNIC 2. 


2. Configure IP addresses for the VSR interfaces: 
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# Specify the IP address of GigabitEthernet 1/0 as 202.1.1.100/24. 
<VSR> system-view 


[VSR] interface gigabitethernet 1/0 


[VSR-GigabitEthernet1/0] ip address 202.1.1.100 255.255.255.0 


[VSR-GigabitEthernet1/0] quit 


# Specify the IP address of GigabitEthernet 2/0 as 172.31.27.47/16. 
[VSR] interface gigabitethernet 2/0 


[VSR-GigabitEthernet2/0] ip address 172.31.27.47 255.255.0.0 


[VSR-GigabitEthernet2/0] quit 


Verifying the configuration 
# On the VSR, ping 202.1.1.10. The ping operation succeeds. 
[VSR] ping -c 1 202.1.1.10 


Ping 202.1.1.10 (202.1.1.10): 56 data bytes, press CTRL_C to break 


56 bytes from 202.1.1.10: icmp_seq=0 ttl=255 time=0.765 ms 


 


--- Ping statistics for 202.1.1.10 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.765/0.765/0.765/0.000 ms 


# On the VSR, ping 172.31.8.1. The ping operation succeeds. 
[VSR] ping -c 1 172.31.8.1 


Ping 172.31.8.1 (172.31.8.1): 56 data bytes, press CTRL_C to break 


56 bytes from 172.31.8.1: icmp_seq=0 ttl=255 time=0.915 ms 


 


--- Ping statistics for 172.31.8.1 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.915/0.915/0.915/0.000 ms 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 202.1.1.100 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 172.31.27.47 255.255.0.0 


# 
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Example: Mapping multiple VSR interfaces to 
one physical port on the host 


Network requirements 
As shown in Figure 12, both GigabitEthernet 1/0 and GigabitEthernet 2/0 on the VSR are mapped to 
physical NIC vmnic0 on the host. GigabitEthernet 1/0 connects the VSR to the WAN and 
GigabitEthernet 2/0 connects the VSR to the LAN and the VM. 


Figure 12 Network diagram 


 
 


Requirements analysis 
To map the VSR interfaces to the physical port on the host, perform the following tasks: 


1. Create virtual switch vSwitch0, and bind it to physical NIC vmnic0 on the host. 


2. Create port groups VM Network 3 and VM Network 4 on vSwitch0. 


3. Add two vNICs and connect the vNICs to port groups VM Network 3 and VM Network 4. 


To isolate traffic from the two VSR interfaces, assign VM Network 3 and VM Network 4 to VLAN 10 and 
VLAN 11, respectively. 


To allow packets from VLANs 10 and 11 to pass, configure the interface that connects the physical switch 
to the host as a trunk port. 
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Software version used 
This configuration example was created and verified on VSR Release 0202. The VMware version is ESXi 
5.1. 


Configuration procedures 


Configuring the VMware vSphere Client 
1. Log in to VMware vSphere Client. 


Figure 13 Logging in to VMware vSphere Client 


 
 


The vSphere client page appears. 
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Figure 14 vSphere client page 


 
 


2. Click the Configuration tab, and then select Hardware > Networking from the left navigation tree. 


Figure 15 Network configuration tab 


 
 


3. On the network configuration tab, create the virtual switch and port groups: 


By default, virtual switch vSwitch0 exists on the system and it is bound to physical NIC vmnic0. 
Therefore, you only need to create port groups in this step. 


To create port groups on vSwitch0: 


a. Click Properties on the network configuration tab. 


The vSwitch0 Properties page appears. 


b. On the Ports tab, click Add. 
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Figure 16 Adding a port group 


 
 


c. On the Add Network Wizard window, select Virtual Machine as the connection type and then 
click Next. 


Figure 17 Selecting a connection type 


 
 


d. Enter VM Network 3 in the network label field, select 10 from the VLAN ID (Optional) list, and 
then click Next. 
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Figure 18 Configuring the port group 


 
 


e. Click Finish. 


Figure 19 Ready to complete 


 
 


f. Create port group VM Network 4 and configure its VLAN ID as 11 in the same way port group 
VM Network 3 is configured. 


4. Connect the VSR interfaces to the corresponding port groups: 
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a. From the left navigation tree on the vSphere client page, right-click the VSR and select Edit 
Settings from the short-cut menu. 


The virtual machine properties page appears. 


b. Select Network adapter 1 from the Hardware tab and then select VM Network 3 from the 
Network label list on the right. 


c. Select Network adapter 2 from the Hardware tab and then select VM Network 4 from the 
Network label list on the right. 


d. Click OK. 


Figure 20 VSR networking 


 
 


Configuring the VSR 
1. After the VSR starts up, display the mappings between the vNICs and VSR slots. 


[VSR] display interface gigabitethernet 


GigabitEthernet1/0 


Current state: UP 


Line protocol state: UP 


Description: GigabitEthernet1/0 Interface 


Bandwidth: 1000000kbps 


Maximum Transmit Unit: 1500 


Internet Address is 172.31.27.47/16 Primary 


IP Packet Frame Type:PKTFMT_ETHNT_2, Hardware Address: 0050-5697-13f3 


… 


GigabitEthernet2/0 


Current state: UP 


Line protocol state: UP 
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Description: GigabitEthernet2/0 Interface 


Bandwidth: 1000000kbps 


Maximum Transmit Unit: 1500 


Internet protocol processing: disabled 


IP Packet Frame Type:PKTFMT_ETHNT_2, Hardware Address: 0050-5697-3ebe 


… 


The output shows that GigabitEthernet 1/0 corresponds to vNIC 1 and GigabitEthernet 2/0 
corresponds to vNIC 2. 


2. Configure IP addresses for the VSR interfaces: 


# Specify the IP address of GigabitEthernet 1/0 as 202.1.1.100/24. 
<VSR> system-view 


[VSR] interface gigabitethernet1/0 


[VSR-GigabitEthernet1/0] ip address 202.1.1.100 255.255.255.0 


[VSR-GigabitEthernet1/0] quit 


# Specify the IP address of GigabitEthernet 2/0 as 172.31.27.47/16. 
[VSR] interface gigabitethernet2/0 


[VSR-GigabitEthernet2/0] ip address 172.31.27.47 255.255.0.0 


[VSR-GigabitEthernet2/0] quit 


Verifying the configuration 
# On the VSR, ping 202.1.1.10. The ping operation succeeds. 
[VSR] ping -c 1 202.1.1.10 


Ping 202.1.1.10 (202.1.1.10): 56 data bytes, press CTRL_C to break 


56 bytes from 202.1.1.10: icmp_seq=0 ttl=255 time=0.922 ms 


 


--- Ping statistics for 202.1.1.10 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.922/0.922/0.922/0.000 ms 


# On the VSR, ping 172.31.8.1. The ping operation succeeds. 
[VSR] ping -c 1  172.31.8.1 


Ping 172.31.8.1 (172.31.8.1): 56 data bytes, press CTRL_C to break 


56 bytes from 172.31.8.1: icmp_seq=0 ttl=255 time=0.339 ms 


 


--- Ping statistics for 172.31.8.1 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.339/0.339/0.339/0.000 ms 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 202.1.1.100 255.255.255.0 


# 


interface GigabitEthernet2/0 
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 port link-mode route 


 ip address 172.31.27.47 255.255.0.0 


# 


Example: Mapping a VSR interface with 
subinterfaces to a physical port on the host 


Network requirements 
As shown in Figure 21, both GigabitEthernet 1/0 and GigabitEthernet 2/0 on the VSR are mapped to 
physical NIC vmnic0 on the host. The VSR connects to the WAN through GigabitEthernet 1/0 and 
connects to the LANs and VMs through subinterfaces of GigabitEthernet 2/0. 


Figure 21 Network diagram 


 
 


Requirements analysis 
To map the VSR interfaces to the physical port on the host, perform the following tasks: 


1. Create virtual switch vSwitch0, and bind it to physical NIC vmnic0 on the host. 


2. Create port groups VM Network 3, VM Network 4, VM Network 5, and VM Network 6 on 
vSwitch0. 
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3. Add two vNICs and connect the vNICs to port groups VM Network 3 and VM Network 4. 


You can assign a port group to only one VLAN. For packets from both VLAN 11 and VLAN 12 to pass, 
assign port group VM Network 4 to VLAN 4095 to allow packets from all VLANs to pass. 


To allow the VSR to receive tagged packets, configure VLAN termination on the VSR. 


To allow packets from VLANs 10, 11, and 12 to pass, configure the interface that connects the physical 
switch to the host as a trunk port. 


Software version used 
This configuration example was created and verified on VSR Release 0202. The VMware version is ESXi 
5.1. 


Configuration procedures 


Configuring the VMware vSphere Client 
1. Log in to VMware vSphere Client. 


Figure 22 Logging in to VMware vSphere Client 


 
 


The vSphere client page appears. 
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Figure 23 vSphere client page 


 
 


2. Click the Configuration tab, and then select Hardware > Networking from the left navigation tree. 


Figure 24 Network configuration tab 


 
 


3. On the network configuration tab, create the virtual switch and port groups: 


By default, virtual switch vSwitch0 exists on the system and it is bound to physical NIC vmnic0. 
Therefore, you only need to create port groups in this step. 


To create port groups on vSwitch0: 


a. Click Properties on the network configuration tab. 


The vSwitch0 Properties page appears. 


b. On the Ports tab, click Add. 
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Figure 25 Adding a port group 


 
 


c. On the Add Network Wizard window, select Virtual Machine as the connection type and then 
click Next. 


Figure 26 Selecting a connection type 


 
 


d. Enter VM Network 4 in the network label field, select All (4095) from the VLAN ID (Optional) list, 
and then click Next. 
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Figure 27 Configuring the port group 


 
 


e. Click Finish. 


Figure 28 Ready to complete 


 
 


f. Create port groups VM Network 3, VM Network 5, and VM Network 6, and configure their 
VLAN IDs as 10, 11, and 12, respectively. For configuration details, see the configuration 
procedures for port group VM Network 4. 


4. Modify the VSR network configurations and connect the VSR interfaces to the corresponding port 
groups: 


a. From the left navigation tree on the vSphere client page, right-click the VSR and select Edit 
Settings from the short-cut menu. 


The virtual machine properties page appears. 


b. Select Network adapter 1 from the Hardware tab and then select VM Network 3 from the 
Network label list on the right. 
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c. Select Network adapter 2 from the Hardware tab and then select VM Network 4 from the 
Network label list on the right. 


d. Click OK. 


Figure 29 VSR networking 


 
 


Configuring the VSR 
1. After the VSR starts up, display the mappings between the vNICs and VSR slots. 


[VSR] display interface GigabitEthernet 


GigabitEthernet1/0 


Current state: UP 


Line protocol state: UP 


Description: GigabitEthernet1/0 Interface 


Bandwidth: 1000000kbps 


Maximum Transmit Unit: 1500 


Internet Address is 172.31.27.47/16 Primary 


IP Packet Frame Type:PKTFMT_ETHNT_2, Hardware Address: 0050-5697-13f3 


… 


GigabitEthernet2/0 


Current state: UP 


Line protocol state: UP 


Description: GigabitEthernet2/0 Interface 


Bandwidth: 1000000kbps 


Maximum Transmit Unit: 1500 


Internet protocol processing: disabled 


IP Packet Frame Type:PKTFMT_ETHNT_2, Hardware Address: 0050-5697-3ebe 


… 
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The output shows that GigabitEthernet 1/0 corresponds to vNIC 1 and GigabitEthernet 2/0 
corresponds to vNIC 2. 


2. Configure IP addresses for the VSR interfaces: 


# Specify the IP address of GigabitEthernet 1/0 as 202.1.1.100/24. 
<VSR> system-view 


[VSR] interface gigabitethernet 1/0 


[VSR-GigabitEthernet1/0] ip address 202.1.1.100 255.255.255.0 


[VSR-GigabitEthernet1/0] quit 


# Create subinterface GigabitEthernet 2/0.11 and specify its IP address as 172.31.8.100/24. 
Configure GigabitEthernet 2/0.11 to terminate VLAN-tagged packets with outermost VLAN ID 
11. 
[VSR] interface gigabitethernet 2/0.11 


[VSR-GigabitEthernet2/0.11] ip address 172.31.8.100 255.255.255.0 


[VSR-GigabitEthernet2/0.11] vlan-type dot1q vid 11 


[VSR-GigabitEthernet2/0.11] quit 


# Create subinterface GigabitEthernet 2/0.12 and specify its IP address as 172.31.9.100/24. 
Configure GigabitEthernet 2/0.12 to terminate VLAN-tagged packets with outermost VLAN ID 
12. 
[VSR] interface gigabitethernet 2/0.12 


[VSR-GigabitEthernet2/0.12] ip address 172.31.9.100 255.255.255.0 


[VSR-GigabitEthernet2/0.12] vlan-type dot1q vid 12 


[VSR-GigabitEthernet2/0.12] quit 


Verifying the configuration 
# On the VSR, ping 202.1.1.10. The ping operation succeeds. 
[VSR] ping -c 1 202.1.1.10 


Ping 202.1.1.10 (202.1.1.10): 56 data bytes, press CTRL_C to break 


56 bytes from 202.1.1.10: icmp_seq=0 ttl=255 time=0.922 ms 


 


--- Ping statistics for 202.1.1.10 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.922/0.922/0.922/0.000 ms 


# On the VSR, ping 172.31.8.1. The ping operation succeeds. 
[VSR] ping -c 1 172.31.8.1 


Ping 172.31.8.1 (172.31.8.1): 56 data bytes, press CTRL_C to break 


56 bytes from 172.31.8.1: icmp_seq=0 ttl=255 time=0.339 ms 


 


--- Ping statistics for 172.31.8.1 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.339/0.339/0.339/0.000 ms 


# On the VSR, ping 172.31.9.1. The ping operation succeeds. 
[VSR] ping -c 1 172.31.9.1 


Ping 172.31.9.1 (172.31.9.1): 56 data bytes, press CTRL_C to break 


56 bytes from 172.31.9.1: icmp_seq=0 ttl=255 time=0.769 ms 
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--- Ping statistics for 172.31.9.1 --- 


1 packets transmitted, 1 packets received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.769/0.769/0.769/0.000 ms 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 202.1.1.100 255.255.255.0 


# 


interface GigabitEthernet2/0.11 


 ip address 172.31.8.100 255.255.255.0 


 vlan-type dot1q vid 11 


# 


interface GigabitEthernet2/0.12 


 ip address 172.31.9.100 255.255.255.0 


 vlan-type dot1q vid 12 


# 
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Introduction 
This document provides samplers and IPv4 NetStream configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of samplers and IPv4 NetStream. 


Example: Configuring samplers and IPv4 
NetStream 


Network requirements 
As shown in Figure 1, configure samplers and IPv4 NetStream on the device as follows: 


• Configure IPv4 NetStream on the device to collect statistics of outgoing traffic on GigabitEthernet 
2/0 and incoming traffic on GigabitEthernet 3/0. 


• Export the NetStream data to port 5000 on the NetStream server. 


• Configure random sampling in the outbound direction of GigabitEthernet 2/0 to select one packet 
randomly from among 16 packets. 


• Configure fixed sampling in the inbound direction of GigabitEthernet 3/0 to select the first packet 
from among 8 packets. 


Figure 1 Network diagram 
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Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
1. Configure samplers: 


# Create sampler samplerin in fixed sampling mode, and set the sampling rate to 8, which 
specifies that the first packet is selected from among every 8 packets. 
<Device> system-view 


[Device] sampler samplerin mode fixed packet-interval 8 


# Create sampler samplerout in random sampling mode, and set the sampling rate to 16, which 
specifies that one packet is randomly selected from among every 16 packets. 
[Device] sampler samplerout mode random packet-interval 16 


2. Configure IPv4 NetStream: 


# Assign an IP address to GigabitEthernet 3/0.  
[Device] interface gigabitethernet 3/0 


[Device-GigabitEthernet3/0] ip address 10.0.0.1 24 


# Enable NetStream sampling in the inbound direction of GigabitEthernet 3/0 and use sampler 
samplerin. 
[Device-GigabitEthernet3/0] ip netstream inbound 


[Device-GigabitEthernet3/0] ip netstream inbound sampler samplerin 


[Device-GigabitEthernet3/0] quit 


# Assign an IP address to GigabitEthernet 2/0.  
[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] ip address 192.168.0.1 24 


# Enable NetStream sampling in the outbound direction of GigabitEthernet 2/0 and use sampler 
samplerout. 
[Device-GigabitEthernet2/0] ip netstream outbound 


[Device-GigabitEthernet2/0] ip netstream outbound sampler samplerout 


[Device-GigabitEthernet2/0] quit 


# Assign an IP address to GigabitEthernet 1/0. 
[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] ip address 192.168.1.1 24 


[Device-GigabitEthernet1/0] quit 


# Specify the destination host as 192.168.1.2 and UDP port 5000. 
[Device] ip netstream export host 192.168.1.2 5000 


Verifying the configuration 
# Display configuration information for the samplers. 
[Device] display sampler 


 Sampler name: samplerout 


  Mode: random;  Packet-interval: 16 
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 Sampler name: samplerin 


  Mode: fixed;  Packet-interval: 8 


# Verify that the device maintains NetStream entries in the cache. 
[Device] display ip netstream cache 


IP NetStream cache information: 


  Active flow timeout               : 30 min 


  Inactive flow timeout             : 30 sec 


  Max number of entries             : 10000 


  IP active flow entries            : 1 


  MPLS active flow entries          : 0 


  L2 active flow entries            : 0 


  IPL2 active flow entries          : 0 


  IP flow entries counted           : 7 


  MPLS flow entries counted         : 0 


  L2 flow entries counted           : 0 


  IPL2 flow entries counted         : 0 


  Last statistics resetting time    : Never 


 


IP packet size distribution (157 packets in total): 


 


 1-32   64   96  128  160  192  224  256  288  320  352  384  416  448  480 


 .000 .929 .031 .006 .000 .006 .000 .000 .000 .000 .025 .000 .000 .000 .000 


 


  512  544  576 1024 1536 2048 2560 3072 3584 4096 4608 >4608 


 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 .000 


 


 Protocol          Total  Packets    Flows  Packets Active(sec) Idle(sec) 


                   Flows  /sec       /sec   /flow   /flow       /flow 


--------------------------------------------------------------------------- 


 TCP-other             3        0        0       26           7        30 


 ICMP                  1        0        0        1           0        30 


 UDP-BOOTP             1        0        0        4          15        30 


 TCP-Telnet            2        0        0       35          24        30 


 


Type DstIP(Port)            SrcIP(Port)            Pro ToS If(Direct)  Pkts 


     DstMAC(VLAN)           SrcMAC(VLAN) 


     TopLblType(IP/MASK)    Lbl-Exp-S-List 


--------------------------------------------------------------------------- 


IP   192.168.0.1(23)       192.168.0.2(56839)      6   0   GE2/0(I)    1 


# Verify that the device exports NetStream data to the NetStream server. 
[Device] display ip netstream export 


IP export information: 


  Flow source interface                           : Not specified 


  Flow destination VPN instance                   : Not specified 


  Flow destination IP address (UDP)               : 192.168.1.2 (5000) 


  Version 5 exported flows number                 : 0 


  Version 5 exported UDP datagrams number (failed): 0 (0) 


  Version 9 exported flows number                 : 8 







4 


  Version 9 exported UDP datagrams number (failed): 6 (6) 


Configuration files 
# 


 sampler samplerout mode random packet-interval 16 


 sampler samplerin mode fixed packet-interval 8 


# 


 ip netstream export host 192.168.1.2 5000 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.0.1 255.255.255.0 


 ip netstream outbound 


 ip netstream outbound sampler samplerout 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 10.0.0.1 255.255.255.0 


 ip netstream inbound 


 ip netstream inbound sampler samplerin 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Network Management and Monitoring Command Reference 
• HP VSR1000 Virtual Services Router Network Management and Monitoring Configuration Guide 
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Introduction 
This document provides examples for configuring multi-domain L2TP. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of L2TP. 


Example: Configuring multi-domain L2TP 


Network requirements 
As shown in Figure 1, Host A and Host B belong to different domains. Configure the LNS to meet the 
following requirements: 


• The LNS uses two domains to provide access service for Host A and Host B. 


• Host A and Host B are assigned IP addresses from different subnets. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 







2 


Configuration procedures 


Configuring the LNS 
# Enable L2TP. 
<LNS> system-view 


[LNS] l2tp enable 


# Configure two address pools for assigning IP addresses to users in different domains. 
[LNS] ip pool 1 10.0.1.2 10.0.1.10 


[LNS] ip pool 2 10.0.2.2 10.0.2.10 


# Create domain abc.com, and associate it with pool 1. 
[LNS] domain abc.com 


[LNS-isp-abc.com] authorization-attribute ip-pool 1 


# Configure abc.com to use local authentication for its PPP users. 
[LNS-isp-abc.com] authentication ppp local 


[LNS-isp-abc.com] quit 


# Create domain abc2.com, and associate it with pool 2. 
[LNS] domain abc2.com 


[LNS-isp-abc2.com] authorization-attribute ip-pool 2 


# Configure abc2.com to use local authentication for its PPP users. 
[LNS-isp-abc2.com] authentication ppp local 


[LNS-isp-abc2.com] quit 


# Create interface Virtual-Template 1, and specify its IP address as 10.0.1.1/24 and PPP authentication 
mode as CHAP. 
[LNS] interface virtual-template1 


[LNS-Virtual-Template1] ppp authentication-mode chap domain abc.com 


[LNS-Virtual-Template1] ip address 10.0.1.1 255.255.255.0 


# Specify pool 1 for Virtual- Template 1 to assign IP addresses to users. 
[LNS-Virtual-Template1] remote address pool 1 


[LNS-Virtual-Template1] quit 


# Create interface Virtual-Template 2, and specify its IP address as 10.0.2.1/24 and PPP authentication 
mode as CHAP. 
[LNS] interface virtual-template2 


[LNS-Virtual-Template2] ppp authentication-mode chap domain abc2.com 


[LNS-Virtual-Template2] ip address 10.0.2.1 255.255.255.0 


# Specify pool 2 for Virtual-Template 2 to assign IP addresses to users. 
[LNS-Virtual-Template2] remote address pool 2 


[LNS-Virtual-Template2] quit 


# Configure interface GigabitEthernet 1/0. 
[LNS] interface gigabitethernet1/0 


[LNS-GigabitEthernet1/0] port link-mode route 


[LNS-GigabitEthernet1/0] ip address 172.31.123.101 255.255.255.0 


[LNS-GigabitEthernet1/0] quit 
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# Create user user1, and set its password and service type. 
[LNS] local-user user1 class network 


[LNS-luser-network-user1] password simple hello 


[LNS-luser-network-user1] service-type ppp 


[LNS-luser-network-user1] quit 


# Create user user2, and set its password and service type. 
[LNS] local-user user2 class network 


[LNS-luser-network-user2] password simple hello 


[LNS-luser-network-user2] service-type ppp 


[LNS-luser-network-user2] quit 


# Create L2TP group 1 in LNS mode, and specify Virtual-Template 1 to receive calls from user1. 
[LNS] l2tp-group 1 mode lns 


[LNS-l2tp1] allow l2tp virtual-template 1 remote user1.abc.com 


# Disable L2TP tunnel authentication. 
[LNS-l2tp1] undo tunnel authentication 


[LNS-l2tp1] quit 


# Configure L2TP group 2 in LNS mode, and specify Virtual-Template 2 to receive calls from user2. 
[LNS] l2tp-group 2 mode lns 


[LNS-l2tp2] allow l2tp virtual-template 2 remote user2.abc2.com 


# Disable L2TP tunnel authentication. 
[LNS-l2tp2] undo tunnel authentication 


[LNS-l2tp2] quit 


Configuring the hosts 
In this example, the hosts run on the Windows 7 system. 


1. Configure the IP addresses of Host A and Host B as 192.168.1.4 and 192.168.2.7, respectively. 
(Details not shown.) 


2. Configure the gateway addresses of Host A and Host B as the gateway addresses of their 
networks. (Details not shown.) 


3. Create a VPN connection on Host A: 


a. On the Network and Sharing Center page, click Set up a new connection or network. 







4 


Figure 2 Creating a network connection 


 
 


b. On the window that appears, select Connect to a workplace, and click Next. 


Figure 3 Choosing a connection option 


 
 


c. On the window that appears, click Use my Internet connection (VPN). 
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Figure 4 Selecting a connection method 


 
 


d. On the window that appears, click I'll set up an Internet connection later. 


Figure 5 Configuring the Internet connection 


 
 


e. On the window that appears, enter 172.31.123.101 in the Internet address field, and click 
Next. 
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Figure 6 Configuring the Internet address 


 
 


f. On the window that appears, enter user1 and hello in the User name and Password fields, 
respectively, and click Create. 


Figure 7 Setting username and password 


 
 


g. On the window that appears, click Close. 
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The connection is ready to use. 


Figure 8 The connection establishment success window 


 
 


4. Connect Host A to the L2TP tunnel: 


a. Enter the Network Connections page. (Details not shown.) 


You can view the newly created network connection named VPN connection. 


Figure 9 Viewing new network connection 
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b. Double click VPN connection. 


The login dialog box appears. 


Figure 10 Login dialog box 


 
 


c. Click Properties. 


The VPN connection properties dialog box appears. 
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Figure 11 The VPN connection properties dialog box 


 
 


d. Click the Security tab, select Optional encryption (connect even if no encryption) from the Data 
encryption list, and click OK. 
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Figure 12 Configuring the security property 


 
 


e. On the login dialog box, enter user1@abc.com and hello for the username and password, 
respectively, and click Connect. 
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Figure 13 Connecting the L2TP tunnel 


 
 


f. Return to the Network Connections page. 


You can find that Host A has been connected to the L2TP tunnel successfully. 


Figure 14 Connection success page 
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5. Configure Host B in the same way Host A was configured. (Details not shown.) 


Verifying the configuration 


# Display the established L2TP tunnels on the LNS. 
[LNS] display l2tp tunnel 


LocalTID RemoteTID State        Sessions RemoteAddress   RemotePort RemoteName 


23287    1         Established  1        192.168.1.4     1701       user1.abc.com 


36956    35        Established  1        192.168.2.7     1701       user2.abc2.com 


# Display information about L2TP sessions. 
[LNS] display l2tp session 


LocalSID    RemoteSID    LocalTID    State 


30933       1            23287       Established 


21828       1            36956       Established 


Configuration files 
# 


 ip pool 1 10.0.1.2 10.0.1.10 


 ip pool 2 10.0.2.2 10.0.2.10 


# 


interface Virtual-Template1 


 ppp authentication-mode chap domain abc.com 


 remote address pool 1 


 ip address 10.0.1.1 255.255.255.0 


# 


interface Virtual-Template2 


 ppp authentication-mode chap domain abc2.com 


 remote address pool 2 


 ip address 10.0.2.1 255.255.255.0 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 172.31.123.101 255.255.255.0 


# 


domain abc.com 


 


 authorization-attribute ip-pool 1 


 authentication ppp local 


# 


domain abc2.com 


 authorization-attribute ip-pool 2 


 authentication ppp local 


# 


user-group system 


# 


local-user user1 class network 
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 password cipher $c$3$UkOKC65RHN4wUaJ6sWyzHKC7a+N59kEJ 


 service-type ppp 


 authorization-attribute user-role network-operator 


# 


local-user user2 class network 


 password cipher $c$3$JUujxfCIpEGTGw9HbO26xfm55GLo2g== 


 service-type ppp 


 authorization-attribute user-role network-operator 


# 


l2tp-group 1 mode lns 


 allow l2tp virtual-template 1 remote user1.abc.com 


 undo tunnel authentication 


# 


l2tp-group 2 mode lns 


 allow l2tp virtual-template 2 remote user2.abc2.com 


 undo tunnel authentication 


# 


l2tp enable 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 2—WAN Access Command Reference 


• HP VSR1000 Virtual Services Router Layer 2—WAN Access Configuration Guide 
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Introduction 
This document provides RMON configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of RMON. 


Example: Creating an RMON Ethernet statistics 
entry 


Network requirements 
As shown in Figure 1, create an RMON Ethernet statistics entry on the router to gather cumulative traffic 
statistics for GigabitEthernet 2/0. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Assign IP addresses to the interfaces on the router. 
<Router> system-view 


[Router] interface gigabitethernet 1/0 
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[Router-GigabitEthernet1/0] ip address 10.0.0.1 24 


[Router-GigabitEthernet1/0] quit 


[Router] interface gigabitethernet 2/0 


[Router-GigabitEthernet2/0] ip address 192.168.0.1 24 


# Create an RMON Ethernet statistics entry for GigabitEthernet 2/0. The index is 10 and the owner is 
user1. 
[Router-GigabitEthernet2/0] rmon statistics 10 owner user1 


[Router-GigabitEthernet2/0] quit 


Verifying the configuration 
# Display statistics collected for GigabitEthernet 2/0. 
[Router] display rmon statistics gigabitethernet 2/0 


EtherStatsEntry 10 owned by user1 is VALID. 


  Interface : GigabitEthernet2/0<ifIndex.3> 


  etherStatsOctets         : 21657     , etherStatsPkts          : 307 


  etherStatsBroadcastPkts  : 56        , etherStatsMulticastPkts : 34 


  etherStatsUndersizePkts  : 0         , etherStatsOversizePkts  : 0 


  etherStatsFragments      : 0         , etherStatsJabbers       : 0 


  etherStatsCRCAlignErrors : 0         , etherStatsCollisions    : 0 


  etherStatsDropEvents (insufficient resources): 0 


  Incoming packets by size: 


  64     : 235       ,  65-127  : 67        ,  128-255  : 4 


  256-511: 1         ,  512-1023: 0         ,  1024-1518: 0 


Configuration files 
#  


interface GigabitEthernet1/0 


 port link-mode route  


 ip address 10.0.0.1 255.255.255.0 


#  


interface GigabitEthernet2/0 


 port link-mode route  


 ip address 192.168.0.1 255.255.255.0 


 rmon statistics 10 owner user1  


# 
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Example: Creating an RMON history control 
entry 


Network requirements 
As shown in Figure 2, create an RMON history control entry on the router to sample traffic statistics for 
GigabitEthernet 2/0 every minute. 


Figure 2 Network requirements 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Assign IP addresses to the interfaces on the router. 
<Router> system-view 


[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 10.0.0.1 24 


[Router-GigabitEthernet1/0] quit 


[Router] interface gigabitethernet 2/0 


[Router-GigabitEthernet2/0] ip address 192.168.0.1 24 


# Create RMON history control entry 1 to sample traffic statistics once a minute for GigabitEthernet 2/0. 
Retain up to eight samples for the interface in the history statistics table. 
[Router-GigabitEthernet2/0] rmon history 1 buckets 8 interval 60 owner user1 


[Router-GigabitEthernet2/0] quit 


Verifying the configuration 
# Display the history statistics collected for GigabitEthernet 2/0. 
[Router] display rmon history 


HistoryControlEntry 1 owned by user1 is VALID 
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  Sampled interface     : GigabitEthernet2/0<ifIndex.3> 


  Sampling interval     : 60(sec) with 8 buckets max 


  Sampling record 1 : 


    dropevents        : 0         , octets               : 21892 


    packets           : 246       , broadcast packets    : 137 


    multicast packets : 62        , CRC alignment errors : 0 


    undersize packets : 0         , oversize packets     : 0 


    fragments         : 0         , jabbers              : 0 


    collisions        : 0         , utilization          : 0 


  Sampling record 2 : 


    dropevents        : 0         , octets               : 22892 


    packets           : 282       , broadcast packets    : 140 


    multicast packets : 60        , CRC alignment errors : 0 


    undersize packets : 0         , oversize packets     : 0 


    fragments         : 0         , jabbers              : 0 


    collisions        : 0         , utilization          : 0 


  Sampling record 3 : 


    dropevents        : 0         , octets               : 18960 


    packets           : 194       , broadcast packets    : 130 


    multicast packets : 62        , CRC alignment errors : 0 


    undersize packets : 0         , oversize packets     : 0 


    fragments         : 0         , jabbers              : 0 


    collisions        : 0         , utilization          : 0 


  Sampling record 4 : 


    dropevents        : 0         , octets               : 25613 


    packets           : 282       , broadcast packets    : 164 


    multicast packets : 48        , CRC alignment errors : 0 


    undersize packets : 0         , oversize packets     : 0 


    fragments         : 0         , jabbers              : 0 


    collisions        : 0         , utilization          : 0 


  Sampling record 5 : 


    dropevents        : 0         , octets               : 18960 


    packets           : 193       , broadcast packets    : 130 


    multicast packets : 62        , CRC alignment errors : 0 


    undersize packets : 0         , oversize packets     : 0 


    fragments         : 0         , jabbers              : 0 


    collisions        : 0         , utilization          : 0 


  Sampling record 6 : 


    dropevents        : 0         , octets               : 25613 


    packets           : 299       , broadcast packets    : 164 


    multicast packets : 52        , CRC alignment errors : 0 


    undersize packets : 0         , oversize packets     : 0 


    fragments         : 0         , jabbers              : 0 


    collisions        : 0         , utilization          : 0 


  Sampling record 7 : 


    dropevents        : 0         , octets               : 21602 


    packets           : 247       , broadcast packets    : 149 


    multicast packets : 60        , CRC alignment errors : 0 
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    undersize packets : 0         , oversize packets     : 0 


    fragments         : 0         , jabbers              : 0 


    collisions        : 0         , utilization          : 0 


  Sampling record 8 : 


    dropevents        : 0         , octets               : 14161 


    packets           : 165       , broadcast packets    : 116 


    multicast packets : 48        , CRC alignment errors : 0 


    undersize packets : 0         , oversize packets     : 0 


    fragments         : 0         , jabbers              : 0 


    collisions        : 0         , utilization          : 0 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.0.0.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.0.1 255.255.255.0 


 rmon history 1 buckets 8 interval 60 owner user1 


# 


Example: Configuring the RMON alarm 
function 


Network requirements 
As shown in Figure 3, configure the router to monitor the incoming traffic statistic on GigabitEthernet 2/0, 
and send RMON alarms when the following events occur: 


• The 5-second absolute sample crosses the rising threshold (10000) for the traffic statistic.  


• The 5-second absolute sample drops below the falling threshold (5000) for the traffic statistic. 
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Figure 3 Network diagram 


 
 


Software version used 
This configuration example was created and verified on the following product versions: 


• E0301 of the HP VSR1000 virtual router. 


• IMC PLAT 7.0 (E0202). 


• IMC UAM 7.0 (E0202). 


Configuration procedures 


Configuring the router 
1. Assign IP addresses to the interfaces on the router. 


<Router> system-view 


[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 10.0.0.1 24 


[Router-GigabitEthernet1/0] quit 


[Router] interface gigabitethernet 2/0 


[Router-GigabitEthernet2/0] ip address 192.168.0.1 24 


[Router-GigabitEthernet2/0] quit 


2. Configure the SNMP agent (the router): 


# Configure the router with the same SNMP settings as the NMS at 10.0.0.100. This example 
uses SNMPv1, read community public, and write community private. 
[Router] snmp-agent 


[Router] snmp-agent community read public 


[Router] snmp-agent community write private 


[Router] snmp-agent sys-info version v1 


[Router] snmp-agent trap enable 


[Router] snmp-agent target-host trap address udp-domain 10.0.0.100 params 
securityname public 


# Create an RMON Ethernet statistics entry for GigabitEthernet 2/0. 
[Router] interface gigabitethernet 2/0 


[Router-GigabitEthernet2/0] rmon statistics 10 owner user1 


[Router-GigabitEthernet2/0] quit 
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# Create an RMON event entry and an RMON alarm entry to send SNMP notifications when the 
absolute sample for 1.3.6.1.4.1.25506.2.125.1.1.1 exceeds 10000 or drops below 5000. 
[Router] rmon event 1 trap public owner user1 


[Router] rmon alarm 1 1.3.6.1.4.1.25506.2.125.1.1.1 5 absolute rising-threshold 10000 
1 falling-threshold 5000 1 owner user1 


 


 NOTE: 


The string 1.3.6.1.4.1.25506.2.125.1.1.1 is the object instance for GigabitEthernet 2/0. The digits 
before the last digit (1.3.6.1.4.1.25506.2.125.1.1) represent the object for total incoming traffic 
statistics. The last digit (1) is the RMON Ethernet statistics entry index for GigabitEthernet 2/0. 


 


Configuring the NMS 
1. Add the router to IMC: 


a. Click the Resource tab. 


b. From the navigation tree, select Resource Management > Add Device. 


c. On the Add Device page, configure the following parameters: 


− Enter 10.0.0.1 in the Host Name/IP field. 


− Enter Router in the Device Label field. 


− Select Telnet from the Login Type list. 


− Use the default values for other parameters. 


Figure 4 Adding a device 


 
 


2. Configure SNMP parameters: 


a. Expand the SNMP Settings area. 


b. Click Configure. 


c. On the page that appears, configure the following parameters: 
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− Select SNMPv1 from the Parameter Type list. 


− Enter public in the Read-Only Community String field. 


− Enter private in the Read-Write Community String field. 


− Use the default values for other parameters. 


d. Click OK. 


Figure 5 Editing SNMP parameters 


 
 


Verifying the configuration 
# Display the RMON alarm entry. 
[Router] display rmon alarm 1 


AlarmEntry 1 owned by user1 is VALID. 


  Sample type          : absolute 


  Sampled variable     : 1.3.6.1.4.1.25506.2.125.1.1.1<etherStatsOctets.1> 


  Sampling interval (in seconds)    : 5 


  Rising threshold      : 10000(associated with event 1) 


  Falling threshold     : 5000(associated with event 1) 


  Alarm sent upon entry startup  : risingOrFallingAlarm 


  Latest value          : 0 


# Display statistics for GigabitEthernet 2/0. 
[Router] display rmon statistics gigabitethernet 2/0 


EtherStatsEntry 10 owned by user1 is VALID. 


  Interface : GigabitEthernet2/0<ifIndex.3> 


  etherStatsOctets         : 57329     , etherStatsPkts          : 455 


  etherStatsBroadcastPkts  : 53        , etherStatsMulticastPkts : 353 


  etherStatsUndersizePkts  : 0         , etherStatsOversizePkts  : 0 


  etherStatsFragments      : 0         , etherStatsJabbers       : 0 


  etherStatsCRCAlignErrors : 0         , etherStatsCollisions    : 0 


  etherStatsDropEvents (insufficient resources): 0 


  Incoming packets by size : 


  64     : 7         ,  65-127  : 413       ,  128-255  : 35 


  256-511: 0         ,  512-1023: 0         ,  1024-1518: 0 


Configuration files 
# 
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interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.0.0.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.0.1 255.255.255.0 


 rmon statistics 10 owner user1 


# 


 snmp-agent 


 snmp-agent community write private 


 snmp-agent community read public 


 snmp-agent sys-info version v1 


 snmp-agent target-host trap address udp-domain 10.0.0.100 params securityn 


ame public 


# 


 rmon event 1 trap public owner user1 


# 


 rmon alarm 1 1.3.6.1.4.1.25506.2.125.1.1.1 5 absolute rising-threshold 10000 1 


falling-threshold 5000 1 owner user1 


Related documentation 
• HP VSR1000 Virtual Services Router Network Management and Monitoring Command Reference 


• HP VSR1000 Virtual Services Router Network Management and Monitoring Configuration Guide 
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Introduction 
This document provides SNMP configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of SNMP. 


Example: Configuring SNMPv1 or SNMPv2c 


Network requirements 
As shown in Figure 1, the NMS uses SNMPv2c to manage the SNMP agent, and the agent automatically 
sends notifications to report events to the NMS. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure SNMPv1 or SNMPv2c, follow these restrictions and guidelines: 


• The SNMPv2c configuration procedure is the same as the SNMPv1 configuration procedure. This 
example uses SNMPv2c. 


• For the NMS to manage the SNMP agent, the SNMP settings on the agent and the NMS must 
match. 


• The NMS software configuration varies by vendor. This example uses IMC PLAT 7.0 (E0202). For 
information about configuring the NMS, see the NMS manual. 
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Configuration procedures 


Configuring the SNMP agent 
# Specify SNMPv2c, and create the read-only community readtest and the read and write community 
writetest. 
<Agent> system-view 
[Agent] snmp-agent sys-info version v2c 


[Agent] snmp-agent community read readtest 


[Agent] snmp-agent community write writetest 


# Configure contact and physical location information for the agent. 
[Agent] snmp-agent sys-info contact Mr.Wang-Tel:3306 


[Agent] snmp-agent sys-info location telephone-closet,3rd-floor 


# Enable SNMP notifications, specify the NMS at 192.168.100.4 as an SNMP trap destination, and use 
traptest as the community name. 
[Agent] snmp-agent trap enable 


[Agent] snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname 
readtest v2c 


Configuring the NMS 
1. Add the device (SNMP agent) to IMC: 


a. Click the Resource tab. 


b. From the navigation tree, select Resource Management > Add Device. 


c. On the Add Device page, configure the following parameters: 


− Enter 192.168.100.68 in the Host Name/IP field. 


− Use the default values for other parameters. 
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Figure 2 Adding a device 


 
 


2. Configure SNMP parameters: 


a. Expand the SNMP Settings area. 


b. Click Configure. 


c. On the page that appears, configure the following parameters: 


− Select SNMPv2c from the Parameter Type list. 


− Enter readtest in the Read-Only Community String field. 


− Enter writetest in the Read-Write Community String field. 


− Use the default values for other parameters. 


− Click OK. 


Figure 3 Editing SNMP parameters 


 
 


3. On the Add Device page, click OK. 


The device is successfully added to IMC, as shown in Figure 4. 
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Figure 4 Device added 


 
 


Verifying the configuration 
1. Verify that the agent sends notifications to the NMS when the link state of an interface changes: 


a. Execute the shutdown or undo shutdown command on an idle interface to shut down or bring 
up the interface. 


b. Click the Alarm tab. 


c. From the navigation tree, select Alarm Browse > All Alarms. 


The alarms are displayed, as shown in Figure 5. 


Figure 5 All Alarms page 


 
 


2. Back up the agent configuration file on the NMS: 


a. Click the Resource tab. 


b. From the navigation tree, select Device View. 


c. On the page that appears, click the device label link Agent(192.168.100.68). 


d. On the Configuration Center menu, select Backup Configuration File. 
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Figure 6 Backing up the configuration file 


 
 


The configuration file is backed up, as shown in Figure 7. 


Figure 7 Configuration file backed up 


 
 


Configuration files 
#  


 snmp-agent 


 snmp-agent community read readtest 


 snmp-agent community write writetest 


 snmp-agent sys-info contact Mr.Wang-Tel:3306 


 snmp-agent sys-info location telephone-closet,3rd-floor 


 snmp-agent sys-info version v2c 


 snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname 
readtest v2c 


 snmp-agent trap enable arp 


 snmp-agent trap enable radius 
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#  


Example: Configuring SNMPv3 


Network requirements 
As shown in Figure 8, the NMS uses SNMPv3 to manage the SNMP agent, and the agent automatically 
sends notifications to report events to the NMS. The NMS and the agent use the authentication with the 
privacy security model. 


Figure 8 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure SNMPv3, follow these restrictions and guidelines: 


• For the NMS to manage the SNMP agent, the SNMP settings on the agent and the NMS must 
match. 


• The NMS software configuration varies by vendor. This example uses IMC PLAT 7.0 (E0202). For 
information about configuring the NMS, see the NMS manual. 


• For the NMS to receive notifications from the agent, make sure the following configurations are the 
same on the NMS and the SNMP agent: 


 SNMPv3 username. 


 SNMP protocol version. 


 Authentication algorithm. 


 Privacy algorithm. 


 Authentication and privacy keys. 


Configuration procedures 


Configuring the SNMP agent 
# Enable SNMPv3. 
<Agent> system-view 


[Agent] snmp-agent sys-info version v3 
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# Include the mib-2 (OID 1.3.6.1) subtree in the mibtest view. 
[Agent] snmp-agent mib-view included mibtest 1.3.6.1 


# Create SNMPv3 group managev3group, and assign the authentication with privacy security model to 
the group. Set the read-only, read and write, and notify MIB views to mibtest. 
[Agent] snmp-agent group v3 managev3group privacy read-view mibtest write-view mibtest 
notify-view mibtest 


# Add the user managev3user to the SNMPv3 group managev3group, and set the following details: 


• Authentication algorithm to sha. 


• Authentication key to 123456TESTauth&!. 


• Encryption algorithm to aes128. 


• Privacy key to 123456TESTencr&!. 
[Agent] snmp-agent usm-user v3 managev3user managev3group simple authentication-mode sha 
123456TESTauth&! privacy-mode aes128 123456TESTencr&! 


# Configure contact and physical location information for the agent. 
[Agent] snmp-agent sys-info contact Mr.Wang-Tel:3306 


[Agent] snmp-agent sys-info location telephone-closet,3rd-floor 


# Enable SNMP notifications. 
[Agent] snmp-agent trap enable 


# Specify the NMS at 192.168.100.4 as a trap destination, and set the username to managev3user for 
the traps. 
[Agent] snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname 
managev3user v3 privacy 


Configuring the NMS 
1. Add an SNMP template: 


a. Click the System tab. 


b. From the navigation tree, select Resource Management > SNMP Template. 


c. On the SNMP Template page, click Add. 


d. On the Add SNMP Template page, configure the following parameters: 


− Enter SNMPv3 in the Name field. 


− Select SNMPv3 Priv-Aes128 Auth-Sha from the Parameter Type list. 


− Enter managev3user in the Username field. 


− Enter 123456TESTauth&! in the Authentication Password field. 


− Enter 123456TESTencr&! in the Encryption Password field. 


− Use the default values for other parameters. 


− Click OK. 
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Figure 9 Adding an SNMP template 


 
 


2. Add the device (SNMP agent) to IMC: 


a. Click the Resource tab. 


b. From the navigation tree, select Resource Management > Add Device. 


c. On the Add Device page, configure the following parameters: 


− Enter 192.168.100.68 in the Host Name/IP field. 


− Use the default values for other parameters. 


Figure 10 Adding a device 


 
 


3. Configure SNMP parameters: 


a. Expand the SNMP Settings area. 


b. Click Configure. 


c. Select the Select an Existing Template option. 


d. Select template name SNMPv3. 


e. Click OK. 
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Figure 11 Selecting an existing template 


 
 


4. On the Add Device page, click OK. 


The device is successfully added to IMC, as shown in Figure 12. 


Figure 12 Device added 


 
 


Verifying the configuration 
1. Verify that the agent sends notifications to the NMS when the link state of an interface changes: 


a. Execute the shutdown or undo shutdown command on an idle interface to shut down or bring 
up the interface. 


b. Click the Alarm tab. 


c. From the navigation tree, select Alarm Browse > All Alarms. 


You can see the alarms in Figure 13. 


Figure 13 All Alarms page 


 
 


2. Back up the agent configuration file on the NMS: 


a. Click the Resource tab. 


b. From the navigation tree, select Device View. 


c. On the page that appears, click the device label link Agent(192.168.100.68). 


d. On the Configuration Center menu, select Backup Configuration File. 
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Figure 14 Backing up the configuration file 


 
 


The configuration file is backed up, as shown in Figure 15. 


Figure 15 Configuration file backed up 


 
 


Configuration files 
# 


 snmp-agent 


 snmp-agent sys-info contact Mr.Wang-Tel:3306 


 snmp-agent sys-info location telephone-closet,3rd-floor 


 snmp-agent sys-info version v3 


 snmp-agent group v3 managev3group privacy read-view mibtest write-view mibtest 
notify-view mibtest 


 snmp-agent target-host trap address udp-domain 192.168.100.4 params securityname 
managev3user v3 privacy 


 snmp-agent mib-view included mibtest internet 
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 snmp-agent usm-user v3 managev3user managev3group cipher authentication-mode sha 
$c$3$4CcVHVR5z0PUt42S65Q7t5CinLsNC0qt45linidSxj6AdbAipck= privacy-mode aes128 
$c$3$u3MpkHY9/mUEWZpDydimSpuDZP6HCeW2p3GmEqHT5Eys5A== 


 snmp-agent trap enable arp 


 snmp-agent trap enable radius 


#  
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Introduction 
This document provides PBR configuration examples. 


PBR uses a user-defined policy to route packets based on fields such as the source address, destination 
address, and IP precedence. PBR takes precedence over destination-based routing. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of HP PBR. 


Configuration restrictions and guidelines 
When you configure PBR, follow these restrictions and guidelines: 


• The device supports only interface PBR, which guides the forwarding of packets received on an 
interface. Interface PBR does not take effect on locally generated packets. 


• When you configure the action of forwarding traffic to a next hop, do not specify the following 
addresses: 


 An IPv6 address in an IPv4 ACL rule. 


 An IPv4 address in an IPv6 ACL rule. 


Example: Configuring PBR 


Network requirements 
As shown in Figure 1, on Device, all packets destined for Server are forwarded based on the routing table 
to the next hop 10.4.1.2 by default. 


Configure PBR to meet the following requirements: 


• Packets with source IPv4 address 10.2.1.1 received on GigabitEthernet 1/0 are forwarded to the 
next hop 10.5.1.2. 


• HTTP packets with source IPv4 addresses other than 10.2.1.1 received on GigabitEthernet 1/0 are 
forwarded to the next hop 10.3.1.2. 
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Figure 1 Network diagram 


 
 


Requirements analysis 
To forward the two types of packets to different next hops, you must perform the following tasks: 


• Configure two ACLs to classify the two types of packets. 


• Configure two policy nodes to forward the packets to the specified next hops. 


To ensure that HTTP packets with source address 10.2.1.1 are forwarded to the next hop 10.5.1.2, specify 
a node with a smaller number to match the HTTP packets. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Configure an IPv4 address for GigabitEthernet 1/0. 
<Device> system-view 


[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] ip address 10.1.2.1 255.255.255.0 


[Device-GigabitEthernet1/0] quit 


# Configure IPv4 addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure three static routes and configure 10.4.1.2 as the default next hop. 
[Device] ip route-static 192.168.1.0 24 10.3.1.2  


[Device] ip route-static 192.168.1.0 24 10.4.1.2 preference 40 


[Device] ip route-static 192.168.1.0 24 10.5.1.2 


# Create ACL 3005 to match packets with source address 10.2.1.1. 
[Device] acl number 3005 


[Device-acl-adv-3005] rule 0 permit ip source 10.2.1.1 0 


[Device-acl-adv-3005] quit 


# Create ACL 3006 to match HTTP packets. 
[Device] acl number 3006 


[Device-acl-adv-3006] rule 0 permit tcp destination-port eq www 


[Device-acl-adv-3006] quit 


Device


GE1/0
10.1.2.1/24


GE2/0
10.3.1.1/24


GE3/0
10.4.1.1/24


GE4/0
10.5.1.1/24


10.3.1.2/24


10.4.1.2/24


10.5.1.2/24


ISP


Server
192.168.1.1/24


Source IP:
10.1.1.1/24


Source IP:
10.2.1.1/24


Router
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# Configure Node 0 for policy pbr1 to forward packets matching ACL 3005 to the next hop 10.5.1.2. 
[Device] policy-based-route pbr1 permit node 0 


[Device-pbr-pbr1-0] if-match acl 3005 


[Device-pbr-pbr1-0] apply next-hop 10.5.1.2 


[Device-pbr-pbr1-0] quit 


# Configure Node 1 for policy pbr1 to forward packets matching ACL 3006 to the next hop 10.3.1.2. 
[Device] policy-based-route pbr1 permit node 1 


[Device-pbr-pbr1-1] if-match acl 3006 


[Device-pbr-pbr1-1] apply next-hop 10.3.1.2 


[Device-pbr-pbr1-1] quit 


# Apply policy pbr1 to GigabitEthernet 1/0. 
[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] ip policy-based-route pbr1 


[Device-GigabitEthernet1/0] quit 


Verifying the configuration 
# On Device, display PBR policy information. 
[Device] display ip policy-based-route policy pbr1 


Policy name: pbr1 


  node 0 permit: 


    if-match acl 3005 


    apply next-hop 10.5.1.2 


  node 1 permit: 


    if-match acl 3006 


    apply next-hop 10.3.1.2 


The output shows that the PBR configurations are successful. 


# On Router, display the path for forwarding non-HTTP packets with source address 10.1.1.1. 
 


 NOTE: 


Before you use a tracert command, perform the following tasks: 


• Enable sending of ICMP timeout packets on the intermediate devices. 


• Enable sending of ICMP destination unreachable packets on the destination device. 
 


<Router> tracert -a 10.1.1.1 192.168.1.1 


traceroute to 192.168.1.1 (192.168.1.1) from 10.1.1.1, 30 hops at most, 40 bytes 


 each packet, press CTRL_C to break 


 1  10.1.2.1 (10.1.2.1)  2.178 ms  1.364 ms  1.058 ms 


 2  10.4.1.2 (10.4.1.2)  1.548 ms  1.248 ms  1.112 ms 


 3  192.168.1.1 (192.168.1.1)  1.594 ms  1.321 ms  1.093 ms 


The output shows that non-HTTP packets with source address 10.1.1.1 are forwarded to the next hop 
10.4.1.2. 


# On Router, display the path for forwarding packets with source address 10.2.1.1. 
<Router> tracert -a 10.2.1.1 192.168.1.1 


traceroute to 192.168.1.1 (192.168.1.1) from 10.2.1.1, 30 hops at most, 40 bytes 
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 each packet, press CTRL_C to break 


 1  10.1.2.1 (10.1.2.1)  1.721 ms  1.226 ms  1.050 ms 


 2  10.5.1.2 (10.5.1.2)  4.494 ms  1.385 ms  1.170 ms 


 3  192.168.1.1 (192.168.1.1)  1.448 ms  1.304 ms  1.093 ms 


The output shows that packets with source address 10.2.1.1 are forwarded to the next hop 10.5.1.2. 


Configuration files 
# 


policy-based-route pbr1 permit node 0 


 if-match acl 3005 


 apply next-hop 10.5.1.2 


# 


policy-based-route pbr1 permit node 1 


 if-match acl 3006 


 apply next-hop 10.3.1.2 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.2.1 255.255.255.0 


 ip policy-based-route pbr1 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.3.1.1 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 10.4.1.1 255.255.255.0 


# 


interface GigabitEthernet4/0 


 port link-mode route 


 ip address 10.5.1.1 255.255.255.0 


# 


 ip route-static 192.168.1.0 24 10.3.1.2 


 ip route-static 192.168.1.0 24 10.4.1.2 preference 40 


 ip route-static 192.168.1.0 24 10.5.1.2 


# 


acl number 3005 


 rule 0 permit ip source 10.2.1.1 0 


# 


acl number 3006 


 rule 0 permit tcp destination-port eq www 


# 
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Example: Configuring IPv6 PBR 


Network requirements 
As shown in Figure 2, on Device, all packets destined for Server are forwarded based on the routing 
table to the next hop 2004::2 by default. 


Configure IPv6 PBR to meet the following requirements: 


• Packets with source IPv6 address 2002::1 received on GigabitEthernet 1/0 are forwarded to the 
next hop 2005::2. 


• HTTP packets with source IPv6 addresses other than 2002::1 received on GigabitEthernet 1/0 are 
forwarded to the next hop 2003::2. 


Figure 2 Network diagram 


 
 


Requirements analysis 
To forward the two types of packets to different next hops, you must perform the following tasks: 


• Configure two ACLs to classify the two types of packets. 


• Configure two policy nodes to forward the packets to the specified next hops. 


To ensure that HTTP packets with source address 2002::1 are forwarded to the next hop 2005::2, specify 
a node with a smaller number to match the HTTP packets. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Configure an IPv6 address for GigabitEthernet 1/0. 
<Device> system-view 


[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] ipv6 address 2007::1 64 


[Device-GigabitEthernet1/0] quit 
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# Configure IPv6 addresses for other interfaces, as shown in Figure 2. (Details not shown.) 


# Configure three static routes and configure 2004::2/64 as the default next hop. 
[Device] ipv6 route-static 3001::1 64 2003::2 


[Device] ipv6 route-static 3001::1 64 2004::2 preference 40 


[Device] ipv6 route-static 3001::1 64 2005::2 


# Create IPv6 ACL 3005 to match packets with source address 2002::1. 
[Device] acl ipv6 number 3005 


[Device-acl6-adv-3005] rule 0 permit ipv6 source 2002::1/128 


[Device-acl6-adv-3005] quit 


# Create IPv6 ACL 3006 to match HTTP packets. 
[Device] acl ipv6 number 3006 


[Device-acl6-adv-3006] rule 0 permit tcp destination-port eq www 


[Device-acl6-adv-3006] quit 


# Configure Node 0 for policy pbr1 to forward packets matching IPv6 ACL 3005 to the next hop 
2005::2. 
[Device] ipv6 policy-based-route pbr1 permit node 0 


[Device-pbr6-pbr1-0] if-match acl 3005 


[Device-pbr6-pbr1-0] apply next-hop 2005::2 


[Device-pbr6-pbr1-0] quit 


# Configure Node 1 for policy pbr1 to forward packets matching IPv6 ACL 3006 to the next hop 
2003::2. 
[Device] ipv6 policy-based-route pbr1 permit node 1 


[Device-pbr6-pbr1-1] if-match acl 3006 


[Device-pbr6-pbr1-1] apply next-hop 2003::2 


[Device-pbr6-pbr1-1] quit 


# Apply policy pbr1 to GigabitEthernet 1/0. 
[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] ipv6 policy-based-route pbr1 


[Device-GigabitEthernet1/0] quit 


Verifying the configuration 
# On Device, display IPv6 PBR policy information. 
[Device] display ipv6 policy-based-route policy pbr1 


Policy name: pbr1 


  node 0 permit: 


    if-match acl 3005 


    apply next-hop 2005::2 


  node 1 permit: 


    if-match acl 3006 


    apply next-hop 2003::2 


The output shows that the IPv6 PBR configurations are successful. 


# On Device, verify the forwarding of packets with source address 2002::1. (Details not shown.) 


• If 2005::2 is reachable, packets are forwarded to the next hop 2005::2. 
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• If 2005::2 is not reachable, packets are forwarded to the next hop 2004::2 according to the 
routing table. 


# On Device, verify the forwarding of HTTP packets. (Details not shown.) 


• If 2003::2 is reachable, packets are forwarded to the next hop 2003::2. 


• If 2003::2 is not reachable, packets are forwarded to the next hop 2004::2 according to the 
routing table. 


Configuration files 
# 


ipv6 policy-based-route pbr1 permit node 0 


 if-match acl 3005 


 apply next-hop 2005::2 


# 


ipv6 policy-based-route pbr1 permit node 1 


 if-match acl 3006 


 apply next-hop 2003::2 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ipv6 policy-based-route pbr1 


 ipv6 address 2007::1/64  


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ipv6 address 2003::1 64 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ipv6 address 2004::1 64 


# 


interface GigabitEthernet4/0 


 port link-mode route 


 ipv6 address 2005::1 64 


# 


 ipv6 route-static 3001:: 64 2003::2 


 ipv6 route-static 3001:: 64 2004::2 preference 40 


 ipv6 route-static 3001:: 64 2005::2 


# 


acl ipv6 number 3005 


 rule 0 permit ipv6 source 2002::1/128 


# 


 acl ipv6 number 3006 


 rule 0 permit tcp destination-port eq www 


# 
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Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Routing Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Configuration Guide 
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Introduction 
This document provides examples for configuring control plane-based QoS policies. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of QoS policies. 


Example: Rate limiting ICMP packets 


Network requirements 
As shown in Figure 1, the device receives a large number of ICMP packets from the Internet. As a result, 
CPU usage is high, and device performance degrades. 


Configure a control plane-based QoS policy to meet the following requirements: 


• Rate limit ICMP packets sent to the control plane to 640 kbps. 


• Drop excess ICMP packets. 


Figure 1 Network diagram 
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Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Use the if-match command to classify ICMP packets into a class. 


• Use the car command to configure the rate limit value for ICMP packets and drop excess ICMP 
packets. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
By default, the predefined QoS policy is applied to the control plane. The predefined QoS policy 
identifies packet types by system index and uses a default rate limit value for each packet type. To display 
the predefined QoS policy, use the display qos policy control-plane pre-defined command. 


Configuration procedures 
# Create a class named ICMP, and use the ICMP protocol as the match criterion. 
<Device> system-view  


[Device] traffic classifier ICMP 


[Device-classifier-ICMP] if-match control-plane protocol icmp 


[Device-classifier-ICMP] quit 


# Create a behavior named ICMP, and configure a CAR action for ICMP packets. 
[Device] traffic behavior ICMP 


[Device-behavior-ICMP] car cir 640 


[Device-behavior-ICMP] quit 


# Create a QoS policy named ICMP, and associate the class ICMP with the behavior ICMP in the QoS 
policy. 
[Device] qos policy ICMP 


[Device-qospolicy-ICMP] classifier ICMP behavior ICMP 


[Device-qospolicy-ICMP] quit 


# Apply the QoS policy ICMP to the inbound direction of the control plane. 
[Device] control-plane 


[Device-cp] qos apply policy ICMP inbound 


[Device-cp] quit 


Verify the configuration 
# Verify that the QoS policy is correctly applied to the control plane. 
[Device] display qos policy control-plane 


Control plane 
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  Direction: Inbound 


  Policy: ICMP 


   Classifier: default-class 


     Matched : 0 (Packets) 0 (Bytes) 


     Operator: AND 


     Rule(s) : 


      If-match any 


     Behavior: be 


      -none- 


   Classifier: ICMP 


     Matched : 0 (Packets) 0 (Bytes) 


     Operator: AND 


     Rule(s) : 


      If-match control-plane protocol icmp 


     Behavior: ICMP 


      Committed Access Rate: 


        CIR 640 (kbps), CBS 40000 (Bytes), EBS 0 (Bytes) 


        Green action  : pass 


        Yellow action : pass 


        Red action    : discard 


        Green packets : 0 (Packets) 0 (Bytes) 


        Red packets   : 0 (Packets) 0 (Bytes) 


Configuration files 
# 


traffic classifier ICMP operator and 


 if-match control-plane protocol icmp 


# 


traffic behavior ICMP 


 car cir 640 cbs 40000 ebs 0 green pass red discard yellow pass 


# 


qos policy ICMP 


 classifier ICMP behavior ICMP 


# 


control-plane 


 qos apply policy ICMP inbound 


Example: Rate limiting ARP packets 


Network requirements 
As shown in Figure 2, the device is subject to DoS attacks with ARP packets from the Internet. 


Configure a control plane-based QoS policy on the device to rate limit the ARP packets to the control 
plane to 1000 kbps.  
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Figure 2 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Use the if-match control-plane protocol arp command to match ARP packets. 


• Use the car command to rate limit ARP packets. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Create a class named ARP, and use the ARP protocol as the match criterion. 
<Device> system-view 


[Device] traffic classifier ARP 


[Device-classifier-ARP] if-match control-plane protocol arp 


[Device-classifier-ARP] quit 


# Create a behavior named ARP, and configure a rate limit of 1000 kbps for ARP packets. 
[Device] traffic behavior ARP 


[Device-behavior-ARP] car cir 1000 


[Device-behavior-ARP] quit 


# Create a QoS policy named ARP, and associate the class ARP with the behavior ARP in the QoS 
policy. 
[Device] qos policy ARP 


[Device-qospolicy-ARP] classifier ARP behavior ARP 


[Device-qospolicy-ARP] quit 
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# Apply the QoS policy ARP to the inbound direction of the control plane. 
[Device] control-plane 


[Device-cp] qos apply policy ARP inbound 


[Device-cp] quit 


Verifying the configuration 
# Verify that the QoS policy is correctly applied to the control plane of the card in slot 2. 
[Device] display qos policy control-plane 


Control plane 


  Direction: Inbound 


  Policy: ARP 


   Classifier: default-class 


     Matched : 0 (Packets) 0 (Bytes) 


     Operator: AND 


     Rule(s) : 


      If-match any 


     Behavior: be 


      -none- 


   Classifier: ARP 


     Matched : 24 (Packets) 1104 (Bytes) 


     Operator: AND 


     Rule(s) : 


      If-match control-plane protocol arp 


     Behavior: ARP 


      Committed Access Rate: 


        CIR 1000 (kbps), CBS 62500 (Bytes), EBS 0 (Bytes) 


        Green action  : pass 


        Yellow action : pass 


        Red action    : discard 


        Green packets : 24 (Packets) 1104 (Bytes) 


        Red packets   : 0 (Packets) 0 (Bytes) 


Configuration files 
# 


traffic classifier ARP operator and 


 if-match control-plane protocol arp 


# 


traffic behavior ARP 


 car cir 1000 cbs 62500 ebs 0 green pass red discard yellow pass 


# 


qos policy ARP 


 classifier ARP behavior ARP 


# 


control-plane 


 qos apply policy ARP inbound 
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Related documentation 
• HP VSR1000 Virtual Services Router ACL and QoS Command Reference 
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Introduction 
This document provides authorized ARP configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of authorized ARP. 


Example: Configuring authorized ARP on a 
DHCP server 


Network requirements 
As shown in Figure 1, the host obtains an IP address from the DHCP server (the router). 


Enable authorized ARP on the router to allow the host to access the network only when the host uses the 
DHCP-assigned IP address. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
1. Configure the router: 


# Assign an IP address to GigabitEthernet 1/0. 
<Router> system-view 


[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 10.1.1.1 24 


[Router-GigabitEthernet1/0] quit 
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# Enable DHCP. 
[Router] dhcp enable 


# Create DHCP address pool 1 and specify the subnet 10.1.1.0/24 in the address pool. 
[Router] dhcp server ip-pool 1 


[Router-dhcp-pool-1] network 10.1.1.0 mask 255.255.255.0 


[Router-dhcp-pool-1] quit 


# Enable authorized ARP. 
[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] arp authorized enable 


[Router-GigabitEthernet1/0] quit 


2. Configure the host to use DHCP for IP address acquisition. (Details not shown.) 


Verifying the configuration 
# Verify that the host has obtained the IP address 10.1.1.2 through DHCP. 
C:\Windows\System32>ipconfig 


 


Windows IP Configuration 


 


 


Ethernet adapter XXXX: 


 


   Connection-specific DNS Suffix    : 


   IP Address                        : 10.1.1.2 


   Subnet Mask                       : 255.255.255.0 


   Default Gateway                   : 10.1.1.1 


# Verify that the router has an authorized ARP entry for the host. 
[Router] display arp all 


  Type: S-Static   D-Dynamic   O-Openflow   R-Rule   M-Multiport  I-Invalid 


IP address      MAC address    VLAN     Interface                Aging Type 


10.1.1.2        000f-e123-4568 N/A      GE1/0                    18    D 


# Disconnect the host from the switch, and assign the host a static IP address on the same subnet as the 
router. Then connect the host and the switch again. 


# Verify that the router cannot be pinged from the host. 
C:\Windows\System32>ping 10.1.1.1 


 


Pinging 10.1.1.1 with 32 bytes of data: 


Request timed out. 


Request timed out. 


Request timed out. 


Request timed out. 


 


Ping statistics for 10.1.1.1: 


Packets: Sent = 4, Received = 0, Lost = 4 (100% loss) 


# Verify that the router does not have an authorized ARP entry for the manually configured IP address of 
the host. 
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[Router] display arp all 


  Type: S-Static   D-Dynamic   O-Openflow   R-Rule   M-Multiport  I-Invalid 


IP address      MAC address    VLAN     Interface                Aging Type 


Without a correct ARP entry for the host, the router cannot be pinged from the host. 


Configuration files 
# 


 dhcp enable 


# 


dhcp server ip-pool 1 


 network 10.1.1.0 mask 255.255.255.0 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


 arp authorized enable 


# 


Example: Configuring authorized ARP on a 
DHCP relay agent 


Network requirements 
As shown in Figure 2, the host obtains an IP address through the DHCP relay agent (Router B). 


Enable authorized ARP on Router B to allow the host to access the network only when the host uses the 
DHCP-assigned IP address. 


Figure 2 Network diagram 


 
 


Requirements analysis 
To provide client address information for authorized ARP entries, enable the relay agent to record relay 
entries. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 
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Configuration procedures 
1. Configure Router A: 


# Assign an IP address to GigabitEthernet 1/0. 
<RouterA> system-view 


[RouterA] interface gigabitethernet 1/0  


[RouterA-GigabitEthernet1/0] ip address 10.1.1.1 24  


[RouterA-GigabitEthernet1/0] quit 


# Enable DHCP. 
[RouterA] dhcp enable 


# Create DHCP address pool 1 and specify the subnet 10.10.1.0/24 in the address pool. 
[RouterA] dhcp server ip-pool 1 


[RouterA-dhcp-pool-1] network 10.10.1.0 mask 255.255.255.0 


[RouterA-dhcp-pool-1] gateway-list 10.10.1.1 


[RouterA-dhcp-pool-1] quit 


# Configure a static route for Router B. 
[RouterA] ip route-static 10.10.1.0 24 10.1.1.2 


2. Configure Router B: 


# Enable DHCP. 
<RouterB> system-view 


[RouterB] dhcp enable 


# Assign IP addresses to GigabitEthernet 1/0 and GigabitEthernet 2/0. 
[RouterB] interface gigabitethernet 1/0  


[RouterB-GigabitEthernet1/0] ip address 10.1.1.2 24 


[RouterB-GigabitEthernet1/0] quit 


[RouterB] interface GigabitEthernet 2/0  


[RouterB-GigabitEthernet2/0] ip address 10.10.1.1 24 


# Enable DHCP relay agent on GigabitEthernet 2/0. 
[RouterB-GigabitEthernet2/0] dhcp select relay  


# Specify the DHCP server 10.1.1.1 on GigabitEthernet 2/0. 
[RouterB-GigabitEthernet2/0] dhcp relay server-address 10.1.1.1 


# Enable authorized ARP on GigabitEthernet 2/0. 
[RouterB-GigabitEthernet2/0] arp authorized enable 


[RouterB-GigabitEthernet2/0] quit 


# Enable the relay agent to record relay entries. 
[RouterB] dhcp relay client-information record 


3. Configure the host to use DHCP for IP address acquisition. (Details not shown.) 


Verifying the configuration 
# Verify that the host has obtained the IP address 10.10.1.2 through DHCP. 
C:\Windows\System32>ipconfig 


 


Windows IP Configuration 
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Ethernet adapter XXXX: 


 


   Connection-specific DNS Suffix    : 


   IP Address                        : 10.10.1.2 


   Subnet Mask                       : 255.255.255.0 


   Default Gateway                   : 10.10.1.1 


# Verify that Router B has an authorized ARP entry for the host. 
[RouterB] display arp all  


  Type: S-Static   D-Dynamic   O-Openflow   R-Rule   M-Multiport  I-Invalid 


IP address      MAC address    VLAN     Interface                Aging Type 


10.1.1.1        0cda-41c7-057e N/A      GE1/0                    15    D  


10.10.1.2       0066-61e2-f7f2 N/A      GE2/0                    20    D    


# Disconnect the host from Router B, and assign the host a static IP address on the same subnet as the 
router. Then connect the host and Router B again. 


# Verify that Router B cannot be pinged from the host. 
C:\Windows\System32>ping 10.10.1.1 


 


Pinging 10.10.1.1 with 32 bytes of data: 


Request timed out. 


Request timed out. 


Request timed out. 


Request timed out. 


 


Ping statistics for 10.10.1.1: 


Packets: Sent = 4, Received = 0, Lost = 4 (100% loss) 


# Verify that Router B does not have an authorized ARP entry for the manually configured IP address of 
the host. 
[RouterB] display arp all  


  Type: S-Static   D-Dynamic   O-Openflow   R-Rule   M-Multiport  I-Invalid 


IP address      MAC address    VLAN     Interface                Aging Type 


10.1.1.1        0cda-41c7-057e N/A      GE1/0                    15    D  


Without a correct ARP entry for the host, Router B cannot be pinged from the host. 


Configuration files 
• Router A:  


#  


 dhcp enable  


#  


dhcp server ip-pool 1   


 network 10.10.1.0 mask 255.255.255.0  


 gateway-list 10.10.1.1  


#  


interface GigabitEthernet1/0  
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 port link-mode route 


 ip address 10.1.1.1 255.255.255.0  


#   


 ip route-static 10.10.1.0 24 10.1.1.2  


#  


• Router B: 
#  


 dhcp enable 


dhcp relay client-information record   


#  


interface GigabitEthernet1/0 


 port link-mode route  


 ip address 10.1.1.2 255.255.255.0  


#     


interface GigabitEthernet2/0 


 port link-mode route  


 ip address 10.10.1.1 255.255.255.0  


 arp authorized enable  


 dhcp select relay  


 dhcp relay server-address 10.1.1.1  


#  


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Services Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Services Configuration Guide 


• HP VSR1000 Virtual Services Router Security Command Reference 


• HP VSR1000 Virtual Services Router Security Configuration Guide 
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Introduction 
This document provides NAT with DNS mapping configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of NAT. 


Example: Configuring NAT with DNS mapping 


Network requirements 
As shown in Figure 1, the Web server on the internal network 10.0.0.0/24 provides services for external 
users. The internal network uses three public IP addresses 172.31.123.201, 172.31.123.202, and 
172.31.123.203. The DNS server at 172.31.123.181 is on the external network. Configure NAT to allow 
both internal and external users to access the internal Web server by using its domain name. 


Figure 1 Network requirements 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• For external users to access the internal server, configure NAT Server by mapping the private IP 
address and port of the internal server to a public IP address and port. 


• For internal users to access the internal server, perform the following tasks: 


 Configure outbound dynamic NAT for the internal users to access the DNS server. 
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 Enable ALG for DNS to translate the public IP address of the internal server in the payload of the 
DNS response into the private IP address. 


 Configure a DNS mapping between the public IP address and domain name of the internal 
server. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Assign IP addresses to interfaces on the router. 
<Router> system-view 


[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 172.31.123.201 24 


[Router-GigabitEthernet1/0] quit 


[Router] interface gigabitethernet 2/0 


[Router-GigabitEthernet2/0] ip address 10.0.0.1 24 


[Router-GigabitEthernet2/0] quit 


# Configure NAT Server to allow external users to access the internal server by using public address 
172.31.123.202. 
[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] nat server protocol tcp global 172.31.123.202 inside 10. 


0.0.2 http 


# Configure outbound NAT with Easy IP on interface GigabitEthernet 1/0. 
[Router-GigabitEthernet1/0] nat outbound 


[Router-GigabitEthernet1/0] quit 


# Configure a DNS mapping that maps the internal server's domain name www.server.com to public 
address 172.31.123.202. 
[Router] nat dns-map domain www.server.com protocol tcp ip 172.31.123.202 port http 


[Router] quit 


Verifying the configuration 
# Verify that both internal and external users can access the internal server by using its domain name. 
(Details not shown.) 


# Verify that NAT with DNS mapping is successfully configured. 
<Router> display nat all 


NAT outbound information: 


  Totally 1 NAT outbound rules. 


  Interface: GigabitEthernet1/0 


    ACL: ---          Address group: ---    Port-preserved: N 


    NO-PAT: N         Reversible: N 


Config status: Active 
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NAT internal server information: 


  Totally 1 internal servers. 


  Interface: GigabitEthernet1/0 


    Protocol: 6(TCP) 


    Global IP/port: 172.31.123.202/80 


    Local  IP/port: 10.0.0.2/80 


 


NAT DNS mapping information: 


  Totally 1 NAT DNS mappings. 


  Domain name: www.server.com 


  Global IP  : 172.31.123.202 


  Global port: 80 


  Protocol   : TCP(6) 


  Config status: Active 


 


NAT logging: 


  Log enable : Disabled 


  Flow-begin : Disabled 


  Flow-end   : Disabled 


  Flow-active: Disabled 


  Port-block-assign   : Disabled 


  Port-block-withdraw : Disabled 


  Alarm               : Disabled 


 


NAT mapping behavior: 


  Mapping mode: Address and Port-Dependent 


  ACL         : --- 


  Config status: Active 


 


NAT ALG: 


  DNS        : Enabled 


  FTP        : Enabled 


  H323       : Enabled 


  ICMP-ERROR : Enabled 


  ILS        : Enabled 


  MGCP       : Enabled 


  NBT        : Enabled 


  PPTP       : Enabled 


  RTSP       : Enabled 


  RSH        : Enabled 


  SCCP       : Enabled 


  SIP        : Enabled 


  SQLNET     : Enabled 


  TFTP       : Enabled 


  XDMCP      : Enabled 
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Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 172.31.123.201 255.255.255.0 


 nat outbound 


 nat server protocol tcp global 172.31.123.202 80 inside 10.0.0.2 80 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.0.0.1 255.255.255.0 


# 


nat dns-map domain www.server.com protocol tcp ip 172.31.123.202 port 80 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Services Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Services Configuration Guide 
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Introduction 
This document provides examples for configuring a client-initiated L2TP tunnel. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of L2TP. 


Example: Configuring a client-initiated L2TP 
tunnel 


Network requirements 
As shown in Figure 1, configure the LNS to accept tunneling requests from the host and establish an L2TP 
tunnel with the host. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring the LNS 
# Specify an IP address for interface GigabitEthernet 1/0. 
<LNS> system-view 


[LNS] interface gigabitethernet 1/0 


[LNS-GigabitEthernet1/0] ip address 1.1.1.1 24 


[LNS-GigabitEthernet1/0] quit 
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# Create a local user named user, set the password to hello, and set the service type to PPP. 
[LNS] local-user user class network 


[LNS-luser-network-user] password simple hello 


[LNS-luser-network-user] service-type ppp 


[LNS-luser-network-user] quit 


# Configure local authentication for PPP users in ISP domain abc. 
[LNS] domain abc 


[LNS-isp-abc] authentication ppp local 


[LNS-isp-abc] quit 


# Enable L2TP. 
[LNS] l2tp enable 


# Create interface Virtual-Template 1, and specify its IP address as 192.168.0.1/24 and PPP 
authentication mode as CHAP. 
[LNS] interface virtual-template 1 


[LNS-Virtual-Template1] ip address 192.168.0.1 24 


[LNS-Virtual-Template1] ppp authentication-mode chap domain abc 


# Specify 192.168.0.2 as the IP address to be allocated to the PPP user. 
[LNS-virtual-template1] remote address 192.168.0.2 


[LNS-virtual-template1] quit 


# Create L2TP group 1 in LNS mode. 
[LNS] l2tp-group 1 mode lns 


# Configure the local tunnel name as LNS. 
[LNS-l2tp1] tunnel name LNS 


# Specify Virtual-Template 1 for receiving calls. 
[LNS-l2tp1] allow l2tp virtual-template 1 


# Disable tunnel authentication. 
[LNS-l2tp1] undo tunnel authentication 


[LNS-l2tp1] quit 


Configuring the remote host 
In this example, the host runs on the Windows 7 system. 


1. Configure the IP address and gateway address of the remote host as 1.1.1.2 and 1.1.1.1, 
respectively. (Details not shown.) 


2. Create a VPN connection: 


a. On the Network and Sharing Center page, click Set up a new connection or network. 
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Figure 2 Creating a network connection 


 
 


b. On the window that appears, select Connect to a workplace, and click Next. 


Figure 3 Choosing a connection option 


 
 


c. On the window that appears, click Use my Internet connection (VPN). 
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Figure 4 Selecting a connection method 


 
 


d. On the window that appears, click I'll set up an Internet connection later. 


Figure 5 Configuring the Internet connection 


 
 


e. On the window that appears, enter 1.1.1.1 in the Internet address field, and click Next. 
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Figure 6 Configuring the Internet address 


 
 


f. On the window that appears, enter user and hello in the User name and Password fields, 
respectively, and click Create. 


Figure 7 Setting username and password 


 
 


g. On the window that appears, click Close. 


The connection is ready to use. 
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Figure 8 The connection establishment success window 


 
 


3. Connect to the L2TP tunnel: 


a. Enter the Network Connections page. (Details not shown.) 


You can view the newly created network connection named VPN connection. 


Figure 9 Viewing new network connection 
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b. Double click VPN connection. 


The login dialog box appears. 


Figure 10 Login dialog box 


 
 


c. Click Properties. 


The VPN connection properties dialog box appears. 
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Figure 11 The VPN connection properties dialog box 


 
 


d. Click the Security tab, select Optional encryption (connect even if no encryption) from the Data 
encryption list, and click OK. 
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Figure 12 Configuring the security property 


 
 


e. On the login dialog box, enter user@abc.com and hello for the username and password, 
respectively, and click Connect. 
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Figure 13 Connecting the L2TP tunnel 


 
 


f. Return to the Network Connections page. 


You can find that the host has been connected to the L2TP tunnel successfully. 


Figure 14 Connection success page 
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Verifying the configuration 
# Display the established L2TP tunnel on the LNS. 
[LNS] display l2tp tunnel 


LocalTID RemoteTID State        Sessions RemoteAddress   RemotePort RemoteName 


11556    1         Established  1        1.1.1.2         1701       Host 


Configuration files 
LNS: 
# 


interface Virtual-Template1 


 ppp authentication-mode chap domain abc 


 remote address 192.168.0.2 


 ip address 192.168.0.1 255.255.255.0 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 1.1.1.1 255.255.255.0 


# 


domain abc 


 authentication ppp local 


# 


local-user aa class network 


 password cipher $c$3$Rprc/RW4jluoNccTiRfV0t1OxEN0MegX 


 service-type ppp 


 authorization-attribute user-role network-operator 


# 


l2tp-group 1 mode lns 


 allow l2tp virtual-template 1 


 undo tunnel authentication 


 tunnel name LNS 


# 


l2tp enable 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 2—WAN Access Command Reference 


• HP VSR1000 Virtual Services Router Layer 2—WAN Access Configuration Guide 
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Introduction 
This document provides IPv6 over IPv4 GRE tunnel configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of GRE. 


Example: Configuring an IPv6 over IPv4 GRE 
tunnel 


Network requirements 
As shown in Figure 1, Device A, Device B, and Device C are all on an IPv4 network. Dual stack devices 
Device A and Device B each connect to an IPv6 host. 


Configure an IPv6 over IPv4 GRE tunnel between Device A and Device B, so PC A and PC B can 
communicate with each other over the IPv4 network. 


Figure 1 Network diagram 


 
 


GRE tunnel
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Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• To enable the IPv6 hosts to communicate over the IPv4 network, specify the GRE tunnel mode as 
GRE/IPv4 and configure IPv6 addresses for the tunnel interfaces. 


• To transmit packets between PC A and PC B through the GRE tunnel, configure a route reaching the 
destination network through the tunnel interface on Device A and Device B. You can configure the 
routes by using either of the following methods: 


 Configure static routes, using the peer tunnel interface as the next hop or using the local tunnel 
interface as the outgoing interface. 


 Enable a dynamic routing protocol on both the tunnel interfaces and the Layer 3 interfaces 
connected to PC A and PC B. 


• For both ends of the GRE tunnel to reach each other, configure a static route reaching the remote 
end on Device A and Device B. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
You must configure the tunnel source address and destination address at both ends of the tunnel. The 
tunnel source or destination address at one end must be the tunnel destination or source address at the 
other end. 


Configuration procedures 


Configuring Device A 
# Configure an IPv6 address for GigabitEthernet 2/0. 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ipv6 address 1001::1 64 


[DeviceA-GigabitEthernet2/0] quit 


# Configure other interfaces in the same way GigabitEthernet 2/0 is configured. (Details not shown.) 


# Create a tunnel interface Tunnel 0, and specify the tunnel mode as GRE/IPv4. 
[DeviceA] interface tunnel 0 mode gre 


# Configure an IPv6 address for the tunnel interface Tunnel 0. 
[DeviceA-Tunnel0] ipv6 address 3001::1 64 


# Configure the source address of the tunnel interface Tunnel 0 as the IP address of GigabitEthernet 1/0. 
[DeviceA-Tunnel0] source 192.13.2.2 







3 


# Configure the destination address of the tunnel interface Tunnel 0 as the IP address of GigabitEthernet 
2/0 on Device B. 
[DeviceA-Tunnel0] destination 131.108.5.2 


[DeviceA-Tunnel0] quit 


# Configure a static route reaching PC B through the tunnel interface Tunnel 0. 
[DeviceA] ipv6 route-static 2001:: 64 tunnel 0 


# Configure a static route reaching the remote end of the GRE tunnel. 
[DeviceA] ip route-static 131.108.5.2 255.255.255.0 192.13.2.1 


Configuring Device B 
# Configure an IPv6 address for GigabitEthernet 1/0. 
<DeviceB> system-view 


[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ipv6 address 2001::1 64 


[DeviceB-GigabitEthernet1/0] quit 


# Configure other interfaces in the same way GigabitEthernet 1/0 is configured. (Details not shown.) 


# Create a tunnel interface Tunnel 0, and specify the tunnel mode as GRE/IPv4. 
[DeviceB] interface tunnel 0 mode gre 


# Configure an IPv6 address for the tunnel interface Tunnel 0. 
[DeviceB-Tunnel0] ipv6 address 3001::2 64 


# Configure the source address of the tunnel interface Tunnel 0 as the IP address of GigabitEthernet 2/0. 
[DeviceB-Tunnel0] source 131.108.5.2 


# Configure the destination address of the tunnel interface Tunnel 0 as the IP address of GigabitEthernet 
1/0 on Device A. 
[DeviceB-Tunnel0] destination 192.13.2.2 


[DeviceB-Tunnel0] quit 


# Configure a static route reaching PC A through the tunnel interface Tunnel 0. 
[DeviceB] ipv6 route-static 1001:: 64 Tunnel 0 


# Configure a static route reaching the remote end of the GRE tunnel. 
[DeviceB] ip route-static 192.13.2.2 255.255.255.0 131.108.5.1 


Configuring Device C 
# Configure an IP address for GigabitEthernet 1/0. 
<DeviceC> system-view 


[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] ip address 192.13.2.1 24 


[DeviceC-GigabitEthernet1/0] quit 


# Configure an IP address for GigabitEthernet 2/0. 
[DeviceC] interface gigabitethernet 2/0 


[DeviceC-GigabitEthernet2/0] ip address 131.108.5.1 24 


[DeviceC-GigabitEthernet2/0] quit 
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Verifying the configuration 
# Verify that PC A and PC B can ping each other successfully. This example uses PC A to ping PC B. 
C:\>ping6 2001::2 


 


Pinging 2001::2 


from 1001::1 with 32 bytes of data: 


 


Reply from 2001::2: bytes=32 time<1ms 


Reply from 2001::2: bytes=32 time<1ms 


Reply from 2001::2: bytes=32 time<1ms 


Reply from 2001::2: bytes=32 time<1ms 


 


Ping statistics for 2001::2: 


    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 


Approximate round trip times in milli-seconds: 


    Minimum = 0ms, Maximum = 0ms, Average = 0ms 


Configuration files 
• Device A: 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.13.2.2 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ipv6 address 1001::1/64 


# 


interface Tunnel0 mode gre 


 ipv6 address 3001::1/64 


 source 192.13.2.2 


 destination 131.108.5.2 


# 


 ip route-static 131.108.5.2 255.255.255.0 192.13.2.1 


# 


 ipv6 route-static 2001:: 64 Tunnel 0 


# 


• Device B: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ipv6 address 2001::1/64 


# 


interface GigabitEthernet2/0 
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 port link-mode route 


 ip address 131.108.5.2 255.255.255.0 


# 


interface Tunnel0 mode gre 


 ipv6 address 3001::2/64 


 source 131.108.5.2 


 destination 192.13.2.2 


# 


 ip route-static 192.13.2.2 255.255.255.0 131.108.5.1 


# 


 ipv6 route-static 1001:: 64 Tunnel 0 


# 


• Device C: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.13.2.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 131.108.5.1 255.255.255.0 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Services Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Services Configuration Guide 
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Introduction 
This document provides IPv6 over IPv4 manual tunneling with OSPFv3 configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of IPv6 over IPv4 manual tunneling and OSPFv3. 


Example: Configuring IPv6 over IPv4 manual 
tunneling with OSPFv3 


Network requirements 
As shown in Figure 1, in IPv6 networks, Device A, Device B, and Device C act as the gateways of the 
headquarters, Branch 1, and Branch 2, respectively. 


Configure IPv6 over IPv4 manual tunnels to ensure that the headquarters can communicate with the two 
branches over IPv4 networks. 


Configure OSPFv3 on the gateways to ensure that the following requirements are met: 


• The gateways have routes to destination IPv6 addresses through tunnel interfaces. 


• Branch 1 and Branch 2 can communicate with each other through the headquarters. 
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Figure 1 Network diagram 


 
 


Table 1 Interface and IP address assignment 


Device Interface IP address 


Device A GE1/0 20.1.1.1/24 


 GE2/0 2001::1/64 


 Tunnel1 3001::1/64 


 Tunnel2 4001::1/64 


Device B GE1/0 30.1.1.1/24 


 GE2/0 5001::1/64 


 Tunnel1 3001::2/64 


Device C GE1/0 40.1.1.1/24 


 GE2/0 6001::1/64 


 Tunnel2 4001::2/64 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
Make sure the gateways can reach each other at IPv4. 


Tu
nn


el
 1


Tu
nn


el
 1


Tunnel 2


Tunnel 2
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Configuring IPv6 over IPv4 manual tunnels 
• Configure Device A: 


# Configure an IP address for GigabitEthernet 1/0. 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 20.1.1.1 24 


[DeviceA-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure an IPv6 over IPv4 manual tunnel interface Tunnel 1. 
[DeviceA] interface tunnel 1 mode ipv6-ipv4 


# Configure an IPv6 address for Tunnel 1. 
[DeviceA-Tunnel1] ipv6 address 3001::1/64 


# Specify GigabitEthernet 1/0 as the source interface of Tunnel 1. 
[DeviceA-Tunnel1] source gigabitethernet 1/0 


# Specify the destination address for Tunnel 1. 
[DeviceA-Tunnel1] destination 30.1.1.1 


[DeviceA-Tunnel1] quit 


# Configure an IPv6 over IPv4 manual tunnel interface Tunnel 2. 
[DeviceA] interface tunnel 2 mode ipv6-ipv4 


# Configure an IPv6 address for Tunnel 2. 
[DeviceA-Tunnel2] ipv6 address 4001::1/64 


# Specify GigabitEthernet 1/0 as the source interface of Tunnel 2. 
[DeviceA-Tunnel2] source gigabitethernet 1/0 


# Specify the destination address for Tunnel 2. 
[DeviceA-Tunnel2] destination 40.1.1.1 


[DeviceA-Tunnel2] quit 


• Configure Device B: 


# Configure an IP address for GigabitEthernet 1/0. 
<DeviceB> system-view 


[DeviceB] interface gigabitethernet 1/0 


[DeviceB-GigabitEthernet1/0] ip address 30.1.1.1 24 


[DeviceB-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure an IPv6 over IPv4 manual tunnel interface Tunnel 1. 
[DeviceB] interface tunnel 1 mode ipv6-ipv4 


# Configure an IPv6 address for Tunnel 1. 
[DeviceB-Tunnel1] ipv6 address 3001::2/64 


# Specify GigabitEthernet 1/0 as the source interface of Tunnel 1. 
[DeviceB-Tunnel1] source gigabitethernet 1/0 


# Specify the destination address for Tunnel 1. 
[DeviceB-Tunnel1] destination 20.1.1.1 


[DeviceB-Tunnel1] quit 


• Configure Device C: 
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# Configure an IP address for GigabitEthernet 1/0. 
<DeviceC> system-view 


[DeviceC] interface gigabitethernet 1/0 


[DeviceC-GigabitEthernet1/0] ip address 40.1.1.1 24 


[DeviceC-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


# Configure an IPv6 over IPv4 manual tunnel interface Tunnel 2. 
[DeviceC] interface tunnel 2 mode ipv6-ipv4 


# Configure an IPv6 address for Tunnel 2. 
[DeviceC-Tunnel2] ipv6 address 4001::2/64 


# Specify GigabitEthernet 1/0 as the source interface of Tunnel 2. 
[DeviceC-Tunnel2] source gigabitethernet 1/0 


# Specify the destination address for Tunnel 2. 
[DeviceC-Tunnel2] destination 20.1.1.1 


[DeviceC-Tunnel2] quit 


Configuring OSPFv3 
• Configure Device A: 


# Specify the router ID as 1.1.1.1. 
[DeviceA] ospfv3 


[DeviceA-ospfv3-1] router-id 1.1.1.1 


[DeviceA-ospfv3-1] quit 


# Enable OSPFv3 on Tunnel 1. 
[DeviceA] interface Tunnel 1 


[DeviceA-Tunnel1] ospfv3 1 area 0 


[DeviceA-Tunnel1] quit 


# Enable OSPFv3 on Tunnel 2. 
[DeviceA] interface Tunnel 2 


[DeviceA-Tunnel2] ospfv3 1 area 0 


[DeviceA-Tunnel2] quit 


# Enable OSPFv3 on GigabitEthernet 2/0. 
[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ospfv3 1 area 0 


[DeviceA-GigabitEthernet2/0] quit 


• Configure Device B: 


# Specify the router ID as 2.2.2.2. 
[DeviceB] ospfv3 


[DeviceB-ospfv3-1] router-id 2.2.2.2 


[DeviceB-ospfv3-1] quit 


# Enable OSPFv3 on Tunnel 1. 
[DeviceB] interface Tunnel 1 


[DeviceB-Tunnel1] ospfv3 1 area 0 


[DeviceB-Tunnel1] quit 


# Enable OSPFv3 on GigabitEthernet 2/0. 
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[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] ospfv3 1 area 0 


[DeviceB-GigabitEthernet2/0] quit 


• Configure Device C: 


# Specify the router ID as 3.3.3.3. 
[DeviceC] ospfv3 


[DeviceC-ospfv3-1] router-id 3.3.3.3 


[DeviceC-ospfv3-1] quit 


# Enable OSPFv3 on Tunnel 2. 
[DeviceC] interface Tunnel 2 


[DeviceC-Tunnel2] ospfv3 1 area 0 


[DeviceC-Tunnel2] quit 


# Enable OSPFv3 on GigabitEthernet 2/0. 
[DeviceC] interface gigabitethernet 2/0 


[DeviceC-GigabitEthernet2/0] ospfv3 1 area 0 


[DeviceC-GigabitEthernet2/0] quit 


Verifying the configuration 
# Ping PC 1 from PC 2. 
D:\>ping6 -s 5001::3 2001::3 


 


Pinging 2001::3 


from 5001::3 with 32 bytes of data: 


 


Reply from 2001::3: bytes=32 time=13ms 


Reply from 2001::3: bytes=32 time=1ms 


Reply from 2001::3: bytes=32 time=1ms 


Reply from 2001::3: bytes=32 time<1ms 


 


Ping statistics for 2001::3: 


    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 


Approximate round trip times in milli-seconds: 


Minimum = 0ms, Maximum = 13ms, Average = 3ms 


The output shows that the ping operation succeeds. 


# Ping PC 3 from PC 2. 
D:\>ping6 -s 5001::3 6001::3 


 


Pinging 6001::3 


from 6001::3 with 32 bytes of data: 


 


Reply from 6001::3: bytes=32 time=13ms 


Reply from 6001::3: bytes=32 time=1ms 


Reply from 6001::3: bytes=32 time=1ms 


Reply from 6001::3: bytes=32 time<1ms 


 







6 


Ping statistics for 6001::3: 


    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 


Approximate round trip times in milli-seconds: 


Minimum = 0ms, Maximum = 13ms, Average = 3ms 


The output shows that the ping operation succeeds. 


Configuration files 
• Device A: 


# 


ospfv3 1 


 router-id 1.1.1.1 


 area 0.0.0.0 


# 


interface GigabitEthernet1/0 


 ip address 20.1.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ospfv3 1 area 0.0.0.0 


 ipv6 address 2001::1/64 


# 


interface Tunnel1 mode ipv6-ipv4 


 ospfv3 1 area 0.0.0.0 


 source GigabitEthernet1/0 


 destination 30.1.1.1 


 ipv6 address 3001::1/64 


# 


interface Tunnel2 mode ipv6-ipv4 


 ospfv3 1 area 0.0.0.0 


 source GigabitEthernet1/0 


 destination 40.1.1.1 


 ipv6 address 4001::1/64 


# 


• Device B: 
# 


ospfv3 1 


 router-id 2.2.2.2 


 area 0.0.0.0 


# 


interface GigabitEthernet1/0 


 ip address 30.1.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ospfv3 1 area 0.0.0.0 


 ipv6 address 5001::1/64 


# 


interface Tunnel1 mode ipv6-ipv4 







7 


 ospfv3 1 area 0.0.0.0 


 source GigabitEthernet1/0 


 destination 20.1.1.1 


 ipv6 address 3001::2/64 


# 


• Device C: 
# 


ospfv3 1 


 router-id 3.3.3.3 


 area 0.0.0.0 


# 


interface GigabitEthernet1/0 


 ip address 40.1.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 ospfv3 1 area 0.0.0.0 


 ipv6 address 6001::1/64 


# 


interface Tunnel2 mode ipv6-ipv4 


 ospfv3 1 area 0.0.0.0 


 source GigabitEthernet1/0 


 destination 20.1.1.1 


 ipv6 address 4001::2/64 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Routing Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Configuration Guide 


• HP VSR1000 Virtual Services Router Layer 3—IP Services Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Services Configuration Guide 





		Introduction

		Prerequisites

		Example: Configuring IPv6 over IPv4 manual tunneling with OSPFv3

		Network requirements

		Software version used

		Configuration procedures

		Configuring IPv6 over IPv4 manual tunnels

		Configuring OSPFv3



		Verifying the configuration

		Configuration files



		Related documentation
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Introduction 
This document provides static LSP and LDP LSP configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of MPLS and LDP. 


Example: Configuring static LSPs 


Network requirements 
As shown in Figure 1, establish static LSPs between Router A and Router C to allow communication 
between subnets 172.20.2.0/24 and 172.16.2.0/24 over the MPLS network. 


Figure 1 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• LSPs are unidirectional. To ensure that data can be bidirectionally forwarded, configure an LSP for 
each direction of the data forwarding path, and specify the ingress, transit, and egress nodes for 
each LSP. 


• To direct traffic to an LSP for MPLS forwarding, make sure the ingress node has a route to the FEC 
destination of the LSP. This example uses a static route. Route configuration is not needed on the 
transit and egress nodes. 







2 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure a static LSP, follow these restrictions and guidelines: 


• Make sure the outgoing label specified on an LSR is the same as the incoming label specified on the 
directly connected downstream LSR. 


• If you configure a static IP route for the LSP, specify the same next hop or outgoing interface for the 
static route and the static LSP. 


• On the ingress or transit node of the static LSP, do not specify the public address of a local interface 
as the next hop address of the static LSP. 


• MPLS adds a label or multiple labels to packets. After MPLS is enabled on an interface, configure 
jumboframe support on the interface to avoid MPLS packet dropping when the packet size exceeds 
the interface MTU. 


Configuration procedures 
1. Configure IP addresses and masks for interfaces, including the loopback interfaces, as shown 


in Figure 1. (Details not shown.) 


2. Configure a static route to the destination address of each LSP: 


# Configure a static route to the FEC destination of the LSP from Router A to Router C. 
<RouterA> system-view 


[RouterA] ip route-static 172.16.2.0 24 10.1.1.2 


# Configure a static route to the FEC destination of the LSP from Router C to Router A. 
<RouterC> system-view 


[RouterC] ip route-static 172.20.2.0 24 20.1.1.1 


# Verify that the static route has been created on the ingress nodes, for example, on Router A. 
[RouterA] display ip routing-table 


 


Destinations : 18        Routes : 18 


 


Destination/Mask   Proto   Pre Cost        NextHop         Interface 


0.0.0.0/32         Direct  0   0           127.0.0.1       InLoop0 


1.1.1.9/32         Direct  0   0           127.0.0.1       InLoop0 


10.1.1.0/24        Direct  0   0           10.1.1.1        GE2/0 


10.1.1.0/32        Direct  0   0           10.1.1.1        GE2/0 


10.1.1.1/32        Direct  0   0           127.0.0.1       InLoop0 


10.1.1.255/32      Direct  0   0           10.1.1.1        GE2/0 


127.0.0.0/8        Direct  0   0           127.0.0.1       InLoop0 


127.0.0.0/32       Direct  0   0           127.0.0.1       InLoop0 


127.0.0.1/32       Direct  0   0           127.0.0.1       InLoop0 


127.255.255.255/32 Direct  0   0           127.0.0.1       InLoop0 


172.16.2.0/24      Static  60  0           10.1.1.2        GE2/0 
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172.20.2.0/24      Direct  0   0           172.20.2.1      GE1/0 


172.20.2.0/32      Direct  0   0           172.20.2.1      GE1/0 


172.20.2.1/32      Direct  0   0           127.0.0.1       InLoop0 


172.20.2.255/32    Direct  0   0           172.20.2.1      GE1/0 


224.0.0.0/4        Direct  0   0           0.0.0.0         NULL0 


224.0.0.0/24       Direct  0   0           0.0.0.0         NULL0 


255.255.255.255/32 Direct  0   0           127.0.0.1       InLoop0 


3. Configure basic MPLS on the routers: 


# Configure Router A. 
[RouterA] mpls lsr-id 1.1.1.9 


[RouterA] interface gigabitethernet 2/0 


[RouterA-GigabitEthernet2/0] mpls enable 


[RouterA-GigabitEthernet2/0] quit 


# Configure Router B. 
[RouterB] mpls lsr-id 2.2.2.9 


[RouterB] interface gigabitethernet 1/0 


[RouterB-GigabitEthernet1/0] mpls enable 


[RouterB-GigabitEthernet1/0] quit 


[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] mpls enable 


[RouterB-GigabitEthernet2/0] quit 


# Configure Router C. 
[RouterC] mpls lsr-id 3.3.3.9 


[RouterC] interface gigabitethernet 1/0 


[RouterC-GigabitEthernet1/0] mpls enable 


[RouterC-GigabitEthernet1/0] quit 


4. Configure a static LSP from Router A to Router C: 


# Configure the ingress node Router A. Specify the LSP name as AtoC, destination address as 
172.16.2.1/24, next hop as 10.1.1.2, and outgoing label as 30. 
[RouterA] static-lsp ingress AtoC destination 172.16.2.1 24 nexthop 10.1.1.2 
out-label 30 


# Configure the transit node Router B. Specify the LSP name as AtoC, incoming label as 30, next 
hop as 20.1.1.2, and outgoing label as 50. 
[RouterB] static-lsp transit AtoC in-label 30 nexthop 20.1.1.2 out-label 50 


# Configure the egress node Router C. Specify the LSP name as AtoC and incoming label as 50. 
[RouterC] static-lsp egress AtoC in-label 50 


5. Configure a static LSP from Router C to Router A: 


# Configure the ingress node Router C. Specify the LSP name as CtoA, destination address as 
172.20.2.1/24, next hop as 20.1.1.1, and outgoing label as 40. 
[RouterC] static-lsp ingress CtoA destination 172.20.2.1 24 nexthop 20.1.1.1 
out-label 40 


# Configure the transit node Router B. Specify the LSP name as CtoA, incoming label as 40, next 
hop as 10.1.1.1, and outgoing label as 70. 
[RouterB] static-lsp transit CtoA in-label 40 nexthop 10.1.1.1 out-label 70 


# Configure the egress node Router A. Specify the LSP name as CtoA and incoming label as 70. 
[RouterA] static-lsp egress CtoA in-label 70 
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Verifying the configuration 
# Display static LSP information on routers, for example, on Router A. 
[RouterA] display mpls static-lsp 


Total: 2 


Name            FEC                In/Out Label Nexthop/Out Interface    State 


AtoC            172.16.2.0/24      NULL/30      10.1.1.2                 Up 


CtoA            -/-                70/NULL      -                        Up 


# Test the connectivity of the LSP from Router A to Router C. 
[RouterA] ping mpls -a 172.20.2.1 ipv4 172.16.2.0 24 


MPLS ping FEC 172.16.2.0/24 with 100 bytes of data: 


100 bytes from 20.1.1.2: Sequence=1 time=3 ms 


100 bytes from 20.1.1.2: Sequence=2 time=2 ms 


100 bytes from 20.1.1.2: Sequence=3 time=2 ms 


100 bytes from 20.1.1.2: Sequence=4 time=2 ms 


100 bytes from 20.1.1.2: Sequence=5 time=27 ms 


 


--- Ping statistics for FEC 172.16.2.0/24 --- 


5 packets transmitted, 5 packets received, 0.0% packet loss 


Round-trip min/avg/max = 2/7/27 ms 


# Test the connectivity of the LSP from Router C to Router A. 
[RouterC] ping mpls -a 172.16.2.1 ipv4 172.20.2.0 24 


MPLS ping FEC 172.20.2.0/24 with 100 bytes of data: 


100 bytes from 10.1.1.1: Sequence=1 time=3 ms 


100 bytes from 10.1.1.1: Sequence=2 time=2 ms 


100 bytes from 10.1.1.1: Sequence=3 time=2 ms 


100 bytes from 10.1.1.1: Sequence=4 time=2 ms 


100 bytes from 10.1.1.1: Sequence=5 time=27 ms 


 


--- Ping statistics for FEC 172.20.2.0/24 --- 


5 packets transmitted, 5 packets received, 0.0% packet loss 


Round-trip min/avg/max = 2/7/27 ms 


Configuration files 
• Router A: 


# 


 mpls lsr-id 1.1.1.9 


# 


interface LoopBack0 


 ip address 1.1.1.9 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 172.20.2.1 255.255.255.0 


# 
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interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


 mpls enable 


# 


 ip route-static 172.16.2.0 24 10.1.1.2 


# 


 static-lsp ingress AtoC destination 172.16.2.0 24 nexthop 10.1.1.2 out-label 30 


 static-lsp egress CtoA in-label 70 


# 


• Router B: 
# 


 mpls lsr-id 2.2.2.9 


# 


interface LoopBack0 


 ip address 2.2.2.9 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.2 255.255.255.0 


 mpls enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 20.1.1.1 255.255.255.0 


 mpls enable 


# 


 static-lsp transit AtoC in-label 30 nexthop 20.1.1.2 out-label 50 


 static-lsp transit CtoA in-label 40 nexthop 10.1.1.1 out-label 70 


# 


• Router C: 
# 


 mpls lsr-id 3.3.3.9 


# 


interface LoopBack0 


 ip address 3.3.3.9 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 20.1.1.2 255.255.255.0 


 mpls enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 172.16.2.1 255.255.255.0 


# 


 ip route-static 172.20.2.1 255.255.255.0 20.1.1.1 


# 
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 static-lsp ingress CtoA destination 172.20.2.0 24 nexthop 20.1.1.1 out-label 40 


 static-lsp egress AtoC in-label 50 


# 


Example: Configuring LDP LSPs 


Network requirements 
As shown in Figure 2, two paths are available for PE 1 and PE 2 to communicate with each other. 


• Configure LDP to establish LSPs between PE 1 and PE 2 to allow communication between subnets 
192.168.10.0/24 and 192.168.20.0/24 over the MPLS network. 


 Use LSP 1 as the primary path. 


 Use LSP 2 as the backup path, which takes over LSP 1 when LSP 1 fails. 


• Configure LDP to establish LSPs only for destinations 1.1.1.1/32, 2.2.2.2/32, 3.3.3.3/32, 
4.4.4.4/32, 5.5.5.5/32, 192.168.10.0/24, and 192.168.20.0/24. 


Figure 2 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• To establish LDP LSPs, configure a routing protocol to ensure IP connectivity among the devices. This 
example uses OSPF. 


• To use LSP 1 as the primary path and LSP 2 as the backup, configure the routes for LSP 1 and LSP 
2 as the primary and backup routes, respectively. This example uses OSPF. The OSPF cost of the 
route for LSP 1 is smaller than that for LSP 2. Therefore, LSP 1 is used when it is available. 


• To control LSP establishment, configure LSP generation policies on each LSR. 
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Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
1. Configure IP addresses and masks for interfaces, including the loopback interfaces, as shown 


in Figure 2. (Details not shown.) 


2. Configure OSPF on each router to ensure IP connectivity: 


# Configure PE 1. 
[PE1] ospf 1 


[PE1-ospf-1] area 0 


[PE1-ospf-1-area-0.0.0.0] network 1.1.1.1 0.0.0.0 


[PE1-ospf-1-area-0.0.0.0] network 12.12.12.0 0.0.0.255 


[PE1-ospf-1-area-0.0.0.0] network 14.14.14.0 0.0.0.255 


[PE1-ospf-1-area-0.0.0.0] network 192.168.10.0 0.0.0.255 


[PE1-ospf-1-area-0.0.0.0] quit 


[PE1-ospf-1] quit 


# Configure P 1. 
[P1] ospf 1 


[P1-ospf-1] area 0 


[P1-ospf-1-area-0.0.0.0] network 2.2.2.2 0.0.0.0 


[P1-ospf-1-area-0.0.0.0] network 12.12.12.0 0.0.0.255 


[P1-ospf-1-area-0.0.0.0] network 23.23.23.0 0.0.0.255 


[P1-ospf-1-area-0.0.0.0] quit 


[P1-ospf-1] quit 


# Configure P 2. 
[P2] ospf 1 


[P2-ospf-1] area 0 


[P2-ospf-1-area-0.0.0.0] network 4.4.4.4 0.0.0.0 


[P2-ospf-1-area-0.0.0.0] network 14.14.14.0 0.0.0.255 


[P2-ospf-1-area-0.0.0.0] network 45.45.45.0 0.0.0.255 


[P2-ospf-1-area-0.0.0.0] quit 


[P2-ospf-1] quit 


# Configure P 3. 
[P3] ospf 1 


[P3-ospf-1] area 0 


[P3-ospf-1-area-0.0.0.0] network 5.5.5.5 0.0.0.0 


[P3-ospf-1-area-0.0.0.0] network 45.45.45.0 0.0.0.255 


[P3-ospf-1-area-0.0.0.0] network 35.35.35.0 0.0.0.255 


[P3-ospf-1-area-0.0.0.0] quit 


[P3-ospf-1] quit 


# Configure PE 2. 
[PE2] ospf 1 


[PE2-ospf-1] area 0 
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[PE2-ospf-1-area-0.0.0.0] network 3.3.3.3 0.0.0.0 


[PE2-ospf-1-area-0.0.0.0] network 23.23.23.0 0.0.0.255 


[PE2-ospf-1-area-0.0.0.0] network 35.35.35.0 0.0.0.255 


[PE2-ospf-1-area-0.0.0.0] network 192.168.20.0 0.0.0.255 


[PE2-ospf-1-area-0.0.0.0] quit 


[PE2-ospf-1] quit 


# On each router, for example, on PE 1, verify that the routers have learned the routes to each 
other. 
[PE1] display ospf routing 


 


       OSPF Process 1 with Router ID 1.1.1.1 


                   Routing Table 


 


 Routing for network 


 Destination        Cost     Type    NextHop         AdvRouter       Area 


 45.45.45.0/24      2        Transit 14.14.14.4      5.5.5.5         0.0.0.0 


 35.35.35.0/24      3        Transit 14.14.14.4      5.5.5.5         0.0.0.0 


 35.35.35.0/24      3        Transit 12.12.12.2      5.5.5.5         0.0.0.0 


 192.168.10.0/24    1        Stub    192.168.10.1    1.1.1.1         0.0.0.0 


 5.5.5.5/32         2        Stub    14.14.14.4      5.5.5.5         0.0.0.0 


 14.14.14.0/24      1        Transit 14.14.14.1      4.4.4.4         0.0.0.0 


 23.23.23.0/24      2        Transit 12.12.12.2      3.3.3.3         0.0.0.0 


 4.4.4.4/32         1        Stub    14.14.14.4      4.4.4.4         0.0.0.0 


 3.3.3.3/32         2        Stub    12.12.12.2      3.3.3.3         0.0.0.0 


 12.12.12.0/24      1        Transit 12.12.12.1      2.2.2.2         0.0.0.0 


 2.2.2.2/32         1        Stub    12.12.12.2      2.2.2.2         0.0.0.0 


 1.1.1.1/32         0        Stub    1.1.1.1         1.1.1.1         0.0.0.0 


 192.168.20.0/24    3        Stub    12.12.12.2      3.3.3.3         0.0.0.0 


 


 Total nets: 13 


 Intra area: 13  Inter area: 0  ASE: 0  NSSA: 0 


# On each router, for example, on PE 1, verify that OSPF neighbor relationships in Full state have 
been established between PE 1, P devices, and PE 2. 
[PE1] display ospf peer verbose 


          OSPF Process 1 with Router ID 1.1.1.1 


                  Neighbors 


 


 Area 0.0.0.0 interface 14.14.14.1(GigabitEthernet2/0)'s neighbors 


 Router ID: 4.4.4.4          Address: 14.14.14.4       GR state: Normal 


   State: Full  Mode: Nbr is master  Priority: 1 


   DR: 14.14.14.4  BDR: 14.14.14.1  MTU: 0 


   Options is 0x42 (-|O|-|-|-|-|E|-) 


   Dead timer due in 40  sec 


   Neighbor is up for 00:03:30 


   Authentication Sequence: [ 0 ] 


   Neighbor state change count: 6 


   BFD status: Disabled 
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                  Neighbors 


 


 Area 0.0.0.0 interface 12.12.12.1(GigabitEthernet1/0)'s neighbors 


 Router ID: 2.2.2.2          Address: 12.12.12.2       GR state: Normal 


   State: Full  Mode: Nbr is master  Priority: 1 


   DR: 12.12.12.2  BDR: 12.12.12.1  MTU: 0 


   Options is 0x42 (-|O|-|-|-|-|E|-) 


   Dead timer due in 36  sec 


   Neighbor is up for 00:03:24 


   Authentication Sequence: [ 0 ] 


   Neighbor state change count: 6 


   BFD status: Disabled 


3. Configure basic MPLS and MPLS LDP: 


# Configure PE 1. 
[PE1] mpls lsr-id 1.1.1.1 


[PE1] mpls ldp 


[PE1-ldp] quit 


[PE1] interface gigabitethernet 1/0 


[PE1-GigabitEthernet1/0] mpls enable 


[PE1-GigabitEthernet1/0] mpls ldp enable 


[PE1-GigabitEthernet1/0] quit 


[PE1] interface gigabitethernet 2/0 


[PE1-GigabitEthernet2/0] mpls enable 


[PE1-GigabitEthernet2/0] mpls ldp enable 


[PE1-GigabitEthernet2/0] quit 


# Configure P 1. 
[P1] mpls lsr-id 2.2.2.2 


[P1] mpls ldp 


[P1-ldp] quit 


[P1] interface gigabitethernet 1/0 


[P1-GigabitEthernet1/0] mpls enable 


[P1-GigabitEthernet1/0] mpls ldp enable 


[P1-GigabitEthernet1/0] quit 


[P1] interface gigabitethernet 2/0 


[P1-GigabitEthernet2/0] mpls enable 


[P1-GigabitEthernet2/0] mpls ldp enable 


[P1-GigabitEthernet2/0] quit 


# Configure P 2. 
[P2] mpls lsr-id 4.4.4.4 


[P2] mpls ldp 


[P2-ldp] quit 


[P2] interface gigabitethernet 1/0 


[P2-GigabitEthernet1/0] mpls enable 


[P2-GigabitEthernet1/0] mpls ldp enable 


[P2-GigabitEthernet1/0] quit 


[P2] interface gigabitethernet 2/0 


[P2-GigabitEthernet2/0] mpls enable 


[P2-GigabitEthernet2/0] mpls ldp enable 
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[P2-GigabitEthernet2/0] quit 


# Configure P 3. 
[P3] mpls lsr-id 5.5.5.5 


[P3] mpls ldp 


[P3-ldp] quit 


[P3] interface gigabitethernet 1/0 


[P3-GigabitEthernet1/0] mpls enable 


[P3-GigabitEthernet1/0] mpls ldp enable 


[P3-GigabitEthernet1/0] quit 


[P3] interface gigabitethernet 2/0 


[P3-GigabitEthernet2/0] mpls enable 


[P3-GigabitEthernet2/0] mpls ldp enable 


[P3-GigabitEthernet2/0] quit 


# Configure PE 2. 
[PE2] mpls lsr-id 3.3.3.3 


[PE2] mpls ldp 


[PE2-mpls-ldp] quit 


[PE2] interface gigabitethernet 1/0 


[PE2-GigabitEthernet1/0] mpls enable 


[PE2-GigabitEthernet1/0] mpls ldp enable 


[PE2-GigabitEthernet1/0] quit 


[PE2] interface gigabitethernet 2/0 


[PE2-GigabitEthernet2/0] mpls enable 


[PE2-GigabitEthernet2/0] mpls ldp enable 


[PE2-GigabitEthernet2/0] quit 


# On each router, for example, on PE 1, verify that LDP sessions in Operational state have been 
established between PE 1, P devices, and PE 2. 
[PE1] display mpls ldp peer 


Total number of peers: 2 


Peer LDP ID             State         Role     GR   MD5  KA Sent/Rcvd 


2.2.2.2:0               Operational   Passive  Off  Off  55/55 


4.4.4.4:0               Operational   Passive  Off  Off  6/6 


4. Configure LSP generation policies: 


# On PE 1, create IP prefix list PE1, and configure LDP to use only the routes permitted by the prefix 
list to establish LSPs. 
[PE1] ip prefix-list PE1 index 10 permit 1.1.1.1 32 


[PE1] ip prefix-list PE1 index 20 permit 2.2.2.2 32 


[PE1] ip prefix-list PE1 index 30 permit 3.3.3.3 32 


[PE1] ip prefix-list PE1 index 40 permit 4.4.4.4 32 


[PE1] ip prefix-list PE1 index 50 permit 5.5.5.5 32 


[PE1] ip prefix-list PE1 index 60 permit 192.168.10.0 24 


[PE1] ip prefix-list PE1 index 70 permit 192.168.20.0 24 


[PE1] mpls ldp 


[PE1-ldp] lsp-trigger prefix-list PE1 


[PE1-ldp] quit 


# On P 1, create IP prefix list P1, and configure LDP to use only the routes permitted by the prefix 
list to establish LSPs. 
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[P1] ip prefix-list P1 index 10 permit 1.1.1.1 32 


[P1] ip prefix-list P1 index 20 permit 2.2.2.2 32 


[P1] ip prefix-list P1 index 30 permit 3.3.3.3 32 


[P1] ip prefix-list P1 index 40 permit 4.4.4.4 32 


[P1] ip prefix-list P1 index 50 permit 5.5.5.5 32 


[P1] ip prefix-list P1 index 60 permit 192.168.10.0 24 


[P1] ip prefix-list P1 index 70 permit 192.168.20.0 24 


[P1] mpls ldp 


[P1-ldp] lsp-trigger prefix-list P1 


[P1-ldp] quit 


# On P 2, create IP prefix list P2, and configure LDP to use only the routes permitted by the prefix 
list to establish LSPs. 
[P2] ip prefix-list P2 index 10 permit 1.1.1.1 32 


[P2] ip prefix-list P2 index 20 permit 2.2.2.2 32 


[P2] ip prefix-list P2 index 30 permit 3.3.3.3 32 


[P2] ip prefix-list P2 index 40 permit 4.4.4.4 32 


[P2] ip prefix-list P2 index 50 permit 5.5.5.5 32 


[P2] ip prefix-list P2 index 60 permit 192.168.10.0 24 


[P2] ip prefix-list P2 index 70 permit 192.168.20.0 24 


[P2] mpls ldp 


[P2-ldp] lsp-trigger prefix-list P2 


[P2-ldp] quit 


# On P 3, create IP prefix list P3, and configure LDP to use only the routes permitted by the prefix 
list to establish LSPs. 
[P3] ip prefix-list P3 index 10 permit 1.1.1.1 32 


[P3] ip prefix-list P3 index 20 permit 2.2.2.2 32 


[P3] ip prefix-list P3 index 30 permit 3.3.3.3 32 


[P3] ip prefix-list P3 index 40 permit 4.4.4.4 32 


[P3] ip prefix-list P3 index 50 permit 5.5.5.5 32 


[P3] ip prefix-list P3 index 60 permit 192.168.10.0 24 


[P3] ip prefix-list P3 index 70 permit 192.168.20.0 24 


[P3] mpls ldp 


[P3-ldp] lsp-trigger prefix-list P3 


[P3-ldp] quit 


# On PE 2, create IP prefix list PE2, and configure LDP to use only the routes permitted by the prefix 
list to establish LSPs. 
[PE2] ip prefix-list PE2 index 10 permit 1.1.1.1 32 


[PE2] ip prefix-list PE2 index 20 permit 2.2.2.2 32 


[PE2] ip prefix-list PE2 index 30 permit 3.3.3.3 32 


[PE2] ip prefix-list PE2 index 40 permit 4.4.4.4 32 


[PE2] ip prefix-list PE2 index 50 permit 5.5.5.5 32 


[PE2] ip prefix-list PE2 index 60 permit 192.168.10.0 24 


[PE2] ip prefix-list PE2 index 70 permit 192.168.20.0 24 


[PE2] mpls ldp 


[PE2-ldp] lsp-trigger prefix-list PE2 


[PE2-ldp] quit 
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Verifying the configuration 
# Display LDP LSP information on PE 1. The output shows that the next hop is P 1 for the LSP associated 
with FEC 192.168.20.0/24. 
[PE1] display mpls ldp lsp 


Status Flags: * - stale, L - liberal, B - backup 


  FECs: 7      Ingress LSPs: 5     Transit LSPs: 5     Egress LSPs: 2 


 


FEC                In/Out Label    Nexthop         OutInterface 


1.1.1.1/32         3/- 


                   -/1151(L) 


                   -/1151(L) 


2.2.2.2/32         -/3             12.12.12.2      GE1/0 


                   1151/3          12.12.12.2      GE1/0 


                   -/1150(L) 


3.3.3.3/32         -/1150          12.12.12.2      GE1/0 


                   1150/1150       12.12.12.2      GE1/0 


                   -/1148(L) 


4.4.4.4/32         -/1149(L) 


                   -/3             14.14.14.4      GE2/0 


                   1149/3          14.14.14.4      GE2/0 


5.5.5.5/32         -/1148(L) 


                   -/1149          14.14.14.4      GE2/0 


                   1148/1149       14.14.14.4      GE2/0 


192.168.10.0/24    1145/- 


                   -/1146(L) 


                   -/1146(L) 


192.168.20.0/24    -/1147          12.12.12.2      GE1/0 


                   1146/1147       12.12.12.2      GE1/0 


                   -/1147(L) 


# Use the following command on PE 1 to verify its connectivity to PE 2. 
[PE1] ping mpls -a 192.168.10.1 ipv4 192.168.20.0 24 


MPLS ping FEC 192.168.20.0/24 with 100 bytes of data: 


100 bytes from 23.23.23.3: Sequence=1 time=2 ms 


100 bytes from 23.23.23.3: Sequence=2 time=2 ms 


100 bytes from 23.23.23.3: Sequence=3 time=2 ms 


100 bytes from 23.23.23.3: Sequence=4 time=2 ms 


100 bytes from 23.23.23.3: Sequence=5 time=2 ms 


 


--- Ping statistics for FEC 192.168.20.0/24 --- 


5 packets transmitted, 5 packets received, 0.0% packet loss 


Round-trip min/avg/max = 2/2/2 ms 


# Power down P 1 and execute the display mpls ldp lsp command on PE 1. The output shows that the next 
hop becomes P 2 for the LSP associated with FEC 192.168.20.0/24. 
[PE1] display mpls ldp lsp 


Status Flags: * - stale, L - liberal, B - backup 


  FECs: 7      Ingress LSPs: 5     Transit LSPs: 5     Egress LSPs: 2 
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FEC                In/Out Label    Nexthop         OutInterface 


1.1.1.1/32         3/- 


                   -/1150(L) 


2.2.2.2/32         -/1149          14.14.14.4      GE2/0 


                   1150/1149       14.14.14.4      GE2/0 


3.3.3.3/32         -/1148          14.14.14.4      GE2/0 


                   1147/1148       14.14.14.4      GE2/0 


4.4.4.4/32         -/3             14.14.14.4      GE2/0 


                   1149/3          14.14.14.4      GE2/0 


5.5.5.5/32         -/1151          14.14.14.4      GE2/0 


                   1148/1151       14.14.14.4      GE2/0 


192.168.10.0/24    1151/- 


                   -/1146(L) 


                   -/1146(L) 


192.168.20.0/24    -/1147          14.14.14.4      GE2/0 


                   1146/1147       14.14.14.4      GE2/0 


# Use the following command on PE 1 to verify its connectivity to PE 2. 
[PE1] ping mpls -a 192.168.10.1 ipv4 192.168.20.0 24 


MPLS ping FEC 192.168.20.0/24 with 100 bytes of data: 


100 bytes from 35.35.35.3: Sequence=1 time=1 ms 


100 bytes from 35.35.35.3: Sequence=2 time=1 ms 


100 bytes from 35.35.35.3: Sequence=3 time=1 ms 


100 bytes from 35.35.35.3: Sequence=4 time=1 ms 


100 bytes from 35.35.35.3: Sequence=5 time=1 ms 


 


--- Ping statistics for FEC 192.168.20.0/24 --- 


5 packets transmitted, 5 packets received, 0.0% packet loss 


Round-trip min/avg/max = 1/1/1 ms 


Configuration files 
• PE 1: 


# 


ospf 1 


 area 0.0.0.0 


  network 1.1.1.1 0.0.0.0 


  network 12.12.12.0 0.0.0.255 


  network 14.14.14.0 0.0.0.255 


  network 192.168.10.0 0.0.0.255 


# 


 mpls lsr-id 1.1.1.1 


# 


mpls ldp 


 lsp-trigger prefix-list PE1 


# 


interface LoopBack0 
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 ip address 1.1.1.1 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 12.12.12.1 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 14.14.14.1 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 192.168.10.1 255.255.255.0 


# 


 ip prefix-list PE1 index 10 permit 1.1.1.1 32 


 ip prefix-list PE1 index 20 permit 2.2.2.2 32 


 ip prefix-list PE1 index 30 permit 3.3.3.3 32 


 ip prefix-list PE1 index 40 permit 4.4.4.4 32 


 ip prefix-list PE1 index 50 permit 5.5.5.5 32 


 ip prefix-list PE1 index 60 permit 192.168.10.0 24 


 ip prefix-list PE1 index 70 permit 192.168.20.0 24 


• P 1: 
# 


ospf 1 


 area 0.0.0.0 


  network 2.2.2.2 0.0.0.0 


  network 12.12.12.0 0.0.0.255 


  network 23.23.23.0 0.0.0.255 


# 


 mpls lsr-id 2.2.2.2 


# 


mpls ldp 


 lsp-trigger prefix-list P1 


# 


interface LoopBack0 


 ip address 2.2.2.2 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 12.12.12.2 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet2/0 
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 port link-mode route 


 ip address 23.23.23.2 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


 ip prefix-list P1 index 10 permit 1.1.1.1 32 


 ip prefix-list P1 index 20 permit 2.2.2.2 32 


 ip prefix-list P1 index 30 permit 3.3.3.3 32 


 ip prefix-list P1 index 40 permit 4.4.4.4 32 


 ip prefix-list P1 index 50 permit 5.5.5.5 32 


 ip prefix-list P1 index 60 permit 192.168.10.0 24 


 ip prefix-list P1 index 70 permit 192.168.20.0 24 


# 


• P 2: 
# 


ospf 1 


 area 0.0.0.0 


  network 4.4.4.4 0.0.0.0 


  network 14.14.14.0 0.0.0.255 


  network 45.45.45.0 0.0.0.255 


# 


 mpls lsr-id 4.4.4.4 


# 


mpls ldp 


 lsp-trigger prefix-list P2 


# 


interface LoopBack0 


 ip address 4.4.4.4 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 45.45.45.4 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 14.14.14.4 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


 ip prefix-list P2 index 10 permit 1.1.1.1 32 


 ip prefix-list P2 index 20 permit 2.2.2.2 32 


 ip prefix-list P2 index 30 permit 3.3.3.3 32 


 ip prefix-list P2 index 40 permit 4.4.4.4 32 


 ip prefix-list P2 index 50 permit 5.5.5.5 32 


 ip prefix-list P2 index 60 permit 192.168.10.0 24 


 ip prefix-list P2 index 70 permit 192.168.20.0 24 
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# 


• P 3: 
# 


ospf 1 


 area 0.0.0.0 


  network 5.5.5.5 0.0.0.0 


  network 35.35.35.0 0.0.0.255 


  network 45.45.45.0 0.0.0.255 


# 


 mpls lsr-id 5.5.5.5 


# 


mpls ldp 


 lsp-trigger prefix-list P3 


# 


interface LoopBack0 


 ip address 2.2.2.2 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 35.35.35.5 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 45.45.45.5 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


 ip prefix-list P3 index 10 permit 1.1.1.1 32 


 ip prefix-list P3 index 20 permit 2.2.2.2 32 


 ip prefix-list P3 index 30 permit 3.3.3.3 32 


 ip prefix-list P3 index 40 permit 4.4.4.4 32 


 ip prefix-list P3 index 50 permit 5.5.5.5 32 


 ip prefix-list P3 index 60 permit 192.168.10.0 24 


 ip prefix-list P3 index 70 permit 192.168.20.0 24 


# 


• PE 2: 
# 


ospf 1 


 area 0.0.0.0 


  network 3.3.3.3 0.0.0.0 


  network 23.23.23.0 0.0.0.255 


  network 33.0.0.0 0.0.0.255 


  network 192.168.20.0 0.0.0.255 


# 


 mpls lsr-id 3.3.3.3 


# 
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mpls ldp 


 lsp-trigger prefix-list PE2 


# 


interface LoopBack0 


 ip address 3.3.3.3 255.255.255.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 35.35.35.3 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 23.23.23.3 255.255.255.0 


 mpls enable 


 mpls ldp enable 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 192.168.20.1 255.255.255.0 


# 


 ip prefix-list PE2 index 10 permit 1.1.1.1 32 


 ip prefix-list PE2 index 20 permit 2.2.2.2 32 


 ip prefix-list PE2 index 30 permit 3.3.3.3 32 


 ip prefix-list PE2 index 40 permit 4.4.4.4 32 


 ip prefix-list PE2 index 50 permit 5.5.5.5 32 


 ip prefix-list PE2 index 60 permit 192.168.10.0 24 


 ip prefix-list PE2 index 70 permit 192.168.20.0 24 


# 


Related documentation 
• HP VSR1000 Virtual Services Router MPLS Command Reference 


• HP VSR1000 Virtual Services Router MPLS Configuration Guide 
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Introduction 
This document provides examples for using FTP to upload the upgrade image file to the distributed router 
and upgrading the router software. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of FTP. 


Example: Using FTP to upload the upgrade 
image file and upgrading the router software 


Network requirements 
As shown in Figure 1, a host is connected to the router through a switch. The upgrade image file 
VSR1000-CMW710-E0301-X64.ipe is saved on the host. 


Use FTP to upload the upgrade image file from the host to the router, and use the file to upgrade the router 
software. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you use FTP to upload the upgrade image file, make sure the FTP transfer mode is binary. 


GE1/0
192.168.100.66/24


Router


FTP clientFTP server


192.168.100.14/24
Host
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Configuration procedures 


Configuring the router as the FTP server 
# Assign an IP address to the router's interface GigabitEthernet 1/0. 
<Router> system-view 


[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 192.168.100.66 255.255.255.0 


[Router-GigabitEthernet1/0] quit 


# Create a local user with the username abc and password 123456. 
[Router] local-user abc 


[Router-luser-abc] password simple 123456 


# Assign the user role network-admin to the user. 
[Router-luser-abc] authorization-attribute user-role network-admin 


# Reclaim the user role network-operator so the user can use only authorized user role network-admin. 
[Router-luser-abc] undo authorization-attribute user-role network-operator 


# Assign the service type FTP to the user. 
[Router-luser-abc] service-type ftp 


[Router-luser-abc] quit 


# Enable the FTP server. 
[Router] ftp server enable 


[Router] quit 


# Display the amount of free CF card storage space. If the free space is not sufficient for saving the .ipe 
file, use the delete /unreserved file-url command to delete unused files. (Details not shown.) 


Preparing the host and uploading the upgrade image file 
# Assign IP address 192.168.100.14/24 to the host. Make sure the host and router can reach each other. 
(Details not shown.) 


# Initiate an FTP connection to the router. In this example, the Windows FTP client software is used. 
C:\Documents and Settings\Administrator> ftp 192.168.100.66 


Connected to 192.168.100.66. 


220 FTP service ready. 


# Enter the username abc and password 123456. 
User (192.168.100.66:(none)): abc 


331 Password required for abc. 


Password: 


230 User logged in. 


# Use the lcd command to change the working directory to the directory where 
VSR1000-CMW710-E0301-X64.ipe resides. 
ftp> lcd E:\ 


Local directory now E:\ 


# Change the transfer mode to binary. 
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ftp> binary 


200 TYPE is now 8-bit binary 


# Upload VSR1000-CMW710-E0301-X64.ipe to the router. Save the file without changing its name. 
ftp> put VSR1000-CMW710-E0301-X64.ipe 


200 PORT command successful 


150 Connecting to port 4903 


226 File successfully transferred 


ftp: 51978240 sent in 12.20Seconds 4259.46Kbytes/sec. 


# Use the ls command to verify that VSR1000-CMW710-E0301-X64.ipe is saved on the FTP server. 
ftp> ls VSR1000-CMW710-E0301-X64.ipe 


200 PORT command successful 


150 Connecting to port 4100 


VSR1000-CMW710-E0301-X64.ipe 


226 1 matches total 


ftp: 30 bytes received in 0.00Seconds 30000.00Kbytes/sec. 


# Terminate the FTP connection. 
ftp> bye 


Upgrading the router software 
# Specify VSR1000-CMW710-E0301-X64.ipe as the main startup image file for the router. 
<Router> boot-loader file VSR1000-CMW710-E0301-X64.ipe main 


Verifying the IPE file and the images...Done. 


HP VSR1000 images in IPE: 


  VSR1000-CMW710-BOOT-E0301-X64.bin 


  VSR1000-CMW710-SYSTEM-E0301-X64.bin 


This command will set the main startup software images. Continue? [Y/N]:y 


Add images to the device. 


Decompressing file VSR1000-CMW710-BOOT-E0301-X64.bin to 
flash:/VSR1000-CMW710-BOOT-E0301-X64.bin...Done. 


Decompressing file VSR1000-CMW710-SYSTEM-E0301-X64.bin to 
flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin.....Done. 


The images that have passed all examinations will be used as the main startup software 
images at the next reboot on the device. 


# Specify VSR-old.ipe as the backup startup image file for the router. 
<Router> boot-loader file flash:/VSR-old.ipe backup 


Verifying the IPE file and the images...Done. 


HP VSR1000 images in IPE: 


  VSR1000-CMW710-BOOT-E0102-X64.bin 


  VSR1000-CMW710-SYSTEM-E0102-X64.bin 


This command will set the backup startup software images. Continue? [Y/N]:y 


Add images to the device. 


File flash:/VSR1000-CMW710-BOOT-E0102-X64.bin already exists on the device. 


File flash:/VSR1000-CMW710-SYSTEM-E0102-X64.bin already exists on the device. 


Overwrite the existing files? [Y/N]:y 
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Decompressing file VSR1000-CMW710-BOOT-E0102-X64.bin to 
flash:/VSR1000-CMW710-BOOT-E0102-X64.bin...Done. 


Decompressing file VSR1000-CMW710-SYSTEM-E0102-X64.bin to 
flash:/VSR1000-CMW710-SYSTEM-E0102-X64.bin....Done. 


The images that have passed all examinations will be used as the backup startup software 
images at the next reboot on the device. 


# Save the running configuration. 
<Router> save 


The current configuration will be written to the device. Are you sure? [Y/N]:y 


Please input the file name(*.cfg)[cfa0:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


Validating file. Please wait... 


Configuration is saved to device successfully. 


# Reboot the router. 
<Router> reboot 


Verifying the configuration 
# Display system version information on the router. 
<Router> display version 


HP Comware Software, Version 7.1.055, ESS 0301 


Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P. 


HP VSR1000 uptime is 1 week, 0 days, 1 hour, 6 minutes 


Last reboot reason : User reboot 


Boot image: flash:/VSR1000-CMW710-BOOT-E0301-X64.bin 


Boot image version: 7.1.055, ESS 0301 


  Compiled May 28 2014 16:53:20 


System image: flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin 


System image version: 7.1.055, ESS 0301 


  Compiled May 28 2014 16:53:20 


 


CPU ID: 0x01000101, vCPUs: Total 1, Available 1 


0.98G bytes RAM Memory 


Basic    BootWare Version:  1.04 


Extended BootWare Version:  1.04 


[SLOT  1]VNIC-E1000         (Driver)1.0 


[SLOT  2]VNIC-E1000         (Driver)1.0 


[SLOT  3]VNIC-E1000         (Driver)1.0 


# Display the current system images and startup system images. 
<Router> display boot-loader 


Software images on the device: 


Current software images: 


  flash:/VSR1000-CMW710-BOOT-E0301-X64.bin 


  flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin 


Main startup software images: 


  flash:/VSR1000-CMW710-BOOT-E0301-X64.bin 


  flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin 
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Backup startup software images: 


  flash:/VSR1000-CMW710-BOOT-E0102-X64.bin 


  flash:/VSR1000-CMW710-SYSTEM-E0102-X64.bin 


Configuration files 
# 


interface gigabitethernet1/0 


 


 port link-mode route 


 ip address 192.168.100.66 255.255.255.0 


# 


local-user abc class manage 


 password hash $h$6$YMVbbwFL/vviWcQu$+CuTbYCehNZtZo5RCXiadpYbXYWa2omt5TUtEh3UPCg 


3fZjxYCp5WzbuE2GoowVi2YA/BK+mnSZJZqi5jRDuCg== 


 service-type ftp 


 authorization-attribute user-role network-admin 


# 


 ftp server enable 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Fundamentals Command Reference 


• HP VSR1000 Virtual Services Router Fundamentals Configuration Guide 
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Introduction 
This document provides examples for configuring traffic policing to control network traffic. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of traffic policing. 


Example: Policing traffic by IP address and 
protocol type 


Network requirements 
As shown in Figure 1, a company uses a dedicated line to access the Internet, with an uplink bandwidth 
of 60 Mbps. All end devices use the device as the gateway. The mail server forwards emails for all clients 
to the external network. The FTP server provides data services for the branch through the Internet. 


Configure traffic policing to classify and rate limit the uplink traffic as follows: 


• HTTP traffic—Rate limit HTTP traffic to a total rate of 40 Mbps (15 Mbps for the 25 hosts in the R&D 
department and 25 Mbps for the 40 hosts in the Marketing department). 


• Email traffic—Rate limit email traffic to 2 Mbps. 


• FTP traffic—Rate limit FTP traffic to 10 Mbps. 
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Figure 1 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Configure ACLs to classify packets of different types. 


• Associate classes with policing actions to rate limit packets of different types. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
1. Configure IP addresses for interfaces: 


# Configure an IP address for interface GigabitEthernet 4/0. 
<Device> system-view 


[Device] interface gigabitethernet 4/0 


[Device-GigabitEthernet4/0] ip address 200.1.1.2 24 


[Device-GigabitEthernet4/0] quit 


# Configure IP addresses for other interfaces in the same way the IP address for interface 
GigabitEthernet 4/0 is configured. (Details not shown.) 


2. Police HTTP traffic from the R&D department: 
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# Create advanced IPv4 ACL 3000 to match HTTP traffic from the R&D department. 
[Device] acl number 3000 


[Device-acl-adv-3000] rule permit tcp destination-port eq 80 source 192.168.1.0 
0.0.0.255 


[Device-acl-adv-3000] quit 


# Create a class named rd_http, and use advanced IPv4 ACL 3000 as the match criterion. 
[Device] traffic classifier rd_http 


[Device-classifier-rd_http] if-match acl 3000 


[Device-classifier-rd_http] quit 


# Create a behavior named rd_http, and configure traffic policing with the CIR of 15 Mbps. 
[Device] traffic behavior rd_http 


[Device-behavior-rd_http] car cir 15360 


[Device-behavior-rd_http] quit 


# Create a QoS policy named rd_http, and associate the class rd_http with the behavior rd_http 
in the QoS policy. 
[Device] qos policy rd_http 


[Device-qospolicy-rd_http] classifier rd_http behavior rd_http 


[Device-qospolicy-rd_http] quit 


# Apply the QoS policy rd_http to the inbound direction of interface GigabitEthernet 2/0. 
[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] qos apply policy rd_http inbound 


[Device-GigabitEthernet2/0] quit 


3. Police HTTP traffic from the Marketing department: 


# Create advanced IPv4 ACL 3001 to match HTTP traffic from the Marketing department. 
[Device] acl number 3001 


[Device-acl-adv-3001] rule permit tcp destination-port eq 80 source 192.168.2.0 
0.0.0.255 


[Device-acl-adv-3001] quit 


# Create a class named mkt_http, and use advanced IPv4 ACL 3001 as the match criterion. 
[Device] traffic classifier mkt_http 


[Device-classifier-mkt_http] if-match acl 3001 


[Device-classifier-mkt_http] quit 


# Create a behavior named mkt_http, and configure traffic policing with the CIR of 25 Mbps. 
[Device] traffic behavior mkt_http 


[Device-behavior-mkt_http] car cir 25600 


[Device-behavior-mkt_http] quit 


# Create a QoS policy named mkt_http, and associate the class mkt_http with the behavior 
mkt_http in the QoS policy. 
[Device] qos policy mkt_http 


[Device-qospolicy-mkt_http] classifier mkt_http behavior mkt_http 


[Device-qospolicy-mkt_http] quit 


# Apply the QoS policy mkt_http to the inbound direction of interface GigabitEthernet 3/0. 
[Device] interface gigabitethernet 3/0 


[Device-GigabitEthernet3/0] qos apply policy mkt_http inbound 


[Device-GigabitEthernet3/0] quit 


4. Police email traffic and FTP traffic: 
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# Create advanced IPv4 ACL 3002 to match email traffic. 
[Device] acl number 3002 


[Device-acl-adv-3002] rule permit tcp destination-port eq smtp source 192.168.10.1 
0.0.0.0 


[Device-acl-adv-3002] quit 


# Create a class named email, and use advanced IPv4 ACL 3002 as the match criterion. 
[Device] traffic classifier email 


[Device-classifier-email] if-match acl 3002 


[Device-classifier-email] quit 


# Create a behavior named email, and configure traffic policing with the CIR of 2 Mbps. 
[Device] traffic behavior email 


[Device-behavior-email] car cir 2048 


[Device-behavior-email] quit 


# Create basic IPv4 ACL 2001 to match FTP traffic. 
[Device] acl number 2001 


[Device-acl-basic-2001] rule permit source 192.168.10.2 0.0.0.0 


[Device-acl-basic-2001] quit 


# Create a class named ftp, and use basic IPv4 ACL 2001 as the match criterion. 
[Device] traffic classifier ftp 


[Device-classifier-ftp] if-match acl 2001 


[Device-classifier-ftp] quit 


# Create a behavior named ftp, and configure traffic policing with the CIR of 10 Mbps. 
[Device] traffic behavior ftp 


[Device-behavior-ftp] car cir 10240 


[Device-behavior-ftp] quit 


# Create a QoS policy named email&ftp, and associate the classes email and ftp with the 
behaviors email and ftp in the QoS policy, respectively. 
[Device] qos policy email&ftp 


[Device-qospolicy-email&ftp] classifier email behavior email 


[Device-qospolicy-email&ftp] classifier ftp behavior ftp 


[Device-qospolicy-email&ftp] quit 


# Apply the QoS policy email&ftp to the outbound direction of interface GigabitEthernet 4/0. 
[Device] interface gigabitethernet 4/0 


[Device-GigabitEthernet4/0] qos apply policy email&ftp outbound 


[Device-GigabitEthernet4/0] quit 


Verifying the configuration 
# Verify QoS policies applied to interfaces. 
[Device] display qos policy interface 


Interface: GigabitEthernet2/0 


  Direction: Inbound 


  Policy: rd_http 


   Classifier: default-class 


     Matched : 313 (Packets) 29916 (Bytes) 


     5-minute statistics: 
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      Forwarded: 0/719 (pps/bps) 


      Dropped  : 0/0 (pps/bps) 


     Operator: AND 


     Rule(s) : 


      If-match any 


     Behavior: be 


      -none- 


   Classifier: rd_http 


     Matched : 0 (Packets) 0 (Bytes) 


     5-minute statistics: 


      Forwarded: 0/0 (pps/bps) 


      Dropped  : 0/0 (pps/bps) 


     Operator: AND 


     Rule(s) : 


      If-match acl 3000 


     Behavior: rd_http 


      Committed Access Rate: 


        CIR 15360 (kbps), CBS 960000 (Bytes), EBS 0 (Bytes) 


        Green action  : pass 


        Yellow action : pass 


        Red action    : discard 


        Green packets : 0 (Packets) 0 (Bytes) 


        Yellow packets: 0 (Packets) 0 (Bytes) 


        Red packets   : 0 (Packets) 0 (Bytes) 


 


Interface: GigabitEthernet3/0 


  Direction: Inbound 


  Policy: mkt_http 


   Classifier: default-class 


     Matched : 0 (Packets) 0 (Bytes) 


     5-minute statistics: 


      Forwarded: 0/0 (pps/bps) 


      Dropped  : 0/0 (pps/bps) 


     Operator: AND 


     Rule(s) : 


      If-match any 


     Behavior: be 


      -none- 


   Classifier: mkt_http 


     Matched : 0 (Packets) 0 (Bytes) 


     5-minute statistics: 


      Forwarded: 0/0 (pps/bps) 


      Dropped  : 0/0 (pps/bps) 


     Operator: AND 


     Rule(s) : 


      If-match acl 3001 


     Behavior: mkt_http 


      Committed Access Rate: 
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        CIR 25600 (kbps), CBS 1600000 (Bytes), EBS 0 (Bytes) 


        Green action  : pass 


        Yellow action : pass 


        Red action    : discard 


        Green packets : 0 (Packets) 0 (Bytes) 


        Yellow packets: 0 (Packets) 0 (Bytes) 


        Red packets   : 0 (Packets) 0 (Bytes) 


 


Interface: GigabitEthernet4/0 


  Direction: Outbound 


  Policy: email&ftp 


   Classifier: default-class 


     Matched : 0 (Packets) 0 (Bytes) 


     5-minute statistics: 


      Forwarded: 0/0 (pps/bps) 


      Dropped  : 0/0 (pps/bps) 


     Operator: AND 


     Rule(s) : 


      If-match any 


     Behavior: be 


      -none- 


   Classifier: email 


     Matched : 0 (Packets) 0 (Bytes) 


     5-minute statistics: 


      Forwarded: 0/0 (pps/bps) 


      Dropped  : 0/0 (pps/bps) 


     Operator: AND 


     Rule(s) : 


      If-match acl 3002 


     Behavior: email 


      Committed Access Rate: 


        CIR 2048 (kbps), CBS 128000 (Bytes), EBS 0 (Bytes) 


        Green action  : pass 


        Yellow action : pass 


        Red action    : discard 


        Green packets : 0 (Packets) 0 (Bytes) 


        Yellow packets: 0 (Packets) 0 (Bytes) 


        Red packets   : 0 (Packets) 0 (Bytes) 


   Classifier: ftp 


     Matched : 0 (Packets) 0 (Bytes) 


     5-minute statistics: 


      Forwarded: 0/0 (pps/bps) 


      Dropped  : 0/0 (pps/bps) 


     Operator: AND 


     Rule(s) : 


      If-match acl 2001 


     Behavior: ftp 


      Committed Access Rate: 
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        CIR 10240 (kbps), CBS 640000 (Bytes), EBS 0 (Bytes) 


        Green action  : pass 


        Yellow action : pass 


        Red action    : discard 


        Green packets : 0 (Packets) 0 (Bytes) 


        Yellow packets: 0 (Packets) 0 (Bytes) 


        Red packets   : 0 (Packets) 0 (Bytes) 


Configuration files 
# 


traffic classifier email operator and 


 if-match acl 3002 


# 


traffic classifier ftp operator and 


 if-match acl 2001 


# 


traffic classifier mkt_http operator and 


 if-match acl 3001 


# 


traffic classifier rd_http operator and 


 if-match acl 3000 


# 


traffic behavior email 


 car cir 2048 cbs 128000 ebs 0 green pass red discard yellow pass 


# 


traffic behavior ftp 


 car cir 10240 cbs 640000 ebs 0 green pass red discard yellow pass 


# 


traffic behavior mkt_http 


 car cir 25600 cbs 1600000 ebs 0 green pass red discard yellow pass 


# 


traffic behavior rd_http 


 car cir 15360 cbs 960000 ebs 0 green pass red discard yellow pass 


# 


qos policy email&ftp 


 classifier email behavior email 


 classifier ftp behavior ftp 


# 


qos policy mkt_http 


 classifier mkt_http behavior mkt_http 


# 


qos policy rd_http 


 classifier rd_http behavior rd_http 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 192.168.10.254 255.255.255.0 
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# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 192.168.1.1 255.255.255.0 


 qos apply policy rd_http inbound 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 192.168.2.1 255.255.255.0 


 qos apply policy mkt_http inbound 


# 


interface GigabitEthernet4/0 


 port link-mode route 


 ip address 200.1.1.2 255.255.255.0 


 qos apply policy email&ftp outbound 


# 


acl number 2001 


 rule 0 permit source 192.168.10.2 0 


# 


acl number 3000 


 rule 0 permit tcp source 192.168.1.0 0.0.0.255 destination-port eq www 


# 


acl number 3001 


 rule 0 permit tcp source 192.168.2.0 0.0.0.255 destination-port eq www 


# 


acl number 3002 


 rule 0 permit tcp source 192.168.10.1 0 destination-port eq smtp 


Related documentation 
• HP VSR1000 Virtual Services Router ACL and QoS Command Reference 


• HP VSR1000 Virtual Services Router ACL and QoS Configuration Guide 
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Introduction 
This document provides examples for using TFTP to download the upgrade image file to the router and 
upgrading the router software. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of TFTP. 


Example: Using TFTP to download the upgrade 
image file and upgrading the router software 


Network requirements 
As shown in Figure 1, a host is connected to the router through a switch. The upgrade image file 
VSR1000-CMW710-E0301-X64.ipe is saved on the host. 


Use TFTP to download the upgrade image file from the host, and use the file to upgrade the router 
software. 


Figure 1 Network diagram 


 
 


Requirements analysis 
For the router to load the upgrade image file at reboot, you must specify the upgrade image file as the 
main startup image file. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


GE1/0
192.168.100.66/24


Router


TFTP serverTFTP client


192.168.100.14/24
Host
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Configuration procedures 


Preparing the host 
# Assign IP address 192.168.100.14/24 to the host. Make sure the host and router can reach each other. 
(Details not shown.) 


# Launch the TFTP service software (for example, 3CDaemon) on the host. Set TFTP server parameters, 
such as the download path. Start TFTP service. 


Figure 2 Configuring the TFTP server 


 
 


Upgrading the router software 
# Assign an IP address to the router's interface GigabitEthernet 1/0. 
<Router> system-view 


[Router] interface gigabitethernet 1/0 


[Router-GigabitEthernet1/0] ip address 192.168.100.66 255.255.255.0 


[Router-GigabitEthernet1/0] quit 


[Router] quit 


# Ping the TFTP server's IP address. If the ping operation fails, troubleshoot the connection. 
<Router> ping 192.168.100.14 


  PING 192.168.100.14: 56  data bytes, press CTRL_C to break 


    Reply from 192.168.100.14: bytes=56 Sequence=0 ttl=128 time=2 ms 


    Reply from 192.168.100.14: bytes=56 Sequence=1 ttl=128 time=1 ms 


    Reply from 192.168.100.14: bytes=56 Sequence=2 ttl=128 time=1 ms 
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    Reply from 192.168.100.14: bytes=56 Sequence=3 ttl=128 time=1 ms 


    Reply from 192.168.100.14: bytes=56 Sequence=4 ttl=128 time=1 ms 


 


  --- 192.168.100.14 ping statistics --- 


    5 packet(s) transmitted 


    5 packet(s) received 


    0.00% packet loss 


    round-trip min/avg/max = 1/1/2 ms 


# Display the amount of free CF card storage space. If the free space is not sufficient for saving the .ipe 
file, use the delete /unreserved file-url command to delete unused files. (Details not shown.) 


# Use TFTP to download VSR1000-CMW710-E0301-X64.ipe from the TFTP server. Save the file without 
changing its name. 
<Router> tftp 192.168.100.14 get VSR1000-CMW710-E0301-X64.ipe 


  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 


                                 Dload  Upload   Total   Spent    Left  Speed 


100 58.7M  100 58.7M    0     0  1193k      0  0:00:50  0:00:50 --:--:-- 1127k 


# Specify VSR1000-CMW710-E0301-X64.ipe as the main startup image file. 
<Router> boot-loader file flash:/VSR1000-CMW710-E0301-X64.ipe main 


Verifying the IPE file and the images...Done. 


HP VSR1000 images in IPE: 


  VSR1000-CMW710-BOOT-E0301-X64.bin 


  VSR1000-CMW710-SYSTEM-E0301-X64.bin 


This command will set the main startup software images. Continue? [Y/N]:y 


Add images to the device. 


Decompressing file VSR1000-CMW710-BOOT-E0301-X64.bin to 
flash:/VSR1000-CMW710-BOOT-E0301-X64.bin...Done. 


Decompressing file VSR1000-CMW710-SYSTEM-E0301-X64.bin to 
flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin.....Done. 


The images that have passed all examinations will be used as the main startup software 
images at the next reboot on the device. 


# Specify VSR-old.ipe as the backup startup image file. 
<Router> boot-loader file flash:/VSR-old.ipe backup 


Verifying the IPE file and the images...Done. 


HP VSR1000 images in IPE: 


  VSR1000-CMW710-BOOT-E0102-X64.bin 


  VSR1000-CMW710-SYSTEM-E0102-X64.bin 


This command will set the backup startup software images. Continue? [Y/N]:y 


Add images to the device. 


File flash:/VSR1000-CMW710-BOOT-E0102-X64.bin already exists on the device. 


File flash:/VSR1000-CMW710-SYSTEM-E0102-X64.bin already exists on the device. 


Overwrite the existing files? [Y/N]:y 


Decompressing file VSR1000-CMW710-BOOT-E0102-X64.bin to 
flash:/VSR1000-CMW710-BOOT-E0102-X64.bin...Done. 


Decompressing file VSR1000-CMW710-SYSTEM-E0102-X64.bin to 
flash:/VSR1000-CMW710-SYSTEM-E0102-X64.bin....Done. 


The images that have passed all examinations will be used as the backup startup software 
images at the next reboot on the device. 


# Save the running configuration. 
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<Router> save 


The current configuration will be written to the device. Are you sure? [Y/N]:y 


Please input the file name(*.cfg)[cfa0:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


Validating file. Please wait... 


Configuration is saved to device successfully. 


# Reboot the router. 
<Router> reboot 


Verifying the configuration 
# Display system version information on the router. 
<Router> display version 


HP Comware Software, Version 7.1.055, ESS 0301 


Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P. 


HP VSR1000 uptime is 1 week, 0 days, 1 hour, 6 minutes 


Last reboot reason : User reboot 


Boot image: flash:/VSR1000-CMW710-BOOT-E0301-X64.bin 


Boot image version: 7.1.055, ESS 0301 


  Compiled May 28 2014 16:53:20 


System image: flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin 


System image version: 7.1.055, ESS 0301 


  Compiled May 28 2014 16:53:20 


 


CPU ID: 0x01000101, vCPUs: Total 1, Available 1 


0.98G bytes RAM Memory 


Basic    BootWare Version:  1.04 


Extended BootWare Version:  1.04 


[SLOT  1]VNIC-E1000         (Driver)1.0 


[SLOT  2]VNIC-E1000         (Driver)1.0 


[SLOT  3]VNIC-E1000         (Driver)1.0 


# Display current system images and startup system images. 
<Router> display boot-loader 


Software images on the device: 


Current software images: 


  flash:/VSR1000-CMW710-BOOT-E0301-X64.bin 


  flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin 


Main startup software images: 


  flash:/VSR1000-CMW710-BOOT-E0301-X64.bin 


  flash:/VSR1000-CMW710-SYSTEM-E0301-X64.bin 


Backup startup software images: 


  flash:/VSR1000-CMW710-BOOT-E0102-X64.bin 


  flash:/VSR1000-CMW710-SYSTEM-E0102-X64.bin 
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Configuration files 
# 


interface gigabitethernet1/0 


 port link-mode route 


 ip address 192.168.100.66 255.255.255.0 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Fundamentals Command Reference 


• HP VSR1000 Virtual Services Router Fundamentals Configuration Guide 
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Introduction 
This document provides task schedule configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of task scheduling. 


Example: Configuring task schedules 


Network requirements 
As shown in Figure 1, two interfaces of the router are connected to users. 


Configure the router to perform the following tasks: 


• Enable the interfaces at 8:00 a.m. every Monday through Friday. 


• Disable the interfaces at 18:00 every Monday through Friday. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you use a schedule, follow these restrictions and guidelines: 


• Make sure all commands in a schedule are compliant to the command syntax. The system does not 
check the syntax when you add a command to a job. 


• A schedule cannot contain any of these commands: telnet, ftp, ssh2, and monitor process. 







2 


• For task schedules to be executed as expected, make sure the system time is correct. 


Configuration procedures 
1. Configure jobs for shutting down and bringing up the interfaces: 


# Enter system view. 
< Router> system-view 


# Create a job named shutdown-GigabitEthernet1/0 and enter its view. 
[Router] scheduler job shutdown-GigabitEthernet1/0 


# Add the command for entering system view. 
[Router-job-shutdown-GigabitEthernet1/0] command 1 system-view 


# Add the command for entering the view of interface GigabitEthernet 1/0. 
[Router-job-shutdown-GigabitEthernet1/0] command 2 interface gigabitethernet 1/0 


# Add the command for shutting down interface GigabitEthernet 1/0. 
[Router-job-shutdown-GigabitEthernet1/0] command 3 shutdown 


[Router-job-shutdown-GigabitEthernet1/0] quit 


# Create a job named shutdown-GigabitEthernet2/0 and enter its view. 
[Router] scheduler job shutdown-GigabitEthernet2/0 


# Add the command for entering system view. 
[Router-job-shutdown-GigabitEthernet2/0] command 1 system-view 


# Add the command for entering the view of interface GigabitEthernet 2/0. 
[Router-job-shutdown-GigabitEthernet2/0] command 2 interface gigabitethernet 2/0 


# Add the command for shutting down interface GigabitEthernet 2/0. 
[Router-job-shutdown-GigabitEthernet2/0] command 3 shutdown 


[Router-job-shutdown-GigabitEthernet2/0] quit 


# Create a job named start-GigabitEthernet1/0 and enter its view. 
[Router] scheduler job start-GigabitEthernet1/0 


# Add the command for entering system view. 
[Router-job-start-GigabitEthernet1/0] command 1 system-view 


# Add the command for entering the view of interface GigabitEthernet 1/0. 
[Router-job-start-GigabitEthernet1/0] command 2 interface gigabitethernet 1/0 


# Add the command for bringing up interface GigabitEthernet 1/0. 
[Router-job-start-GigabitEthernet1/0] command 3 undo shutdown 


[Router-job-start-GigabitEthernet1/0] quit 


# Create a job named start-GigabitEthernet2/0 and enter its view. 
[Router] scheduler job start-GigabitEthernet2/0 


# Add the command for entering system view. 
[Router-job-start-GigabitEthernet2/0] command 1 system-view 


# Add the command for entering the view of interface GigabitEthernet 2/0. 
[Router-job-start-GigabitEthernet2/0] command 2 interface gigabitethernet 2/0 


# Add the command for bringing up interface GigabitEthernet 2/0. 
[Router-job-start-GigabitEthernet2/0] command 3 undo shutdown 


[Router-job-start-GigabitEthernet2/0] quit 


2. Configure a schedule to complete the jobs: 
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# Create a schedule named connect-host1/host2 and enter its view. 
[Router] scheduler schedule connect-host1/host2 


# Assign job start-GigabitEthernet1/0 to the schedule. 
[Router-schedule-connect-host1/host2] job start-GigabitEthernet1/0 


# Assign job start-GigabitEthernet2/0 to the schedule. 
[Router-schedule-connect-host1/host2] job start-GigabitEthernet2/0 


# Execute the schedule at 8:00 a.m. every Monday through Friday. 
[Router-schedule-connect-host1/host2] time repeating at 08:00 week-day Mon Tue Wed 
Thu Fri 


[Router-schedule-connect-host1/host2] quit 


# Create a schedule named unconnect-host1/host2 and enter its view. 
[Router] scheduler schedule unconnect-host1/host2 


# Assign job shutdown-GigabitEthernet1/0 to the schedule. 
[Router-schedule-unconnect-host1/host2] job shutdown-GigabitEthernet1/0 


# Assign job shutdown-GigabitEthernet2/0 to the schedule. 
[Router-schedule-unconnect-host1/host2] job shutdown-GigabitEthernet2/0 


# Execute the schedule at 18:00 every Monday through Friday. 
[Router-schedule-unconnect-host1/host2] time repeating at 18:00 week-day Mon Tue Wed 
Thu Fri 


[Router-schedule-unconnect-host1/host2] quit 


Verifying the configuration 
# Display job configuration information. 
<Router> display scheduler job 


Job name: shutdown-GigabitEthernet1/0 


 system-view 


 interface gigabitethernet1/0 


 shutdown 


 


Job name: shutdown-GigabitEthernet2/0 


 system-view 


 interface gigabitethernet2/0 


 shutdown 


 


Job name: start-GigabitEthernet1/0 


 system-view 


 interface gigabitethernet1/0 


 undo shutdown 


 


Job name: start-GigabitEthernet2/0 


 system-view 


 interface gigabitethernet2/0 


 undo shutdown 


# Display schedule information. 
<Router> display scheduler schedule 
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Schedule name        : connect-host1/host2 


Schedule type        : Run on every Mon Tue Wed Thu Fri at 08:00:00 


Start time           : Thu Nov 14 08:00:00 2013 


Last execution time  : Yet to be executed 


----------------------------------------------------------------------- 


Job name                                          Last execution status 


start-GigabitEthernet1/0                          -NA- 


start-GigabitEthernet2/0                          -NA- 


 


Schedule name        : unconnect-host1/host2 


Schedule type        : Run on every Mon Tue Wed Thu Fri at 18:00:00 


Start time           : Wed Nov 13 18:00:00 2013 


Last execution time  : Yet to be executed 


----------------------------------------------------------------------- 


Job name                                          Last execution status 


shutdown-GigabitEthernet1/0                       -NA- 


shutdown-GigabitEthernet2/0                       -NA- 


# At 7:59 on a working day, display IP configuration information for Layer 3 interfaces. 
[Router] display ip interface brief 


*down: administratively down 


(s): spoofing  (l): loopback 


Interface                Physical Protocol IP Address      Description 


GE1/0                    *down    down     --              -- 


GE2/0                    *down    down     --              -- 


GE3/0                    up       up       192.168.100.67  -- 


# At 8:00 a.m. on a working day, view the log information. 
%Apr 22 08:00:10:245 2014 Router IFNET/3/PHY_UPDOWN: Physical state on the interface 
GigabitEthernet1/0 changed to up. 


%Apr 22 08:00:10:245 2014 Router IFNET/5/LINK_UPDOWN: Line protocol state on the  interface 
GigabitEthernet1/0 changed to up. 


%Apr 22 08:00:10:250 2014 Router IFNET/3/PHY_UPDOWN: Physical state on the interface 
GigabitEthernet2/0 changed to up. 


%Apr 22 08:00:10:250 2014 Router IFNET/5/LINK_UPDOWN: Line protocol state on the  interface 
GigabitEthernet2/0 changed to up. 


# At 8:00 a.m. on a working day, display IP configuration information for Layer 3 interfaces. 
[Router] display ip interface brief 


*down: administratively down 


(s): spoofing  (l): loopback 


Interface                Physical Protocol IP Address      Description 


GE1/0                    up       up       --              -- 


GE2/0                    up       up       --              -- 


GE3/0                    up       up       192.168.100.67  -- 


# At 18:00 on a working day, view the log information. 
%Apr 22 18:00:06:250 2014 Router IFNET/3/PHY_UPDOWN: Physical state on the interface 
GigabitEthernet1/0 changed to down. 


%Apr 22 18:00:06:250 2014 Router IFNET/5/LINK_UPDOWN: Line protocol state on the interface 
GigabitEthernet1/0 changed to down. 
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%Apr 22 18:00:06:256 2014 Router IFNET/3/PHY_UPDOWN: Physical state on the interface 
GigabitEthernet2/0 changed to down. 


%Apr 22 18:00:06:256 2014 Router IFNET/5/LINK_UPDOWN: Line protocol state on the interface 
GigabitEthernet2/0 changed to down. 


# At 18:00 on a working day, display IP configuration information for Layer 3 interfaces. 
[Router] display ip interface brief 


*down: administratively down 


(s): spoofing  (l): loopback 


Interface                Physical Protocol IP Address      Description 


GE1/0                    *down    down     --              -- 


GE2/0                    *down    down     --              -- 


GE3/0                    up       up       192.168.100.67  -- 


Configuration files 
# 


scheduler job shutdown-GigabitEthernet1/0 


 command 1 system-view 


 command 2 interface gigabitethernet1/0 


 command 3 shutdown 


# 


scheduler job shutdown-GigabitEthernet2/0 


 command 1 system-view 


 command 2 interface gigabitethernet2/0 


 command 3 shutdown 


# 


scheduler job start-GigabitEthernet1/0 


 command 1 system-view 


 command 2 interface gigabitethernet1/0 


 command 3 undo shutdown 


# 


scheduler job start-GigabitEthernet2/0 


 command 1 system-view 


 command 2 interface gigabitethernet2/0 


 command 3 undo shutdown 


# 


scheduler schedule connect-host1/host2 


 job start-GigabitEthernet1/0 


 job start-GigabitEthernet2/0 


 time repeating at 08:00 week-day Mon Tue Wed Thu Fri 


# 


scheduler schedule unconnect-host1/host2 


 job shutdown-GigabitEthernet1/0 


 job shutdown-GigabitEthernet2/0 


 time repeating at 18:00 week-day Mon Tue Wed Thu Fri 


# 







6 


Related documentation 
• HP VSR1000 Virtual Services Router Fundamentals Command Reference 
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Introduction 
This document provides ACL configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of ACL. 


Example: Filtering packets by MAC address 


Network requirements 
As shown in Figure 1, the R&D department and the Administration department have video devices 
deployed. The video devices use MAC addresses prefixed with 000f-e2. Configure an ACL on the device 
to allow outgoing video data to pass through only from 8:30 to 18:00 every day. 


Figure 1 Network diagram 


 
 







 


2 


Requirements analysis 
Because the MAC addresses of the video devices are fixed, you can use an Ethernet frame header ACL 
to filter packets by MAC address. In the ACL, specify a MAC address and a mask to match the MAC 
addresses that have the same prefix. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
# Assign IP addresses to interfaces. 
<Device> system-view 


[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] ip address 10.1.1.1 24 


[Device-GigabitEthernet1/0] quit 


[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] ip address 10.1.2.1 24 


[Device-GigabitEthernet2/0] quit 


[Device] interface gigabitethernet 3/0 


[Device-GigabitEthernet3/0] ip address 200.1.1.2 24 


[Device-GigabitEthernet3/0] quit 


# Create a time range time1 for the time range from 8:30 to 18:00 every day. 
[Device] time-range time1 8:30 to 18:00 daily 


# Configure Ethernet frame header ACL 4000 to allow packets with source MAC addresses prefixed with 
000f-e2 to pass through only during time1. 
[Device] acl number 4000 


[Device-acl-ethernetframe-4000] rule permit source-mac 000f-e200-0000 ffff-ff00-0000 
time-range time1 


[Device-acl-ethernetframe-4000] rule deny source-mac 000f-e200-0000 ffff-ff00-0000 


[Device-acl-ethernetframe-4000] quit 


# Apply ACL 4000 to filter incoming packets on GigabitEthernet 1/0 and GigabitEthernet 2/0. 
[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] packet-filter 4000 inbound 


[Device-GigabitEthernet1/0] quit 


[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] packet-filter 4000 inbound 


[Device-GigabitEthernet2/0] quit 


# Configure a default route. 
[Device] ip route-static 0.0.0.0 0.0.0.0 200.1.1.1 
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Verifying the configuration 
# Verify that the ACL is successfully applied for packet filtering. 
[Device] display packet-filter interface inbound 


Interface: GigabitEthernet1/0 


 In-bound policy: 


  ACL 4000 


  MAC default action: Permit 


Interface: GigabitEthernet2/0 


 In-bound policy: 


  ACL 4000 


  MAC default action: Permit 


# Verify that the video devices can communicate with the external network during the time range time1. 
(Details not shown.) 


# Verify that the video devices cannot communicate with the external network beyond the time range 
time1. (Details not shown.) 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


 packet-filter 4000 inbound 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.1.2.1 255.255.255.0 


 packet-filter 4000 inbound 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 200.1.1.2 255.255.255.0 


# 


 ip route-static 0.0.0.0 0 200.1.1.1 


# 


 time-range time1 08:30 to 18:00 daily 


# 


acl number 4000 


 rule 0 permit source-mac 000f-e200-0000 ffff-ff00-0000 time-range time1 


 rule 5 deny source-mac 000f-e200-0000 ffff-ff00-0000 


# 
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Example: Filtering packets by IP address 


Network requirements 
As shown in Figure 2, a company's internal network connects to the Internet through the device. The R&D 
department, Administration department, and servers are on different subnets. 


Configure ACLs to meet the following requirements: 


• The Administration department can access the Internet and servers at any time, but cannot access 
the R&D department at any time. 


• The R&D department can access only the servers during working hours (8:30 to 18:00 from 
Monday to Friday). It can access the Internet and servers, but cannot access the Administration 
department beyond working hours. 


Figure 2 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• To deny the Administration department to access the R&D department, perform the following tasks: 


 Configure an advanced ACL to deny packets destined for subnet 10.1.2.0/24. 


 Apply the ACL to filter incoming packets on GigabitEthernet 3/0. 


• To implement access control for the R&D department, perform the following tasks: 


 Create a time range for the working hours (8:30 to 18:00 from Monday to Friday). 


 Create an advanced ACL and configure the following rules: 


− Configure rules to allow only packets destined for subnet 10.1.3.0/24 to pass through. Set 
the rules to be active during the time range. 


− To deny the R&D department to access the Administration department, configure a rule to 
deny packets destined for subnet 10.1.1.0/24. 
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 Apply the ACL to filter incoming packets on Ten-GigabitEthernet 2/0. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure ACL rules to allow the R&D department to access only the servers during working 
hours, configure the permit rule before the deny rule. Otherwise, the interface denies all packets during 
working hours. 


Configuration procedures 
1. Assign IP addresses to interfaces on the device: 


# Assign an IP address to GigabitEthernet 4/0. 
<Device> system-view 


[Device] interface gigabitethernet 4/0 


[Device-GigabitEthernet4/0] ip address 200.1.1.2 24 


[Device-GigabitEthernet4/0] quit 


# Assign IP addresses to other interfaces. (Details not shown.) 


2. Configure a default route. 
[Device] ip route-static 0.0.0.0 0.0.0.0 200.1.1.1 


3. Deny the Administration department to access the R&D department: 


# Create IPv4 advanced ACL 3000. 
[Device] acl number 3000 


# Configure a rule to deny packets destined for subnet 10.1.2.0/24 to pass through. 
[Device-acl-adv-3000] rule deny ip destination 10.1.2.0 0.0.0.255 


[Device-acl-adv-3000] quit 


# Apply ACL 3000 to filter incoming packets on Ten-GigabitEthernet 3/0. 
[Device] interface gigabitethernet 3/0 


[Device-GigabitEthernet3/0] packet-filter 3000 inbound 


[Device-GigabitEthernet3/0] quit 


4. Configure access control for the R&D department: 


# Configure a time range worktime for the time range of 8:30 to 18:00 from Monday to Friday. 
[Device] time-range worktime 8:30 to 18:00 working-day 


# Create IPv4 advanced ACL 3001. 
[Device] acl number 3001 


# Configure a rule to allow packets destined for subnet 10.1.3.0/24 to pass through during 
worktime. 
[Device-acl-adv-3001] rule permit ip destination 10.1.3.0 0.0.0.255 time-range 
worktime 


# Configure a rule to deny all IP packets to pass through during worktime. 
[Device-acl-adv-3001] rule deny ip time-range worktime 
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# Configure a rule to deny packets destined for subnet 10.1.1.0/24 to pass through. 
[Device-acl-adv-3001] rule deny ip destination 10.1.1.0 0.0.0.255 


[Device-acl-adv-3001] quit 


# Apply ACL 3001 to filter incoming packets on GigabitEthernet 2/0. 
[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] packet-filter 3001 inbound 


[Device-GigabitEthernet2/0] quit 


Verifying the configuration 
# Verify that the ACLs are successfully applied for packet filtering. 
[Device] display packet-filter interface inbound 


Interface: GigabitEthernet2/0 


 In-bound policy: 


  ACL 3001 


  IPv4 default action: Permit 


Interface: GigabitEthernet3/0 


 In-bound policy: 


  ACL 3000 


  IPv4 default action: Permit 


# Verify that you cannot ping through a website on the Internet from the R&D department at 9:30 on 
Monday. 
C:\>ping www.abc.com 


 


Pinging www.abc.com [199.181.132.250] with 32 bytes of data: 


 


Request timed out. 


Request timed out. 


Request timed out. 


Request timed out. 


 


Ping statistics for 199.181.132.250: 


    Packets: Sent = 4, Received = 0, Lost = 4 (100% loss), 


C:\> 


# Verify that you can ping through a website on the Internet from the Administration department at 9:30 
on Monday. 
C:\>ping www.abc.com 


 


Pinging www.abc.com [199.181.132.250] with 32 bytes of data: 


 


Reply from 199.181.132.250: bytes=32 time=1ms TTL=122 


Reply from 199.181.132.250: bytes=32 time<1ms TTL=122 


Reply from 199.181.132.250: bytes=32 time<1ms TTL=122 


Reply from 199.181.132.250: bytes=32 time<1ms TTL=122 


 


Ping statistics for 199.181.132.250: 


    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
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Approximate round trip times in milli-seconds: 


    Minimum = 0ms, Maximum = 1ms, Average = 0ms 


C:\> 


# Verify that you can ping through a website on the Internet from the R&D department at 19:30 on 
Monday. 
C:\>ping www.abc.com 


 


Pinging www.abc.com [199.181.132.250] with 32 bytes of data: 


 


Reply from 199.181.132.250: bytes=32 time=1ms TTL=122 


Reply from 199.181.132.250: bytes=32 time<1ms TTL=122 


Reply from 199.181.132.250: bytes=32 time<1ms TTL=122 


Reply from 199.181.132.250: bytes=32 time<1ms TTL=122 


 


Ping statistics for 199.181.132.250: 


    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 


Approximate round trip times in milli-seconds: 


    Minimum = 0ms, Maximum = 1ms, Average = 0ms 


C:\> 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.3.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.1.2.1 255.255.255.0 


 packet-filter 3001 inbound 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


 packet-filter 3000 inbound 


# 


interface GigabitEthernet4/0 


 port link-mode route 


 ip address 200.1.1.2 255.255.255.0 


# 


 ip route-static 0.0.0.0 0 200.1.1.1 


# 


 time-range worktime 08:30 to 18:00 working-day 


# 


acl number 3000 


 rule 0 deny ip destination 10.1.2.0 0.0.0.255 


# 
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acl number 3001 


 rule 0 permit ip destination 10.1.3.0 0.0.0.255 time-range worktime 


 rule 5 deny ip time-range worktime 


 rule 10 deny ip destination 10.1.1.0 0.0.0.255 


# 


Example: Filtering TCP packets 


Network requirements 
As shown in Figure 3, the R&D department, Administration department, and servers are on different 
networks, and they are connected through the device. 


Configure ACLs to meet the following requirements: 


• The Web server provides HTTP services only to the Administration department. The TCP connections 
can only be initiated by the hosts. 


• The FTP server provides FTP services only to the R&D department. The TCP connections can be 
initiated by either the hosts or the FTP server. 


Figure 3 Network diagram 


 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• To allow TCP connections initiated by the hosts to the Web server, perform the following tasks: 


 Configure an advanced ACL rule as follows to allow packets sent by the Web server through 
established TCP connections to pass through: 


− Specify the established keyword (the ACK or RST flag bit set) in the rule to match established 
TCP connections. 


10.1.1.0/24 10.1.2.0/24


Device


GE1/0
100.1.1.1/24


GE2/0
10.1.2.1/24


GE3/0
10.1.1.1/24


Admin dept. R&D dept.


PC 1 PC 1
PC 2 PC 2


Web Server
100.1.1.2/24


FTP Server
100.1.1.3/24


Servers
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− Because a TCP initiator typically uses a TCP port number higher than 1023, specify a port 
number range higher than 1023 to match established TCP connections. 


 Configure an advanced ACL rule to deny packets sent from the subnet where the Web server 
resides to the subnet where the hosts reside. 


• FTP uses TCP port 20 for data transfer and port 21 for FTP control. To identify FTP traffic, you must 
specify TCP ports 20 and 21 in ACL rules. 


• To identify HTTP packets, specify TCP port 80 in ACL rules. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
1. Assign IP addresses to interfaces on the device: 


# Assign an IP address to GigabitEthernet 1/0. 
<Device> system-view 


[Device] interface gigabitethernet 1/0 


[Device-GigabitEthernet1/0] ip address 100.1.1.1 24 


[Device-GigabitEthernet1/0] quit 


# Assign IP addresses to other interfaces. (Details not shown.) 


2. Configure access control for the Administration department: 


# Create IPv4 advanced ACL 3000. 
[Device] acl number 3000 


# Configure a rule to allow TCP packets from the Web server to the hosts on subnet 10.1.1.0/24, 
with TCP port number higher than 1023 and the ACK or RST flag set. 
[Device-acl-adv-3000] rule permit tcp established source 100.1.1.2 0 destination 
10.1.1.0 0.0.0.255 destination-port gt 1023 


# Configure a rule to deny TCP packets from subnet 100.1.1.0/24 to subnet 10.1.1.0/24 to pass 
through. 
[Device-acl-adv-3000] rule deny tcp source 100.1.1.0 0.0.0.255 destination 10.1.1.0 
0.0.0.255 


# Configure a rule to deny FTP packets sourced from 100.1.1.3/32 to pass through. 
[Device-acl-adv-3000] rule deny tcp source 100.1.1.3 0 source-port range 20 21  


[Device-acl-adv-3000] quit 


# Apply ACL 3000 to filter outgoing packets on GigabitEthernet 3/0. 
[Device] interface gigabitethernet 3/0 


[Device-GigabitEthernet3/0] packet-filter 3000 outbound 


[Device-GigabitEthernet3/0] quit 


3. Configure access control for the R&D department: 


# Create IPv4 advanced ACL 3001.  
[Device] acl number 3001 


# Configure a rule to deny HTTP packets sourced from 100.1.1.2/32 to pass through. 
[Device-acl-adv-3001] rule deny tcp source 100.1.1.2 0 source-port eq 80 
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[Device-acl-adv-3001] quit 


# Apply ACL 3001 to filter outgoing packets on GigabitEthernet 2/0. 
[Device] interface gigabitethernet 2/0 


[Device-GigabitEthernet2/0] packet-filter 3001 outbound 


[Device-GigabitEthernet2/0] quit 


Verifying the configuration 
1. Verify that the ACLs are successfully applied for packet filtering. 


[Device] display packet-filter interface outbound 


Interface: GigabitEthernet2/0 


 Out-bound policy: 


  ACL 3001 


  IPv4 default action: Permit 


Interface: GigabitEthernet3/0 


 Out-bound policy: 


  ACL 3000 


  IPv4 default action: Permit 


2. Verify that you cannot Telnet to the FTP server from the Administration department. 
C:\>telnet 100.1.1.3 21 


Connecting To 100.1.1.3...Could not open connection to the host, on port 21: 


 Connect failed 


 


C:\> 


3. Verify that from the Web server, you can ping a host in the Administration department, but cannot 
access a shared folder on the host: 


# Set a shared folder on a host in the Administration department. (Details not shown.) 


# Ping the host from the Web server. The ping operation succeeds. 
C:\>ping 10.1.1.110 


 


Pinging 10.1.1.110 with 32 bytes of data: 


Reply from 10.1.1.110: bytes=32 time=2ms TTL=128 


Reply from 10.1.1.110: bytes=32 time=14ms TTL=128 


Reply from 10.1.1.110: bytes=32 time=1ms TTL=128 


Reply from 10.1.1.110: bytes=32 time=1ms TTL=128 


 


Ping statistics for 10.1.1.110: 


    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 


Approximate round trip times in milli-seconds: 


    Minimum = 1ms, Maximum = 14ms, Average = 4ms 


 


C:\> 


# Verify that you cannot access the share folder from the Web server. (Details not shown.) 


4. Verify that you cannot Telnet to the Web server from the R&D department. 
C:\>telnet 100.1.1.2 80 


Connecting To 100.1.1.2...Could not open connection to the host, on port 80: 
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 Connect failed 


 


C:\> 


Configuration files 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 100.1.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.1.2.1 255.255.255.0 


 packet-filter 3001 outbound 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


 packet-filter 3000 outbound 


# 


acl number 3000 


 rule 0 permit tcp source 100.1.1.2 0 destination 10.1.1.0 0.0.0.255 destination 


-port gt 1023 established 


 rule 5 deny tcp source 100.1.1.0 0.0.0.255 destination 10.1.1.0 0.0.0.255 


 rule 10 deny tcp source 100.1.1.3 0 source-port range ftp-data ftp 


# 


acl number 3001 


 rule 0 deny tcp source 100.1.1.2 0 source-port eq www 


# 


Related documentation 
• HP VSR1000 Virtual Services Router ACL and QoS Command Reference 


• HP VSR1000 Virtual Services Router ACL and QoS Configuration Guide 
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Introduction 
This document provides examples for configuring an LAC-auto-initiated L2TP tunnel. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of L2TP. 


Example: Configuring an LAC-auto-initiated 
L2TP tunnel 


Network requirements 
As shown in Figure 1, trigger the LAC to establish an L2TP tunnel with the LNS before the host dials in to 
the LAC. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring the LNS 
# Configure IP addresses for the interfaces. 
<LNS> system-view 


[LNS] interface gigabitethernet1/0 


[LNS-GigabitEthernet1/0] ip address 10.1.0.1 255.255.255.0 


[LNS-GigabitEthernet1/0] quit 
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[LNS] interface gigabitethernet2/0 


[LNS-GigabitEthernet2/0] ip address 3.3.3.2 255.255.255.0 


[LNS-GigabitEthernet2/0] quit 


# Create a local user named pc, set the password to hello, and enable the PPP service. 
[LNS] local-user pc class network 


[LNS-luser-network-pc] password simple hello 


[LNS-luser-network-pc] service-type ppp 


[LNS-luser-network-pc] quit 


# Create interface Virtual-Template 1, and specify its IP address as 192.168.0.20/24 and PPP 
authentication mode as PAP. 
[LNS] interface virtual-template 1 


[LNS-Virtual-Template1] ip address 192.168.0.20 255.255.255.0 


[LNS-Virtual-Template1] ppp authentication-mode pap 


# Specify 192.168.0.2 as the IP address to be allocated to the PPP user. 
[LNS-Virtual-Template1] remote address 192.168.0.2 


[LNS-Virtual-Template1] quit 


# Configure local authentication for PPP users in ISP domain system. 
[LNS] domain system 


[LNS-isp-system] authentication ppp local 


[LNS-isp-system] quit 


# Enable L2TP, and create L2TP group 1 in LNS mode. 
[LNS] l2tp enable 


[LNS] l2tp-group 1 mode lns 


# Configure the local tunnel name as lns, and specify Virtual-Template 1 to receive tunneling requests 
from the specified LAC. 
[LNS-l2tp1] tunnel name lns 


[LNS-l2tp1] allow l2tp virtual-template 1 remote lac 


# Enable tunnel authentication, and configure the authentication key as aabbcc. 
[LNS-l2tp1] tunnel authentication 


[LNS-l2tp1] tunnel password simple aabbcc 


[LNS-l2tp1] quit 


# Configure a static route so that packets destined for the PPP user will be forwarded through the L2TP 
tunnel. 
[LNS] ip route-static 10.2.0.0 24 192.168.0.2 


Configuring the LAC 
# Enable L2TP. 
<LAC> system-view 


[LAC] l2tp enable 


# Configure IP addresses for the interfaces. 
[LAC] interface gigabitethernet1/0 


[LAC-GigabitEthernet1/0] port link-mode route 


[LAC-GigabitEthernet1/0] ip address 10.2.0.1 255.255.255.0 


[LAC-GigabitEthernet1/0] quit 
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[LAC] interface gigabitethernet2/0 


[LAC-GigabitEthernet2/0] port link-mode route 


[LAC-GigabitEthernet2/0] ip address 3.3.3.1 255.255.255.0 


[LAC-GigabitEthernet2/0] quit 


# Create L2TP group 1 in LAC mode. 
[LAC] l2tp-group 1 mode lac 


# Configure the local tunnel name as lac, and specify the IP address of the LNS. 
[LAC-l2tp1] tunnel name lac 


[LAC-l2tp1] lns-ip 3.3.3.2 


# Enable tunnel authentication, and configure the authentication key as aabbcc. 
[LAC-l2tp1] tunnel authentication 


[LAC-l2tp1] tunnel password simple aabbcc 


[LAC-l2tp1] quit 


# Create virtual PPP interface Virtual-PPP 1, and enable IP address negotiation. 
[LAC] interface Virtual-PPP 1 


[LAC-Virtual-PPP1] ip address ppp-negotiate 


# Configure the PPP user's username and password as pc and hello and PPP authentication mode as PAP. 
[LAC-Virtual-PPP1] ppp pap local-user pc password simple hello 


[LAC-Virtual-PPP1] quit 


# Configure a static route so that packets destined for the corporate network will be forwarded through 
the L2TP tunnel. 
[LAC] ip route-static 10.1.0.0 24 Virtual-PPP 1 


# Trigger the LAC to establish an L2TP tunnel with the LNS. 
[LAC] interface virtual-ppp 1 


[LAC-Virtual-PPP1] l2tp-auto-client l2tp-group 1 


[LAC-Virtual-PPP1] quit 


Verifying the configuration 
# Display the established L2TP session on the LNS. 
[LNS] display l2tp session 


LocalSID    RemoteSID    LocalTID    State 


9400        1            36406       Established 


# Display the established L2TP tunnel on the LNS. 
[LNS] display l2tp tunnel 


LocalTID RemoteTID State        Sessions RemoteAddress   RemotePort RemoteName 


36406    13        Established  1        3.3.3.1         1701       lac 


Configuration files 
• LNS: 


# 


interface GigabitEthernet1/0 


 port link-mode route 
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 ip address 10.1.0.1 255.255.0.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 3.3.3.2 255.255.255.0 


# 


 ip route-static 10.2.0.0 24 192.168.0.2 


# 


local-user pc class network 


 password cipher $c$3$tUCIDRzQtW17DGjt8zjletI9YfXQnNf3 


 service-type ppp 


 authorization-attribute user-role network-operator 


# 


l2tp-group 1 mode lns 


 allow l2tp virtual-template 1 remote lac 


 tunnel name lns 


 tunnel password cipher $c$3$B09LxThNxJFm5UL+stnd3gnPNLffshOzMg== 


# 


l2tp enable 


# 


• LAC: 
# 


interface Virtual-PPP1 


 ppp pap local-user pc password cipher $c$3$5VijMUTzyEreI02qAkTT3jliyHnJYg86 


 ip address ppp-negotiate 


 l2tp-auto-client l2tp-group 1 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.2.0.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 3.3.3.1 255.255.255.0 


# 


ip route-static 10.1.0.0 24 Virtual-PPP1 


# 


l2tp-group 1 mode lac 


 lns-ip 3.3.3.2 


 tunnel name lac 


 tunnel password cipher $c$3$ZQaYutqU2rIW/2+D+jaDn+5fsDtE3YXs6A== 


# 


l2tp enable 


# 
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Related documentation 
• HP VSR1000 Virtual Services Router Layer 2—WAN Access Command Reference 


• HP VSR1000 Virtual Services Router Layer 2—WAN Access Configuration Guide 
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Introduction 
This document provides examples for using Tcl scripts to configure the router. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of Tcl. 


Example: Using a for statement to batch 
configure subinterfaces 


Network requirements 
Use a Tcl script with a for statement to complete the following tasks: 


• Create subinterfaces GigabitEthernet 2/0.1 through GigabitEthernet 2/0.4. 


• Assign each subinterface an IP address. 


• Configure each subinterface to terminate VLAN-tagged packets with a specific outmost VLAN ID. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you use a Tcl for statement, follow these restrictions and guidelines: 


• No online help information is provided for Tcl commands. 


• You cannot press Tab to complete an abbreviated Tcl command. 


• Successfully executed Tcl commands are not saved to command history buffers. 


GE1/0
192.168.100.66/24


Router Host
192.168.100.14/24


IP network
GE2/0







2 


• You cannot perform an operation or use a command while a loop is being executed. 


Configuration procedures 
# Enter Tcl configuration view from user view. 
<Router> tclsh 


# Enter system view. 
<Router-Tcl> system-view 


# Edit a for statement. 
[Router-Tcl] for {set i 1} {$i <= 4} {incr i 1} { 


set j [expr $i+99] 


// Create four subinterfaces and assign an IP address to each subinterface, starting from 1.1.1.1 (for 
GigabitEthernet 2/0.1) and incrementing by 1. 
interface gigabitethernet 2/0.$i 


ip add $i.1.1.1 24 


// Configure each subinterface to terminate VLAN-tagged packets with a specific outmost VLAN ID, 
starting from VLAN 100. 
vlan-type dot1q vid $j} 


[Router-Tcl-GigabitEthernet2/0.4] quit 


Verifying the configuration 
# Display brief interface information.  
[Router] display interface brief 


Brief information on interface(s) under route mode: 


Link: ADM - administratively down; Stby - standby 


Protocol: (s) - spoofing 


Interface            Link Protocol Main IP         Description 


Aux0                 UP   --       -- 


GE1/0                UP   UP       192.168.100.66 


GE2/0                UP   UP       -- 


GE2/0.1              UP   UP       1.1.1.1 


GE2/0.2              UP   UP       2.1.1.1 


GE2/0.3              UP   UP       3.1.1.1 


GE2/0.4              UP   UP       4.1.1.1 


GE3/0                UP   UP       -- 


InLoop0              UP   UP(s)    -- 


NULL0                UP   UP(s)    -- 


REG0                 DOWN --       -- 


The output shows that the four subinterfaces have been created and assigned IP addresses. 


# Display the running configuration for subinterface GigabitEthernet 2/0.1. You can use the same 
method to display the running configuration for the other subinterfaces. 
[Router] display current-configuration interface gigabitethernet 2/0.1 


# 


interface GigabitEthernet2/0.1 
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 ip address 1.1.1.1 255.255.255.0 


 vlan-type dot1q vid 100 


# 


return 


The output shows that the subinterface terminates VLAN-tagged packets with the outmost VLAN ID 100. 


Configuration files 
The for statement is as follows: 
for {set i 1} {$i <= 4} {incr i 1} { 


set j [expr $i+99] 


interface gigabitethernet 2/0.$i 


ip add $i.1.1.1 24 


vlan-type dot1q vid $j} 


Example: Using a while statement to batch 
configure subinterfaces 


Network requirements 
Use a Tcl script with a while statement to complete the following tasks: 


• Create subinterfaces GigabitEthernet 2/0.1 through GigabitEthernet 2/0.4. 


• Assign each subinterface an IP address. 


• Configure each subinterface to terminate VLAN-tagged packets with a specific outmost VLAN ID. 


Figure 2 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you use a Tcl while statement, follow these restrictions and guidelines: 


• You must declare variables before using them in the while statement. 


• No online help information is provided for Tcl commands. 


GE1/0
192.168.100.66/24


Router Host
192.168.100.14/24


IP network
GE2/0
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• You cannot press Tab to complete an abbreviated Tcl command. 


• Successfully executed Tcl commands are not saved to command history buffers. 


• You cannot perform an operation or use a command while a loop is being executed. 


Configuration procedures 
# Enter Tcl configuration view from user view. 
<Router> Tclsh 


# Enter system view. 
<Router-Tcl> system-view 


# Declare the variable to be used in the while statement and set it to 1. 
[Router-Tcl] set i 1 


1 


# Edit the while statement. 
[Router-Tcl] while {$i <= 4} { 


set j [expr $i+99] 


// Create four subinterfaces and assign an IP address to each subinterface, starting from 1.1.1.1 (for 
GigabitEthernet 2/0.1) and incrementing by 1. 
interface gigabitethernet 2/0.$i 


ip address $i.1.1.1 24 


// Configure each subinterface to terminate VLAN-tagged packets with a specific outmost VLAN ID, 
starting from VLAN 100. 
vlan-type dot1q vid $j 


incr i} 


[Router-Tcl-GigabitEthernet2/0.4] quit 


Verifying the configuration 
# Display brief interface information.  
[Router] display interface brief 


Brief information on interface(s) under route mode: 


Link: ADM - administratively down; Stby - standby 


Protocol: (s) - spoofing 


Interface            Link Protocol Main IP         Description 


Aux0                 UP   --       -- 


GE1/0                UP   UP       192.168.100.66 


GE2/0                UP   UP       -- 


GE2/0.1              UP   UP       1.1.1.1 


GE2/0.2              UP   UP       2.1.1.1 


GE2/0.3              UP   UP       3.1.1.1 


GE2/0.4              UP   UP       4.1.1.1 


GE3/0                UP   UP       -- 


InLoop0              UP   UP(s)    -- 


NULL0                UP   UP(s)    -- 


REG0                 DOWN --       -- 
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The output shows that the four subinterfaces have been created and assigned IP addresses. 


# Display the running configuration for subinterface GigabitEthernet 2/0.1. You can use the same 
method to display the running configuration for the other subinterfaces. 
[Router] display current-configuration interface gigabitethernet 2/0.1 


# 


interface GigabitEthernet2/0.1 


 ip address 1.1.1.1 255.255.255.0 


 vlan-type dot1q vid 100 


# 


return 


The output shows that the subinterface terminates VLAN-tagged packets with the outmost VLAN ID 100. 


Configuration files 
The while statement is as follows: 
set i 1 


while {$i <= 4} { 


set j [expr $i+99] 


interface gigabitethernet 2/0.$i 


ip address $i.1.1.1 24 


vlan-type dot1q vid $j 


incr i} 


Related documentation 
• HP VSR1000 Virtual Services Router Fundamentals Command Reference 


• HP VSR1000 Virtual Services Router Fundamentals Configuration Guide 
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Introduction 
This document provides OSPF route filtering configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of OSPF route filtering. 


Example: Configuring OSPF route filtering 


Network requirements 
As shown in Figure 1, the devices of an enterprise reside in OSPF and RIP domains. 


Configure route redistribution between OSPF and RIP to interconnect the devices. 


Configure route filtering on Device E, Device C, and Device D to meet the following requirements: 


• The route destined for R&D department 2 is not redistributed to OSPF. 


• Marketing department 1 cannot reach R&D department 1. 


• R&D department 1 and the After-sale service department cannot reach Marketing department 2. 


Figure 1 Network diagram 
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Table 1 Interface and IP address assignment 


Device Interface IP address Device Interface IP address 
Device A GE1/0 10.1.1.1/24 Device B GE1/0 10.1.1.2/24 
 GE2/0 10.2.1.1/24  GE2/0 10.3.1.1/24 
 GE3/0 10.4.1.1/24    
Device C GE1/0 10.2.1.2/24 Device D GE1/0 10.3.1.2/24 
 Loop0 192.168.3.1/24  Loop0 192.168.1.1/24 
    Loop1 192.168.2.1/24 
Device E GE1/0 10.4.1.2/24 Device F GE1/0 10.5.1.2/24 
 GE2/0 10.5.1.1/24  Loop0 192.168.4.1/24 
    Loop1 192.168.5.1/24 


 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure OSPF route filtering, follow these restrictions and guidelines: 


• The filter-policy export command that filters redistributed routes takes effect only on an ASBR. 


• OSPF filters routes calculated using received LSAs. It does not filter LSAs. 


• IP communication is bidirectional. If a router filters a route destined for Network A, the subnets 
attached to the router cannot reach Network A, and Network A cannot reach the subnets. 


• When you configure route filtering by referencing an ACL, configure the rule permit source any item 
following multiple rule deny source items to allow unmatched routes to pass. 


Configuration procedures 


Configuring IP addresses 
# Configure an IP address for GigabitEthernet 1/0. 
<DeviceA> system-view 


[DeviceA] interface GigabitEthernet 1/0 


[DeviceA-GigabitEthernet1/0] ip address 10.1.1.1 24 


[DeviceA-GigabitEthernet1/0] quit 


# Configure IP addresses for other interfaces, as shown in Figure 1. (Details not shown.) 


Configuring OSPF 
# Enable OSPF on Device A. 
<DeviceA> system-view 


[DeviceA] ospf 
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[DeviceA-ospf-1] area 0 


[DeviceA-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255 


[DeviceA-ospf-1-area-0.0.0.0] quit 


[DeviceA-ospf-1] area 2 


[DeviceA-ospf-1-area-0.0.0.2] network 10.2.1.0 0.0.0.255 


[DeviceA-ospf-1-area-0.0.0.2] quit 


[DeviceA-ospf-1] area 1 


[DeviceA-ospf-1-area-0.0.0.1] network 10.4.1.0 0.0.0.255 


[DeviceA-ospf-1-area-0.0.0.1] quit 


[DeviceA-ospf-1] quit 


# Enable OSPF on Device B. 
<DeviceB> system-view 


[DeviceB] ospf 


[DeviceB-ospf-1] area 0 


[DeviceB-ospf-1-area-0.0.0.0] network 10.1.1.0 0.0.0.255 


[DeviceB-ospf-1-area-0.0.0.0] quit 


[DeviceB-ospf-1] area 3 


[DeviceB-ospf-1-area-0.0.0.3] network 10.3.1.0 0.0.0.255 


[DeviceB-ospf-1-area-0.0.0.3] quit 


[DeviceB-ospf-1] quit 


# Enable OSPF on Device C. 
<DeviceC> system-view 


[DeviceC] ospf 


[DeviceC-ospf-1] area 2 


[DeviceC-ospf-1-area-0.0.0.2] network 10.2.1.0 0.0.0.255 


[DeviceC-ospf-1-area-0.0.0.2] network 192.168.3.0 0.0.0.255 


[DeviceC-ospf-1-area-0.0.0.2] quit 


[DeviceC-ospf-1] quit 


# Enable OSPF on Device D. 
<DeviceD> system-view 


[DeviceD] ospf 


[DeviceD-ospf-1] area 3 


[DeviceD-ospf-1-area-0.0.0.3] network 10.3.1.0 0.0.0.255 


[DeviceD-ospf-1-area-0.0.0.3] network 192.168.1.0 0.0.0.255 


[DeviceD-ospf-1-area-0.0.0.3] network 192.168.2.0 0.0.0.255 


[DeviceD-ospf-1-area-0.0.0.3] quit 


[DeviceD-ospf-1] quit 


# Enable OSPF on Device E. 
<DeviceE> system-view 


[DeviceE] ospf 


[DeviceE-ospf-1] area 1 


[DeviceE-ospf-1-area-0.0.0.1] network 10.4.1.0 0.0.0.255 


[DeviceE-ospf-1-area-0.0.0.1] quit 


[DeviceE-ospf-1] quit 
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Configure RIP 
# Enable RIP on Device E. 
<DeviceE> system-view 


[DeviceE] rip 


[DeviceE-rip-1] version 2 


[DeviceE-rip-1] undo summary 


[DeviceE-rip-1] network 10.5.1.0 0.0.0.255 


[DeviceE-rip-1] quit 


# Enable RIP on Device F. 
<DeviceF> system-view 


[DeviceF] rip 


[DeviceF-rip-1] version 2 


[DeviceF-rip-1] undo summary 


[DeviceF-rip-1] network 10.5.1.0 0.0.0.255 


[DeviceF-rip-1] network 192.168.4.0 0.0.0.255 


[DeviceF-rip-1] network 192.168.4.0 0.0.0.255 


[DeviceF-rip-1] quit 


Configuring route redistribution 
# Configure Device E to redistribute OSPF and direct routes to RIP. 
<DeviceE> system-view 


[DeviceE] rip 


[DeviceE-rip-1] import-route direct 


[DeviceE-rip-1] import-route ospf 


[DeviceE-rip-1] quit 


# Configure Device E to redistribute RIP and direct routes to OSPF. 
[DeviceE] ospf 


[DeviceE-ospf-1] import-route direct 


[DeviceE-ospf-1] import-route rip 


[DeviceE-ospf-1] quit 


# Verify that Device E has routes to all networks. 
[DeviceE] display ip routing-table 


 


Destinations : 24        Routes : 24 


 


Destination/Mask    Proto  Pre  Cost         NextHop         Interface 


0.0.0.0/32          Direct 0    0            127.0.0.1       InLoop0 


10.1.1.0/24         OSPF   10   2            10.4.1.1        GE1/0 


10.2.1.0/24         OSPF   10   2            10.4.1.1        GE1/0 


10.3.1.0/24         OSPF   10   3            10.4.1.1        GE1/0 


10.4.1.0/24         Direct 0    0            10.4.1.2        GE1/0 


10.4.1.0/32         Direct 0    0            10.4.1.2        GE1/0 


10.4.1.2/32         Direct 0    0            127.0.0.1       InLoop0 


10.4.1.255/32       Direct 0    0            10.4.1.2        GE1/0 
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10.5.1.0/24         Direct 0    0            10.5.1.1        GE2/0 


10.5.1.0/32         Direct 0    0            10.5.1.1        GE2/0 


10.5.1.1/32         Direct 0    0            127.0.0.1       InLoop0 


10.5.1.255/32       Direct 0    0            10.5.1.1        GE2/0 


127.0.0.0/8         Direct 0    0            127.0.0.1       InLoop0 


127.0.0.0/32        Direct 0    0            127.0.0.1       InLoop0 


127.0.0.1/32        Direct 0    0            127.0.0.1       InLoop0 


127.255.255.255/32  Direct 0    0            127.0.0.1       InLoop0 


192.168.1.1/32      OSPF   10   3            10.4.1.1        GE1/0 


192.168.2.1/32      OSPF   10   3            10.4.1.1        GE1/0 


192.168.3.1/32      OSPF   10   2            10.4.1.1        GE1/0 


192.168.4.0/24      RIP    100  1            10.5.1.2        GE2/0 


192.168.5.0/24      RIP    100  1            10.5.1.2        GE2/0 


224.0.0.0/4         Direct 0    0            0.0.0.0         NULL0 


224.0.0.0/24        Direct 0    0            0.0.0.0         NULL0 


255.255.255.255/32  Direct 0    0            127.0.0.1       InLoop0 


# Verify that other devices have routes to all networks. (Details not shown.) 


Configuring OSPF route filtering 
# On Device C, configure IPv4 basic ACL 2000 to deny 192.168.2.0/24. 
<DeviceC> system-view 


[DeviceC] acl number 2000 


[DeviceC-acl-basic-2000] rule 0 deny source 192.168.2.0 0.0.0.255 


[DeviceC-acl-basic-2000] rule permit source any 


[DeviceC-acl-basic-2000] quit 


# On Device C, use ACL 2000 to filter received routes. 
[DeviceC] ospf 


[DeviceC-ospf-1] filter-policy 2000 import 


[DeviceC-ospf-1] quit 


# On Device D, configure IPv4 basic ACL 2000 to deny 192.168.5.0/24. 
<DeviceD> system-view 


[DeviceD] acl number 2000 


[DeviceD-acl-basic-2000] rule 0 deny source 192.168.5.0 0.0.0.255 


[DeviceD-acl-basic-2000] rule permit source any 


[DeviceD-acl-basic-2000] quit 


# On Device D, use ACL 2000 to filter received routes. 
[DeviceD] ospf 


[DeviceD-ospf-1] filter-policy 2000 import 


[DeviceD-ospf-1] quit  


# On Device E, configure IPv4 basic ACL 2000 to deny 192.168.4.0/24. 
<DeviceE> system-view 


[DeviceE] acl number 2000 


[DeviceE-acl-basic-2000] rule 0 deny source 192.168.4.0 0.0.0.255 


[DeviceE-acl-basic-2000] rule permit source any 


[DeviceE-acl-basic-2000] quit 
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# On Device E, use ACL 2000 to filter routes redistributed from RIP. 
[DeviceE] ospf 


[DeviceE-ospf-1] filter-policy 2000 export rip 1 


[DeviceE-ospf-1] quit 


Verifying the configuration 
# Verify that Device C does not have a route to 192.168.2.0/24. 
[DeviceC] display ip routing-table 


 


Destinations : 22        Routes : 22 


 


Destination/Mask    Proto  Pre  Cost         NextHop         Interface 


0.0.0.0/32          Direct 0    0            127.0.0.1       InLoop0 


10.1.1.0/24         OSPF   10   2            10.2.1.1        GE1/0 


10.2.1.0/24         Direct 0    0            10.2.1.2        GE1/0 


10.2.1.0/32         Direct 0    0            10.2.1.2        GE1/0 


10.2.1.2/32         Direct 0    0            127.0.0.1       InLoop0 


10.2.1.255/32       Direct 0    0            10.2.1.2        GE1/0 


10.3.1.0/24         OSPF   10   3            10.2.1.1        GE1/0 


10.4.1.0/24         OSPF   10   2            10.2.1.1        GE1/0 


10.5.1.0/24         OSPF   150  1            10.2.1.1        GE1/0 


127.0.0.0/8         Direct 0    0            127.0.0.1       InLoop0 


127.0.0.0/32        Direct 0    0            127.0.0.1       InLoop0 


127.0.0.1/32        Direct 0    0            127.0.0.1       InLoop0 


127.255.255.255/32  Direct 0    0            127.0.0.1       InLoop0 


192.168.1.1/32      OSPF   10   3            10.2.1.1        GE1/0 


192.168.3.0/24      Direct 0    0            192.168.3.1     Loop0 


192.168.3.0/32      Direct 0    0            192.168.3.1     Loop0 


192.168.3.1/32      Direct 0    0            127.0.0.1       InLoop0 


192.168.3.255/32    Direct 0    0            192.168.3.1     Loop0 


192.168.5.0/24      OSPF   150  1            10.2.1.1        GE1/0 


224.0.0.0/4         Direct 0    0            0.0.0.0         NULL0 


224.0.0.0/24        Direct 0    0            0.0.0.0         NULL0 


255.255.255.255/32  Direct 0    0            127.0.0.1       InLoop0 


# Verify that Marketing department 1 cannot reach R&D department 1. 
[DeviceC] ping -a 192.168.3.1 192.168.2.1 


Ping 192.168.2.1 (192.168.2.1) from 192.168.3.1: 56 data bytes, press CTRL_C to 


break 


Request time out 


Request time out 


Request time out 


Request time out 


Request time out 


 


--- Ping statistics for 192.168.2.1 --- 


5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss 
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# Verify that Device D does not have a route to 192.168.5.0/24. 
[DeviceD] display ip routing-table 


 


Destinations : 25        Routes : 25 


 


Destination/Mask    Proto  Pre  Cost         NextHop         Interface 


0.0.0.0/32          Direct 0    0            127.0.0.1       InLoop0 


10.1.1.0/24         OSPF   10   2            10.3.1.1        GE1/0 


10.2.1.0/24         OSPF   10   3            10.3.1.1        GE1/0 


10.3.1.0/24         Direct 0    0            10.3.1.2        GE1/0 


10.3.1.0/32         Direct 0    0            10.3.1.2        GE1/0 


10.3.1.2/32         Direct 0    0            127.0.0.1       InLoop0 


10.3.1.255/32       Direct 0    0            10.3.1.2        GE1/0 


10.4.1.0/24         OSPF   10   3            10.3.1.1        GE1/0 


10.5.1.0/24         OSPF   150  1            10.3.1.1        GE1/0 


127.0.0.0/8         Direct 0    0            127.0.0.1       InLoop0 


127.0.0.0/32        Direct 0    0            127.0.0.1       InLoop0 


127.0.0.1/32        Direct 0    0            127.0.0.1       InLoop0 


127.255.255.255/32  Direct 0    0            127.0.0.1       InLoop0 


192.168.1.0/24      Direct 0    0            192.168.1.1     Loop0 


192.168.1.0/32      Direct 0    0            192.168.1.1     Loop0 


192.168.1.1/32      Direct 0    0            127.0.0.1       InLoop0 


192.168.1.255/32    Direct 0    0            192.168.1.1     Loop0 


192.168.2.0/24      Direct 0    0            192.168.2.1     Loop1 


192.168.2.0/32      Direct 0    0            192.168.2.1     Loop1 


192.168.2.1/32      Direct 0    0            127.0.0.1       InLoop0 


192.168.2.255/32    Direct 0    0            192.168.2.1     Loop1 


192.168.3.1/32      OSPF   10   3            10.3.1.1        GE1/0 


224.0.0.0/4         Direct 0    0            0.0.0.0         NULL0 


224.0.0.0/24        Direct 0    0            0.0.0.0         NULL0 


255.255.255.255/32  Direct 0    0            127.0.0.1       InLoop0 


# Verify that the After-sale service department cannot reach Marketing department 2. 
[DeviceD] ping -a 192.168.1.1 192.168.5.1 


Ping 192.168.5.1 (192.168.5.1) from 192.168.1.1: 56 data bytes, press CTRL_C to 


break 


Request time out 


Request time out 


Request time out 


Request time out 


Request time out 


 


--- Ping statistics for 192.168.5.1 --- 


5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss 


# Verify that R&D department 1 cannot reach Marketing department 2. 
[DeviceD] ping -a 192.168.2.1 192.168.5.1 


Ping 192.168.5.1 (192.168.5.1) from 192.168.2.1: 56 data bytes, press CTRL_C to 


break 


Request time out 
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Request time out 


Request time out 


Request time out 


Request time out 


 


--- Ping statistics for 192.168.5.1 --- 


5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss 


The output on Device C and Device D shows that Device E has filtered the route destined for R&D 
development 2. 


Configuration files 
• Device A: 


# 


ospf 1 


 area 0.0.0.0 


  network 10.1.1.0 0.0.0.255 


 area 0.0.0.1 


network 10.4.1.0 0.0.0.255 


area 0.0.0.2 


  network 10.2.1.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.2.1.1 255.255.255.0 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 ip address 10.4.1.1 255.255.255.0 


# 


• Device B: 
# 


ospf 1 


 area 0.0.0.0 


  network 10.1.1.0 0.0.0.255 


 area 0.0.0.3 


  network 10.3.1.0 0.0.0.255 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.1.1.2 255.255.255.0 


# 


interface GigabitEthernet2/0 
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 port link-mode route 


 ip address 10.3.1.1 255.255.255.0 


# 


• Device C: 
# 


ospf 1 


 filter-policy 2000 import 


 area 0.0.0.2 


  network 10.2.1.0 0.0.0.255 


  network 192.168.3.0 0.0.0.255 


# 


interface LoopBack0 


 ip address 192.168.3.1 255.255.255.0 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.2.1.2 255.255.255.0 


# 


acl number 2000 


 rule 0 deny source 192.168.2.0 0.0.0.255 


rule 5 permit 


# 


• Device D: 
# 


ospf 1 


 filter-policy 2000 import 


 area 0.0.0.3 


  network 10.3.1.0 0.0.0.255 


  network 192.168.1.0 0.0.0.255 


  network 192.168.2.0 0.0.0.255 


# 


interface LoopBack0 


 ip address 192.168.1.1 255.255.255.0 


# 


interface LoopBack1 


 ip address 192.168.2.1 255.255.255.0 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.3.1.2 255.255.255.0 


# 


acl number 2000 


 rule 0 deny source 192.168.5.0 0.0.0.255 


rule 5 permit 


# 


• Device E: 
# 


ospf 1 
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 import-route direct 


 import-route rip 1 


 filter-policy 2000 export rip 1 


 area 0.0.0.1 


  network 10.4.1.0 0.0.0.255 


# 


rip 1 


 undo summary 


 version 2 


 network 10.5.1.0 0.0.0.255 


 import-route direct 


 import-route ospf 1 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.4.1.2 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.5.1.1 255.255.255.0 


# 


acl number 2000 


 rule 0 deny source 192.168.4.0 0.0.0.255 


rule 5 permit 


# 


• Device F: 
# 


rip 1 


 undo summary 


 version 2 


 network 10.5.1.0 0.0.0.255 


 network 192.168.4.0 


 network 192.168.5.0 


# 


interface LoopBack0 


 ip address 192.168.4.1 255.255.255.0 


# 


interface LoopBack1 


 ip address 192.168.5.1 255.255.255.0 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 10.5.1.2 255.255.255.0 


# 
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Related documentation 
• HP VSR1000 Virtual Services Router Layer 3—IP Routing Command Reference 


• HP VSR1000 Virtual Services Router Layer 3—IP Routing Configuration Guide 
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Introduction 
This document provides IGMP configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of IGMP. 


Example: Configuring basic IGMP features 


Network requirements 
As shown in Figure 1: 


• OSPF and PIM-DM run on the network. 


• VOD streams are sent to receiver hosts in multicast. Receiver hosts of different organizations form 
stub networks N1 and N2. Host A and Host C are receiver hosts in N1 and N2, respectively. 


• IGMPv2 runs between Router A and N1, and between the other two routers and N2. Router A acts 
as the IGMP querier in N1. Router B acts as the IGMP querier in N2 because it has a lower IP 
address. 


Configure basic IGMP features on the routers to meet the following requirements: 


• Multicast receivers in N1 can join any multicast groups. 


• Multicast receivers in N2 can join only the multicast group 224.1.1.1. 
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Figure 1 Network diagram 


 
 


Requirements analysis 
To limit the multicast groups that multicast receivers can join, create an IPv4 basic ACL and specify the 
multicast groups that the receivers can join. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure basic IGMP features, follow these restrictions and guidelines: 


• The protocol packets of different IGMP versions are different in structures and types. You must 
specify the same IGMP version for all routers on the same subnet. Otherwise, IGMP cannot 
operate correctly. 


• You must configure the same multicast group policy for all routers on the same subnet. 


Configuration procedures 
1. Assign an IP address and subnet mask to each interface according to Figure 1. (Details not 


shown.) 


2. Configure OSPF on the routers in the PIM-DM domain. (Details not shown.) 


3. Configure Router A: 


# Enable IP multicast routing. 


Router A


Router B


Router C


Querier


PIM-DM


N1


N2


Receiver


Receiver


Host A


Host B


Host C


Host D


GE1/0
10.110.1.1/24


GE1/0
10.110.2.1/24


GE1/0
10.110.2.2/24


GE2/0


GE2/0


GE2/0
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<RouterA> system-view 


[RouterA] multicast routing 


[RouterA-mrib] quit 


# Enable IGMP on the receiver-side interface GigabitEthernet 1/0. 
[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] igmp enable 


[RouterA-GigabitEthernet1/0] quit 


#Enable PIM-DM on GigabitEthernet 2/0. 
[RouterA] interface gigabitethernet 2/0 


[RouterA-GigabitEthernet2/0] pim dm 


[RouterA-GigabitEthernet2/0] quit 


4. Configure Router B: 


# Create ACL 2001 to permit IGMP reports for the multicast group 224.1.1.1. 
<RouterB> system-view 


[RouterB] acl number 2001 


[RouterB-acl-basic-2001] rule permit source 224.1.1.1 0 


[RouterB-acl-basic-2001] quit 


# Enable IP multicast routing. 
[RouterB] multicast routing 


[RouterB-mrib] quit 


# Enable IGMP on the receiver-side interface GigabitEthernet 1/0. 
[RouterB] interface gigabitethernet 1/0 


[RouterB-GigabitEthernet1/0] igmp enable 


# Configure a multicast group policy referencing ACL 2001 so that the multicast receivers 
attached to the interface can join only the multicast group 224.1.1.1. 
[RouterB-GigabitEthernet1/0] igmp group-policy 2001 


[RouterB-GigabitEthernet1/0] quit 


# Enable PIM-DM on GigabitEthernet 2/0. 
[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] pim dm 


[RouterB-GigabitEthernet2/0] quit 


5. Configure Router C: 


# Create ACL 2001 to permit IGMP reports for the multicast group 224.1.1.1. 
<RouterC> system-view 


[RouterC] acl number 2001 


[RouterC-acl-basic-2001] rule permit source 224.1.1.1 0 


[RouterC-acl-basic-2001] quit 


# Enable IP multicast routing. 
[RouterC] multicast routing 


[RouterC-mrib] quit 


# Enable IGMP on the receiver-side interface GigabitEthernet 1/0.  
[RouterC] interface gigabitethernet 1/0 


[RouterC-GigabitEthernet1/0] igmp enable 


# Configure a multicast group policy referencing ACL 2001 so that the multicast receivers 
attached to the interface can join only the multicast group 224.1.1.1. 
[RouterC-GigabitEthernet1/0] igmp group-policy 2001 
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[RouterC-GigabitEthernet1/0] quit 


# Enable PIM-DM on GigabitEthernet 2/0. 
[RouterC] interface gigabitethernet 2/0 


[RouterC-GigabitEthernet2/0] pim dm 


[RouterC-GigabitEthernet2/0] quit 


Verifying the configuration 
# Send IGMP reports from Host C (10.110.2.10) to join the multicast groups 224.1.1.1 and 224.1.1.2. 
(Details not shown.) 


# Display IGMP information about multicast groups on Router B. 
[RouterB] display igmp group 


IGMP groups in total: 1. 


GigabitEthernet1/0(10.110.2.1): 


  IGMP groups reported in total: 1 


  Group address   Last reporter   Uptime      Expires 


   224.1.1.1       10.110.2.10     00:02:04    00:01:15 


# Display IGMP information about multicast groups on Router C. 
[RouterC] display igmp group 


IGMP groups in total: 1. 


GigabitEthernet1/0(10.110.2.2): 


  IGMP groups reported in total: 1 


   Group address   Last reporter   Uptime      Expires 


   224.1.1.1       10.110.2.10     00:02:04    00:01:15 


The output shows that Router B and Router C each have IGMP information only about the multicast 
group, 224.1.1.1. The multicast group policy has taken effect, and multicast receivers in N2 can join only 
the multicast group 224.1.1.1. 


Configuration files 
• Router A: 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 igmp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 pim dm 


# 


multicast routing 


# 


• Router B: 
# 


interface GigabitEthernet1/0 


 port link-mode route 
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 igmp enable 


 igmp group-policy 2001 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 pim dm 


# 


multicast routing 


# 


acl number 2001 


 rule 0 permit source 224.1.1.1 0 


# 


• Router C: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 igmp enable 


 igmp group-policy 2001 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 pim dm 


# 


multicast routing 


# 


acl number 2001 


 rule 0 permit source 224.1.1.1 0 


# 


Example: Configuring IGMP SSM mappings 


Network requirements 
As shown in Figure 2: 


• The SSM group range for the PIM-SSM domain is 232.1.1.0/24. 


• Router A and Router B in the PIM-SSM domain run IGMPv3.  


• Host A in N1 and Host C in N2 run IGMPv2, and they do not support IGMPv3. The other hosts in 
N1 and N2 run IGMPv3. 


Configure IGMP SSM mappings on Router A and Router B to meet the following requirements: 


• Receiver hosts in N1 receive multicast data only from Source 1. 


• Receiver hosts in N2 receive multicast data only from Source 2. 
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Figure 2 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
1. Assign an IP address and subnet mask to each interface according to Figure 2. (Details not 


shown.) 


2. Configure OSPF on the routers in the PIM-SSM domain. (Details not shown.) 


3. Enable IP multicast routing and enable PIM-SM: 


# On Router A, enable IP multicast routing, and enable PIM-SM on GigabitEthernet 1/0. 
<RouterA> system-view 


[RouterA] multicast routing 


[RouterA-mrib] quit 


[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] pim sm 


[RouterA-GigabitEthernet1/0] quit 


# Configure Router B in the same way Router A is configured. (Details not shown.) 


# On Router C, enable IP multicast routing, and enable PIM-SM on each interface. 
<RouterC> system-view 


[RouterC] multicast routing 


[RouterC-mrib] quit 


[RouterC] interface gigabitethernet 1/0 


[RouterC-GigabitEthernet1/0] pim sm 


[RouterC-GigabitEthernet1/0] quit 


[RouterC] interface gigabitethernet 2/0 
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[RouterC-GigabitEthernet2/0] pim sm 


[RouterC-GigabitEthernet2/0] quit 


[RouterC] interface gigabitethernet 3/0 


[RouterC-GigabitEthernet3/0] pim sm 


[RouterC-GigabitEthernet3/0] quit 


4. Configure a C-BSR and a C-RP: 


# On Router C, configure GigabitEthernet 1/0 as a C-BSR and a C-RP. 
[RouterC] pim 


[RouterC-pim] c-bsr 192.168.1.1 


[RouterC-pim] c-rp 192.168.1.1 


[RouterC-pim] quit 


5. Enable IGMPv3 on receiver-side interfaces: 


# On Router A, enable IGMP, and specify IGMP version 3 on GigabitEthernet 2/0. 
[RouterA] interface gigabitethernet 2/0 


[RouterA-GigabitEthernet2/0] igmp enable 


[RouterA-GigabitEthernet2/0] igmp version 3 


[RouterA-GigabitEthernet2/0] quit 


# Configure Router B in the same way Router A is configured. (Details not shown.) 


6. Configure the SSM group range: 


# On Router A, configure the SSM group range as 232.1.1.0/24. 
[RouterA] acl number 2000 


[RouterA-acl-basic-2000] rule permit source 232.1.1.0 0.0.0.255 


[RouterA-acl-basic-2000] quit 


[RouterA] pim 


[RouterA-pim] ssm-policy 2000 


[RouterA-pim] quit 


# Configure Router B and Router C in the same way Router A is configured. (Details not shown.) 


7. Configure IGMP SSM mappings: 


# On Router A, map Source 1 to the SSM group range 232.1.1.0/24 so that receiver hosts in 
N1 can receive multicast data only from Source 1. 
[RouterA] igmp 


[RouterA-igmp] ssm-mapping 10.110.5.100 2000 


[RouterA-igmp] quit 


# On Router B, map Source 2 to the SSM group range 232.1.1.0/24 so that receiver hosts in 
N2 can receive multicast data only from Source 2. 
[RouterB] igmp 


[RouterB-igmp] ssm-mapping 10.110.5.101 2000 


[RouterB-igmp] quit 


Verifying the configuration 
# Send IGMPv2 reports from Host A and Host C to join the multicast group 232.1.1.1. (Details not 
shown.) 


# Send multicast data from Source 1 and Source 2 to the multicast group 232.1.1.1. (Details not shown.) 


# Display IGMP SSM mappings for the multicast group 232.1.1.1 on Router A. 
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[RouterA] display igmp ssm-mapping 232.1.1.1 


 Group: 232.1.1.1 


 Source list: 


        10.110.5.100 


The output shows that the group 232.1.1.1 is mapped to Source 1 (10.110.5.100). Router A will translate 
the (0.0.0.0, 232.1.1.1) information in IGMPv2 reports to (10.110.5.100, 232.1.1.1). 


# Display the PIM routing table on Router A. 
[RouterA] display pim routing-table 


Total 0 (*, G) entry; 1 (S, G) entry 


 


(10.110.5.100, 232.1.1.1)  


     Protocol: pim-ssm, Flag:  


     UpTime: 00:00:47  


     Upstream interface: GigabitEthernet1/0  


         Upstream neighbor: 192.168.1.1  


         RPF prime neighbor: 192.168.1.1  


     Downstream interface(s) information:  


     Total number of downstreams: 1  


         1: GigabitEthernet2/0  


             Protocol: igmp, UpTime: 00:00:47, Expires: -  


The output shows that Router A has the (10.110.5.100, 232.1.1.1) entry. 


# Display IGMP SSM mappings for the multicast group 232.1.1.1 on Router B. 
[RouterB] display igmp ssm-mapping 232.1.1.1 


 Group: 232.1.1.1 


 Source list: 


        10.110.5.101 


The output shows that the group 232.1.1.1 is mapped to Source 2 (10.110.5.101). Router A will translate 
the (0.0.0.0, 232.1.1.1) information in IGMPv2 reports to (10.110.5.101, 232.1.1.1). 


# Display the PIM routing table on Router B. 
[RouterB] display pim routing-table 


Total 0 (*, G) entry; 1 (S, G) entry 


 


(10.110.5.101, 232.1.1.1)  


     Protocol: pim-ssm, Flag:  


     UpTime: 00:00:47  


     Upstream interface: GigabitEthernet1/0  


         Upstream neighbor: 192.168.2.1  


         RPF prime neighbor: 192.168.2.1  


     Downstream interface(s) information:  


     Total number of downstreams: 1  


         1: GigabitEthernet2/0  


             Protocol: igmp, UpTime: 00:00:47, Expires: -  


The output shows that Router B has the (10.110.5.101, 232.1.1.1) entry. 
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Configuration files 
• Router A: 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 pim sm 


# 


interface GigabitEthernet2/0 


 port link-mode route 


igmp enable 


 igmp version 3 


# 


multicast routing 


# 


pim 


 ssm-policy 2000 


# 


igmp 


 ssm-mapping 10.110.5.100 2000 


# 


acl number 2000 


 rule 0 permit source 232.1.1.0 0.0.0.255 


# 


• Router B: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 pim sm 


# 


interface GigabitEthernet2/0 


 port link-mode route 


igmp enable 


 igmp version 3 


# 


multicast routing 


# 


pim 


 ssm-policy 2000 


# 


igmp 


 ssm-mapping 10.110.5.100 2000 


# 


acl number 2000 


 rule 0 permit source 232.1.1.0 0.0.0.255 


# 


• Router C: 
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# 


interface GigabitEthernet1/0 


 port link-mode route 


 pim sm 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 pim sm 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 pim sm 


# 


multicast routing 


# 


pim 


 c-bsr 192.168.1.1 


 c-rp 192.168.1.1 


# 


Example: Configuring IGMP proxying 


Network requirements 
As shown in Figure 3: 


• Router B in the PIM-DM domain acts as the IGMP querier. 


• Router A does not run PIM-DM. 


• Host A in N1 and Host D in N2 want to receive VOD information addressed to the multicast group 
224.1.1.1. 


Enable IGMP proxying on Router A so that Host A and Host D can receive the multicast data. 
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Figure 3 Network requirements 


 
 


Requirements analysis 
To meet the network requirements, enable IGMP proxying on the upstream interface and IGMP on the 
downstream interfaces of an IGMP router. This router becomes the IGMP proxy. It sends IGMP reports to 
the upstream device as a multicast receiver. It also maintains the group membership for the downstream 
receivers as an IGMP router. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure IGMP proxying, follow these restrictions and guidelines: 


• You must enable IP multicast routing before you enable IGMP proxying on a router. 


• On an interface that is enabled with IGMP proxying, only the igmp version command takes effect 
and other IGMP commands do not take effect. 


• If you enable both IGMP proxying and a multicast routing protocol (such as PIM or MSDP) on the 
same device, the multicast routing protocol does not take effect. 


Configuration procedures 
1. Assign an IP address and subnet mask to each interface according to Figure 3. (Details not 


shown.) 


2. Configure OSPF on the routers in the PIM-DM domain. (Details not shown.) 


3. Configure Router A: 


# Enable IP multicast routing. 


N
1


G
E


3/0
10.110.2.1/24
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<RouterA> system-view 


[RouterA] multicast routing 


[RouterA-mrib] quit 


# Enable IGMP proxying on GigabitEthernet 1/0. 
[RouterA] interface gigabitethernet 1/0 


[RouterA-GigabitEthernet1/0] igmp proxy enable 


[RouterA-GigabitEthernet1/0] quit 


# Enable IGMP on GigabitEthernet 2/0 and GigabitEthernet 3/0. 
[RouterA] interface gigabitethernet 2/0 


[RouterA-GigabitEthernet2/0] igmp enable 


[RouterA-GigabitEthernet2/0] quit 


[RouterA] interface gigabitethernet 3/0 


[RouterA-GigabitEthernet3/0] igmp enable 


[RouterA-GigabitEthernet3/0] quit 


4. Configure Router B: 


# Enable IP multicast routing. 
<RouterB> system-view 


[RouterB]multicast routing 


[RouterB-mrib]quit 


# Enable PIM-DM on GigabitEthernet 2/0. 
[RouterB] interface gigabitethernet 2/0 


[RouterB-GigabitEthernet2/0] pim dm 


[RouterB-GigabitEthernet2/0] quit 


# Enable IGMP on GigabitEthernet 1/0. 
[RouterB] interface gigabitethernet 1/0 


[RouterB-GigabitEthernet1/0] igmp enable 


[RouterB-GigabitEthernet1/0] quit 


Verifying the configuration 
# Send an IGMP report from Host A to join the multicast group 224.1.1.1. (Details not shown.) 


# Display IGMP information about the multicast groups on GigabitEthernet 2/0 of Router A. 
[RouterA] display igmp group interface GigabitEthernet 2/0 


GigabitEthernet2/0(10.110.1.1): 


  IGMP groups reported in total: 1 


   Group address   Last reporter   Uptime      Expires 


   224.1.1.1        10.110.1.10    00:02:04    00:01:15 


The output shows that Router A maintains Host A (10.110.1.10) as a member of the group 224.1.1.1.  


# Display multicast group membership entries maintained by the IGMP proxy on Router A. 
[RouterA] display igmp proxy group 


IGMP proxy group records in total: 1 


 GigabitEthernet1/0(192.168.1.1): 


  IGMP proxy group records in total: 1 


   Group address      Member state      Expires 


   224.1.1.1           Delay              00:00:02 
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The output shows that Router A maintains the membership for the multicast group 224.1.1.1 after 
GigabitEthernet 2/0 received the IGMP report from Host A. For the downstream receiver Host A, Router 
A acts as an IGMP router. 


# Display IGMP information about multicast groups on GigabitEthernet 1/0 of Router B. 
[RouterB] display igmp group interface GigabitEthernet 1/0 


GigabitEthernet1/0(192.168.1.2): 


  IGMP groups reported in total: 1 


   Group address   Last reporter   Uptime      Expires 


   224.1.1.1        192.168.1.1     00:02:04    00:01:15 


The output shows that Router B maintains Router A as a member of the group 224.1.1.1 after 
GigabitEthernet 1/0 received the IGMP report from Router A. For the upstream router Router B, Router A 
acts as a multicast receiver. 


Configuration files 
• Router A: 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 igmp proxy enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 igmp enable 


# 


interface GigabitEthernet3/0 


 port link-mode route 


 igmp enable 


# 


multicast routing 


# 


• Router B: 
# 


interface GigabitEthernet1/0 


 port link-mode route 


 igmp enable 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 pim dm 


# 


multicast routing 


# 
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Related documentation 
• HP VSR1000 Virtual Services Router IP Multicast Command Reference 


• HP VSR1000 Virtual Services Router IP Multicast Configuration Guide 
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Introduction 
This document provides L2TP over IPsec configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of L2TP and IPsec. 


Example: Configuring L2TP over IPsec 


Network requirements 
As shown in Figure 1, Host needs to access the network connected to the LNS through an L2TP tunnel. 
Configure LAC to automatically establish an L2TP tunnel with the LNS. Configure an IKE-based IPsec 
tunnel between the LAC and LNS to encrypt L2TP packets. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configuring LNS 
# Create a network access user named 1. 
<LNS> system-view 


[LNS] local-user 1 class network 


# Set the password to 1234 for the user. 
[LNS-luser-network-1] password simple 1234 


# Enable the PPP service for the user. 
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[LNS-luser-network-1] service-type ppp 


[LNS-luser-network-1] quit 


# Create ISP domain system. 
[LNS] domain system 


# Configure the ISP domain to use local authentication for PPP users. 
[LNS-isp-system] authentication ppp local 


[LNS-isp-system] quit 


# Enable L2TP. 
[LNS] l2tp enable 


# Create interface Virtual-Template 1. 
[LNS] interface virtual-template 1 


# Configure an IP address for the interface. 
[LNS-Virtual-Template1] ip address 192.168.0.1 24 


# Configure the interface to use PAP and ISP domain system for authentication. 
[LNS-Virtual-Template1] ppp authentication-mode pap domain system 


# Configure the interface to assign IP address 192.168.0.2 to the PPP user. 
[LNS-Virtual-Template1] remote address 192.168.0.2 


[LNS-Virtual-Template1] quit 


# Create L2TP group 1 in LNS mode. 
[LNS] l2tp-group 1 mode lns 


# Specify the local tunnel name as lns. 
[LNS-l2tp1] tunnel name lns 


# Disable L2TP tunnel authentication. 
[LNS-l2tp1] undo tunnel authentication 


# Specify Virtual-Template 1 for receiving L2TP tunneling requests from the peer lac. 
[LNS-l2tp1] allow l2tp virtual-template 1 remote lac 


[LNS-l2tp1] quit 


# Create ACL 3000 to identify packets from 10.0.0.2 to 10.0.0.1. 
[LNS] acl number 3000 


[LNS-acl-adv-3000] rule permit ip source 10.0.0.2 0 destination 10.0.0.1 0 


[LNS-acl-adv-3000] quit 


# Create IKE keychain l2tp. 
[LNS] ike keychain l2tp 


# Set the pre-shared key to be used for IKE negotiation with peer 10.0.0.1 to plaintext abcd. 
[LNS-ike-keychain-l2tp] pre-shared-key address 10.0.0.1 key simple abcd 


[LNS-ike-keychain-l2tp] quit 


# Create IKE profile l2tp. 
[LNS] ike profile l2tp 


# Reference IKE keychain l2tp. 
[LNS-ike-profile-l2tp] keychain l2tp 


# Set the local ID to IP address 10.0.0.2. 
[LNS-ike-profile-l2tp] local-identity address 10.0.0.2 
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# Set the peer ID for IKE profile matching to IP address 10.0.0.1. 
[LNS-ike-profile-l2tp] match remote identity address 10.0.0.1 


[LNS-ike-profile-l2tp] quit 


# Create IPsec transform set l2tp. 
[LNS] ipsec transform-set l2tp 


# Specify the ESP encryption algorithm as 3DES-CBC. 
[LNS-ipsec-transform-set-l2tp] esp encryption-algorithm 3des-cbc 


# Specify the ESP authentication algorithm as MD5. 
[LNS-ipsec-transform-set-l2tp] esp authentication-algorithm md5 


[LNS-ipsec-transform-set-l2tp] quit 


# Create an IKE-based IPsec policy entry with the name l2tp and sequence number 1. 
[LNS] ipsec policy l2tp 1 isakmp 


# Reference ACL 3000. 
[LNS-ipsec-policy-isakmp-l2tp-1] security acl 3000 


# Reference IPsec transform set l2tp. 
[LNS-ipsec-policy-isakmp-l2tp-1] transform-set l2tp 


# Reference IKE profile l2tp. 
[LNS-ipsec-policy-isakmp-l2tp-1] ike-profile l2tp 


# Specify the remote IP address of the IPsec tunnel as 10.0.0.1. 
[LNS-ipsec-policy-isakmp-l2tp-1] remote-address 10.0.0.1 


[LNS-ipsec-policy-isakmp-l2tp-1] quit 


# Configure an IP address for GigabitEthernet 2/0. 
[LNS] interface gigabitethernet 2/0 


[LNS-GigabitEthernet2/0] ip address 10.0.0.2 24 


# Apply the IPsec policy to GigabitEthernet 2/0. 
[LNS-GigabitEthernet2/0] ipsec apply policy l2tp 


[LNS-GigabitEthernet2/0] quit 


# Configure an IP address for GigabitEthernet 1/0. 
[LNS] interface gigabitethernet 1/0 


[LNS-GigabitEthernet1/0] ip address 15.0.0.1 24 


[LNS-GigabitEthernet1/0] quit 


Configuring LAC 
# Enable L2TP. 
<LAC> system-view 


[LAC] l2tp enable 


# Create L2TP group 1 in LAC mode. 
[LAC] l2tp-group 1 mode lac 


# Specify the local tunnel name as lac. 
[LAC-l2tp1] tunnel name lac 


# Specify the LNS IP address as 10.0.0.2. 
[LAC-l2tp1] lns-ip 10.0.0.2 
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# Disable L2TP tunnel authentication. 
[LAC-l2tp1] undo tunnel authentication 


[LAC-l2tp1] quit 


# Create ACL 3000. 
[LAC] acl number 3000 


# Configure a permit rule to identify packets from 10.0.0.1 to 10.0.0.2. 
[LAC-acl-adv-3000] rule permit ip source 10.0.0.1 0 destination 10.0.0.2 0 


[LAC-acl-adv-3000] quit 


# Create virtual PPP interface Virtual-PPP 1. 
[LAC] interface virtual-PPP 1 


# Enable IP address negotiation on the virtual PPP interface. 
[LAC-Virtual-PPP1] ip address ppp-negotiate 


# Configure the local username and password for PAP authentication. 
[LAC-Virtual-PPP1] ppp pap local-user 1 password simple 1234 


[LAC-Virtual-PPP1] quit 


# Configure a static route destined to 15.0.0.1 through interface Virtual-PPP 1. 
[LAC] ip route-static 15.0.0.1 24 Virtual-PPP 1 


# Create IKE keychain l2tp. 
[LAC] ike keychain l2tp 


# Set the pre-shared key to be used for IKE negotiation with peer 10.0.0.2 to plaintext abcd. 
[LAC-ike-keychain-l2tp] pre-shared-key address 10.0.0.2 key simple abcd 


[LAC-ike-keychain-l2tp] quit 


# Create IKE profile l2tp. 
[LAC] ike profile l2tp 


# Reference IKE keychain l2tp. 
[LAC-ike-profile-l2tp] keychain l2tp 


# Set the local ID to IP address 10.0.0.1. 
[LAC-ike-profile-l2tp] local-identity address 10.0.0.1 


# Set the peer ID for IKE profile matching to IP address 10.0.0.2. 
[LAC-ike-profile-l2tp] match remote identity address 10.0.0.2 


[LAC-ike-profile-l2tp] quit 


# Create IPsec transform set l2tp. 
[LAC] ipsec transform-set l2tp 


# Specify the ESP encryption algorithm as 3DES-CBC. 
[LAC-ipsec-transform-set-l2tp] esp encryption-algorithm 3des-cbc 


# Specify the ESP authentication algorithm as MD5. 
[LAC-ipsec-transform-set-l2tp] esp authentication-algorithm md5 


[LAC-ipsec-transform-set-l2tp] quit 


# Create an IKE-based IPsec policy entry. 
[LAC] ipsec policy l2tp 1 isakmp 


# Reference ACL 3000. 
[LAC-ipsec-policy-isakmp-l2tp-1] security acl 3000 
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# Reference IPsec transform set l2tp. 
[LAC-ipsec-policy-isakmp-l2tp-1] transform-set l2tp 


# Reference IKE profile l2tp. 
[LAC-ipsec-policy-isakmp-l2tp-1] ike-profile l2tp 


# Specify the remote IP address of the IPsec tunnel as 10.0.0.2. 
[LAC-ipsec-policy-isakmp-l2tp-1] remote-address 10.0.0.2 


[LAC-ipsec-policy-isakmp-l2tp-1] quit 


# Configure an IP address for GigabitEthernet 1/0. 
[LAC] interface gigabitethernet 1/0 


[LAC-GigabitEthernet1/0] ip address 14.0.0.1 24 


[LAC-GigabitEthernet1/0] quit 


# Configure an IP address for GigabitEthernet 2/0. 
[LAC] interface gigabitethernet 2/0 


[LAC-GigabitEthernet2/0] ip address 10.0.0.1 24 


# Apply the IPsec policy to GigabitEthernet 2/0. 
[LAC-GigabitEthernet2/0] ipsec apply policy l2tp 


[LAC-GigabitEthernet2/0] quit 


# Trigger the LAC to automatically establish the L2TP tunnel with the LNS. 
[LAC] interface virtual-PPP 1 


[LAC-Virtual-PPP1] l2tp-auto-client l2tp-group 1 


[LAC-Virtual-PPP1] quit 


Verifying the configuration 
# Display information about the L2TP tunnel on LAC and verify that the L2TP tunnel is established. 
[LAC] display l2tp tunnel 


LocalTID RemoteTID State        Sessions RemoteAddress   RemotePort RemoteName 


23561    63423     Established  1        10.0.0.2        1701       lns 


# Display information about the L2TP session on LAC and verify that the L2TP session is established. 
[LAC] display l2tp session 


LocalSID    RemoteSID    LocalTID    State 


1538        2562         23561       Established 


# Display information about the L2TP tunnel on LNS and verify that the L2TP tunnel is established. 
[LNS] display l2tp tunnel 


LocalTID RemoteTID State        Sessions RemoteAddress   RemotePort RemoteName 


63423    23561     Established  1        10.0.0.1        1701       lac 


# Display information about the L2TP session on LNS and verify that the L2TP session is established. 
[LNS] display l2tp session 


LocalSID    RemoteSID    LocalTID    State 


2562        1538         63423       Established 


# Display IKE SAs and IPsec SAs on LAC and verify that the IKE SA and IPsec SAs are established. 
[LAC] display ike sa 


    Connection-ID   Remote                Flag         DOI 


------------------------------------------------------------------ 
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    5               10.0.0.2              RD           IPSEC 


Flags: 


RD--READY RL--REPLACED FD-FADING 


 


[LAC]display ipsec sa 


------------------------------- 


Interface: GigabitEthernet2/0 


------------------------------- 


 


  ----------------------------- 


  IPsec policy: l2tp 


  Sequence number: 1 


  Mode: isakmp 


  ----------------------------- 


    Tunnel id: 0 


    Encapsulation mode: tunnel 


    Perfect forward secrecy: 


    Path MTU: 1443 


    Tunnel: 


        local  address: 10.0.0.1 


        remote address: 10.0.0.2 


    Flow: 


    sour addr: 10.0.0.1/255.255.255.255  port: 0  protocol: ip 


    dest addr: 10.0.0.2/255.255.255.255  port: 0  protocol: ip 


 


    [Inbound ESP SAs] 


      SPI: 987342280 (0x3ad9a5c8) 


      Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5 


      SA duration (kilobytes/sec): 1843200/3600 


      SA remaining duration (kilobytes/sec): 1843181/2339 


      Max received sequence-number: 319 


      Anti-replay check enable: Y 


      Anti-replay window size: 64 


      UDP encapsulation used for nat traversal: N 


      Status: active 


 


    [Outbound ESP SAs] 


      SPI: 2705574035 (0xa143c893) 


      Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5 


      SA duration (kilobytes/sec): 1843200/3600 


      SA remaining duration (kilobytes/sec): 1843182/2339 


      Max sent sequence-number: 301 


      UDP encapsulation used for nat traversal: N 


      Status: active 


 


# Display IKE SAs and IPsec SAs on LNS and verify that the IKE SA and IPsec SAs are established. 
[LNS] display ike sa 


    Connection-ID   Remote                Flag         DOI 
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------------------------------------------------------------------ 


    1               10.0.0.1              RD           IPSEC 


Flags: 


RD--READY RL--REPLACED FD-FADING 


 


[LNS] display ipsec sa 


------------------------------- 


Interface: GigabitEthernet2/0 


------------------------------- 


 


  ----------------------------- 


  IPsec policy: l2tp 


  Sequence number: 1 


  Mode: isakmp 


  ----------------------------- 


    Tunnel id: 0 


    Encapsulation mode: tunnel 


    Perfect forward secrecy: 


    Path MTU: 1443 


    Tunnel: 


        local  address: 10.0.0.2 


        remote address: 10.0.0.1 


    Flow: 


    sour addr: 10.0.0.2/255.255.255.255  port: 0  protocol: ip 


    dest addr: 10.0.0.1/255.255.255.255  port: 0  protocol: ip 


 


    [Inbound ESP SAs] 


      SPI: 2705574035 (0xa143c893) 


      Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5 


      SA duration (kilobytes/sec): 1843200/3600 


      SA remaining duration (kilobytes/sec): 1843181/2300 


      Max received sequence-number: 310 


      Anti-replay check enable: Y 


      Anti-replay window size: 64 


      UDP encapsulation used for nat traversal: N 


      Status: active 


 


    [Outbound ESP SAs] 


      SPI: 987342280 (0x3ad9a5c8) 


      Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5 


      SA duration (kilobytes/sec): 1843200/3600 


      SA remaining duration (kilobytes/sec): 1843180/2300 


      Max sent sequence-number: 329 


      UDP encapsulation used for nat traversal: N 


      Status: active 


# Ping GigabitEthernet 1/0 on LNS from GigabitEthernet 1/0 on LAC to verify that the networks 
connected to the two interfaces can communicate through the L2TP tunnel. 
[LAC] ping -a 14.0.0.1 15.0.0.1 
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Ping 15.0.0.1 (15.0.0.1) from 14.0.0.1: 56 data bytes, press escape sequence to break 


56 bytes from 15.0.0.1: icmp_seq=0 ttl=255 time=0.462 ms 


56 bytes from 15.0.0.1: icmp_seq=1 ttl=255 time=0.280 ms 


56 bytes from 15.0.0.1: icmp_seq=2 ttl=255 time=0.276 ms 


56 bytes from 15.0.0.1: icmp_seq=3 ttl=255 time=0.280 ms 


56 bytes from 15.0.0.1: icmp_seq=4 ttl=255 time=0.280 ms 


 


--- Ping statistics for 15.0.0.1 --- 


5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss 


round-trip min/avg/max/std-dev = 0.276/0.316/0.462/0.073 ms 


[LAC]%Jul  3 14:01:16:689 2013 LAC PING/6/PING_STATIS_INFO: Ping statistics for 15.0.0.1: 
5 packet(s) transmitted, 5 packet( 


s) received, 0.0% packet loss, round-trip min/avg/max/std-dev = 0.276/0.316/0.462/0.073 
ms. 


Configuration files 
• LNS: 


# 


interface Virtual-Template1 


 remote address 192.168.0.2 


 ip address 192.168.0.1 255.255.255.0 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 15.0.0.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.0.0.2 255.255.255.0 


 ipsec apply policy l2tp 


# 


ip route-static 14.0.0.0 24 192.168.0.2 


# 


acl number 3000 


 rule 0 permit ip source 10.0.0.2 0 destination 10.0.0.1 0 


# 


domain system 


 authentication ppp local 


# 


local-user 1 class network 


 password cipher $c$3$1dZEFYrvdICeeFOnqOoFpzXF8G0dZ+4= 


 service-type ppp 


 authorization-attribute user-role network-operator 


# 


ipsec transform-set l2tp 


 esp encryption-algorithm 3des-cbc 


 esp authentication-algorithm md5 
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# 


ipsec policy l2tp 1 isakmp 


 transform-set l2tp 


 security acl 3000 


 remote-address 10.0.0.1 


 ike-profile l2tp 


# 


l2tp-group 1 mode lns 


 allow l2tp virtual-template 1 remote lac 


 undo tunnel authentication 


 tunnel name lns 


# 


l2tp enable 


# 


ike profile l2tp 


 keychain l2tp 


 local-identity address 10.0.0.2 


 match remote identity address 10.0.0.1 255.255.255.255 


# 


ike keychain l2tp 


 pre-shared-key address 10.0.0.1 255.255.255.255 key cipher 
$c$3$7tvgEkFh6On3KIybUaywz5NDiHtwJqU= 


# 


• LAC: 
# 


interface Virtual-PPP1 


 ppp pap local-user 1 password cipher $c$3$i132FpC8DcHeIet4NXtmz6ot44xY8ts= 


 ip address ppp-negotiate 


 l2tp-auto-client l2tp-group 1 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 ip address 14.0.0.1 255.255.255.0 


# 


interface GigabitEthernet2/0 


 port link-mode route 


 ip address 10.0.0.1 255.255.255.0 


 ipsec apply policy l2tp 


# 


acl number 3000 


 rule 0 permit ip source 10.0.0.1 0 destination 10.0.0.2 0 


# 


domain system 


 authentication ppp local 


# 


ipsec transform-set l2tp 


 esp encryption-algorithm 3des-cbc 


 esp authentication-algorithm md5 
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# 


ipsec policy l2tp 1 isakmp 


 transform-set l2tp 


 security acl 3000 


 remote-address 10.0.0.2 


 ike-profile l2tp 


# 


l2tp-group 1 mode lac 


 lns-ip 10.0.0.2 


 undo tunnel authentication 


 tunnel name lac 


# 


l2tp enable 


# 


ike profile l2tp 


 keychain l2tp 


 local-identity address 10.0.0.1 


 match remote identity address 10.0.0.2 255.255.255.255 


# 


ike keychain l2tp 


 pre-shared-key address 10.0.0.2 255.255.255.255 key cipher 
$c$3$3ErJJ2M1lhES32CdsR3ofs5CdLvPJGk= 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Layer 2—WAN Access Command Reference 


• HP VSR1000 Virtual Services Router Layer 2—WAN Access Configuration Guide 


• HP VSR1000 Virtual Services Router Security Command Reference 


• HP VSR1000 Virtual Services Router Security Configuration Guide 
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Introduction 
This document provides GTS configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of GTS. 


Example: Configuring GTS 


Network requirements 
As shown in Figure 1, the 20-Mbps dedicated line transmits the FTP traffic, business-specific application 
traffic, and IP voice traffic between the headquarters and branch of a company. 


The following traffic policing settings have been configured on the edge device (Device B) of the 
headquarters: 


• CIR of 10 Mbps for IP voice traffic. 


• CIR of 3 Mbps for business-specific application traffic. 


• CIR of 7 Mbps for FTP traffic. 


Configure traffic shaping on Device A of the branch to buffer excess traffic of each traffic type. 
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Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
1. Configure three traffic classes to match the FTP traffic, business-specific application traffic, and IP 


voice traffic: 


# Configure basic IPv4 ACL 2000 to match IP voice traffic (traffic from subnet 192.168.3.0/24). 
<DeviceA> system-view 


[DeviceA] acl number 2000 


[DeviceA-acl-basic-2000] rule permit source 192.168.3.0 0.0.0.255 


[DeviceA-acl-basic-2000] quit 


# Create a class named voice, and use ACL 2000 as the match criterion. 
[DeviceA] traffic classifier voice 


[DeviceA-classifier-voice] if-match acl 2000 


[DeviceA-classifier-voice] quit 


# Configure basic IPv4 ACL 2001 to match business-specific application traffic (traffic from subnet 
192.168.2.0/24). 
[DeviceA] acl number 2001 


[DeviceA-acl-basic-2001] rule permit source 192.168.2.0 0.0.0.255 


[DeviceA-acl-basic-2001] quit 


# Create a class named service, and use ACL 2001 as the match criterion. 
[DeviceA] traffic classifier service 


Dedicated line


Device A Device B


GE1/0GE1/0GE2/0 GE2/0


FTP server
PC
192.168.1.0/24


Business-specific
terminal
192.168.2.0/24


IP phone
192.168.3.0/24


Branch Headquarters


Application server
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[DeviceA-classifier-service] if-match acl 2001 


[DeviceA-classifier-service] quit 


# Configure advanced IPv4 ACL 3000 to match FTP traffic (traffic from subnet 192.168.1.0/24 
and with destination port number 20). 
[DeviceA] acl number 3000 


[DeviceA-acl-adv-3000] rule permit tcp destination-port eq 20 source 192.168.1.0 
0.0.0.255 


[DeviceA-acl-adv-3000] quit 


# Create a class named ftp, and use ACL 3000 as the match criterion. 
[DeviceA] traffic classifier ftp 


[DeviceA-classifier-ftp] if-match acl 3000 


[DeviceA-classifier-ftp] quit 


2. Configure three traffic behaviors for the FTP traffic, business-specific application traffic, and IP 
voice traffic: 


# Create a behavior named voice, and configure traffic shaping with the CIR of 10000 kbps. 
[DeviceA] traffic behavior voice 


[DeviceA-behavior-voice] gts cir 10000 


[DeviceA-behavior-voice] quit 


# Create a behavior named service, and configure traffic shaping with the CIR of 3000 kbps. 
[DeviceA] traffic behavior service 


[DeviceA-behavior-service] gts cir 3000 


[DeviceA-behavior-service] quit 


# Create a behavior named ftp, and configure traffic shaping with the CIR of 7000 kbps. 
[DeviceA] traffic behavior ftp 


[DeviceA-behavior-ftp] gts cir 7000 


[DeviceA-behavior-ftp] quit 


3. Configure and apply a QoS policy: 


# Create a QoS policy named shaping, and associate the FTP traffic, business-specific application 
traffic, and IP voice traffic with their respective behaviors in the QoS policy. 
[DeviceA] qos policy shaping 


[DeviceA-qospolicy-shaping] classifier voice behavior voice 


[DeviceA-qospolicy-shaping] classifier service behavior service 


[DeviceA-qospolicy-shaping] classifier ftp behavior ftp 


[DeviceA-qospolicy-shaping] quit 


# Apply the QoS policy shaping to the outbound direction of GigabitEthernet 1/0. 
[DeviceA] interface gigabitethernet 1/0 


[DeviceA-GigabitEthernet1/0] qos apply policy shaping outbound 


[DeviceA-GigabitEthernet1/0] quit 


Verifying the configuration 
# Verify the GTS settings in the outbound direction of GigabitEthernet 2/0/1. 
[DeviceA] display qos policy interface outbound 


Interface: GigabitEthernet1/0 


  Direction: Outbound 


  Policy: shaping 
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   Classifier: default-class 


     Matched : 0 (Packets) 0 (Bytes) 


     5-minute statistics: 


      Forwarded: 0/0 (pps/bps) 


      Dropped  : 0/0 (pps/bps) 


     Operator: AND 


     Rule(s) : 


      If-match any 


     Behavior: be 


      -none- 


   Classifier: voice 


     Matched : 0 (Packets) 0 (Bytes) 


     5-minute statistics: 


      Forwarded: 0/0 (pps/bps) 


      Dropped  : 0/0 (pps/bps) 


     Operator: AND 


     Rule(s) : 


      If-match acl 2000 


     Behavior: voice 


      General Traffic Shaping: 


        CIR 10000 (kbps), CBS 625000 (Bytes), EBS 0 (Bytes) 


        Queue length: 50 (Packets) 


        Queue size  : 0 (Packets) 


        Passed   : 0 (Packets) 0 (Bytes) 


        Discarded: 0 (Packets) 0 (Bytes) 


        Delayed  : 0 (Packets) 0 (Bytes) 


   Classifier: service 


     Matched : 0 (Packets) 0 (Bytes) 


     5-minute statistics: 


      Forwarded: 0/0 (pps/bps) 


      Dropped  : 0/0 (pps/bps) 


     Operator: AND 


     Rule(s) : 


      If-match acl 2001 


     Behavior: service 


      General Traffic Shaping: 


        CIR 3000 (kbps), CBS 187500 (Bytes), EBS 0 (Bytes) 


        Queue length: 50 (Packets) 


        Queue size  : 0 (Packets) 


        Passed   : 0 (Packets) 0 (Bytes) 


        Discarded: 0 (Packets) 0 (Bytes) 


        Delayed  : 0 (Packets) 0 (Bytes) 


   Classifier: ftp 


     Matched : 0 (Packets) 0 (Bytes) 


     5-minute statistics: 


      Forwarded: 0/0 (pps/bps) 


      Dropped  : 0/0 (pps/bps) 


     Operator: AND 
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     Rule(s) : 


      If-match acl 3000 


     Behavior: ftp 


      General Traffic Shaping: 


        CIR 7000 (kbps), CBS 437500 (Bytes), EBS 0 (Bytes) 


        Queue length: 50 (Packets) 


        Queue size  : 0 (Packets) 


        Passed   : 0 (Packets) 0 (Bytes) 


        Discarded: 0 (Packets) 0 (Bytes) 


        Delayed  : 0 (Packets) 0 (Bytes) 


Configuration files 
# 


traffic classifier ftp operator and 


 if-match acl 3000 


# 


traffic classifier service operator and 


 if-match acl 2001 


# 


traffic classifier voice operator and 


 if-match acl 2000 


# 


traffic behavior ftp 


 gts cir 7000 cbs 437500 ebs 0 queue-length 50 


# 


traffic behavior service 


 gts cir 3000 cbs 187500 ebs 0 queue-length 50 


# 


traffic behavior voice 


 gts cir 10000 cbs 625000 ebs 0 queue-length 50 


# 


qos policy shaping 


 classifier voice behavior voice 


 classifier service behavior service 


 classifier ftp behavior ftp 


# 


interface GigabitEthernet1/0 


 port link-mode route 


 qos apply policy shaping outbound 


# 


acl number 2000 


 rule 0 permit source 192.168.3.0 0.0.0.255 


# 


acl number 2001 


 rule 0 permit source 192.168.2.0 0.0.0.255 


# 


acl number 3000 
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 rule 0 permit tcp source 192.168.1.0 0.0.0.255 destination-port eq ftp-data 


# 


Related documentation 
• HP VSR1000 Virtual Services Router ACL and QoS Command Reference 


• HP VSR1000 Virtual Services Router ACL and QoS Configuration Guide 
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Introduction 
This document provides multicast VPN configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of multicast VPN. 


Example: Configuring intra-AS MD VPN 


Network requirements 
As shown in Figure 1: 


• Customer A has two branches that connect to the MPLS L3VPN network of a service provider. 


• PIM-SM runs within the two branches. 


• The multicast source and the receiver host are in different branches.  


Configure intra-AS MD VPN so that the receiver host can receive the multicast data from the source.  


Figure 1 Network diagram 


 
 


Table 1 Interface and IP address assignment 


Device Interface IP address Device Interface IP address 


S 1 — 10.11.3.2/24 PE 2 GE2/0 192.168.2.2/24 


PE 1 GE2/0 192.168.1.2/24 PE 2 GE1/0 10.11.2.1/24 


Loop1


P
GE1/0


GE2/0


GE1/0
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Device Interface IP address Device Interface IP address 


PE 1 GE1/0 10.11.1.1/24 PE 2 Loop1 1.1.1.2/32 


PE 1 Loop1 1.1.1.1/32 CE a1 GE1/0 10.11.3.1/24 


P GE1/0 192.168.1.1/24 CE a1 GE2/0 10.11.1.2/24 


P GE2/0 192.168.2.1/24 CE a1 Loop0 2.2.2.2/32 


P Loop1 3.3.3.3/32 CE a2 GE2/0 10.11.4.1/24 


R 1 — 10.11.4.2/24 CE a2 GE1/0 10.11.2.2/24 
 


Requirements analysis 
To meet the network requirements, you must perform the following tasks: 


• Run PIM on the devices of the public network. Make sure the PIM protocol on the public network is 
independent from the PIM protocol for the VPN instance. 


• Configure MD VPN on each PE. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure the intra-AS MD VPN, follow these restrictions and guidelines: 


• The MTI interfaces take effect only after the default-group and the MD source interface are 
specified and the MD source interface obtains the public IP address. 


• You must enable the same PIM mode on all interfaces that belong to the same VPN instance 
(including the interfaces associated with the VPN instance on the PEs). 


• You must specify the same default-group for the same VPN instance on different PEs. 


• The IP address of the MD source interface must be the same as the source address used for 
establishing BGP peer relationship. Otherwise, correct routing information cannot be obtained. 


Configuration procedures 
1. Assign an IP address and subnet mask to each interface on CE a1 according to Table 1. 


<CEa1> system-view 


[CEa1] interface gigabitethernet 1/0 


[CEa1-GigabitEthernet1/0] ip address 10.11.3.1 24 


[CEa1-GigabitEthernet1/0] quit 


[CEa1] interface loopback 0 


[CEa1-LoopBack0] ip address 2.2.2.2 32 


[CEa1-LoopBack0] quit 


[CEa1] interface gigabitethernet 2/0 







3 


[CEa1-GigabitEthernet2/0] ip address 10.11.1.2 24 


[CEa1-GigabitEthernet2/0] quit 


# Configure PE 1, P, PE 2, and CE a2 in the same way CE a1 is configured. (Details not shown.) 


2. Configure a unicast routing protocol and basic MPLS VPN on all devices so that all devices are 
interoperable at the network layer. (Details not shown.) 


For more information about configuring basic MPLS VPN, see HP VSR1000 Virtual Services 
Router MPLS Configuration Guide. 


3. Enable IP multicast routing on the public network, and enable PIM-SM on the public network 
interfaces (including Loopback interfaces): 


# On PE 1, enable IP multicast routing, and enable PIM-SM on the public network interfaces. 
<PE1> system-view 


[PE1] multicast routing 


[PE1-mrib] quit 


[PE1] interface gigabitethernet 2/0 


[PE1-GigabitEthernet2/0] pim sm 


[PE1-GigabitEthernet2/0] quit 


[PE1] interface loopback 1 


[PE1-LoopBack1] pim sm 


[PE1-LoopBack1] quit 


# On P, enable IP multicast routing, and enable PIM-SM on the public network interfaces. 
<P> system-view 


[P] multicast routing 


[P-mrib] quit 


[P] interface gigabitethernet 1/0 


[P-GigabitEthernet1/0] pim sm 


[P-GigabitEthernet1/0] quit 


[P] interface gigabitethernet 2/0 


[P-GigabitEthernet2/0] pim sm 


[P-GigabitEthernet2/0] quit 


[P] interface loopback 1 


[P-LoopBack1] pim sm 


[P-LoopBack1] quit 


# Configure Loopback 1 as a C-BSR and a C-RP. 
[P] pim 


[P-pim] c-bsr 3.3.3.3 


[P-pim] c-rp 3.3.3.3 


[P-pim] quit 


# On PE 2, enable IP multicast routing, and enable PIM-SM on the public network interfaces. 
<PE2> system-view 


[PE2] multicast routing 


[PE2-mrib] quit 


[PE2] interface gigabitethernet 2/0 


[PE2-GigabitEthernet2/0] pim sm 


[PE2-GigabitEthernet2/0] quit 


[PE2] interface loopback 1 


[PE2-LoopBack1] pim sm 


[PE2-LoopBack1] quit 
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4. Enable IP multicast routing for the VPN instance, enable PIM-SM on the private network interfaces, 
and enable IGMP on the interfaces that have receiver hosts attached: 


# On CE a1, enable IP multicast routing, and enable PIM-SM on each interface. 
<CEa1> system-view 


[CEa1] multicast routing 


[CEa1-mrib] quit 


[CEa1] interface gigabitethernet 1/0 


[CEa1-GigabitEthernet1/0] pim sm 


[CEa1-GigabitEthernet1/0] quit 


[CEa1] interface gigabitethernet 2/0 


[CEa1-GigabitEthernet2/0] pim sm 


[CEa1-GigabitEthernet2/0] quit 


[CEa1] interface loopback 0 


[CEa1-LoopBack0] pim sm 


[CEa1-LoopBack0] quit 


# Configure Loopback 0 as a C-BSR and a C-RP. 
[CEa1] pim 


[CEa1-pim] c-bsr 2.2.2.2 


[CEa1-pim] c-rp 2.2.2.2 


[CEa1-pim] quit 


# On CE a2, enable IP multicast routing, enable PIM-SM on VLAN-interface 12, and enable 
IGMP on the receiver-side interface VLAN-interface 20. 
[CEa2] multicast routing 


[CEa2-mrib] quit 


[CEa2] interface gigabitethernet 1/0 


[CEa2-GigabitEthernet1/0] pim sm 


[CEa2-GigabitEthernet1/0] quit 


[CEa2] interface gigabitethernet 2/0 


[CEa2-GigabitEthernet2/0] igmp enable 


[CEa2-GigabitEthernet2/0] quit 


# On PE 1, create VPN instance customerA. 
[PE1] ip vpn-instance customerA 


[PE1-vpn-instance-customerA] route-distinguisher 100:1 


[PE1-vpn-instance-customerA] vpn-target 100:1 


[PE1-vpn-instance-customerA] quit 


# Associate GigabitEthernet 1/0 with VPN instance customerA. 
[PE1] interface gigabitethernet 1/0 


[PE1-GigabitEthernet1/0] ip binding vpn-instance customerA 


[PE1-GigabitEthernet1/0] quit 


# Enable IP multicast routing for VPN instance customerA. 
[PE1] multicast routing vpn-instance customerA 


[PE1-mrib-customerA] quit 


# Enable PIM-SM on GigabitEthernet 1/0. 
[PE1] interface gigabitethernet 1/0 


[PE1-GigabitEthernet1/0] pim sm 


[PE1-GigabitEthernet1/0] quit 


# On PE 2, create VPN instance customerA. 
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[PE2] ip vpn-instance customerA 


[PE2-vpn-instance-customerA] route-distinguisher 100:1 


[PE2-vpn-instance-customerA] vpn-target 100:1 


[PE2-vpn-instance-customerA] quit 


# Associate GigabitEthernet 1/0 with VPN instance customerA. 
[PE2] interface gigabitethernet 1/0 


[PE2-GigabitEthernet1/0] ip binding vpn-instance customerA 


[PE2-GigabitEthernet1/0] quit 


# Enable IP multicast routing for VPN instance customerA. 
[PE2] multicast routing vpn-instance customerA 


[PE2-mrib-customerA] quit 


# Enable PIM-SM on GigabitEthernet 1/0. 
[PE2] interface gigabitethernet 1/0 


[PE2-GigabitEthernet1/0] pim sm 


[PE2-GigabitEthernet1/0] quit 


5. Configure the MD for the VPN instance: 


# On PE 1, create an MD for VPN instance customerA, and specify the default-group, MD source 
interface, and data-group range. 
[PE1] multicast-domain vpn-instance customerA 


[PE1-md-customerA] default-group 239.1.1.1 


[PE1-md-customerA] source loopback 1 


[PE1-md-customerA] data-group 225.2.2.0 28 


[PE1-md-customerA] quit 


# On PE 2, create an MD for VPN instance customerA, and specify the default-group, MD source 
interface, and data-group range. 
[PE2] multicast-domain vpn-instance customerA 


[PE2-md-customerA] default-group 239.1.1.1 


[PE2-md-customerA] source loopback 1 


[PE2-md-customerA] data-group 225.2.2.0 28 


[PE2-md-customerA] quit 


Verifying the configuration 
# Verify the establishment of the default-MDT for the public network on PEs and P. The following 
example shows PIM routing table for the public network on P. 
[P]display pim routing-table 


 Total 1 (*, G) entry; 2 (S, G) entry 


 


 (*, 239.1.1.1) 


     RP: 3.3.3.3 (local) 


     Protocol: pim-sm, Flag: SPT LOC ACT 


     UpTime: 02:54:43 


     Upstream interface: Register 


         Upstream neighbor: NULL 


         RPF prime neighbor: NULL 


     Downstream interface(s) information: 


     Total number of downstreams: 2 
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         1: GigabitEthernet1/0 


             Protocol: pim-sm, UpTime: 02:54:43, Expires: - 


         2: GigabitEthernet2/0 


             Protocol: pim-sm, UpTime: 02:33:57, Expires: - 


 


 (1.1.1.1, 239.1.1.1) 


     RP: 3.3.3.3 (local) 


     Protocol: pim-sm, Flag: SPT LOC ACT 


     UpTime: 01:57:13 


     Upstream interface: GigabitEthernet1/0 


         Upstream neighbor: 192.168.1.2 


         RPF prime neighbor: 192.168.1.2 


     Downstream interface(s) information: None 


 


(1.1.1.2, 239.1.1.1) 


     RP: 3.3.3.3 (local) 


     Protocol: pim-sm, Flag: SPT LOC ACT 


     UpTime: 01:57:13 


     Upstream interface: GigabitEthernet2/0 


         Upstream neighbor: 192.168.2.2 


         RPF prime neighbor: 192.168.2.2 


     Downstream interface(s) information: None 


The output shows that an RPT for (*, 239.1.1.1), an SPT for (1.1.1.1, 239.1.1.1), and an SPT for (1.1.1.2, 
239.1.1.1) have been established on the public network. The RPT and SPTs constitute the default-MDT for 
the public network. 


Configuration files 
• PE 1: 


# 


ip vpn-instance customerA  


 route-distinguisher 100:1  


 vpn-target 100:1 import-extcommunity  


 vpn-target 100:1 export-extcommunity  


#  


interface LoopBack1  


 ip address 1.1.1.1 255.255.255.255  


 pim sm 


#  


interface GigabitEthernet1/0  


 ip binding vpn-instance customerA  


 ip address 10.11.1.1 255.255.255.0  


 pim sm   


#  


interface GigabitEthernet2/0  


 ip address 192.168.1.2 255.255.255.0  


 pim sm  
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#  


multicast routing  


#  


multicast routing vpn-instance customerA 


#  


multicast-domain vpn-instance customerA  


 source LoopBack1  


 default-group 239.1.1.1  


 data-group 225.1.1.0 255.255.255.240 


# 


• PE 2: 
# 


ip vpn-instance customerA  


 route-distinguisher 100:1  


 vpn-target 100:1 import-extcommunity  


 vpn-target 100:1 export-extcommunity  


#  


interface LoopBack1  


 ip address 1.1.1.2 255.255.255.255  


 pim sm 


#  


interface GigabitEthernet1/0  


 ip binding vpn-instance customerA  


 ip address 10.11.2.1 255.255.255.0  


 pim sm   


#  


interface GigabitEthernet2/0  


 ip address 192.168.2.2 255.255.255.0  


 pim sm  


#  


multicast routing  


#  


multicast routing vpn-instance customerA 


#  


multicast-domain vpn-instance customerA  


 source LoopBack1  


 default-group 239.1.1.1  


 data-group 225.1.1.0 255.255.255.240 


# 


• P: 
#  


interface LoopBack1  


 ip address 3.3.3.3 255.255.255.255  


 pim sm 


#  


interface GigabitEthernet1/0  


 ip address 192.168.1.1 255.255.255.0  


 pim sm  
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#  


interface GigabitEthernet2/0  


 ip address 192.168.2.1 255.255.255.0  


 pim sm  


#  


multicast routing  


#  


pim  


 c-bsr 3.3.3.3  


 c-rp 3.3.3.3 


# 


• CE a1: 
#  


interface LoopBack0  


 ip address 2.2.2.2 255.255.255.255  


 pim sm 


#  


interface GigabitEthernet1/0  


 ip address 10.11.3.1 255.255.255.0  


 pim sm  


#  


interface GigabitEthernet2/0  


 ip address 10.11.1.2 255.255.255.0  


 pim sm   


#  


multicast routing  


#  


pim  


 c-bsr 2.2.2.2  


 c-rp 2.2.2.2 


# 


• CE a2: 
#  


interface GigabitEthernet1/0  


 ip address 10.11.2.2 255.255.255.0  


 pim sm  


#  


interface GigabitEthernet2/0  


 ip address 10.11.4.1 255.255.255.0  


 igmp enable 


#  


multicast routing  


# 
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Example: Configuring inter-AS option A MD 
VPN 


Network requirements 
As shown in Figure 2: 


• Customer A has two branches that separately connect to AS 100 and AS 200. 


• ASBR-PE 1 and ASBR-PE 2 are interconnected by using the inter-AS option A solution. 


• PIM-SM runs within the two branches. 


• The multicast source and the receiver host are in different branches.  


Configure inter-AS option A MD VPN so that the receiver host can receive the multicast data from the 
source. 


Figure 2 Network diagram 


 
 


Table 2 Interface and IP address assignment 


Device Interface IP address Device Interface IP address 
S 1 — 10.11.3.2/24 R 1 — 10.11.4.2/24 
PE 1 GE1/0 192.168.1.2/24 ASBR-PE 2 GE1/0 192.168.2.2/24 
PE 1 GE2/0 10.11.1.1/24 ASBR-PE 2 GE2/0 192.168.3.2/24 
PE 1 Loop1 1.1.1.1/32 ASBR-PE 2 Loop1 1.1.1.3/32 
ASBR-PE 1 GE1/0 192.168.1.1/24 ASBR-PE 2 Loop2 22.22.22.22/32 
ASBR-PE 1 GE2/0 192.168.2.1/24 PE 2 GE1/0 192.168.3.1/24 
ASBR-PE 1 Loop1 1.1.1.2/32 PE 2 GE2/0 10.11.2.1/24 
ASBR-PE 1 Loop2 11.11.11.11/32 PE 2 Loop1 1.1.1.4/32 
CE a1 GE1/0 10.11.3.1/24 CE a2 GE1/0 10.11.2.2/24 
CE a1 GE2/0 10.11.1.2/24 CE a2 GE2/0 10.11.4.1/24 
CE a1 Loop0 2.2.2.2/32    
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Requirements analysis 
To meet the network requirement, you must create a separate MD for each AS. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
When you configure the inter-AS option A MD VPN, follow these restrictions and guidelines: 


• You must enable the same PIM mode for all interfaces that belong to the same VPN instance 
(including the interface bound to the VPN instance). You may enable different PIM modes for the 
public network in different ASs. 


• You must specify the same default-group for the same VPN instance in the same AS. You may 
specify different default-groups for the same VPN instance in different ASs. 


• You must specify the same route targets for the same VPN instance within the same AS. You may 
specify different route targets for the same VPN instance within different ASs. 


Configuration procedures 
1. Assign an IP address and subnet mask to each interface on CE a1 according to Table 2. 


<CEa1> system-view 


[CEa1] interface gigabitethernet 1/0 


[CEa1-GigabitEthernet1/0] ip address 10.11.3.1 24 


[CEa1-GigabitEthernet1/0] quit 


[CEa1] interface loopback 0 


[CEa1-LoopBack0] ip address 2.2.2.2 32 


[CEa1-LoopBack0] quit 


[CEa1] interface gigabitethernet 2/0 


[CEa1-GigabitEthernet2/0] ip address 10.11.1.2 24 


[CEa1-GigabitEthernet2/0] quit 


# Configure PE 1, ASBR-PE 1, ASBR-PE 2, PE 2, and CE a2 in the same way CE a1 is configured. 
(Details not shown.) 


2. Configure a unicast routing protocol and MPLS L3VPN inter-AS option A on all devices so that all 
devices in the ASs are interoperable at the network layer. (Details not shown.) 


For more information about configuring basic MPLS VPN, see HP VSR1000 Virtual Services 
Router MPLS Configuration Guide.  


3. Enable IP multicast routing on the public network, and enable PIM-SM on the public network 
interfaces (including Loopback interfaces): 


# On PE 1, enable IP multicast routing, and enable PIM-SM on the public network interfaces. 
<PE1> system-view 


[PE1] multicast routing 


[PE1-mrib] quit 
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[PE1] interface gigabitethernet 1/0 


[PE1-GigabitEthernet1/0] pim sm 


[PE1-GigabitEthernet1/0] quit 


[PE1] interface loopback 1 


[PE1-LoopBack1] pim sm 


[PE1-LoopBack1] quit 


# On ASBR-PE 1, enable IP multicast routing, and enable PIM-SM on the public network 
interfaces. 
<ASBR-PE1> system-view 


[ASBR-PE1] multicast routing 


[ASBR-PE1-mrib] quit 


[ASBR-PE1] interface gigabitethernet 1/0 


[ASBR-PE1-GigabitEthernet1/0] pim sm 


[ASBR-PE1-GigabitEthernet1/0] quit 


[ASBR-PE1] interface loopback 1 


[ASBR-PE1-LoopBack1] pim sm 


[ASBR-PE1-LoopBack1] quit 


[ASBR-PE1] interface loopback 2 


[ASBR-PE1-LoopBack2] pim sm 


[ASBR-PE1-LoopBack2] quit 


# Configure Loopback 2 as a C-BSR and a C-RP. 
[ASBR-PE1] pim 


[ASBR-PE1-pim] c-bsr 11.11.11.11 


[ASBR-PE1-pim] c-rp 11.11.11.11 


[ASBR-PE1-pim] quit 


# On PE 2, enable IP multicast routing, and enable PIM-SM on the public network interfaces. 
<PE2> system-view 


[PE2] multicast routing 


[PE2-mrib] quit 


[PE2] interface gigabitethernet 1/0 


[PE2-GigabitEthernet1/0] pim sm 


[PE2-GigabitEthernet1/0] quit 


[PE2] interface loopback 1 


[PE2-LoopBack1] pim sm 


[PE2-LoopBack1] quit 


# On ASBR-PE 2, enable IP multicast routing, and enable PIM-SM on the public network 
interfaces. 
<ASBR-PE2> system-view 


[ASBR-PE2] multicast routing 


[ASBR-PE2-mrib] quit 


[ASBR-PE2] interface gigabitethernet 2/0 


[ASBR-PE2-GigabitEthernet2/0] pim sm 


[ASBR-PE2-GigabitEthernet2/0] quit 


[ASBR-PE2] interface loopback 1 


[ASBR-PE2-LoopBack1] pim sm 


[ASBR-PE2-LoopBack1] quit 


[ASBR-PE2] interface loopback 2 


[ASBR-PE2-LoopBack2] pim sm 
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[ASBR-PE2-LoopBack2] quit 


# Configure Loopback 2 as a C-BSR and a C-RP. 
[ASBR-PE2] pim 


[ASBR-PE2-pim] c-bsr 22.22.22.22 


[ASBR-PE2-pim] c-rp 22.22.22.22 


[ASBR-PE2-pim] quit 


4. Enable IP multicast routing for the VPN instances, enable PIM-SM on the VPN instance interfaces, 
and enable IGMP on the interfaces that have receiver hosts attached: 


# On CE a1, enable IP multicast routing, and enable PIM-SM on each interface. 
<CEa1> system-view 


[CEa1] multicast routing 


[CEa1-mrib] quit 


[CEa1] interface gigabitethernet 1/0 


[CEa1-GigabitEthernet1/0] pim sm 


[CEa1-GigabitEthernet1/0] quit 


[CEa1] interface gigabitethernet 2/0 


[CEa1-GigabitEthernet2/0] pim sm 


[CEa1-GigabitEthernet2/0] quit 


[CEa1] interface loopback 0 


[CEa1-LoopBack0] pim sm 


[CEa1-LoopBack0] quit 


# Configure Loopback 0 as a C-BSR and a C-RP. 
[CEa1] pim 


[CEa1-pim] c-bsr 2.2.2.2 


[CEa1-pim] c-rp 2.2.2.2 


[CEa1-pim] quit 


# On CE a2, enable IP multicast routing, enable PIM-SM on GigabitEthernet 1/0, and enable 
IGMP on GigabitEthernet 2/0. 
<CEa2> system-view 


[CEa2] multicast routing 


[CEa2-mrib] quit 


[CEa2] interface gigabitethernet 1/0 


[CEa2-GigabitEthernet1/0] pim sm 


[CEa2-GigabitEthernet1/0] quit 


[CEa2] interface gigabitethernet 2/0 


[CEa2-GigabitEthernet2/0] igmp enable 


[CEa2-GigabitEthernet2/0] quit 


# On PE 1, create VPN instance customerA. 
[PE1] ip vpn-instance customerA 


[PE1-vpn-instance-customerA] route-distinguisher 100:1 


[PE1-vpn-instance-customerA] vpn-target 100:1 


[PE1-vpn-instance-customerA] quit 


# Associate GigabitEthernet 2/0 with VPN instance customerA. 
[PE1] interface gigabitethernet 2/0 


[PE1-GigabitEthernet2/0] ip binding vpn-instance customerA 


[PE1-GigabitEthernet2/0] quit 


# Enable IP multicast routing for VPN instance customerA, and enable PIM-SM on 
GigabitEthernet 2/0. 
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[PE1] multicast routing vpn-instance customerA 


[PE1-mrib-customerA] quit 


[PE1] interface gigabitethernet 2/0 


[PE1-GigabitEthernet2/0] pim sm 


[PE1-GigabitEthernet2/0] quit 


# On PE2, create VPN instance customerA. 
[PE2] ip vpn-instance customerA 


[PE2-vpn-instance] route-distinguisher 200:1 


[PE2-vpn-instance] vpn-target 200:1 


[PE2-vpn-instance] quit 


# Associate GigabitEthernet 2/0 with VPN instance customerA. 
[PE2] interface gigabitethernet 2/0 


[PE2-GigabitEthernet2/0] ip binding vpn-instance customerA 


[PE2-GigabitEthernet2/0] quit 


# Enable IP multicast routing for VPN instance customerA, and enable PIM-SM on 
GigabitEthernet 2/0. 
[PE2] multicast routing vpn-instance customerA 


[PE2-mrib-customerA] quit 


[PE2] interface gigabitethernet 2/0 


[PE2-GigabitEthernet2/0] pim sm 


[PE2-GigabitEthernet2/0] quit 


# On ASBR-PE 1, create VPN instance customerA. 
[ASBR-PE1] ip vpn-instance customerA 


[ASBR-PE1-vpn-instance-customerA] route-distinguisher 100:1 


[ASBR-PE1-vpn-instance-customerA] vpn-target 100:1 


[ASBR-PE1-vpn-instance-customerA] quit 


# Associate GigabitEthernet 2/0 with VPN instance customerA. 
[ASBR-PE1] interface gigabitethernet 2/0 


[ASBR-PE1-GigabitEthernet2/0] ip binding vpn-instance customerA 


[ASBR-PE1-GigabitEthernet2/0] quit 


# Enable IP multicast routing for VPN instance customerA, and enable PIM-SM on 
GigabitEthernet 2/0. 
[ASBR-PE1] multicast routing vpn-instance customerA 


[ASBR-PE1-mrib-customerA] quit 


[ASBR-PE1] interface gigabitethernet 2/0 


[ASBR-PE1-GigabitEthernet2/0] pim sm 


[ASBR-PE1-GigabitEthernet2/0] quit 


# On ASBR-PE 2, create VPN instance customerA. 
[ASBR-PE2] ip vpn-instance customerA 


[ASBR-PE2-vpn-vpn-customerA] route-distinguisher 200:1 


[ASBR-PE2-vpn-vpn-customerA] vpn-target 200:1 


[ASBR-PE2-vpn-vpn-customerA] quit 


# Associate GigabitEthernet 1/0 with VPN instance customerA. 
[ASBR-PE2] interface gigabitethernet 1/0 


[ASBR-PE2-GigabitEthernet1/0] ip binding vpn-instance customerA 


[ASBR-PE2-GigabitEthernet1/0] quit 


# Enable IP multicast routing for VPN instance customerA, and enable PIM-SM on 
GigabitEthernet 1/0. 
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[ASBR-PE2] interface gigabitethernet 1/0 


[ASBR-PE2-GigabitEthernet1/0] pim sm 


[ASBR-PE2-GigabitEthernet1/0] quit  


5. Configure the MD for the VPN instance: 


# On PE 1, create an MD for VPN instance customerA, and specify the default-group, MD source 
interface, and data-group range for the MD. 
[PE1] multicast-domain vpn-instance customerA 


[PE1-md-customerA] default-group 239.1.1.1 


[PE1-md-customerA] source loopback 1 


[PE1-md-customerA] data-group 225.2.2.0 28 


[PE1-md-customerA] quit 


# On ASBR-PE 1, create an MD for VPN instance customerA, and specify the default-group, MD 
source interface, and data-group range for the MD. 
[ASBR-PE1] multicast-domain vpn-instance customerA 


[ASBR-PE1-md-customerA] default-group 239.1.1.1 


[ASBR-PE1-md-customerA] source loopback 1 


[ASBR-PE1-md-customerA] data-group 225.2.2.0 28 


[ASBR-PE1-md-customerA] quit 


# On PE 2, create an MD for VPN instance customerA, and specify the default-group, MD source 
interface, and data-group range for the MD. 
[PE2] multicast-domain vpn-instance customerA 


[PE2-md-customerA] default-group 239.1.1.1 


[PE2-md-customerA] source loopback 1 


[PE2-md-customerA] data-group 225.2.2.0 28 


[PE2-md-customerA] quit 


# On ASBR-PE 2, create an MD for VPN instance customerA, and specify the default-group, MD 
source interface, and data-group range for the MD. 
[ASBR-PE2] multicast-domain vpn-instance customerA 


[ASBR-PE2-md-customerA] default-group 239.1.1.1 


[ASBR-PE2-md-customerA] source loopback 1 


[ASBR-PE2-md-customerA] data-group 225.2.2.0 28 


[ASBR-PE2-md-customerA] quit 


Verifying the configuration 
# Verify that the default-MDT has been established on the public network in each AS on PEs and 
ASBR-PEs. The following example shows PIM routing table for the public network on ASBR-PE 1. 
[ASBR-PE1]display pim routing-table 


 Total 1 (*, G) entry; 1 (S, G) entry 


 


 (*, 239.1.1.1) 


     RP: 11.11.11.11 (local) 


     Protocol: pim-sm, Flag: SPT LOC ACT 


     UpTime: 02:54:43 


     Upstream interface: Register 


         Upstream neighbor: NULL 
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         RPF prime neighbor: NULL 


     Downstream interface(s) information: 


     Total number of downstreams: 1 


         1: GigabitEthernet1/0 


             Protocol: pim-sm, UpTime: 02:54:43, Expires: - 


 


 (1.1.1.1, 239.1.1.1) 


     RP: 11.11.11.11 (local) 


     Protocol: pim-sm, Flag: SPT LOC ACT 


     UpTime: 01:57:13 


     Upstream interface: GigabitEthernet1/0 


         Upstream neighbor: 192.168.1.2 


         RPF prime neighbor: 192.168.1.2 


     Downstream interface(s) information: None 


The output shows that an RPT for (*, 239.1.1.1) and an SPT for (1.1.1.1, 239.1.1.1) have been established on 
the public network. The RPT and SPT constitute the default-MDT for the public network. 


Configuration files 
• PE 1: 


# 


ip vpn-instance customerA  


 route-distinguisher 100:1  


 vpn-target 100:1 import-extcommunity  


 vpn-target 100:1 export-extcommunity  


#  


interface LoopBack1  


 ip address 1.1.1.1 255.255.255.255  


 pim sm 


#  


interface GigabitEthernet1/0  


 ip address 192.168.1.2 255.255.255.0  


 pim sm  


#  


interface GigabitEthernet2/0  


 ip binding vpn-instance customerA  


 ip address 10.11.1.1 255.255.255.0  


 pim sm   


#  


multicast routing  


#  


multicast routing vpn-instance customerA 


#  


multicast-domain vpn-instance customerA  


 source LoopBack1  


 default-group 239.1.1.1  
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 data-group 225.1.1.0 255.255.255.240 


# 


• PE 2: 
# 


ip vpn-instance customerA  


 route-distinguisher 200:1  


 vpn-target 200:1 import-extcommunity  


 vpn-target 200:1 export-extcommunity  


#  


interface LoopBack1  


 ip address 1.1.1.4 255.255.255.255  


 pim sm 


#  


interface GigabitEthernet1/0  


 ip address 192.168.3.1 255.255.255.0  


 pim sm  


#  


interface GigabitEthernet2/0  


 ip binding vpn-instance customerA  


 ip address 10.11.2.1 255.255.255.0  


 pim sm   


#  


multicast routing  


#  


multicast routing vpn-instance customerA 


#  


multicast-domain vpn-instance customerA  


 source LoopBack1  


 default-group 239.1.1.1  


 data-group 225.1.1.0 255.255.255.240 


# 


• ASBR-PE 1: 
# 


ip vpn-instance customerA  


 route-distinguisher 100:1  


 vpn-target 100:1 import-extcommunity  


 vpn-target 100:1 export-extcommunity  


#  


interface LoopBack1  


 ip address 1.1.1.2 255.255.255.255  


 pim sm 


#  


interface LoopBack2  


 ip address 11.11.11.11 255.255.255.255  


 pim sm 


# 


interface GigabitEthernet1/0  


 ip address 192.168.1.1 255.255.255.0  
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 pim sm  


#  


interface GigabitEthernet2/0  


 ip binding vpn-instance customerA  


 ip address 192.168.2.1 255.255.255.0  


 pim sm   


#  


multicast routing  


#  


multicast routing vpn-instance customerA 


#  


pim  


 c-bsr 11.11.11.11  


 c-rp 11.11.11.11 


#  


multicast-domain vpn-instance customerA  


 source LoopBack1  


 default-group 239.1.1.1  


 data-group 225.1.1.0 255.255.255.240 


# 


• ASBR-PE 2: 
# 


ip vpn-instance customerA  


 route-distinguisher 200:1  


 vpn-target 200:1 import-extcommunity  


 vpn-target 200:1 export-extcommunity  


#  


interface LoopBack1  


 ip address 1.1.1.3 255.255.255.255  


 pim sm 


#  


interface LoopBack2  


 ip address 22.22.22.22 255.255.255.255  


 pim sm 


#  


interface GigabitEthernet1/0  


 ip binding vpn-instance customerA  


 ip address 192.168.2.2 255.255.255.0  


 pim sm   


# 


interface GigabitEthernet2/0  


 ip address 192.168.3.2 255.255.255.0  


 pim sm  


#  


multicast routing  


#  


multicast routing vpn-instance customerA 


#  
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pim  


 c-bsr 22.22.22.22  


 c-rp 22.22.22.22 


#  


multicast-domain vpn-instance customerA  


 source LoopBack1  


 default-group 239.1.1.1  


 data-group 225.1.1.0 255.255.255.240 


#  


• CE a1: 
#  


interface LoopBack0  


 ip address 2.2.2.2 255.255.255.255  


 pim sm 


#  


interface GigabitEthernet1/0  


 ip address 10.11.3.1 255.255.255.0  


 pim sm  


#  


interface GigabitEthernet2/0  


 ip address 10.11.1.2 255.255.255.0  


 pim sm   


#  


multicast routing  


#  


pim  


 c-bsr 2.2.2.2  


 c-rp 2.2.2.2 


# 


• CE a2: 
#  


interface GigabitEthernet1/0  


 ip address 10.11.2.2 255.255.255.0  


 pim sm  


#  


interface GigabitEthernet2/0  


 ip address 10.11.4.1 255.255.255.0  


 igmp enable 


#  


multicast routing  


# 
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Example: Configuring inter-AS option C MD 
VPN 


Network requirements 
As shown in Figure 3: 


• Customer A has two branches that separately connect to AS 100 and AS 200. 


• ASBR-PE 1 and ASBR-PE 2 are interconnected by using the inter-AS option C solution. 


• PIM-SM runs within the two branches. 


• The multicast source and the receiver host are in different branches. 


Configure inter-AS option C MD VPN so that the receiver host can receive the multicast data from the 
source.  


Figure 3 Network Description 


 
 


Table 3 Interface and IP address assignment 


Device Interface IP address Device Interface IP address 


S 1 — 10.11.3.2/24 R 1 — 10.11.4.2/24 


PE 1 GE1/0 192.168.1.2/24 ASBR-PE2 GE1/0 192.168.2.2/24 


PE 1 GE2/0 10.11.1.1/24 ASBR-PE2 GE2/0 192.168.3.2/24 


PE 1 Loop1 1.1.1.1/32 ASBR-PE2 Loop1 1.1.1.3/32 


ASBR-PE1 GE1/0 192.168.1.1/24 ASBR-PE2 Loop2 22.22.22.22/32 


ASBR-PE1 GE2/0 192.168.2.1/24 PE 2 GE1/0 192.168.3.1/24 


ASBR-PE1 Loop1 1.1.1.2/32 PE 2 GE2/0 10.11.2.1/24 


ASBR-PE1 Loop2 11.11.11.11/32 PE 2 Loop1 1.1.1.4/32 


CE a1 GE1/0 10.11.3.1/24 CE a2 GE1/0 10.11.2.2/24 
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Device Interface IP address Device Interface IP address 


CE a1 GE2/0 10.11.1.2/24 CE a2 GE2/0 10.11.4.1/24 


CE a1 Loop0 2.2.2.2/32    
 


Requirements analysis 
To meet the network requirement, you must perform the following tasks: 


• Create the same MD for each AS. 


• Establish MSDP peering relationships between the RPs in the ASs to share the multicast source 
information in different PIM-SM domains. 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration restrictions and guidelines 
You must specify the same route targets for the same VPN instance within the same AS. You may specify 
different route targets for the same VPN instance within different ASs. 


Configuration procedures 
1. Assign an IP address and subnet mask to each interface on CE a1 according to Table 3. 


<CEa1> system-view 


[CEa1] interface gigabitethernet 1/0 


[CEa1-GigabitEthernet1/0] ip address 10.11.3.1 24 


[CEa1-GigabitEthernet1/0] quit 


[CEa1] interface loopback 0 


[CEa1-LoopBack0] ip address 2.2.2.2 32 


[CEa1-LoopBack0] quit 


[CEa1] interface gigabitethernet 2/0 


[CEa1-GigabitEthernet2/0] ip address 10.11.1.2 24 


[CEa1-GigabitEthernet2/0] quit 


# Configure PE 1, ASBR-PE 1, ASBR-PE 2, PE 2, and CE a2 in the same way CE a1 is configured. 
(Details not shown.) 


2. Configure a unicast routing protocol and basic MPLS VPN on all devices so that all devices are 
interoperable at the network layer. (Details not shown.) 


For more information about configuring basic MPLS VPN, see HP VSR1000 Virtual Services 
Router MPLS Configuration Guide.  


3. Enable IP multicast routing on the public network, enable PIM-SM on public network interfaces 
(including Loopback interfaces), and configure PIM-SM domain borders: 


# On PE 1, enable IP multicast routing, and enable PIM-SM on the public network interfaces. 
<PE1> system-view 
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[PE1] multicast routing 


[PE1-mrib] quit 


[PE1] interface gigabitethernet 1/0 


[PE1-GigabitEthernet1/0] pim sm 


[PE1-GigabitEthernet1/0] quit 


[PE1] interface loopback 1 


[PE1-LoopBack1] pim sm 


[PE1-LoopBack1] quit 


# On ASBR-PE 1, enable IP multicast routing, and enable PIM-SM on public network interfaces. 
<ASBR-PE1> system-view 


[ASBR-PE1] multicast routing 


[ASBR-PE1-mrib] quit 


[ASBR-PE1] interface gigabitethernet 1/0 


[ASBR-PE1-GigabitEthernet1/0] pim sm 


[ASBR-PE1-GigabitEthernet1/0] quit 


[ASBR-PE1] interface gigabitethernet 2/0 


[ASBR-PE1-GigabitEthernet2/0] pim sm 


[ASBR-PE1-GigabitEthernet2/0] quit 


[ASBR-PE1] interface loopback 1 


[ASBR-PE1-LoopBack1] pim sm 


[ASBR-PE1-LoopBack1] quit 


[ASBR-PE1] interface loopback 2 


[ASBR-PE1-LoopBack2] pim sm 


[ASBR-PE1-LoopBack2] quit 


#Configure Loopback 2 as a C-BSR and a C-RP. 
[ASBR-PE1] pim 


[ASBR-PE1-pim] c-bsr 11.11.11.11 


[ASBR-PE1-pim] c-rp 11.11.11.11 


[ASBR-PE1-pim] quit 


# Configure GigabitEthernet 2/0 as a PIM-SM domain border. 
[ASBR-PE1] interface gigabitethernet 2/0 


[ASBR-PE1-GigabitEthernet2/0] pim bsr-boundary 


[ASBR-PE1-GigabitEthernet2/0] quit 


# On PE 2, enable IP multicast routing, and enable PIM-SM on public network interfaces. 
<PE2> system-view 


[PE2] multicast routing 


[PE2-mrib] quit 


[PE2] interface gigabitethernet 1/0 


[PE2-GigabitEthernet1/0] pim sm 


[PE2-GigabitEthernet1/0] quit 


[PE2] interface loopback 1 


[PE2-LoopBack1] pim sm 


[PE2-LoopBack1] quit 


# On ASBR-PE 2, enable IP multicast routing, and enable PIM-SM on the public network 
interfaces. 
<ASBR-PE2> system-view 


[ASBR-PE2] multicast routing 
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[ASBR-PE2-mrib] quit 


[ASBR-PE2] interface gigabitethernet 1/0 


[ASBR-PE2-GigabitEthernet1/0] pim sm 


[ASBR-PE2-GigabitEthernet1/0] quit 


[ASBR-PE2] interface gigabitethernet 2/0 


[ASBR-PE2-GigabitEthernet2/0] pim sm 


[ASBR-PE2-GigabitEthernet2/0] quit 


[ASBR-PE2] interface loopback 1 


[ASBR-PE2-LoopBack1] pim sm 


[ASBR-PE2-LoopBack1] quit 


[ASBR-PE2] interface loopback 2 


[ASBR-PE2-LoopBack2] pim sm 


[ASBR-PE2-LoopBack2] quit 


# Configure Loopback 2 as a C-BSR and a C-RP. 
[ASBR-PE2] pim 


[ASBR-PE2-pim] c-bsr 22.22.22.22 


[ASBR-PE2-pim] c-rp 22.22.22.22 


[ASBR-PE2-pim] quit 


# Configure GigabitEthernet 1/0 as a PIM-SM domain border. 
[ASBR-PE2] interface gigabitethernet 1/0 


[ASBR-PE2-GigabitEthernet1/0] pim bsr-boundary 


[ASBR-PE2-GigabitEthernet1/0] quit 


4. Establish MSDP peering relationships between RPs on the public network in the ASs. 


# On ASBR-PE 1, specify an MSDP peer. 
[ASBR-PE1] msdp 


[ASBR-PE1-msdp] encap-data-enable 


[ASBR-PE1-msdp] peer 192.168.2.2 connect-interface gigabitethernet 2/0 


# On ASBR-PE 2, specify an MSDP peer. 
[ASBR-PE2] msdp 


[ASBR-PE2-msdp] encap-data-enable 


[ASBR-PE2-msdp] peer 192.168.2.1 connect-interface gigabitethernet 1/0 


5. Enable IP multicast routing for the VPN instance, enable PIM-SM on private network interfaces, 
and enable IGMP on the interfaces that have receiver hosts attached: 


# On CE a1, enable IP multicast routing, and enable PIM-SM on each interface. 
<CEa1> system-view 


[CEa1] multicast routing 


[CEa1-mrib] quit 


[CEa1] interface gigabitethernet 1/0 


[CEa1-GigabitEthernet1/0] pim sm 


[CEa1-GigabitEthernet1/0] quit 


[CEa1] interface gigabitethernet 2/0 


[CEa1-GigabitEthernet2/0] pim sm 


[CEa1-GigabitEthernet2/0] quit 


[CEa1] interface loopback 0 


[CEa1-LoopBack0] pim sm 


[CEa1-LoopBack0] quit 


# Configure Loopback 0 as a C-BSR and a C-RP. 
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[CEa1] pim 


[CEa1-pim] c-bsr 2.2.2.2 


[CEa1-pim] c-rp 2.2.2.2 


[CEa1-pim] quit 


# On CE a2, enable IP multicast routing, enable PIM-SM on GigabitEthernet 1/0, and enable 
IGMP on GigabitEthernet 2/0. 
<CEa2> system-view 


[CEa2] multicast routing 


[CEa2-mrib] quit 


[CEa2] interface gigabitethernet 1/0 


[CEa2-GigabitEthernet1/0] pim sm 


[CEa2-GigabitEthernet1/0] quit 


[CEa2] interface gigabitethernet 2/0 


[CEa2-GigabitEthernet2/0] igmp enable 


[CEa2-GigabitEthernet2/0] quit 


# On PE 1, create VPN instance customerA. 
[PE1] ip vpn-instance customerA 


[PE1-vpn-instance-customerA] route-distinguisher 100:1 


[PE1-vpn-instance-customerA] vpn-target 100:1 


[PE1-vpn-instance-customerA] quit 


# Associate GigabitEthernet 2/0 with VPN instance customerA. 
[PE1] interface gigabitethernet 2/0 


[PE1-GigabitEthernet2/0] ip binding vpn-instance customerA 


[PE1-GigabitEthernet2/0] quit 


# Enable IP multicast routing for VPN instance customerA, and enable PIM-SM on 
GigabitEthernet 2/0. 
[PE1] multicast routing vpn-instance customerA 


[PE1-mrib-customerA] quit 


[PE1] interface gigabitethernet 2/0 


[PE1-GigabitEthernet2/0] pim sm 


[PE1-GigabitEthernet2/0] quit 


# On PE 2, create VPN instance customerA. 
[PE2] ip vpn-instance customerA 


[PE2-vpn-instance-customerA] route-distinguisher 200:1 


[PE2-vpn-instance-customerA] vpn-target 100:1 


[PE2-vpn-instance] quit 


# Associate GigabitEthernet 2/0 with VPN instance customerA. 
[PE2] interface gigabitethernet 2/0 


[PE2-GigabitEthernet2/0] ip binding vpn-instance customerA 


[PE2-GigabitEthernet2/0] quit 


# Enable IP multicast routing for VPN instance customerA, and enable PIM-SM on 
GigabitEthernet 2/0. 
[PE2] multicast routing vpn-instance customerA 


[PE2-mrib-customerA] quit 


[PE2] interface gigabitethernet 2/0 


[PE2-GigabitEthernet2/0] pim sm 


[PE2-GigabitEthernet2/0] quit 
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6. Create the same MD for the ASs, and specify the default-group, MD source interface, and 
data-group for the MD: 


# On PE 1, create an MD for VPN instance customerA, and specify the default-group, MD source 
interface, and data-group. 
[PE1] multicast-domain vpn-instance customerA 


[PE1-md-customerA] default-group 239.1.1.1 


[PE1-md-customerA] source loopback 1 


[PE1-md-customerA] data-group 225.2.2.0 28 


[PE1-md-customerA] quit 


# On PE 2, create an MD for VPN instance customerA, and specify the default-group, MD source 
interface, and data-group. 
[PE2] multicast-domain vpn-instance customerA 


[PE2-md-customerA] default-group 239.1.1.1 


[PE2-md-customerA] source loopback 1 


[PE2-md-customerA] data-group 225.2.2.0 28 


[PE2-md-customerA] quit 


Verifying the configuration 
# Verify that the default-MDT has been established on the public network in each AS on PEs and 
ASBR-PEs. The following example shows PIM routing table for the public network on ASBR-PE 1. 
[ASBR-PE1]display pim routing-table 


 Total 1 (*, G) entry; 2 (S, G) entry 


 


 (*, 239.1.1.1) 


     RP: 3.3.3.3 (local) 


     Protocol: pim-sm, Flag: SPT LOC ACT 


     UpTime: 02:54:43 


     Upstream interface: Register 


         Upstream neighbor: NULL 


         RPF prime neighbor: NULL 


     Downstream interface(s) information: 


     Total number of downstreams: 1 


         1: GigabitEthernet1/0 


             Protocol: pim-sm, UpTime: 02:54:43, Expires: - 


 


 (1.1.1.1, 239.1.1.1) 


     RP: 3.3.3.3 (local) 


     Protocol: pim-sm, Flag: SPT LOC ACT 


     UpTime: 01:57:13 


     Upstream interface: GigabitEthernet1/0 


         Upstream neighbor: 192.168.1.2 


         RPF prime neighbor: 192.168.1.2 


     Downstream interface(s) information: None 
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(1.1.1.4, 239.1.1.1) 


     RP: 3.3.3.3 (local) 


     Protocol: pim-sm, Flag: SPT LOC ACT 


     UpTime: 01:57:13 


     Upstream interface: GigabitEthernet2/0 


         Upstream neighbor: 192.168.2.2 


         RPF prime neighbor: 192.168.2.2 


     Downstream interface(s) information: None 


The output shows that an RPT for (*, 239.1.1.1), an SPT for (1.1.1.1, 239.1.1.1), and an SPT for (1.1.1.4, 
239.1.1.1) have been established on the public network. The RPT and SPTs constitute the default-MDT for 
the public network. 


Configuration files 
• PE 1: 


# 


ip vpn-instance customerA  


 route-distinguisher 100:1  


 vpn-target 100:1 import-extcommunity  


 vpn-target 100:1 export-extcommunity  


#  


interface LoopBack1  


 ip address 1.1.1.1 255.255.255.255  


 pim sm 


#  


interface GigabitEthernet1/0  


 ip address 192.168.1.2 255.255.255.0  


 pim sm  


#  


interface GigabitEthernet2/0  


 ip binding vpn-instance customerA  


 ip address 10.11.1.1 255.255.255.0  


 pim sm   


#  


multicast routing  


#  


multicast routing vpn-instance customerA 


#  


multicast-domain vpn-instance customerA  


 source LoopBack1  


 default-group 239.1.1.1  


 data-group 225.1.1.0 255.255.255.240 


# 


• PE 2: 
# 


ip vpn-instance customerA  


 route-distinguisher 200:1  
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 vpn-target 100:1 import-extcommunity  


 vpn-target 100:1 export-extcommunity  


#  


interface LoopBack1  


 ip address 1.1.1.4 255.255.255.255  


 pim sm 


#  


interface GigabitEthernet1/0  


 ip address 192.168.3.1 255.255.255.0  


 pim sm  


#  


interface GigabitEthernet2/0  


 ip binding vpn-instance customerA  


 ip address 10.11.2.1 255.255.255.0  


 pim sm   


#  


multicast routing  


#  


multicast routing vpn-instance customerA 


#  


multicast-domain vpn-instance customerA  


 source LoopBack1  


 default-group 239.1.1.1  


 data-group 225.1.1.0 255.255.255.240 


# 


• ASBR-PE 1: 
#  


interface LoopBack1  


 ip address 1.1.1.2 255.255.255.255  


 pim sm 


#  


interface LoopBack2  


 ip address 11.11.11.11 255.255.255.255  


 pim sm 


# 


interface GigabitEthernet1/0  


 ip address 192.168.1.1 255.255.255.0  


 pim sm  


#  


interface GigabitEthernet2/0  


 ip address 192.168.2.1 255.255.255.0  


 pim sm   


 pim bsr-boundary 


#  


multicast routing  


#  


pim  


 c-bsr 11.11.11.11  
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 c-rp 11.11.11.11 


#  


msdp  


 encap-data-enable  


 peer 192.168.2.2 connect-interface GigabitEthernet2/0 


# 


• ASBR-PE 2: 
#  


interface LoopBack1  


 ip address 1.1.1.3 255.255.255.255  


 pim sm 


#  


interface LoopBack2  


 ip address 22.22.22.22 255.255.255.255  


 pim sm 


#  


interface GigabitEthernet1/0 


 ip address 192.168.2.2 255.255.255.0  


 pim sm   


 pim bsr-boundary 


# 


interface GigabitEthernet2/0  


 ip address 192.168.3.2 255.255.255.0  


 pim sm  


#  


multicast routing  


#  


pim  


 c-bsr 22.22.22.22  


 c-rp 22.22.22.22 


#  


msdp  


 encap-data-enable  


 peer 192.168.2.1 connect-interface GigabitEthernet1/0 


# 


• CE a1: 
#  


interface LoopBack0  


 ip address 2.2.2.2 255.255.255.255  


 pim sm 


#  


interface GigabitEthernet1/0  


 ip address 10.11.3.1 255.255.255.0  


 pim sm  


#  


interface GigabitEthernet2/0  


 ip address 10.11.1.2 255.255.255.0  


 pim sm   
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#  


multicast routing  


#  


pim  


 c-bsr 2.2.2.2  


 c-rp 2.2.2.2 


# 


• CE a2: 
#  


interface GigabitEthernet1/0  


 ip address 10.11.2.2 255.255.255.0  


 pim sm  


#  


interface GigabitEthernet2/0  


 ip address 10.11.4.1 255.255.255.0  


 igmp enable 


#  


multicast routing  


# 


Related documentation 
• HP VSR1000 Virtual Services Router IP Multicast Command Reference 


• HP VSR1000 Virtual Services Router IP Multicast Configuration Guide 





		Introduction

		Prerequisites

		Example: Configuring intra-AS MD VPN

		Network requirements

		Requirements analysis

		Software version used

		Configuration restrictions and guidelines

		Configuration procedures

		Verifying the configuration

		Configuration files



		Example: Configuring inter-AS option A MD VPN

		Network requirements

		Requirements analysis

		Software version used

		Configuration restrictions and guidelines

		Configuration procedures

		Verifying the configuration

		Configuration files



		Example: Configuring inter-AS option C MD VPN

		Network requirements

		Requirements analysis

		Software version used

		Configuration restrictions and guidelines

		Configuration procedures

		Verifying the configuration

		Configuration files



		Related documentation






HP VSR1000 Virtual Services Router NTP 
Configuration Examples 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


© Copyright 2014 Hewlett-Packard Development Company, L.P. The information contained 
herein is subject to change without notice. The only warranties for HP products and services are 
set forth in the express warranty statements accompanying such products and services. Nothing 
herein should be construed as constituting an additional warranty. HP shall not be liable for 
technical or editorial errors or omissions contained herein.  


 







i 


Contents 


Introduction ··································································································································································· 1 


Prerequisites ·································································································································································· 1 


Example: Configuring the IPv6 NTP client/server mode ··························································································· 1 
Network requirements ······················································································································································ 1 
Software version used ······················································································································································ 1 
Configuration procedures ················································································································································ 1 


Configuring Device A ·············································································································································· 2 
Configuring Device B ··············································································································································· 2 
Configuring Device C ·············································································································································· 2 


Verifying the configuration ··············································································································································· 2 
Configuration files ····························································································································································· 3 


Example: Configuring the IPv6 NTP multicast mode ································································································· 3 
Network requirements ······················································································································································ 3 
Software version used ······················································································································································ 4 
Configuration procedures ················································································································································ 4 


Configuring Device C ·············································································································································· 4 
Configuring Device D ·············································································································································· 4 
Configuring Device B ··············································································································································· 5 
Configuring Device A ·············································································································································· 5 


Verifying the configuration ··············································································································································· 6 
Configuration files ····························································································································································· 6 


Example: Configuring the NTP broadcast mode with authentication ······································································ 7 
Network requirements ······················································································································································ 7 
Software version used ······················································································································································ 7 
Configuration procedures ················································································································································ 8 


Configure Device C ·················································································································································· 8 
Configure Device A ·················································································································································· 8 


Verifying the configuration ··············································································································································· 9 
Configuration files ····························································································································································· 9 


Related documentation ·············································································································································· 10 


 







 


1 


Introduction 
This document provides NTP configuration examples. 


Prerequisites 
This document is not restricted to specific software versions. 


The configuration examples in this document were created and verified in a lab environment, and all the 
devices were started with the factory default configuration. When you are working on a live network, 
make sure you understand the potential impact of every command on your network. 


This document assumes that you have basic knowledge of NTP. 


Example: Configuring the IPv6 NTP 
client/server mode 


Network requirements 
As shown in Figure 1, configure the IPv6 NTP client/server mode so all devices can synchronize to Device 
A, which is the NTP server. 


Figure 1 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
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Configuring Device A 
# Assign an IPv6 address to GigabitEthernet 2/0. 
<DeviceA> system-view 


[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ipv6 address 3000::34 64 


[DeviceA-GigabitEthernet2/0] quit 


# Enable the NTP service. 
[DeviceA] ntp-service enable 


# Specify the local clock as the reference source, with the stratum level 2. 
[DeviceA] ntp-service refclock-master 2 


Configuring Device B 
# Assign an IPv6 address to GigabitEthernet 2/0. (Details not shown.) 


# Enable the NTP service. 
<DeviceB> system-view 


[DeviceB] ntp-service enable 


# Specify Device A as the NTP server of Device B so that Device B is synchronized to Device A. 
[DeviceB] ntp-service ipv6 unicast-server 3000::34 


Configuring Device C 
# Assign an IPv6 address to GigabitEthernet 2/0. (Details not shown.) 


# Enable the NTP service. 
<DeviceC> system-view 


[DeviceC] ntp-service enable 


# Specify Device A as the NTP server of Device C so that Device C is synchronized to Device A. 
[DeviceC] ntp-service ipv6 unicast-server 3000::34 


Verifying the configuration 
The following example uses Device B to describe configuration verification. 


# Verify that Device B has synchronized to Device A, and the clock stratum level is 3 on Device B and 2 
on Device A. 
[DeviceB] display ntp-service status 


 Clock status: synchronized 


 Clock stratum: 3 


 System peer: 3000::34 


 Local mode: client 


 Reference clock ID: 95.197.17.40 


 Leap indicator: 00 


 Clock jitter: 0.003479 s 


 Stability: 0.000 pps 
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 Clock precision: 2^-18 


 Root delay: 1.95313 ms 


 Root dispersion: 28.38135 ms 


 Reference time: d5ed8cd5.577006ea  Wed, Sep 25 2013 16:24:53.341 


# Verify that an IPv6 NTP association has been established between Device B and Device A. 
[DeviceB] display ntp-service ipv6 sessions 


     source          reference       stra reach poll  now offset  delay disper 


******************************************************************************** 


[12345] 3000::34     127.127.1.0        2   127   64   67 -0.123 0.3356 5.3405 


Notes: 1 source(master), 2 source(peer), 3 selected, 4 candidate, 5 configured. 


 Total sessions: 1 


Configuration files 
• Device A: 


# 


interface GigabitEthernet2/0 


 ipv6 address 3000::34/64 


# 


 ntp-service enable 


 ntp-service refclock-master 2 


# 


• Device B: 
# 


interface GigabitEthernet2/0 


 ipv6 address 3000::35/64 


# 


 ntp-service enable 


 ntp-service ipv6 unicast-server 3000::34 


# 


• Device C: 
# 


interface GigabitEthernet2/0 


 ipv6 address 3000::36/64 


# 


 ntp-service enable 


 ntp-service ipv6 unicast-server 3000::34 


# 


Example: Configuring the IPv6 NTP multicast 
mode 


Network requirements 
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As shown in Figure 2, configure the IPv6 NTP multicast mode so all devices on different network segments 
can synchronize to Device C, which is the NTP server. 


Figure 2 Network diagram 


 
 


Software version used 
This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 
Configure routing protocols so that all devices can reach each other. (Details not shown.) 


Configuring Device C 
# Enable the NTP service. 
<DeviceC> system-view 


[DeviceC] ntp-service enable 


# Specify the local clock as the reference source, with the stratum level 2. 
[DeviceC] ntp-service refclock-master 2 


# Assign an IPv6 address to GigabitEthernet 2/0. 
[DeviceC] interface gigabitethernet 2/0 


[DeviceC-GigabitEthernet2/0] ipv6 address 3000::2 64 


# Configure Device C to operate in IPv6 multicast server mode and send multicast messages from 
GigabitEthernet 2/0. 
[DeviceC-GigabitEthernet2/0] ntp-service ipv6 multicast-server ff24::1 


[DeviceC-GigabitEthernet2/0] quit 


Configuring Device D 
# Assign an IP address to GigabitEthernet 2/0. (Details not shown.) 


# Enable the NTP service. 
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<DeviceD> system-view 


[DeviceD] ntp-service enable 


# Configure Device D to operate in IPv6 multicast client mode and receive multicast messages on 
GigabitEthernet 2/0. 
[DeviceD] interface gigabitethernet 2/0 


[DeviceD-GigabitEthernet2/0] ntp-service ipv6 multicast-client ff24::1 


[DeviceD-GigabitEthernet2/0] quit 


Configuring Device B 
# Assign an IP address to GigabitEthernet 2/0 and GigabitEthernet 3/0. (Details not shown.) 


# Enable the NTP service. 
<DeviceB> system-view 


[DeviceB] ntp-service enable 


# Configure Device B to operate in IPv6 multicast client mode and receive multicast messages on 
GigabitEthernet 2/0. 
[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] ntp-service ipv6 multicast-client ff24::1 


[DeviceB-GigabitEthernet2/0] quit 


Because Device A and Device C are on different subnets, you must enable IPv6 multicast functions on 
Device B before Device A can receive multicast messages from Device C. 


# Enable IPv6 multicast functions. 
[DeviceB] ipv6 multicast routing 


[DeviceB-mrib6] quit 


[DeviceB] interface gigabitethernet 2/0 


[DeviceB-GigabitEthernet2/0] ipv6 pim dm 


[DeviceB-GigabitEthernet2/0] quit 


[DeviceB] interface gigabitethernet 3/0 


[DeviceB-GigabitEthernet3/0] mld enable 


[DeviceB-GigabitEthernet3/0] mld static-group ff24::1 


[DeviceB-GigabitEthernet3/0] quit 


Configuring Device A 
# Assign an IP address to GigabitEthernet 3/0. (Details not shown.) 


# Enable the NTP service. 
<DeviceA> system-view 


[DeviceA] ntp-service enable 


# Configure Device A to operate in IPv6 multicast client mode and receive multicast messages on 
GigabitEthernet 3/0. 
[DeviceA] interface gigabitethernet 3/0 


[DeviceA-GigabitEthernet3/0] ntp-service ipv6 multicast-client ff24::1 


[DeviceA-GigabitEthernet3/0] quit 
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Verifying the configuration 
The following example uses Device A to describe configuration verification. 


# Verify that Device A has synchronized to Device C, and the clock stratum level is 3 on Device A and 2 
on Device C. 
[DeviceA] display ntp-service status 


 Clock status: synchronized 


 Clock stratum: 3 


 System peer: 3000::2 


 Local mode: bclient 


 Reference clock ID: 165.84.121.65 


 Leap indicator: 00 


 Clock jitter: 0.000061 s 


 Stability: 0.000 pps 


 Clock precision: 2^-18  


 Root delay: 1.69373 ms 


 Root dispersion: 1950.18005 ms 


 Reference time: d5ee9b15.2f3a684d  Thu, Sep 26 2013 11:37:57.184 


Configuration files 
• Device A: 


# 


 ntp-service enable 


# 


interface GigabitEthernet3/0 


 ipv6 address 2000::1/64 


 ntp-service ipv6 multicast-client ff24::1 


# 


• Device B: 
# 


ntp-service enable 


# 


ipv6 multicast routing 


# 


mld-snooping 


# 


interface GigabitEthernet2/0 


 ipv6 address 3000::1/64 


 ipv6 pim dm 


 ntp-service ipv6 multicast-client ff24::1 


# 


interface GigabitEthernet3/0 


 ipv6 address 2000::2/64 


 mld enable 


 mld static-group ff24::1 







 


7 


# 


• Device C: 
# 


 ntp-service enable 


ntp-service refclock-master 2 


# 


interface GigabitEthernet2/0 


 ipv6 address 3000::2/64 


 ntp-service ipv6 multicast-server ff24::1 


# 


• Device D: 
# 


 ntp-service enable 


# 


interface GigabitEthernet2/0 


 ipv6 address 3000::3/64 


 ntp-service ipv6 multicast-client ff24::1 


# 


Example: Configuring the NTP broadcast mode 
with authentication 


Network requirements 
As shown in Figure 3, configure NTP broadcast mode so all devices can synchronize to Device A, which 
is the NTP server. Configure NTP authentication on Device A, Device B, and Device C. 


Figure 3 Network diagram 


 
 


Software version used 
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This configuration example was created and verified on E0301 of the HP VSR1000 virtual router. 


Configuration procedures 


Configure Device C 
# Enable the NTP service. 
<DeviceC> system-view 


[DeviceC] ntp-service enable 


# Specify the local clock as the reference source, with the stratum level 2 on Device C. 
[DeviceC] ntp-service refclock-master 2 


# Enable NTP authentication on Device C. Configure an NTP authentication key, with the key ID 88 and 
key value 123456. Input the key in plain text, and specify it as a trusted key. 
[DeviceC] ntp-service authentication enable 


[DeviceC] ntp-service authentication-keyid 88 authentication-mode md5 simple 123456 


[DeviceC] ntp-service reliable authentication-keyid 88 


# Specify Device C as an NTP broadcast server, and associate key 88 with Device C. 
[DeviceC] interface gigabitethernet 2/0 


[DeviceC-GigabitEthernet2/0] ip address 3.0.1.31 24 


[DeviceC-GigabitEthernet2/0] ntp-service broadcast-server authentication-keyid 88 


[DeviceC-GigabitEthernet2/0] quit 


[DeviceC] interface gigabitethernet 3/0 


[DeviceC-GigabitEthernet3/0] ip address 3.0.1.35 24 


[DeviceC-GigabitEthernet3/0] ntp-service broadcast-server authentication-keyid 88 


[DeviceC-GigabitEthernet3/0] quit 


Configure Device A 
# Enable the NTP service. 
<DeviceA> system-view 


[DeviceA] ntp-service enable 


# Enable NTP authentication on Device A. Configure an NTP authentication key, with the key ID 88 and 
key value 123456. Input the key in plain text, and specify it as a trusted key. 
[DeviceA] ntp-service authentication enable 


[DeviceA] ntp-service authentication-keyid 88 authentication-mode md5 simple 123456 


[DeviceA] ntp-service reliable authentication-keyid 88 


# Configure Device A to operate in NTP broadcast client mode and receive NTP broadcast messages on 
GigabitEthernet 2/0. 
[DeviceA] interface gigabitethernet 2/0 


[DeviceA-GigabitEthernet2/0] ntp-service broadcast-client 


[DeviceC-GigabitEthernet2/0] ip address 3.0.1.33 24 


[DeviceA-GigabitEthernet2/0] quit 


# Configure Device B, Device D, and Device E in the same way Device A is configured. (Details not 
shown.) 
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Verifying the configuration 
The following example uses Device A to describe configuration verification. 


# Verify that Device A has synchronized to Device C, and the clock stratum level is 3 on Device A and 2 
on Device C. 
[DeviceA] display ntp-service status 


 Clock status: synchronized 


 Clock stratum: 3 


 System peer: 3.0.1.31 


 Local mode: bclient 


 Reference clock ID: 3.0.1.31 


 Leap indicator: 00 


 Clock jitter: 0.000092 s 


 Stability: 0.000 pps 


 Clock precision: 2^-18 


 Root delay: 2.42615 ms 


 Root dispersion: 1950.98877 ms 


 Reference time: d5eed631.2f498d71  Thu, Sep 26 2013 15:50:09.184 


Configuration files 
• Device A, Device B, Device D, and Device E: 


# 


interface GigabitEthernet2/0 


 ip address 3.0.1.33 255.255.255.0 


 ntp-service broadcast-client 


# 


 ntp-service enable 


 ntp-service authentication enable 


 ntp-service authentication-keyid 88 authentication-mode md5 cipher 
$c$3$pU6KvpS80MadhM2zM 


CCSR07HX4qEbJhHvQ== 


 ntp-service reliable authentication-keyid 88 


# 


• Device C: 
# 


interface GigabitEthernet2/0 


 ip address 3.0.1.31 255.255.255.0 


 ntp-service broadcast-server authentication-keyid 88 


# 


interface GigabitEthernet3/0 


 ip address 3.0.1.35 255.255.255.0 


 ntp-service broadcast-server authentication-keyid 88 


# 


ntp-service enable 


 ntp-service authentication enable 
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 ntp-service authentication-keyid 88 authentication-mode md5 cipher 
$c$3$iJudDKiqCVO+gOaG53 


63/fz4M3dQvHo2Fw== 


 ntp-service reliable authentication-keyid 88 


 ntp-service refclock-master 3 


# 


Related documentation 
• HP VSR1000 Virtual Services Router Network Management and Monitoring Command Reference 


• HP VSR1000 Virtual Services Router Network Management and Monitoring Configuration Guide 
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